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Linux Inside Ha pycckom

OpUrHHa/IBHBIH MPOEKT
Cepus crareii o siipe Linux 1 ero BHyTpeHHeM yCTpOMCTBe.

Iens nmpocra (0T aBTOPA) - NMO/Ie/IMTHCS CBOMM CKPOMHBIM 3HaHHEM O BHYTPEHHOCTSX siZipa Linux ¥ MoMoub JIFo/isiM, KOTOpbIe

3aMHTePeCOBaHbl HU3KOYPOBHEBBIMU MMOAPo6GocTsimMu Linux.
Bonpocsr/IIpeanoxenusi no nepeBojy: He crecHsiiiTech 3a/jaBath 1t00ble BOMPOCHI ¥ NPe//I0XKeHUst MHe Ha email.

DJ/IeKTPOHHBIe BepCHH KHMIH: Bbl MokeTe Haiitu PDE/EPUB/MOBI B GitBook umu B nanke peniosuropust Ebooks

(nepriozruecky 06HOBIIsIeTCsT). TakKe BbI MOXKeTe CreHepHUpOBaTh MX CAMOCTOSITE/BHO.

IToapepxka

Eciv BaM HpaBUTCs linux-insides-ru , BbI MOXKETE MO/A€PKaTh aBTOPaA mepeBo/ja CeyoiuMy criocobamu. Ecu y Bac
BO3HUKJ/IU ITPOGJIEMBI C OT/IATOM WTH BbI XOTHTE TIOXKEPTBOBAThH WHBIM CTIOCOOOM, CBSDKATECH CO MHO:

proninyaroslav@mail.ru . Crracu6o!

e Yandex Money: 410011738561939

Donate
o paypal: v+ N I R

e Amazon.com eGift Cards: npocto BbiGepuTe CyMMy ¥ BBeAWTe e-mail proninyaroslav@mail.ru B gift card details

https://www.amazon.com/gp/product/BO0O4LLIKVU/

TakkKe Bbl MOJKeTe N0/iepkaTb OPUTHHAIBHOr0 aBTOpa C/IeYIOIIUMU CIIOCO0aMM:

YuacTue

Ecmu y Bac BO3HHKHYT Kakue-100 po6sieMsl, He CTeCHsTITECh CO37aBarth issues wim pull-request.

Ioxanyiicra, npourure CONTRIBUTING.md, npexx/je yeM BHeCTH U3MEeHEHHsI.


https://github.com/0xAX/linux-insides
mailto:proninyaroslav@mail.ru
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CnMCcoK pacchblUIKH

OpHrvHaIBHbIN ITPOEKT MeeT CITUCOK pacchutku Google Group Ay1st M3yueHHst HCXOAHOTO KoAia sifipa. BoT HeckombKo

MHCTPYKLIMH O TOM, KaK ero UCI0/Ib30BaTh.

IIpucoefMHUTHCA K CIIUCKY

OTrpaBbTe MUCHMO C JIFOOBIM BOITPOCOM/COAEPKUMBIM T10 afjpecy kernelhacking+subscribe@googlegroups.com . 3aTeM BbI

TIOJTy4Te [TOATBepIKeHNe T10 3/1eKTPOHHOH route. OTBETbTe Ha HEro C J00ObIM COZEP>KUMBIM.

Ecmu Yy BacC eCTb yqéTnaﬂ 3aITMCh GOO‘D’|€, BbI TAKXKe MOXKeTe OTKPBITb CTPAHULYY apXUBA U HAXKATh Yro0bI OTNpPaB/IATH

COOGH.[EHHH, BCTymnuTe B Irpynimy. Bri 6}’,[[8']"6 dBTOMATHUYECKH go()anr{enm B CITMCOK PAaCCbIJIKH.

OTl'[paBKa NnUuceM B CITUCOK PACCBIJIKH

HpOCTO OTHpaBHHﬁTe TMCbMa M0 agpecy kernelhacking@googlegroups.com . OCHOBBI UCITO/Tb30BaHME Te )Ke CaMble, YTO U y

JIPYTHX CIIMCKOB PAcChIIOK, paboTaroiux Ha mailman.
ApxuB

https://groups.google.com/forum/#!forum/kernelhacking

ABTOp

@0xAX

ITepeBoguuk

proninyaroslav
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IIpowecc 3arpysku sjapa

3JTa riaBa ONMChIBaeT MpOLece 3arpy3ku sigpa Linux. 34eck Bbl YBUAWTE CEPUIO CTaTel, KOTOPbIe OMUCHIBAIOT MOJIHBIN LUK/

3arpy3KH sipa:

Ot 3arpysurka K siipy - OIXChIBaeT BCe CTa/jUX OT BK/IIOUEHNsI KOMIIbIOTepa fI0 3arycKa IepBoii MHCTPYKLHH s/pa.
[TepBele mary B KoJje HACTPOMKMY si/jpa - OMMCHIBAET I1epBble 1Iary B KOZle HaCTPOMKY AApa. Bel yBUANTe HHULMAIA3ALIUIO
JVHaMHUUeCKOM IamMsTH, 3allpockl pa3/IMYHbIX [1apaMeTpoB, Takux Kak EDD, IST u gp.

Vinuiuanusanys BUJeope)xumMa 1 1epexo/ B 3aljUILEHHbIN Pe)K1M - ONUChIBaeT MHULMA/IN3aLi1I0 BUIeOpeXXrMa B Kofle
HaCTPOWKHU s/ipa U Nepexo/, B 3aLL{UILEHHbIA PeXXUM.

[Tepexo/; B 64-0UTHBIN PEXKKM - ONUCHIBAET MOATOTOBKY K I1epexofy B 64-0UTHBIN PeXHUM U ieTa/li [epexoa.
[lexomMmpeccus siZipa - ONUChIBaeT MIOATOTOBKY Iepe/ leKOMIIpecCHelt sifipa U JeTalu CaMoi J1eKOMIIPeCCHu.

Panyjomu3zanus azpeca sijipa - ONMCbIBaeT paH/[0MH3al{1Io ajpeca 3arpy3ku sjpa Linux.

JTa r/1aBa COOTBETCTBYeT sapy Linux v4.17 .



IIponecc 3arpys3ku sajapa. Hacrs 1.

Ot 3arpy3uMka K sgpy

Om asmopa:

Ecsit BbI uMTanu NpefplayLiye CTaTbi MOero 6;10ra, To MOTJIM 3aMeTHThb, UYTO HEKOTOPOe BpeMsi Ha3a sl Hauasl yB/eKaThCs
HU3KOYPOBHEBbIM [1POrpaMMHUpOBaHKeM. I Hamucasm HeCKOJ/IbKO cTaTeil 0 porpaMMUpoBaHuu nog, x86_64 B Linux. B To xe
BpeMsi s1 Hauasl "[orpy»KaTecs”" B MCXOAHBIH Koz Linux. S ncnbiThiBaro 60sIbLION HHTEpeC K MOHUMaHHIO TOro, Kak paboTaror
HU3KOYPOBHEBbIE BelllY, KaK 3allyCKaroTCsl IpOrpaMMbl Ha MOeM KOMIIbIOTepe, KaK OHU PacIio/IoXKeHbl B AMSATH, KaK sIpo
yIIpaB/sieT IIpoLieccaMy U NaMsThi0, Kak paboTaeT ceTeBOH CTeK Ha HU3KOM YPOBHE U MHOTMe Apyrue Bellju. [losTomy s pern

Hamnucarb ellé ofjHy ceputo cTarei o sape Linux a1 x86_64.

3ameuy, 4To s He ITpoeCcCUOHAIBLHBINA XaKep sipa U He MHIITY 10/, Hero Koz Ha pabore. 3To npocto x066u. MHe npocto
HPABSITCs] HU3KOYPOBHEBBIE BEIL[M ¥ MHe HHTepecHO Hab/roaTh 3a TeM, Kak OHU paboTarot. Tak uTo, ecsiv Bac uTo-To Gyzer
CMyILaTh UM Y Bac MOSBATCSA BONPOCH] UM 3aMeYaHMsl, TULLIUTe MHe B TBUTTep OxAX, pucbulaiiTe mMcbMa Ha email 1M npocro

co3zaBaiiTe issue. §1 11eH:o 3TO.

Bce crartbu Taxke OyayT foCTynHEI B perio3uTopun Github, 1, ecstit BbI 0OHapy>KuTe Kakyro-HAOY /b OIMOKY B COZEePKUMOM

CTaThH, He CTecHsHTeCh npuchbuiaTh pull request.
3amembme, umo 3mo He oguyuanbHAas AOKyMeHmayus, a npocmo mamepuan 015 o0yueHusi U 06MeHa 3HaHUSIMU.
TpelOyemble 3HAaHUSA

o [lonnmanue koza Ha si3bike C

e TloHmMMaHMe Kozia Ha si3bike accembiiepa (AT&T cvHTaKCHUC)

B nmr060M citydae, eci BbI TOJIBKO HAUMHAETe U3yuyaTh 0/{00HbIe HHCTPYMEHTE, 5 I0CTaparoCh 00BSICHUTD HEKOTOPBIE JleTald B
3TOM U TIOC/IeAYIOMUX YacTsx. JIafHo, mpocToe BBe/ieHHe 3aKOHUMIIOCh, ¥ TeIlepb MOYKHO HayaTh "'Morpy’keHne"” B SApo U

HU3KOYPOBHEBbIE BeIIH.

1 Hauas nMcaTh 3TY KHUTY, KOTJja aKTya/IbHOM Bepcueit sizipa Linux 6su1a 3.18, U ¢ 3TOro MoMeHTa MHOTOe MOTIJIO U3MeHUThCSI.

ITpy BO3HUKHOBEHUH M3MEHEeHHH 51 6yly COOTBETCTBYIOIIMM 06pa3oM 0OHOBISATD CTaThU.

Marunueckass KHONIKa BK/IOYE€HHUSA, UTO IMPOUCXOAUT ]J[aJ'[bIJ.IE?

HecmoTpst Ha TO, UTO 3TO cepHs cTateld o sizipe Linux, Mbl He OyZieM HaUMHATEL HEITOCPeJCTBEHHO C ero UCXOLHOr0 Koza (Io
KpaiiHeli Mepe B 3ToM rnaparpacge). Kak To/bK0 BBl HAXKMETe Marn4ecKyto KHOIKY BK/IIOUeHHs Ha BallleM HOYTOyKe Ui
HACTOJILHOM KOMITBIOTepe, OH HaurHaeT paboTatb. MaTepHHCKasl 1/1aTa MOChUIaeT CUTHAM K MCTOUHKKY THTaHus. IToce
TOJTy4YeHHsI CHTHaJIa, NCTOYHHK TUTaHUs 00ecrieuriBaeT KOMIBIOTED Ha/IeXKalliM KOIMUeCTBOM 3J/IeKTpruecTBa. ITocie Toro Kak
MaTepUHCKast 1/1aTa roJsiyyaeT curian 'muranve B Hopme' (Power good signal), oHa mbiTaetcst 3anyctuth CPU. CPU cOpacbiBaeT

BC€ OCTATOYHbIe IdHHbI€ B PErvCTpax M 3alyChbIBa€T MpeAyCTaHOBJ/IEHHbIE 3HAYE€HUA KaXKA0T0 U3 HUX.

CPU cepuu Intel 80386 u cTapiiie rnoce nepesanycka KOMIbIOTepa 3arl0/HSIIOT PeruCTphbl CeAYHOLMMU Ipe/ly CTaHOB/IeHHBIMU

3HAaUeHUSAMU:

IP oxfffo
CS selector 0xf000
CS base Oxffffeooo


https://0xax.github.io/categories/assembler/
https://twitter.com/0xAX
https://github.com/0xAX/linux-insides/issues/new
https://github.com/0xAX/linux-insides
https://en.wikipedia.org/wiki/Power_supply
https://en.wikipedia.org/wiki/Power_good_signal
https://en.wikipedia.org/wiki/Intel_80386

TMporieccop HaUMHAET CBOIO PaboTy B peskriMe peasbHbIX afpecos. JlaBaiiTe HEMHOTO 3a/IeP>KUMCS U TIOTBITAEMCS TIOHSITh
CerMeHTaLUIO NIaMATH B 3TOM pekuMe. PeXXuM peasibHBIX aZlpecoB T0/4ep)KUBaeTcst BceMy X86-COBMeCTUMBIMYU MPOLiecCopamy,
ot 8086 o cambix HOBbIX 64-6utHBIX CPU Intel. TIporjeccop 8086 nmesn 20-6uTHyIO IIKHY agpeca, T.e. OH MOr paboTath ¢
a/IpecHbIM MpocTpaHCcTBOM B AuanasoHe 0-0xFFFFF (1 merabaiit). Ho perucTpel y Hero 6buti TOJBKO 16-GUTHBIE, a B TaKOM

C/lyuae MakCHMaJIbHBIN pa3Mep aZipecyeMoii aMsTH COCTaB/seT 2716 - 1 Wil OxFfff (64 kunobaiita).

CermeHrarysi amMsiTH UCIOJb3YeTCs [/ TOro, 4ToObI 3a/ieICTBOBATL BCE JOCTYIHOE a/jpecHOe MPOCTPaHCTBO. Besi namsaTh
Jienutcs Ha HebostbIne, (PUKCUPOBAHHOTO pa3Mepa CerMeHThI 0 65536 0alT (64 K6) kaxk/plid. [TOCKOJIbKY MBI HE MOYKEM

a/|pecoBaTh MaMsTh CBBILIE 64 K6 C MOMOLbIO 16-OMTHBIX PerrCTpOB, ObUT MPHUAYMaH ajbTepHATHBHBINA METOJ,.

AJpec coCTOUT U3 IBYX UaCTeil: cesleKTopa CerMeHTa, KOTOPbIH COePXKUT 6a3oBbIit aipec, U CMeLLieHHe OT 3Toro 6a3oBoro
anpeca. B pexxuMe peasibHbIX aZipecoB 6a30BbIi aipec CeeKTOpa CErMeHTa 3T0 Cenektop Cermenta * 16 . TakuM 06pasom,

4T06bI OYyUNTh HU3HUUECKHIT aZipec B IaMsITH, HY’)KHO YMHOXKUTB CEeIeKTOp cerMeHTa Ha 16 U NpubaBHUTh K HEMY CMelljeHHe:

dusnyecknii agpec = CefnlekTop cermeHta * 16 + CmeuweHue

Hampumep, ecii CS:IP COZEPKUT 0x2000:0x00160 , TO COOTBETCTBYIOLMI (HDU3UUECKuUii afpec OyzerT:

>>> hex(( << 4) + )
'0x20010"'

Ho ec/iv MbI BO3bMEM MaKCHUMaJ/IbHO [JOCTYITHBIN CeJIEKTOP CErMEHTOB U CMelljeHre: Oxffff:oxffff , TO UTOroBbIM azpec OyzaeT:

>>> hex(( << 4) + )
'Ox10ffef’

yTo Hosibiiie iepBoro Merabaiita Ha 65520 6aiiT. TTIOCKO/IBKY B PeXXHMe peasibHBIX a/IpecoB JOCTYIEH TOJbKO OJJUH Merabair, c

OTKJIFOUEHHOM a/jpecHoi uHneid A20 ox10ffef CTaHOBUTCS 0x00ffef .

Xopol1o, Terepb MbI HEMHOTO 3HaeM O PeXXHMe peasIbHBIX aipecoB U a/jpecaliiyl IIaMsITh B 3TOM pe>kuMe. [laBaiite BepHEMCS K

00Cy>KIeHHI0 3HAUeHHUI PerucTpoB Tocsie copoca.

Peructp €S COCTOMT U3 [BYX YacTel: BUJUMbIH CeIeKTOp CErMeHTa M CKPBIThIN 6a30BbIi azpec. B To Bpems Kak 6a30BbIi
azipec, Kak 1paBuio, GopMHUpYyeTCs IyTéM YMHOKeHHsI 3HaUeHHsI Ce/leKTopa cerMeHTa Ha 16, Bo BpeMsI aIrapaTHOro Iepe3amnycka
B CeJIeKTOD CeTMeHTa B PErNCTpe CS 3alMChIBaeTcs 0xfoeo , a B 6a30BbIi azipec - oxffffoeee . [Iporjeccop UCMOMB3yeT 3TOT

CrelabHBIN 0a30BbIN afipec, TI0Ka perucTp CS He U3MeHUTCS.

HavaneHeli azfpec dopmupyeTcs yTéM jobaBieHHst 6a30BOro afipeca K 3HaUeHUIO B PErUCTpe EIP :

>>> +
'Oxfffffffo’

Mel onyuniu  exffFFfffe , T.e. 16 6aiT Hke 4 I'6. TTo 3TOMy afipecy pacriojiaraeTcsi Tak Ha3bIBaeMbIH BEKTOD TPEPbIBAHMI.
310 06/1acTh MamsTH, B KoTopoii CPU oXujaeT HalTH NIepBYI0 HHCTPYKLIMIO Zi/Is BBINOMHeHHs rocsie cobpoca. OHa COAep>KUT
MHCTPYKUMIO jump ( jmp ), KOTOpasi 06BIYHO YKa3bIBaeT Ha TOUKY BXoza B BIOS. Hamprimep, ectit MbI B3T/ISTHEM Ha MCXOZHBIHA

Koz, coreboot ( src/cpu/x86/16bit/reset16.inc ), TO YBUAUM CJle[yroLLee:

.section ".reset", "ax", %progbits
.codel6
.globl _start
_start:
.byte 0xe9
.int _starti6bit - ( . + 2 )


https://en.wikipedia.org/wiki/Real_mode
https://en.wikipedia.org/wiki/Intel_8086
https://en.wikipedia.org/wiki/Memory_segmentation
https://en.wikipedia.org/wiki/A20_line
https://en.wikipedia.org/wiki/Reset_vector
https://en.wikipedia.org/wiki/JMP_%28x86_instruction%29
https://www.coreboot.org/

34ech MbI MOXKEM BHJIETH OTIKO/| MHCTPYKLIMK jMp - 0xe9 , U €ro aJjpec Ha3HAuUeHHsl _starti6bit - ( . + 2) .

MBI TaK)Ke MOXKEM BU/IETh, UTO CEKL[Usl reset 3aHUMAET 16 OalT U HAUMHAETCSI C OxFFFFFFfo

( src/cpu/x86/16bit/reset16.1d ):

SECTIONS {
/* Trigger an error if I have an unuseable start address */
_bogus = ASSERT(_starti6bit >= Oxffffeee0, "_starti6bit too low. Please report.");
_ROMTOP = oxfffffffo;
= _ROMTOP;
.reset . : {
*(.reset);
. = 15;
BYTE(0x00);

Teneps 3anyckaercst BIOS; mocsie HHUIHATN3AI[MN U TPOBEPKY 060pyqoBanust, BIOS Hy)KHO HaiiTi 3arpy30uHOE YCTPOMCTBO.
IMopsizok 3arpysku XpaHuTcs: B KoHburypauu BIOS, koTopast onpefiesnisieT, ¢ Kakux ycrpoiicts BIOS nbITaeTcst 3arpy3uThbesi.
[1pu nomeITKe 3arpy3UThCS € XECTKOro aucka, BIOS mneitaercs HaliTy 3arpy30uHblil cekTop. Ha pasmeueHHBIX KECTKUX JUCKaX
co cxeMoii pazziennoB MBR, 3arpy304HbIi CeKTOp pacrionoykeH B repBbIx 446 Halitax mepBoro cekropa, pasmep Kotoporo 512
Gaiir. ITocnesHye ABa Gaiita IepBOro ceKTopa - 0x55 U Oxaa , KOTOpBIE oroBelraroT BIOS o ToM, UTO YCTPOHCTBO SIB/ISETCS

3arpy304HbIM.

Hanpumep:

;
; 3ameyaHue: 3TOT MNpuMep HanucaH C ucnonb3oBaHuem Intel cuHTakcuca
’

[BITS 16]

boot:
mov al, '!'
mov ah, Ox0e
mov bh, 0x00
mov bl, Ox07

int Ox10
jmp $

times 510-($-$$) db ©
db 0x55

db Oxaa

Co0partb | 3aMyCTUTB 3TOT KO, MOXKHO TaKUM 00pa3oM:

nasm -f bin boot.nasm && gemu-system-x86_64 boot

Komanzia omnogeriaet smyssitop QEMU o Heo6X0IUMOCTH HCITONB30BaTh B KayecTBe 00pasa AWCKa CO3JaHHBIN TOJIBKO UTO
OunapHbIi daiin. [Toka moceAHI MPOBEpPSIeT, YOBIETBOPSIET JIU 3arPY30UHbINA CeKTOp BCeM HeoOX0AUMBIM TpeOOBaHUSM (B
origin 3anuceIBaeTcs ©x7c00 , a B KOHLe Maruueckas nocyiejoparebHocTh), QEMU OyzeT paboTath ¢ GUHApHBIM (aiinoM Kak C

TJIaBHOM 3arpy304Hoii 3anuceto (MBR) obpa3sa fuicka.

Be! yBUpinTE:


https://qemu.org

SeaBI0S (versiom 1.7.5-20140531 _171129-lamiak)

iPXE (http:r-ipxe.org) O00:03.0 C980 FCIZ.10 PnP PHM+OYFI0BAO+Q7EFOBAGD CIBO

Booting from Hard Disk...

B 3TOM npuMepe Mbl MOXKEM BUZETb, UTO KOZ Oy/eT BbITIOJIHEH B 16-0UTHOM pPeXXHUMe peasibHbIX a[peCoB U HAUHET BBITIOJIHEHHUE C
azpeca 0x7c00 . [Tocsie 3amycka OH BbI3biBaeT npepbiBaHue 0x10, KoTopoe pocTo nevataetr cumBon ! . OcraBiurecs 510 Gairt

3aroJIHAKOTCA HYJ/IAMH, U KO 3aKaHUYUBAETCA ABYMS MarnieCKUuMH baliTaMu Oxaa M 0x55 .

Bel MoKeTe yBUZIeTh OMHAPHBIH AaMIT C TIOMOI[BIO YTHIUTB  objdump :

nasm -f bin boot.nasm
objdump -D -b binary -mi386 -Maddri16,datal6,intel boot

PeanbHbIN 3arpy30uHbIi CEKTOP IMeeT KOZ, /i7Is TPOJJ0JDKEHHS TIPOLiecca 3arpy3KH U Tab/MLly pasziesioB BMECTO Kyud HyJel U

BOCK/IMI]aTebHOTO 3Haka :) C sToro momenTa BIOS nepezaéT yripaByieHue 3arpy3umKy.

3AMEYAHHE: Kak y»xe 0b110 ynioMsiHyTo paHee, CPU HaXOJUTCS B pe)KUMe peasibHbIX a[peCOB; B 3TOM PeXKMMe BbIUMC/IEHHEe

¢)H3I/ILIECKOFO aJipeca B IMaMsATHU BBITIO/IHAETCA C/IeAYHOLUM 06pa30M:

dusnyeckunin agpec = Cenektop cermeHta * 16 + CmeleHue

TakK e, KakK ObII0 YIIOMSHYTO BBIIIIE. Y Hac ecTh TOJILKO 16-01THBIE PEerucTpsl 06I.L[EFO Ha3HauyeHus; MaKCMMaJIbHOe 3HaueHue 16-
OUTHOTO peructpa - oxffff . HOBTOMy, eC/I1 Mbl BO3bMEM MaKCUMa/IbHOe BO3MOXKHOe 3HaueHue, TO pe3y/bTaT 6yﬂeT

CIIe Iy OLLIA:

>>> hex(( * 16) + )
'Ox10ffef’

rge oxi1effef paBeH 1 M6 + 64 K6 - 16 6aitt . [Iporjeccop 8086 (KOTOPBIH OB TIEPBBIM MPOLIECCOPOM C PEXXHMOM PeabHbIX
aZipecoB), B OT/IMUMH OT 3TOr0, MMeeT 20-OUTHYIO IIVHY afpecaliuu. IIOCKONBKY 2/20 = 1048576 3T0 1 M6, mosyuaeTcs, uTo

thaxkTHUeCKHi 00bEM JOCTYITHON MaMsTH cocTapysteT 1 MO.

B wesiom, KapTa pa3jie/ioB B pe)KMMe peaslbHbIX aZipeCoB BBITTIAUT CIeAYIOIUM 0Opa3om:

Ox00000000 - OXOOOOO3FF - Tabnuua BEKTOPOB NpepbiBaHWUi
0X00000400 - OXOO0004FF - [aHHble BIOS

0X00000500 - OXO0007BFF - He ucnonb3lyeTtcs

0OX00007COO - OXOOOO7DFF - Haw 3arpysuuk


http://www.ctyme.com/intr/rb-0106.htm
https://en.wikipedia.org/wiki/Intel_8086

OXOOOO7EOO - OXOOO9FFFF - He ucnonb3yeTtcs

OX000A0000 - OxOOOBFFFF - RAM (VRAM) BugeonavmsaTb
0x000BOOOO - OxO0OB7777 - MNamATb A1 MOHOXPOMHOrO BUAEO
0x000BBOOO - OXOOOBFFFF - NamAaTb A1 UBETHOrO BUAEO
OXx000CO000 - OXxOOOC7FFF - BIOS ROM BugeonamaTun
0x000C8000 - OXOOOEFFFF - CkpbiTas o6nactb BIOS
OX000FOEO0 - OXOOOFFFFF - CucTtemHaa BIOS

B Hauase craTby 51 HanMcasl, YTo NepBasi MHCTPYKLUS, BelnosHsieMast CPU, pacrionioxkeHa 1o afipecy OxFFFFFFFO , 3HaueHue
KOTOpOro HamMHoOro Gosbiie, ueM 0xFFFFF (1 M6). Kakum o6pazom CPU nosyyaeT ZOCTYI K 3TOMY YYacTKy B PeXKrMe

peanbHbIX afpecoB? OTBeT Ha 3TOT BONPOC HAaXOAUTCS B IOKyMeHTaluu coreboot:

OXFFFE_0000 - OXFFFF_FFFF: 128 K6 ROM oTO6paxanTcs Ha ajpecHoe MpoCTPaHCTBO

B Hauarne BeinosHeHust BIOS Haxogutcest He B RAM, a B ROM.

3arpy3sumkK

CyliecTByeT HeCKO/IbKO 3arpy3urkoB Linux, Takve kak GRUB 2 u syslinux. Agpo Linux uMeeT npoTokos 3arpy3Kku, KOTOPbIA

onpezensieT TpeOOBaHUS K 3arpy34MKy /ISl peasu3auyu noajaep>kku Linux. B aTom npumepe Oyzet onvcan GRUB 2.

Teneps, korga BIOS BbiOpan 3arpy30uHoe yCTPOMCTBO U IIepefia/l KOHTPOJIb YIIPAB/IeHNs KOJY B 3arpy304HOM CEKTOpe,
HauMHAeTCs BBINOHeHHe boot.img. DTOT KOZ 04eHb IIPOCTOH B CBSI3U C OTPaHHUeHHBIM KOJIMYECTBOM CBOOOHOTO ITPOCTPAaHCTBa
Y COJIEP>KUT yKa3aTelb, KOTOPbIN UCIIO/b3YeTCs JJ1s epexofa K ocHoBHOMY 06pa3y GRUB 2. OcHoBHO#M 00pa3 HauMHaeTcs ¢
diskboot.img, KoTOpEBII 0OBIYHO pacrosaraeTcst cpasy IMoCIe epBOro CeKTopa B HEMCII0/Ib3yeMol 06/1acTH niepef IepBbIM
paszesioM. IIpyBe€HHBIN BBILIe KOZ 3arpy’kaeT OCTABIIYIOCS YaCTh OCHOBHOTO 00pasa, KOTOPBIN COAEPIKHUT SZJPO U JipaiiBephl
GRUB 2 g yripaBieHus aisioBoi cucteMoit. ITocsie 3arpy3Ku 0CTaIbHOM YaCTH OCHOBHOTO 00pa3a, KO, BBITOHSET (QyHKLIUS

grub_main.

OyHKIMSA grub_main WHHIMATH3MUPYeET KOHCOJb, TO/IyJaeT 6a30BbIi a/ipec /il MOAYyJlel, yCcTaHaB/IMBaeT KOPHEBOE YCTPOMCTBO,
3arpy>kaet/obpabaTtbiBaeT ¢aiin HacTpoek grub, 3arpy>kaeT MOJY/HU U T.A. B KOHL|e BBINIO/IHEHHUS, grub_main TepeBOAMT grub
006paTHO B HOPMaJIbHBIN peXXuM. DYHKIUS grub_normal_execute (U3 grub-core/normal/main.c ) 3aBepIUAeT MOC/IeJHHE
MIPUTOTOBJIEHNS ¥ 0TOOpaKaeT MeHI0 BEIOOpa oreparjiioHHOM crcTeMbl. Korza Mbl BEIOWpaeM OJWH U3 IyHKTOB MEHIO,
3amyckaeTcsl QyHKIWS grub_menu_execute_entry , KOTOpasi B CBOIO ouepeZib 3aIycKaeT KOMaHzy grub boot , 3arpysKaromiyro

BBIODAHHYIO OTepaIjiOHHYI0 CUCTEMY.

"3 TIPOTOKO/JIA 3arpy3Ky BUAHO, UTO 3arpy34uuK AO/DKEH YATATh U 3all0/THATH HEKOTOPbIE I10J/1 B 3ar0J/IOBKe d/pa, KOTOprﬁ
HAUYMHAETCsI CO CMeILleHUsI 0x01f1l B KOJe HaCTpPOeK. Bre1 MoxxeTe TIOCMOTpPETh 3arpy30qHLH71 CKPHIIT KOMIIOHOBIIIMKa, 4TOOBI

yOeAnuTbCS B 3TOM. 3aroyioBoK siipa arch/x86/boot/header.S HaunHaeTcs c:

.globl hdr

hdr:
setup_sects: .byte 0
root_flags: .word ROOT_RDONLY

syssize: .long ©
ram_size: .word ©
vid_mode: .word SVGA_MODE
root_dev: .word ©
boot_flag: .word OxAA55

3arpy34rK JOJDKEH 3ar0HUTh 3TOT U APYTHe 3arojIoBKY (KOTOpBIe TIOMeueHHbIe KaK THIT write B IPOTOKOJIe 3arpy3ku Linux,
HarpUMep, B [[AHHOM TpHMepe) 3HaYeHUsIMH, KOTOpbIe OH TOJTYYM/T U3 KOMaHZHOM CTPOKY WU 3HAYEeHUSIMH, BBIUMC/IEHHBIMH BO
BpeMsi 3arpy3ku. (Mbl He OyieT BAaBaThCs B TOAPOOHOCTH M OMMCHIBATD BCE TMOJIS 3ar0JI0BKA sipa, HO MBI CAe/IaeM 3To, KOrja
Oyzem 00CyXaTh KaK UX UCIOIB3YET SpOo; TeM He MeHee Bbl MOJKETe HalTH MOJTHOe OTMCAHKE BCeX ToJield B TIPOTOKO/Ie

3arpysKu.)


https://www.coreboot.org/Developer_Manual/Memory_map
https://www.gnu.org/software/grub/
https://www.syslinux.org/wiki/index.php/The_Syslinux_Project
https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt
https://git.savannah.gnu.org/gitweb/?p=grub.git;a=blob;f=grub-core/boot/i386/pc/boot.S;hb=HEAD
https://git.savannah.gnu.org/gitweb/?p=grub.git;a=blob;f=grub-core/boot/i386/pc/diskboot.S;hb=HEAD
https://git.savannah.gnu.org/gitweb/?p=grub.git;a=blob;f=grub-core/kern/main.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/setup.ld#L16
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S
https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt#L354
https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt#L156

Kak Mbl BU/UM U3 I[POTOKOJIA, IMOC/Ie 3arpy3KHu A/jpa KapTa pacripe/ie/ieHus rnaMsaTH 6y,£[eT BBIIVIAAETh C/1eyHOLIUM 06p330MI

| Aapo 3awuwéHHoro pexuma |

100000  H--- - - mmmmm o e o oo +
| Namate I/0 |
[0)Yo]0]o] N +
| PesepB gna BIOS | OcTaBneH mMakcumasibHO AOMYCTUMbIA pa3mep
| KomaHaHas cTpoka | (MoxeT 6bITb HUKe X+10000)
X+10000  H------mm oo oo +
| CTek/Kyua | WUcnonb3yeTcsa KOAOM AApa B pexuMme peasbHbX afpecos
X+08000 +-----------ooeoaoaoo L
| HacTpoiiku agpa | Kog sppa pexuma peasibHbIX afpecos.
| 3arpy3ou4Hbiii CeKTOp fAgpa | YHacnepoBaHHbIi 3arpy304Hbii CeKTOp fapa.
D, G e R +
| 3arpysuuk | <- Touyka Bxoga 3arpy304yHOro cekTopa 0x7C00
001000  H----------meoeoao oo +
| Pe3eps ans MBR/BIOS |
000800  H----------meoeoooooo +
| 06bl4HO Mcnonb3yeTcs MBR |
000600  HF----------oeoooaoooo +
| WUcnonb3yeTcsa Tonbko BIOS |
000000  H--------ememeoio oo +

WTak, Korja 3arpy3urk 1epesjaéT yrpasJjieHue s7ipy, OH 3aIlyCKaeTcs C:

X + sizeof(KernelBootSector) + 1

rfe X - 3TO ajpec 3arpy’KeHHOro CEKTOpa 3arpy3Ku szpa. B MoeM ciiyuae X 3TO ©x10000 , KAK MBI MOXKEM BU/ETh B [laMITe

TMaMsTH:

00010000:
00010010:
000100620:
00010030:
00010040: Direct floppy bo
00010050: ot is not suppor

00010060: ted. Use a boot
00010070: loader program i
00010080: nstead. .. .Remove
00010090: disk and press

000100a0: any key to reboo
- (-) (-) = (]

Celiuac 3arpy3yuK IoMeCTHu/1 14po Linux B namsiTh, 3ar10/THW/I 110JIS1 3ar0JI0BKa, a 3aTeM TIepeK/IFOYUJ/ICA Ha Hero. Tenepb MBI

MO>KeM TTepeliTH HeroCpeCTBeHHO K KOJly HaCTPOMKH sifipa.

HauanbHbIN 3Tanl HACTPOUKHU si/ipa

HakoHer|, MbI HaxoguMmcs B siipe! TeXHHUUeCKH, siApo elljé He paboTaeT; BO-TIePBLIX, YaCTb si/jpa, OTBECTBEHHAs 3a HACTPOKKY,
JI0/KHA TOJrOTOBUTH IeKOMIIPECCOp, Belly CBsi3aHHbIe C yIpaB/ieHHeM MaMsThio U T.J. [loc/e Bcex MOArOTOBOK KO HACTPOHKHU
sijpa Jo/DKeH pacnakoBbIBaTh (pakTHUeCcKoe spo U COBepIIUTh Iepexo/| Ha Hero. BoiroHeHre HaCcTpOMKY HaurHaeTcsl B (aiine
arch/x86/boot/header.S, HaunHas ¢ MeTKH _start. 9To HEMHOTO CTPaHHO Ha TepPBbIN B3IJISI, TaK KaK Mepefi STHUM eCTb el

HeCKOJIbKO MHCTPYKLMH.

IaBHBIM-IaBHO y Linux 611 CBOM 3arpy3urK, HO Ceifyac, ecsii BbI 3allyCTUTe, HallpHUMep:

gemu-system-x86_64 vmlinuz-3.18-generic


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L292

TO yBUUTE:

SeaBI0S (wversion 1.7.5-20140531 _171129-1lamiak)

iPXE (http:-rripxe.org) 00:03.0 C980 PCIZ.10 PnP PMM+OYFI90BAO+O7EFOBA® CIBO

Booting from Hard Disk...
se a boot loader.

emove disk and press any key to reboot...

Ha camom fienie, header.S HaumHaeTcsi ¢ MZ (CM. KApTHHKY BblILlIe), BEIBOJA coo0LieHus 06 omnbke 1 PE 3arosioBka:

#ifdef CONFIG_EFI_STUB
# "MZ", MS-DOS header
.byte 0x4d

.byte 0x5a

#endif

pe_header:
.ascii "PE"
.word ©

OTO0 Hy’KHO, YTOOBI 3arpy3UTh OIepaLIOHHYI0 CUCTeMY C roAepkkoii UEFL. MelI He 6yieM pacCMaTpUBaTh €r0 BHYTPEHHIOK

paboTy mpsIMo cefiuac; MBI CZie/laeM 3TO B OJHOM U3 CJIe[[YIOLUX I71aB.

HaCTOHLL[aH HaCTpOﬁKa AApa HAYWHaAeTCd C:

// header.S cTpoka 292
.globl _start
_start:

3arpy3uuik (grub2 vmu gpyroii) 3HaeT 06 3Toi MeTKe (TIpY CMEIeHHH 0x200 OT MZ ) U cpa3y Mepexo/UT Ha Heé, HeCMOTps Ha

TO, UTO header.S HAUYMHAETCS C CEKLIMU .bstext , KOTOprﬁ BBIBOAUT COOGH.{EHI/IE 06 ormbKe:

//

// arch/x86/boot/setup.1ld

//

. = 0; // TeKywas nosuvuus

.bstext : { *(.bstext) } // nomecTuTb cekuuw .bstext B nosuuuio 0
.bsdata : { *(.bsdata) }


https://en.wikipedia.org/wiki/DOS_MZ_executable
https://en.wikipedia.org/wiki/Portable_Executable
https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface

Touka BX0Zla HACTPOMKH sijjpa:

.globl _start

_start:
.byte 0Oxeb
.byte start_of_setup-1f
aLg
//
// ocTanbHaa 4acTb 3arosioBka
//

3[ecb Mbl MOKeM BU/IeThb ONKOJ UHCTPYKLMK jmp ( Oxeb ) K MeTKe start_of_setup-1f . HoTauuss Nf o3Hauyaert, uTo 2f
CCbUIAeTCs Ha C/IeflyIOLLYHO0 JIOKa/AbHYIO METKY 2: ; B HallleM C/ly4yae 3TO MeTKa 1 , KoTopas pacliojioKeHa cpasy 1ocie
VHCTPYKLIMH jump U COZeP>KUT OCTaBIIYIOCS YacTh 3aro/ioBka. Cpasy Iocsie 3arojioBKa HaCTPOEK Mbl BUAUIM CEKLIHIO

.entrytext , KOTOpasi HQUMHAETCS C METKHU start_of_setup .

JTO TepBBIN KOJ], KOTOPBIM Ha caMOM jiefle 3amycKaeTcs (0T/e/IbHO OT IpeAblAylieil MHCTPYKLMU jump, KoHeuHo). [Tocsie Toro
KaK HaCTpOMILMK siipa MOJIyYnsI yIpaB/ieHHe OT 3arpy3uMKa, IiepBasi MHCTPYKLMsl jmp pacriojiaraeTcs Mo CMeleHHI0 0x200 OT
Hauasia peasbHBIX aZIpecos, T.e Mocie repBbix 512 GaiiT. O6 3TOM MOXKHO y3HaTh U3 IIPOTOKOJIA 3arpy3KH sijpa Linux, a Takke

YBUZETh B UICXOJHOM Kojie grub2:

segment = grub_linux_real_target >> 4;
state.gs = state.fs = state.es = state.ds = state.ss = segment;
state.cs = segment + 3

B M0éM cityuae, ipo 3arpy’KaeTcs 110 aJjpecy 0x10000 . TO 03HAUaeT, YTO IT0C/Ie Havyala HaCTPOMKY sifipa perncTphl cerMeHTa

OyayT UMeTh C/le[yroliye 3HaUeHHsI:

gs = fs = es = ds = ss = Ox1000
cs = 0x1020
TMocne mepexo/ia Ha METKY start_of_setup , HEOOXOAUMO COOJIIOCTH CIIeAYIOLIME YC/IOBUS:

e Y0eauThbCs, UTO BCE 3HAUEHMS BCEX CETMEHTHBIX PETCTPOB PaBHBI
e [IpaBUIBHO HACTPOUTH CTEK, ECITH 3TO HEOOXOAUMO
e Hactpouts BSS

e [Ilepeiitu k C-KOZy B main.c

,E[aBaI\/’ITe TTOCMOTPHM, KdK 3TU YC/JIOBHA BBITTIOJIHAKOTCH.

BblpaBHI/IBaHHe CErME€HTHBIX PEerucrpoB

IMpexxze BCero, PO rapaHTUPYeT, UTO CeTMeHTHBIe PErUCTPbl ds M es YKa3bIBAIOT Ha OJVH U TOT JKe aZipec. 3aTeM OHO

cOpachiBaeT (hiar HarpaBJieHHs! C IOMOILBI0 HHCTPYKIMK cld :

movw %ds, %ax
movw %ax, %es
cld

Kak 51 y>ke mvcan paHee, grub2 3arpy)kaeT KOJ HACTPOWKH si7ipa 1o aZipecy 0x1000 (azpec 1o yMOTYaHHIO) U cs 10 aJpecy

0x1020 , TIOTOMY UTO BBITIO/IHEHHE He HAaUMHAaeTCA C Havyajia (baﬁna, a C MeTKHM _start :

_start:
.byte 0xeb
.byte start_of_setup-1f


https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt#L156
https://en.wikipedia.org/wiki/.bss
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c

pacrniosioxkeHol B 512 6aiitax oT 4d 5a. Ham Takxe He0OXO/MMO BBIPOBHSTh cs C 0x1020 Ha 0x1000 M OCTa/bHbIe

CerMeHTHbIe PerucTphbl. TTocnie 3TOrO MBI HaCTpanBaeM CTeK:

pushw  %ds
pushw  $6f
lretw

KJ'IB,E[éM 3HaueHue ds B CTeK II0 azpecy MeTKu 6 1 BbIMOJ/IHSIEM HUHCTPYKLIWIO lretw . Kor,qa MBI BbI3bIBaéM lretw , OHa
3arpy’kaet ajipeCc METKM 6 B pPerucTp cuéturka komas/ (IP), u 3arpy>kaer cs co 3HaueHueM ds .Ilocsie sToro ds U cs

OyyT UMeTh O/IMHAKOBbIe 3HAYEHMUSL.

Hacrpouka creka

ITouTu Bechb Koz, HaCTpOﬁKH - 3TO MOATrOTOBKA /i1 CPpe/bl A3bIKa CsB PeXXume peasbHbBIX ajpeCcoB. CJIEAy}OLL[I/IM [11arom sBJI€TCs

TPpOBePKa 3HAUEeHUSA PerucTpa ss U CO3[aHHWe KODPEKTHOI'o CTeKa, eC/ii 3HaUeHHe ss HEeBEePHO:

movw %Ss, %dx
cmpw %ax, %dx
movw %sp, %dx
je 2f

3TO MOXKeT MPHUBECTH K TPEM pas/IMuHbI CLieHapHUsIM:

® ss HMeeT BepHOe 3HauUeHHe 0x1000 (KaK M BCe OCTa/lbHbIE CErMEHTHbIE PETUCTPHI PIAOM C cs )
® ss SB/ISIeTCS HEKOPPEKTHBIM U YCTaHOB/IEH (biar CAN_USE_HEAP (CM. HIXKe)

® ss SB/ISIETCS HEKOPPEKTHBIM U (pilar  CAN_USE_HEAP He YCTaHOBJIEH (CM. HIDKe)
[laBaliTe pacCMOTPUM BCe TPU CLieHapus:

® ss HMeeT BepHbIH azpec ( 0x1000 ). B aToM cityyae MBI IepexojiM Ha METKY 2:

2: andw $~3, %dx

jnz 3f

movw $oxfffc, %dx
3: movw %ax, %Ss

movzwl %dx, %esp

sti

3mech MBI BUZMIM BHIpAaBHHMBaHHe CeTMeHTa dx (CcofepiKalljero 3HaueHWe sp , IIOJyueHHOe 3arpy3urKoM) 10 4 GaliT U POBEpKy
- SIBJISIETCSI JIW TIOJTyUeHHOe 3HaueHHe Hy/1éM. Eciim Hosb, TO roMeljaeM Oxfffx (BBIDOBHEHHBIN 0 4 OaiiT agpec o
MAaKCHMaJIbHOTO 3HaueHust cerMeHTa B 64 K6) B dx . Ec/iii He HOJb, IPOZI0/KAeM HUCIIOb30BaTh sp , TIOJIyYeHHBIH OT
3arpy3urka (B MoéM ciydae 0xf7f4 ). [Iociie 3TOro MBI IIOMelljaeM 3HaueHHe ax B ss , KOTOPBIM XpaHHUT KOPPEKTHBIHN azipec

CerMeHTa 0x1000 H yCTaHaB/IMBAaeT KOPDPEKTHOe 3HaueHHe sp . Tenepb MBI UMeeM KOppeKTHbIPII CTeK:


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L46
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L494
https://en.wikipedia.org/wiki/Program_counter
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L569
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L583

OT 3arpy3uuka K s7py

esp
_end
Kernel setup
Kernel legacy boot sector (4d 5a) %ss - 0x10000
e Bropoii crieHapuii (kora ss != ds ). Bo-miepBbix, moMeljaeM 3HaueHue _end (azipec OKOHUaHHUS KO/la HACTPOWKH) B dx

Y [IpOBepsieM I10J1e 3arojioBKa loadflags HHCTPYKLHMei testb , yTOOBI MOHSATB, MOXKEM JIM MbI HCIO/IB30BaTh Kydy (heap).
loadflags siBisieTcst 3aro/loBKOM € GUTOBOM MacKO#, KOTOPbIH OTIPeieNiEH Kak:

#define LOADED_HIGH (1<<0)
#define QUIET_FLAG (1<<5)
#define KEEP_SEGMENTS (1<<6)
#define CAN_USE_HEAP (1<<7)

1, KaK MBI MO>KEM y3HaTb U3 IIPOTOKOJIA 3arpy3KH:

Wva nons: loadflags
JAaHHOe none sBNAeTCA GUTOBOW MacKOWi.

But 7 (3anucb): CAN_USE_HEAP
BUT, ycCTaHOB/EHHbli B 1, yKka3biBaeT Ha KOppekTHocTb heap_end_ptr.
ECnu none o4uMWeHO, TO HEKOTOPbI $YHKLMOHaN Kofa HACTPOWKM GyAeT OTKIIOYEH.

Ecmu GUT CAN_USE_HEAP yCTaHOBJIEH, MbI TIOMelljaeM heap_end_ptr B dx (KOTOpBIH yKa3biBaeT Ha _end ) M j00aB/isieM K
HeMy STACK_SIZE (MMHHMMasbHBIA pa3Mep cTeKa, 512 0aift). [Tocse atoro, ecii dx 6e3 mepeHoca (6yzet 6e3 mepeHoca,

TOCKOJIBKY dx = _end + 512 ), IepexojyM Ha MeTKy 2 (Kak B Ipe/iblAyllieM Cydae) U Co3,aéM KOPPEeKTHBIM CTeK.

esp - 0xfffc
_end
Kernel setup
ernel legacy boot sector (4d 5a) %ss, %ds ... - 0x10000

e FEcmu (’pnar CAN_USE_HEAP He yCTaHOBJIE€H, MbI IIPOCTO MCII0J/Ib3yeM MUHUMAJIBHBIA CTeK OT _end [0 _end + STACK_SIZE :

18


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/setup.ld#L52
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L321

Ot 3arpy3uuka K spy

esp: _end+ STACK_SIZE

_end

Kernel setup

Kernel legacy boot sector (4d 5a) Uss - 0x10000

Hacrpoiika BSS

IMocnenHue fBa 11ara, KOTOpble HY>KHO BBINOJHUT IIepefi TeM, Kak Mbl CMO’KeM IepeliTi K OCHOBHOMY KoZly Ha C, 3T0 HacTpoiika

BSS u npoBepka "mMarnueckux" ynces. CHayasa rpoBepKa unces:

cmpl $0x5a5aaas5, setup_sig
jne setup_bad

3T0 rpocToe cpaBHeHUe setup_sig ¢ MarHuecKnM YMCJIOM 0x5a5aaa55 . EC/M OHM He paBHBI, Co001aeTcst 0 (aTanbHOM ormbKe.

Ecsi Marnueckyie 41cia COBIAZA0T, 3Hasi, UTO ¥ HAC eCTb Habop TPaBU/IBHO HACTPOEHHBIX CErMEHTHBIX PETHCTPOB U CTEK, HaM

BCETO JIMILIb HY>KHO HacTPouTh BSS.

Cexuust BSS ucnosnb3yeTcst /151 XpaHeHUs CTaTUUeCKH BblZle/IeHHbIX, HEMHULMA/IM3UPOBAHHbIX JaHHBIX. Linux TjareasHO

06HyJIs1eT 3Ty 06/1aCTh MAMSITH, UCIIOMNB3Ysl CIeAYIOLIUI KOJ:

movw $_ bss_start, %di
movw $_end+3, %cx

xorl %eax, %eax

subw %di, %Cx

shrw $2, %CX

rep; stosl

Bo-niepBbIX, afipec __bss_start moMenjaercs B di . [anee, agpec _end + 3 (+3 - BbIpaBHMBaeT /0 4 6aiiT) MoMeLaeTCA B cx .
Peructp eax ouMirjaeTcs (C MOMOLIBIO MHCTPYKLIMK xor ), @ pasMep ceKluu BSS ( cx - di ) BBIUMC/ISETCS U TIOMeLaeTcs B
cx .3areM cx gemutcs Ha 4 (pa3mep 'cioBa’ (aHrL. word)), a UHCTPYKIMS stosl HCIOJB3YeTCsl IOBTOPHO, COXPaHsIst
3HaueHWe eax (HOJMB) B a/ipec, Ha KOTOPBIH yKa3blBaeT di , aBTOMAaTHYeCKU yBeluuMBas di Ha 4 (3TO MPOJ0J/DKAeTCs [0 TexX
Top, 1T0Ka cx He IOCTUTHeT HyJis). DbdeKT OT 3TOro KoZia B TOM, UTO Tellepb BCe 'C/IOBA’ B MAaMATH OT __bss_start Z0 _end

3ar0J/IHEHBI HYJIAMU:
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https://en.wikipedia.org/wiki/.bss
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/setup.ld#L39
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/setup.ld#L47

Ot 3arpy3uuka K spy

_end
BSS section
__bss_start
Kernel setup
Kernel legacy boot sector (4d 5a) %ss - 0x10000

ITepexox K 0CHOBHOMY KOAY

Bort u Bce, Tenepb y Hac eCTb cTeK U BSS, mo3atomy mMbl MoxkeM miepeliTt K C-QyHKIMKA main() :

calll main

OyHKLUMS main() HaxoguTcs B ¢aiine arch/x86/boot/main.c. O TOM, UTO OHa Jje/laeT, Bbl CMOKeTe y3HaTb B C/IeAYyIOLIel yacTH.

3aK/IloueHue

JTO KOHeL] IepBOii UacTy 0 BHYTPeHHOCTSX sigpa Linux. B ciiefyroiieit yacti Mbl yBUUM TePBbIA Ko7 Ha si3bike C, KOTOPBIN
BBITIOJIHSIETCSI TIPU HAaCTPO#iKe sifpa Linux, peanm3atyio mpoteayp Ajst paboThl C MaMsIThIO, TaKUX KaK memset , memcpy ,

earlyprintk , MHUIJMA/IM3aLii0 KOHCO/IM ¥ MHOTO€ JIpyTOe.

OT nepeBoUHKaA: MOXKAIYHCTa, MMeiiTe B BUAY, YTO aHIVIMIICKUH - He MO POJHOM SI3bIK, U 5l 0U€Hb N3BUHAKChH 3a
BO3MO)XHbIe Hey00cTBa. Ec/iu BbI HaliiéTe Kakue-1M00 OINHOKY M/IH HETOUHOCTH B IepeBo/ie, M0XKaIyHCTa, MPHILJINTe

pull request B linux-insides-ru.

CchLIKH

e CnpaBounHwuK rporpammructa Intel 80386 1986

o MuHUMAsBHBIN 3arpy3uuK /JIsi apXUTeKTyphI Intel®
e 38086

e 380386

e BekTop npepbiBaHUi

® PeXXuM peasibHbIX a/lpecoB

e [Iporokos 3arpysku sigpa Linux

e CripaBouHHK pa3paborurka CoreBoot

e Criucok rpepeiBanuii Pansga bpayHa

® VICTOUHMK NUTAHUS

e CurHan "[lutanve B Hopme"
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https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c
https://github.com/proninyaroslav/linux-insides-ru
https://css.csail.mit.edu/6.858/2014/readings/i386.pdf
https://www.cs.cmu.edu/~410/doc/minimal_boot.pdf
https://en.wikipedia.org/wiki/Intel_8086
https://en.wikipedia.org/wiki/Intel_80386
https://en.wikipedia.org/wiki/Reset_vector
https://en.wikipedia.org/wiki/Real_mode
https://www.kernel.org/doc/Documentation/x86/boot.txt
https://www.coreboot.org/Developer_Manual
http://www.ctyme.com/intr/int.htm
https://en.wikipedia.org/wiki/Power_supply
https://en.wikipedia.org/wiki/Power_good_signal

IIponecc 3arpy3ku siipa. Yacrs 2.

IlepBble H1aru B HaCTPOMKe Apa

MBpI Haua/ii u3ydyeHue BHyTpeHHOCTel Linux B nmpeAblAyILei uacTy ¥ yBU/e/IM HaYa/IbHYIO UYacTh KO/la HACTPOWKY sifjpa. Mbl
OCTaHOBUJIMChH Ha BbI30Be PYHKLUMM main (3TO mepBas ¢yHKIMs, HanrMcaHHas Ha C) u3 arch/x86/boot/main.c.

B 5T0}i yacTH MBI NIPOJJO/DKUM MCC/Ie/[0BaTh KOJ, yCTAHOBKH s17jpa, 8 UMEHHO

®  3aAUNWEHHLI pexum ,

e [1epexo/ B Hero,

® UJHUIWA/IM3alUI0 Ky4Yrd U KOHCOJIH,

e oOHapy>xeHue namsTH, npoBepky CPU, MHHUL[MAIM3aLUI0 K/IaBUATYPhbI

® 1l MHOTO€ JIpyroe.

Wrtak, faBaiiTe HAUHEM.

3alMILEHHbIU PeXUuM
ITpexxze ueM MbI CMO>KeM TiepelTH K HaThBHOMY /151 Intel64 pexxumy Long Mode, simpo fomkHo nepekmounts CPU B
3ALUIEHHBINA PEXHM.

YTo TaKoe 3allUIEHHbIN PeXM? 3alMIIEHHbIA PeXXUM ObL BriepBbie Zo0aByieH B apxuTekType x86 B 1982 roay u 6611

OCHOBHBIM PEXMMOM Tiporieccopos Intel, HaurnHas ¢ 80286, moka B Intel64 He nosiBrncs pexkum Long Mode.

OcHoBHast TPUYHHA He KCIT0/Ib30BATh PE)KMM peaJIbHBIX a/IpeCOB 3aK/IK04YaeTCd B TOM, UYTO BO3MOJKEH JIMIb OYeHb OFpaHI/I‘JEHHLIﬁ
. o 20 - . o
AOCTYII K OTIePaTUBHOU IMaMATH. Kak BbI TOMHUTE 13 npeapigyinen 4acTy, eCTb TO/IBKO 2 6aiT wm 1 Mera6am, d MHOI'ZIa Jayke

640 Ku106aiT orepaTUBHOMN MaMSITH, AOCTYITHOM B pe)KMMe peabHbIX a[JpecoB.

3auMIEHHBINA peXkKUM TIPUHEC MHOTO H3MeHeHUH, HO TJIaBHBIM SIBJISIeTCS. OT/IMUKe B YIIPABIeHNH TaMsAThi0. 20-0UTHas afipecHast
IMHa Obl1a 3aMeHeHa Ha 32-6MTHY0. ITO M03BO/IUIIO 06ecreunTh AOCTyI K 4 I'6 mamsiT mpoTuB 1 Merabaiita B pexxume
peasbHBIX azipecoB. Takke 6bUIa 00aBIeHa MOAAEP)KKA CTPAHUUHOM OpraHn3aliiy 1aMsTH, IPO KOTOPYIO BbI MOKeTe IIPOUHTATh

B CJIeZIyIOIMX pasfiesiax.
VYripaB/ieHre TaMATHIO B 3aI{MIIEHHOM PEXXUMe pasziesisieTcs Ha /iBe, TI0UTH He3aBUCHMBbIe YaCTH:

o (CermeHrauus

o CTpaHWYHast OpraHU3aLyisI
3ech MBI TOJIBKO O cerMeHTaly. CTpaHWYHast OpraHy3aLyst OyZeT 00Cy)KAaTbCs B C/IeYIOLINUX pa3zjenax.
Kak BBl MOKeTe TIOMHHUTE 13 Mpe/bIAYIIel YacTH, ajipeca B peXKuMe peaibHBIX ajpecoB COCTOST U3 [BYX YacTel:

e bBa30Bblii agpec cermMeHTa

o CMELLIEHI/IG ot 6a30BOro cermMeHTa

Y MBI MOXeM TOJIy4YUThb (1)H3PILIGCKHI>II azpec, eCJii HaM U3Be€CTHBI 3THU [IB€ YaCTU:

dU3NUeCKnii agpec = CenekTop cermMeHta * 16 + CmeuweHue

CermMeHTaLUs IaMATH B 3aLLUIIEHHOM pe)KUMe Oblia TIOTHOCTHIO Nepe/ieniaHa. B HEM HeT pUKCHPOBaHHBIX 64 KUI00aWTHBIX
cerMeHTOB. BMecTo 3T0ro, pa3mMep U pacriosioykeHHe KaXI0ro CerMeHTa OMUCHIBAeTCsI CTPYKTYPOH JaHHBIX, Ha3bIBaeMOM

aeCKleanpOM cezmeHma. ,HECKPI/IHTOPBI CEerMeHTOB XPaHSATCS B CTPYKTYPe JaHHBIX MO/ Ha3BaHUEM rnobanbHas AeCKpunTopHas


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c
http://en.wikipedia.org/wiki/Long_mode
https://en.wikipedia.org/wiki/Protected_mode
http://en.wikipedia.org/wiki/Intel_80286
http://wiki.osdev.org/Real_Mode
http://en.wikipedia.org/wiki/Paging

ta6mua (GDT).

GDT nipeacTapisieT coboi CTPyKTYpY, KOTOpasi HaXOAUTCs B amsT. OHa He MIMeeT IOCTOSIHHOTO MeCTa B NaMsITH, [I09TOMY eé
afipec XpaHUTCs B CHIELMATbHOM perucTpe GDTR . [To3xke Mbl yBuauMm 3arpy3ky GDT B koge siapa Linux. Tam 6yet oneparis

J/1s1 e 3arpy3Ky B aMsITh, UTO-TO BPOJe:

lgdt gdt

Tle MHCTPYKLWsI lgdt 3arpykaeT 6a30BbIi afipec u rpefies (pa3mep) r106aabHO eCKPUNITOPHO#H Tab/IMLbl B PETUCTP GDTR .

GDTR siBJIsIeTCst 48-GUTHBIM PErMCTPOM U COCTOMT U3 [IBYX YacTeii:

e pasmep (16 6uT) ri06aabHOM AECKPUTITOPHOM TabHLIBL;

e anpec (32 6urta) rin06anbHOM IeCKPUIITOPHON TabJTHI[BI.

Kak ynomunanocs panee, GDT cofiep>KUT peckpuntopsl cermeHToB , KOTOPbIE OMKCHIBAIOT CEIMEHTHI MaMsaTH. Kakaplit

JleCKpHUITOp siByisieTcs 64-6uTHEIM. Ob111ast cxeMa IeCKPUNTOpPA TaKoBa:

63 56 51 48 45 39 32
| | 1B [A] [ 1 | [elE]W][A] |
| BA30BbIA AIPEC 31:24 |G|/|L|V| MPEAEN |P|DPL|S| TWN | BA30BbIi AIPEC 23:16 |
| [ ID] [L] 19:16 | | | [1|C|RIA] |
31 16 15 0
| I |
| BA30BbIl APEC 15:0 | NPEJEN 15:0 |

He BosHylTeCH, 51 3Hat0, MOC/Ie peXkuMa peaslbHbIX aZlpecoB 3TO BBIT/IAUT HEMHOIO CTpPAllIHO, HO Ha CAaMOM JieJle BCé J0BOJIbHO
nerko. Hanipumep, ITPEJEJT 15:0 o3HauaeT, uto 6uthl 0-15 npe/esia pacrosio)KeHbl B Hauase geckpunropa. OcTanbHasi yacTh
Haxogutcs B TIPEJTEJT 19:16, KoTopbIii pacrioniokeH B butax 48-51 geckpunrtopa. Takum o6pa3oM, pa3mep rpeje/na CoCTaB/sieT

0-19, T.e 20 6ut. [JaBaiiTe BHUMAaTe/IbHO B3TJISIHEM Ha CTPYKTYPY A€CKPHIITOpPA:

1. TIpenen (20 6ut) HaxoguTcs B nipefenax 0-15, 48-51 6ut. OH onpefieNisieT anuHy_cermeHta - 1 . 3aBUCHT OT OUTa G

(TpaHyJISIPHOCTB).

o Eom (6ut 55) u pefien cermeHTa paBeH 0, TO pa3Mep cerMeHTa cocTtap/sieT 1 6aiT

o Eum paBeH 1, a ipefien1 cermeHTa paBeH 0, To pa3mMep cerMeHTa cocrtassisietT 4096 6aiT

paBeH 0, a ipefient cermenTa paseH Oxfffff, To pasmep cermenTta cocraBnsier 1 Merabaiit

G
G
o Eoum 6
G

o Eum paBeH 1, a ipesien1 cermenTa paseH Oxfffff, To pasmep cermenTa cocrapsnsier 4 rurabariTa

Takum obpasom, ecsii

o G pageH 0, pesies1 UHTEPIIPETUPYETCS B TePMHHAX 1 OaliTa, a MaKCUMa/IbHBIM pa3Mep cerMeHTa MOXKeT COCTaB/IATh 1
Merabaiir.

o G paBeH 1, pesien1 uaTepripeTUpyetcs B TepMuHax 4096 6aiT = 4 kunobakita = 1 cTpaHULIa, a MAaKCUMaJTbHBINA pa3mep
cerMeHTa MOJKeT COCTaBJ/IATh 4 rurabaiita. Ha camom fiernte, korzia G paBeH 1, 3HaueHHe ripefiesia CZiBUraeTcs Ha 12 6ut

32 4 rurabaiiTa.

BaeBo. Takum obpasom, 20 6ut + 12 6ut = 32 6uta u 2
2. Ba3soBelii agpec (32 6ura) HaxoAUTCs B nipefenax 16-31, 32-39 u 56-63 6ut. OH onpeesisieT prU3nNUeCKUii aZipec HayaabHOTO

PAacIo/IoXKeHHsl cerMeHTa.
3. Tun/Atpubyt (5 6ut) B npezenax 40-47 GUT orpeie/isieT TAT CETMEHTa U BUZBI JOCTYIIA K HEMY.

o @mnar s (6bur 44) onpezensier Tvn geckpuntopa. Ecnu s paseH 0, TO 3TOT CErMEHT SIB/ISIETCS CUCTEMHBIM
CErMeHTOM, a eC/IM S PaBeH 1, TO 3TOT CerMeHT SIBJ/ISIETCS] CErMEHTOM KOJla MJIH CEerMEeHTOM JJaHHBIX (CerMeHThI CTeKa

SBJIAIOTCS CerMEHTaMU JadHHBIX, KOTOPbIE NO/DKHBI OBITH CErMEHTaMHU AN ‘{TeHI/IH/Bal'II/ICI/I).



,Elfli{ TOr0 UTOOLI OIpe/e/IuTh, ABAETCA /I CeCMEeHT CerMeHTOM KOo/Jja WM CerMEHTOM [JaHHBIX, Mbl MOXXE€M ITPOBEPUTH anI/16yT

(6ur 43), 0b603HaueHHbIH Kak 0 B IPUBEAEHHOMH Bbillie cxeme. Ecii oH paBeH 0, TO CEIMEHT SBJISIETCSI CErMEHTOM JIaHHBIX, B

TIPOTMBHOM CJIyyae 3TO CerMeHT KoJa.

CerMeHT MOXXeT OBbITb OJHOTO U3 CIeJyIOLUX THUIIOB:

Mone Tuna | Tun pgeckpuntopa | OnucaHue

_____________________________ |_________________|__________________
JecsaTnyHoe | |

0 E w A |
0 0 0 0 0 | JaHHble | Tonbko AnA 4TeHus
1 0 0 0 1 | JAaHHble | TonbKo AnA 4TeHusa, 6bino obpaweHune
2 (¢} 0 1 0 | JAaHHble | UTeHune/3anuceb
3 0 0 1 1 | JAaHHble | YTeHune/3anuckb, 6bi10 obpaweHue
4 (¢} 1 (¢} 0 | JaHHble | TonbKo ANA 4YTeHus, pacTéT BHU3I
5! 0 1 (¢} 1 | [AaHHble | Tonbko AnA 4TeHusa, pacTET BHU3, 6bNO obpaueHune
6 (¢} 1 1 0 | JaHHble | UTeHune/3anucb, pacTéT BHU3
7 0 1 1 1 | JAaHHble | YTeHue/3anucb, pacTET BHU3, ObNO obpaweHue

c R A | |

8 1 0 0 0 | Koa | TonbKo ANA BLINOHEHWA
9 1 0 0 1 | Kog | TonbKO ANA BLIMO/IHEHWUA, 6b10 Ob6palweHve
10 1 0 1 0 | Koa | BbinosiHeHWe/uTeHue
11 1 0 1 1 | Kog | BbinonHeHne/4TeHue, 6b10 o6paweHne
12 1 1 0 0 | Kog | TONbKO ANA BLINOHEHWA, MNOAUYUHEHHbIN
14 1 1 0 1 | Kog | TonbKO ANA BLINOHEHWA, MNOAUYMHEHHLIA, 6b10 obpaueHue
13 1 1 1 0 | Kog | BbinoAHeHWe/4YTeHue, MNOAYUNHEHHbIA
15 1 1 1 1 | Kog | BbinoHeHWe/4YTeHue, NOAYMHEHHEIA, 6blN0 obpauweHune

Kak MbI MO>XeM BU/IETb, MEPBbIH OUT (OUT 43) paBeH 0 [/ CerMeHTa OaHHbIX U 1 Jiis cerMeHTa koda. Criefyrolye Tpu bura

(40, 41, 42): 6o 6utel EwA (6HT HarpaBsieHMs pacumpenus (Expansion), 6ur 3anmcu (Writable), 6ut obparenus

(Accessible)), nn6o cra (6ut nogumnHenus (Conforming), 6ut urenus (Readable), 6ut goctyma (Accessible)).

Ecmm E (6ut 42) paBeH 0, To cerMeHT pacTéT BBepPX, B MPOTUBHOM CJydae pacTéT BHU3. [TofpobOHee 3/1eCh.

Ecmn W (6uT 41) (/151 cerMeHTa JaHHBIX) paBeH 1, TO 3aMuch B CerMeHT paspelieHa. ObpaTuTe BHUMaHHe, UTO MPaBo Ha
YTeHHe BCer/ia paspelleHo /ISl CEerMeHTOB JlaHHbIX.

A (6uT 40) - 66110 /1M OOpallieHHe TIPOLeCCOpa K CerMeHTY.

C (6ur 43) - 6ut nogurHenus (7151 cermenTa Koga). Ecmm C paBeH 1, To cerMeHT Ko/ja MOKET OBITb BBITIO/IHEH U3 Oosiee
HH3KOT'0 YPOBHSI TPUBUJIETHH, HaNIprMep, U3 YPOBHs 1o/b3oBatesist. Ecy C paBHO 0, TO CerMeHT MOXKeT OBITh BHITTOTHEH
TOJILKO U3 TOT'O >Ke YPOBHSI IPUBUJIETUH.

R (6uT 41) KOHTpPO/IMPYeT ZOCTYII UTeHNs CerMeHTaM KO/ja; KOT/la OH paBeH 1, To UTeHHe cerMeHTa pa3sperieHo. IIpaBo Ha

3alTIiChb BCera 3arpeileHo Ajad CerMeHTa KoJd.

. DPL [2 6uTa] (ypoBeHnb npuBuiernii cermenTa (Descriptor Privilege Level)) Haxogurcs B 45-46 6utax. OnpeziensieT

YPOBeEHb HpI/IBI/IHeFI/Iﬁ cermeHTa ot 0 pife] 3, raoe 0 siB/ISIeTCSI CaMbIM TIpUBUJIETMPOBAHHBIM.

. @nar P (6ut 47) - yka3bIBaeT Ha MPUCYTCTBHE cerMeHTa B namsATH. Eciiu P paBeH 0, TO CerMeHT sIB/ISI€TCS

Hedelicmeume/ibHbIM 1 TIpOLIeCCOP OTKAXKeTCS YUTAThb 3TOT CEIrMEHT.

. @nar AVL (6uT 52) - A0CTYIHBIN 1 3ape3epBUPOBaHHbIN 0uT. UrHOpupyeTcs B Linux.

. @nar L (6ut 53) - yKa3bIBaeT Ha TO, COZEPIKUT JIX CETMEHT KOZla HaTUBHBIN 64-6KTHBIN KoZ. Ec/ii oH paBeH 1, To cerMeHT

KoJia OyZeT BBITO/HEH B 64-0UTHOM peXXuMe.

. ®gnar D/B (6burt 54) - dnar pa3psgHoctu (Default/Big), onpezensier pasmep onepasza, T.e 16/32 6ut. EC/iv OH yCTaHOBIIEH,

TO HaXOZSIHeCs B CErMeHTe OTepaHZbl CYMTAIOTCS UMEROIIMMU pasmep 32 6uta, nHaue 16 6UT.

CermeHTHBIe PEerucTphbl CoJep>KaT CeJIEKTOPbl CErMEHTOB, TdK K€ KdK U B pe)XKHMMe pead/IbHbIX ajpeCcoB. Tem He MeHee, B

3alHIIEHHOM PEXHMe CeleKTop cermeHTa obpabarteiBaeTcs HHaue. Kaxk/ibplil JeCKpUNTOp CerMeHTa UMeeT COOTBEeTCTBYFOLIUI

CeJleKTop cerMeHTa, KOTOPBIN Npe/icTaBsieT coboit 16-6UTHYI0 CTPYKTYpY:


http://www.sudleyplace.com/dpmione/expanddown.html

o Index onpenensier Homep Aeckpunrtopa B GDT.

o TI (ykasaress Tabmuiist (Table Indicator)) orpefensieT Tabuily, B KOTOPOI HY>KHO UCKaTh Aeckpumtop. Eciu o paBeH 0,
TO TOUCK TIPOMCXOAUT B 1/I06abHOM AeckpuntopHoit Tabutie (GDT), B IPOTUBHOM C/Iydae B JIOKaJbHOM €CKPUTITOPHOM
tabsutie (LDT).

e RPL omnpegensieT ypoBeHb NPUBUJIETUH.
Kaxaplil cerMeHTHBII PerncTp UMeeT BUAUMYIO U CKPBITYIO YacCTb.

® Buaumas - 3[1eCb XPaHUTCS CeJIEKTOP CerMeHTa.

o CKpbITas - 3/1eCh XPaHUTCS AECKPUTITOP CETMEHTa, KOTOPhIH CO/iepKUT 6a3oBbIit afpec, ripeser, aTpubyThl, uiary.
Heo0OxouMBbI cieiytoIIye ard, YTo0bl MOyUUTh GU3NUYeCKHUH aJjpec B 3alIUIIEHHOM peKUMe:

o CeJieKTOp cerMeHTa J0J/DKeH ObITh 3arpyskeH B OJJMH 13 CErMEHTHBIX PETUCTPOB

e CPU nbITaercs HalTH JeCKPUIITOP CerMeHTa I0 ajpecy GDT + Index W3 CeJIeKTOpa U 3arpy3UTh JJeCKPUIITOP B CKPbIMYIO
4YacTb CEIMEHTHOIO perucrpa

e Ecmu cTpaHryYHas OpraHu3alys NaMsITH OTKIIFOUeHa, JIMHeHHBIH afipec ceTMeHTa WK ero (GU3NJIecKri agpec 3afaeTcs

¢hopmyioit: Ba3oBblii azpec (HalifieHHBIHM B eCKPUIITOPE, TIOJIyYeHHOM Ha Ipe/ipiiyIeM mare) + CMelneHue.

CxeMaTHUUHO 3T0 OyZeT BBII/ISAZETh CIe/[yIOM 00pa3oM:



selector : offset

— target

segment

- descriptor

GDT

GDTR

AJITOpUTM Iepexo/ia U3 PeKrMa peanbHbIX aJjpecoB B 3aLUIEHHbINA PeXXUM:

e OTK/IIOUNTE NPepLIBaHHUs
e Ormmcats u 3arpy3utb GDT uHCTpyKIjueld lgdt
e YcraHoButh 6ut PE (Protection Enable) B CRO (peructp ynpasnenus 0 (Control Register 0))

e [lepeiiTH K KOZy 3aIUIIEHHOTO PEXXHUMa

TMosHBIN Mepexo/, B 3alIMIEHHBIN DKM Mbl YBUAWM B CJIeIOLIel YacTH, HO TIPeXK/ie YeM MbI CMOYKeM TIepeiTH B

3aIUIIEHHBIA PEXXUM, HY)KHO COBEPILHTH elrfé HeCKOJILKO TIPUTOTOB/IEHHH.

[Hagaiite mocMoTpuM Ha arch/x86/boot/main.c. Mbl MO>keM BUJIeTb HEKOTODBIe TTOIPOrPaMMBbl, KOTOPbIe BHITO/THSFOT

VHHULMAIM3aLHI0 K/1aBUaTyPbl, HHULIUA/IM3aLUI0 KYUH U T.J. PaccMOTpUM HX.

KonupoBaHue napamMeTpoB 3arpy3kKu B ''HyJ/IeByH0 CTpaHuULly "
(zeropage)

MBslI cTapTyeM 13 nofnporpaMmbl main B "main.c". [TepBast ¢yHKLMS, KOTOpast BbI3bIBAeTCSI B main -
copy_boot_params(void) . OHa KOIMpYyeT 3aro/I0BOK HaCTPOMKH sifipa B MOJIe CTPYKTYPbl boot_params , KOTOpasi OIpejiesieHa B

arch/x86/include/uapi/asm/bootparam.h.

CTpyKTypa boot_params COZEp)KHUT I0JIe struct setup_header hdr . DTa CTPYKTypa COZEPXKUT Te >Ke I10JIsl, UTO U B
MPOTOKOJIe 3arpy3KK Linux ¥ 3arosHsIeTcsl 3arpy3urKOoM, a TaK >Ke BO BPeMsi KOMITH/ISILIK/COOPKH siijpa. copy_boot_params

[iesiaeT [iBe Bellu:


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L30
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/uapi/asm/bootparam.h#L113
https://www.kernel.org/doc/Documentation/x86/boot.txt

1. Kornmpyer hdr wu3header.S Bmone setup_header B CTPYKType boot_params

2. OGHOBIIsIET yKa3aTe/Ib Ha KOMaHAHYO CTPOKY s1jpa, eC/IH sijpo ObLI0 3arPy)KeHO CO CTapbIM MPOTOKOIOM KOMaHZHOW

CTPOKH.

O6patrTe BHUMaHKe Ha TO, YTO OH KOMUPYeT hdr C IOMOLIBIO GYHKLMK memcpy , KOTOpasi OnpefesieHa B copy.S. B3risHeM Ha

Heé:

GLOBAL (memcpy)
pushw  %si
pushw  %di
movw %ax, %di
movw %dx, %si
pushw  %cx
shrw $2, %Cx
rep; movsl
popw %CX
andw $3, %Cx
rep; movsb
popw %di
popw %si
retl

ENDPROC (memcpy )

[la, MBI TO/IBKO UTO TTepeni B C-KOJ, ¥ CHOBa BePHYJIMCh K acceMOiepy :) IIpexie Bcero Mbl BUZIM, UTO memcpy H ApYyTHe

MOATIPOrpaMMbl, PacIo/Io’KeHHble 3[jeCb, HAUMHAIOTCS 1 3aKaHUMBAIOTCS IByMsl MaKpocaMU: GLOBAL M ENDPROC . Makpoc
GLoBAL onwMcaH B arch/x86/include/asm/linkage.h u onpegensier ;upekTUBY globl , a Tak ke MeTKY /i1 HErO. ENDPROC

onucaH B include/linux/linkage.h; otMedyaeT cuMBOn name B KauecTBe UMeHU (YHKLIUM U 3aKaHUMBAETCS pa3MEPOM CHMBOJIA

name .

Peanu3sanyisi memcpy ZAOCTaTOUHO IPOCTa. Bo-TiepBBIX, OHA TIOMeII|aeT 3HaUeHHsI PETMCTPOB si M di B CTeK JIsl UX
COXpaHeHHs], TaK Kak OHU OyyT MeHATHCS B TeueHHH paboThl. Kak MbI BUMM U3 REALMODE_CFLAGS B arch/x86/Makefile
crcTeMa cOOpKH siipa ucrnosb3yet napamerp GCC  -mregparm = 3 , M03TOMY (YHKL{MH [10/Ty4arOT IIePBBIe TPY I1apaMeTpa U3

DETUCTPOB ax , dx M cx . BBI30B memcpy BBIIVISIUT C/IeYIOLM 00pa3oM:

(&boot_params.hdr, &hdr, sizeof hdr);

Taxk,

e ax Oyjer coepxaTh afjpec boot_params.hdr
e dx Oygjer coiep>kath azipec hdr

e cx Oypmer comepxaTb pasmep hdr B OaiiTax.

memcpy TOMeILjaeT aJjpec boot_params.hdr B di U COXpaHsieT pa3Mep B cTeke. ITocsie 3TOro OHa CJBUTAeTCs BITPABO Ha 2
pasmepa (W1 e/nT Ha 4) ¥ KonupyeT U3 si B di 110 4 Gaiita. [Jajiee CHOBa BOCCTaHaB/IMBaeT pa3Mep hdr , BEIDABHHBAET IO
4 Gaiita ¥ KOTIMPYyeT OCTa/lBHYIO YacTh 6alTOB M3 si B di M0OOAlTOBO (eC/iH OHM ecThb). B KOHIle BOCCTaHaB/IMBaeT 3HAYeHUS

si M di M3 CTeKa Y Iocje 3TOro 3aBepllaeT KOIMMpOBaHHe.

I/IHHHHEIJIHBEII.[I/IH KOHCOJ/IN

TTocse Toro Kak hdr CKOMHPOBAH B boot_params.hdr , C/IeAyHOIIMM IIaroMm sIB/II€TCS UHULMA/IM3alisl KOHCOJ/IM C IOMOILbIO

BbI30Ba QYHKIUM console_init , onpezenénHoM B arch/x86/boot/early_serial _console.c.

CDyHKLlI/IH MBITAeTCS HAUTH OMLMI0 earlyprintk B KOMaHﬁ[HOﬁ CTPOKeE U, €CJ/IY ITOMCK 3aBepIInJICd yCIieXoM, [MapCuT ajpec
TopTa, CKOPOCTh nepeAayuu JaHHbIX U WTHULIUAIU3UPDYET HOCHE/I[OB&TE]'ILHLII‘/JI TI0pT. 3HaueHUe OMNUMM earlyprintk MOXXeT OBITh

OJJHUM U3 CJIeIyIOIHX:


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L281
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/copy.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/asm/linkage.h
https://github.com/torvalds/linux/blob/v4.16/include/linux/linkage.h
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/early_serial_console.c

e serial,0x3f8,115200
e serial,ttyS0,115200
e ttyS0,115200

[Mocnie MHULIMAIM3ALMY TT0C/IEI0BATE/IBHOTO TOPTA MbI MOXKEM YBH/ZI€Th TIEPBLII BBIBO/:

if (cmdline_find_option_bool("debug"))
("early console in setup code\n");

OnpejenieHne puts HaxOAWTCA B tty.c. Kak Mbl BUZMM, OHa MeyaTaeT CUMBOJI 32 CUMBOJIOM B LIUKJIe, BbI3bIBast YHKLIUIO

putchar . [laBaliTe MOCMOTPUM Ha peanu3alidio putchar :

void __attribute__((section(".inittext"))) (int ch)
{
if (ch == '\n")
("\r);

bios_putchar(ch);

if (early_serial base != 0)
serial_putchar(ch);

__attribute__ ((section(".inittext"))) O3HAuaeT, UTO KOJ 6y,qu HaxOJUThCS B CEKITMU . inittext . MBI MOXKeM HalTH ero

B (paiisie KOMITOHOBIIMKA setup.ld.

IIpexkae Bcero, putchar TMpOBEPsIET Ha/IMUKE CUMBOJIA \n W, €C/IM OH Hak/ieH, rieyaTtaeT nepej HUM \r . [Tocsie 3TOro oHa

BBIBOJIUT CUMBOJI Ha 3KkpaHe VGA, Bb13BaB BIOS c npepeiBaHreM 0x10 :

static void __attribute__ ((section(".inittext"))) bios_putchar(int ch)

{

struct biosregs ireg;

initregs(&ireg);

ireg.bx = ;

ireg.cx = ;

ireg.ah = ;

ireg.al = ch;

intcall( , &ireg, );

initregs NPHHFMAeT CTPYKTYPY biosregs U B IIeDPBYIO OuepeZib 3allOJIHsET biosregs HYJISMH, HCIOIB3YS GYHKLHIO

memset , a 3aTeM 3allOJIHAET ero 3HaYeHUsAMU PerucTpoB:

(reg, 0, sizeof *reg);
reg->eflags |= X86_EFLAGS_CF;
reg->ds = ds();
reg->es = ds();
reg->fs = fs();
reg->gs = gs();

,D;aBElﬁTe TMOCMOTPHU Ha peaM3alyro memset:

GLOBAL (memset)
pushw  %di
movw %ax, %di

movzbl %dl, %eax

imull  $60x01010101, %eax
pushw  %cx

shrw $2, %CX


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/tty.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/setup.ld#L19
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/copy.S#L36

rep; stosl
popw %CX
andw $3, %Cx
rep; stosb

popw %di
retl
ENDPROC (memset)

Kak Mb1 MOxem BUETb, memset WCIIOJb3yeT TOXKEe CaMOe COrJiallleHHe O BbI30BaX, KaK U memcpy : 3TO O3HAyaeT, UTO beHKL[I/IH

ToJTyyaeT CBOU MapaMeTpbl U3 PETUCTPOB ax , dx U CX .

Kak rnpaBusio, peanusaiiyisi memset M0J00Ha peanr3anii memcpy . OHa COXpaHsieT 3HaUeHKe PerucTpa di B CTEKe U
TOMeIljaeT 3HaYeHWe ax B di , KOTOPOE SIB/ISIETCS afipecoM CTPYKTYPBI biosregs . [lanee HAET HHCTPYKLUS movzbl , KOTOpas

KOIMpYyeT 3HaueHHe dl B HrbKHHe 2 GaiiTa peructpa eax . OcraBuivecs 2 BepxHUX OaliTa eax OyayT 3aro/HeHbI HY/ISIMH.

Crefiyrolijasi MHCTPYKLIUSI yMHOXKAeT eax Ha 0x01010101 . DTO HEOGXOJMMO, Tak KaK memset Oy/JeT KOMUPOBaTh 4 Gaiita

oJiHOBpeMeHHO. Harprmep, HaMm Hy>KHO 3aIOJIHUTh CTPYKTYPY, pPa3sMep KOTOpO#t cocTassisieT 4 Gaiita, 3HaUeHHEM 0x7 C

MOMOILbI0 memset . B 3TOM ciiyuae eax OyZeT coAepkaTh 3HaueHHe 0x00000007 . Tak UTO eC/IM Mbl YMHOXKMM eax Ha
0x01010101 , MbI TIOJIYUHM ©x07070707 U TETIePh MBI MO>KEM CKOITMPOBAaTh 3TH 4 0aiiTa B CTPYKTypy. memset WCIIOB3YET

UHCTPYKLIMIO rep; stosl /i KOIMMPDOBAaHUs eax B es:di .
OcraspHas yacTb memset JleslaeT IIOUTH TO XKe CaMoe, YTO U memcpy .

ITocse Toro Kak CTpyKTypa biosregs 3aroJIHeHa C IIOMOLIbI0 memset , bios_putchar BbI3bIBaeT npepbiBanue 0x10 gis
BbIBOZIa CUMBO/JIA. 3aTeM OHa TIpoBepseT, MHULMA/IM3UPOBaH JIk HOCHEAOB&TEHBHbIﬁ TI0PT, U B C/Iy4yae eC/Id OH MHULJUA/IM3UPOBaH,

3anuchiBaeT B HEro CUMBOJI C TOMOILbIO MHCTPYKLMHM serial_putchar m inb/outb .

NMuavnuanusanusa Kyumu
ITocne moaroroBku creka v BSS B header.S (cMoTpute npefpigyIyto uacTs), SApo AO/DKHO MHUAL[MAIM3UPOBATE KYUY C TIOMOIL[BI0
(YHKUMU init_heap .

B nepByto ouepefb init_heap TIpoBepsieT uiar CAN_USE _HEAP B loadflags B 3aroJIOBKe HaCTPOWKH siipa U ecu (ar Obut

YCTaHOBJIEH, BBIYMC/IAET KOHell CTeKa:

char *stack_end;
if (boot_params.hdr.loadflags & CAN_USE_HEAP) {
asm("leal %P1(%%esp),%0"
"=r" (stack_end) : "i" (-STACK_SIZE));

APYTrMMH C/IOBaMM stack_end = esp - STACK_SIZE .

3areM UAET pacuéTt heap_end :

heap_end = (char *)((size_t)boot_params.hdr.heap_end_ptr + )8

YTO O3HauaeT heap_end_ptr Wi _end + 512 ( 0x200h ). [TocseHsIst MpoBepKa 3aK/IFOYaeTCs B CpaBHEHWH heap_end |
stack_end . Ecii heap_end 6osblle stack_end , TO TMpUCBavMBaeM stack_end 3HaueHHe heap_end ,qTOﬁLICAenaTL ux

PaBHBIMH.

Tenepb Kyda MHUL[UA/IM3MPOBdHA U Mbl MOXXEM HCI10/Ib30BaTh eé c TIOMOIIbIO MeTOoA4a GET_HEAP . B C/1eyroniux rnocrax Mbl

YBUAWM KdK OHA UCTI0J/Ib3YyeTCs, KaK €€ UCI0/Ib30BaTh U KaK OHa pea/siM30BaHa.

IIpoBepka CPU


http://www.ctyme.com/intr/rb-0106.htm
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/tty.c#L30
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L116
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L116
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/uapi/asm/bootparam.h#L22
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S#L321

CrepyroluM 11arom siejisiercst npoBepka CPU c moMolipio GyHKIMU validate_cpu U3 arch/x86/boot/cpu.c.

OHa BbI3bIBaeT GYHKLMIO check cpu U IepefjaéT eif fBa napamerpa: ypoBeHb CPU u Heobxoaumelii ypoBeHb CPU; check_cpu

TIpOBepsieT, 3alylieHo /U SApOo Ha Hy>KHOM ypoBHe CPU.

check_cpu(&cpu_level, &reqg_level, &err_flags);
if (cpu_level < reg_level) {

return ;

check_cpu mipoBepsiet ¢uiaru CPU, Hammuue long mode B cnyuae x86_64 (64-6utHoro) CPU, npoBepsieT MoCTaBIUKa
TipoLieccopa U JieflaeT crieljiasbHble TIOAT0TOBKH [ HEKOTOPbIX IIPOU3BOAUTEEeH, Takie Kak oTKroueHre SSE+SSE2 nns AMD

B CJ/Iy4ae UX OTCYTCTBUS U T.J.

Ha cnepytoiem sTane Bbl BUJUM BbI30B PYHKIUM set_bios_mode . DTa QYHKIMS peaq30BaHa TOBKO ISl DEKUMA x86_64 :

static void set_bios_mode(void

{
#ifdef CONFIG_X86_64
struct biosregs ireg;

initregs(&ireg);

ireg.ax = 7

ireg.bx = 2;

intcall( , &ireg, )8
#endif

}

OyHKIMS set_bios_mode BBITIOJHSET ITPEPBIBaHUE 0x15 , YT0OBI coobumTh BIOS, uro OyzeT ucnosmb3oBaThes long mode

(ecmt bx == 2 ).

OOHapy)KeHHe MaMATH

CreiyIOILIM I1aroM siBisieTcsl oOHapy KeHre TIaMsITH C TIOMOIIBI0 GYHKLK detect_memory . detect_memory B OCHOBHOM
TIpeJj0CTaBIsIeT KapTy JOCTYITHOH orepaTtiBHOM namsity fyisi CPU. OHa HCTonb3yeT pa3/iMdHble IIPOrpaMMHbIe HHTepGheNchl A

00OHapy>keHHsI TTaMsTH, TaKHe KaK 0xe820 , 0xe801 U ©x88 . 3[eCh Mbl OyJjeM pacCMaTpUBaTh TOJBKO peanu3anyio 0XE820.

JaBaiiTe MTOCMOTPUM Ha peay3ayio QYLHKIUA detect_memory_e820 B arch/x86/boot/memory.c. [Ipexze Bcero, QyHKIus
detect_memory_e820 HHHULMAIM3UPYeT CTPYKTYPY biosregs , KaK Mbl BH/€/U BblLlIe, U 3aI0/THSIET PETUCTPhI ClieldalbHbIMU

3HAUE€HHUSIMU /171 BbI30OBA 0xe820 :

initregs(&ireg);
ireg.ax = 0xe820;
ireg.cx = sizeof buf;

ireg.edx = SMAP;
ireg.di = (size_t)&buf;

® ax cofiepXkuT HoMep (GyHKLuHM (B HauleM ciydae 0xe820)

® cx COZepKHT pa3Mmep Oydepa, KOTODEIH OyeT cofep)KaTh JaHHBIE O TIaMSATH

® edx JIO/DKEH COZlep>KaTh Maruueckoe Yucyio SMAP

® es:di J0/DKeH cofiep>kath azipec Oycdepa, KOTOpEIi OyeT cofep)aTh JaHHbIE U3 MaMSITH

° ebx AoO/mDKeH OBITH PaBeH HYJIO.


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/cpu.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/cpucheck.c#L112
http://en.wikipedia.org/wiki/Long_mode
https://en.wikipedia.org/wiki/Long_mode
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/memory.c

Ianee UAET LUKJI, B KOTOPOM OyayT cobpaHbl JaHHbIe 0 amsati. OH HauuHaeTcs C Bbi3oBa BIOS nipephiBaHus 0x15 , KOTODBIi
3anuchbIBaeT OAHY CTPOKY M3 Tab/uLibl pacnpeziesieHUst aApecos. [is1 TIoTyyeHus CIefytoliel CTPOKU Mbl JOJDKHBI CHOBA BbI3BaTh
3TO MpephiBaHue (UTO Mbl U [lefiaeM B 1jUK/Ie). [lo ciefyroliero Bbl3oBa ebx [OJ/DKEH COJiepyKaTh 3HaueHNe, BO3BpalljéHHOe

paHee:

intcall( , &lreg, &oreg);
ireg.ebx = oreg.ebx;

B KOHEUHOM CuéTe MbI Jie/laeéM UTepaLiiy B [UKJIe /171 cOopa JaHHBIX M3 TabUIbI pacrpe/iesieHust aipecoB U 3alMChIBAeM 3TH

JlaHHbIEe B MaCCHUB e820entry :

® Hauaslo cerMeHTa NnamsTh
® pasMep cerMeHTa NaMsiTH

® TUIl CerMeHTa rnamsTty (MOKeT JI1 KOHKPETHbIM CerMeHT ObITh UCIIO/b30BaH WM OH 3ape3epBUPOBaH).

BbI MOXKeTe yBU/ieTb pe3y/bTar B BbIBOJe dmesg , UTO-TO BPOJe:

.000000] e820: BIOS-provided physical RAM map:

.000000] BIOS-e820: [mem 0x0000000000000000-0x000000000009fbff] usable
.000000] BIOS-e820: [mem 0x000000000009fcOO-Ox000000000009ffff] reserved
.000000] BIOS-e820: [mem 0x00000000000f0000-0x00000000000Fffff] reserved
.000000] BIOS-e820: [mem 0x0000000000100000-0x000000003ffdffff] usable
.000000] BIOS-e820: [mem Ox000000003ffe0000-0XxO00000003FFFFfff] reserved
.000000] BIOS-e820: [mem Ox00000000fffcOO00-OXO0000000FFFFfff] reserved

N B W B B W}
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Nuannuanu3anus KjlaBUaTyphbl

Cre[yIOIL¥IM I1aroM sIB/ISIeTCs] MHULMA/IM3alis KIIaBUaTyphl C IOMOIIIBIO BbI30Ba GYHKLUN keyboard_init() . BHawane
keyboard_init WMHHWLIMAIM3UPYET PETUCTPBI C TIOMOILBIO QYHKIMK initregs . 3aTeM OH BbI3bIBaeT NpepbiBanue 0x 16 as

TOJTy4eHNsI CTaTyca KiaBUaTyphlL.

initregs(&ireg);
ireg.ah = 5 /* TNony4yeHne cTaTtyca KnasuaTtypsl */
intcall( , &lireg, &oreg);

boot_params.kbd_status = oreg.al;

IMocsie 3TOrO OHA eIjé pa3 BeI3bIBaeT 0x 16 A1 yCTaHOBKM YacCTOTHI IOBTOPEHHS U 3a/IePyKKH.

ireg.ax = g /* YcTaHOBKa 4acTOTbl MOBTOPEHUA KnasuaTypbl */
intcall( , &ireg, );

BbinosiHeHue 3anpocoB

Crepiyro1ijyie HeCKOJIBKO 1I1ar0B - 3aITPOCHI /IS pa3/IMYHBIX TapaMeTpoB. Mbl He Oy/ieM MOTpy»KaThCsl B ITOAPOOHOCTH 3THX

3aTpoCoB, HO BEPHEMCS K 3TOMY B MOC/IEYIOLIMX YacTsX. [laBaliTe KOPOTKO B3IJITHEM Ha 3TH (QYHKLUK:

[MepBEIM IIAaroM sBJIsieTCs MomydyeHue uHbopMmarmu Intel SpeedStep ¢ mOMOIBIO BBI30Ba QYHKIMK query_ist . OHa IpoBepsieT
ypoBeHb CPU, U ec/i OH BepHBIl, BbI3bIBAET MIPEPhIBAHHE 0x15 JIIsl OTy4YeHUs: THHOPMALY U COXPAHSIeT pPe3yJibTaT B

boot_params .

Cnepyrowast GyHKIus - query_apm_bios monydaet u3z BIOS undopmauuro 06 Advanced Power Management. query_apm_bios
Take BbI3biBaeT BIOS mpepriBaHMe 0x15 ,HO C ah = 0x53 JiIs IPOBEPKU MOAAEP>KKH APM . [Tocse BHIMOMHEHUsT 0x15 ,

GYHKOUS query_apm_bios IIpOBepsieT CUTHAaTypy PM (OHA JOJDKHA ObITH paBHa 0x504d ), (Iar mepeHoca (OH JJ0JKeH ObITh


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L65
http://www.ctyme.com/intr/rb-1756.htm
http://www.ctyme.com/intr/rb-1757.htm
http://en.wikipedia.org/wiki/SpeedStep
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/apm.c#L21
http://en.wikipedia.org/wiki/Advanced_Power_Management

paBeH 0, ec/iv eCThb TIOAJEP)KKA APM ) M 3HaueHMe peructpa cx (OHO JOJDKeHO ObITh paBHBIM 0X02, ec/ii MMeeTcst oA epyKKa

3alLUIIEHHOTO PeXXUMa).

[lanee oHa CHOBA BbI3bIBaeT 0x15 , HOC ax = 0x5304 [JIs OTCOeAMHEHUs OT UHTepdelica APM U NMNOAKIIOUYEHUIO K UHTepdelicy
32-6uTHOrO 3alUILEHHOrO peXkuMa. B rtore oHa 3amonHseT boot_params.apm_bios_info 3HaueHWSIMH, [10/lyUYeHHbIMU U3
BIOS.

O6patnTe BHUMaHKe: query_apm_bios Oy/|eT BHINOMHATHCS TOMBKO B TOM C/Iydae, eC/ii B KOH(GUTypaLioHHOM aiiie

yCTaHOBJIeH (J1ar BpeMeH! KOMITA/ISILUA CONFIG_APM WJId CONFIG_APM_MODULE :

#if defined(CONFIG_APM) || defined(CONFIG_APM_MODULE)
query_apm_bios();
#endif

IMocnepssis GyHKIMA - query_edd , 3anpamuBaeT U3 BIOS uxdopmanuo 06 Enhanced Disk Drive . JlaBaiiTe B3T/IsiHEM Ha

peanu3anulo query_edd .

B niepByto ouepeap oHa unTaet orniuio edd U3 KOMaHJHOMN CTPOKU si/jpa U eC/ly OHa yCTaHOBJIeHa B of f , TO query_edd

3aBepluaeT CBOK pabory.

Ecm EDD BK/IOUEH, query_edd CKaHUpYyeT nopgepkvBaemblie BIOS kécTkue JUCKHM U 3anpaiivBaeTt uHpopmanuio o EDD B

CIleyIoLIeM LUKIe:

for (devno = ; devno < +EDD_MBR_SIG_MAX; devno++) {
if ('!'get_edd_info(devno, &ei) && boot_params.eddbuf_entries < EDDMAXNR) {
(edp, &ei, sizeof ei);
edp++;
boot_params.eddbuf_entries++;

rje 0x80 - IepBbIi )KECTKUH MCK, @ 3HAUeHHe MakKpoca EDD_MBR_SIG_MAX paBHO 16. OHa coOupaeT laHHbIe B MacCHB
cTpyktyp edd_info. get_edd_info mpoBepsieT Hamurie EDD myTéM BbI30Ba MpepbiBaHusl 0x13 C ah = 0x41 W ecid EDD
TIPUCYTCTBYeT, get_edd_info CHOBA BBI3BIBAeT 0x13 ,HOC ah = 0x48 U si , COfiepKaluM agpec 6ydepa, rae Oyzer

XpaHuTbCs nHopmarus o EDD.

3aK/IIoueHue

3OTo KOHeL| BTOPOI YacTH 0 BHYTPeHHOCTSX sifipa Linux. B csiefyroirieil yacTi Mbl YBHMM HACTPOWKH PEXKHMa BHEO U

OCTa/bHbIE MOArOTOBKY Tepe/] Iepexo/0M B 3all{MIIEHHBIN PeKUM U HeIloCpeCTBEHHO ITepexo/| B HeTo.

OT nepeBoYHKa: NMOXKAJIyHCTa, UMeliTe B BUJY, YTO aHIVIMWICKUH - He MO POJHOM SI3bIK, U 5l 0U€Hb N3BUHAKCH 3a
BO3MO)XHBbIe HeyA00cTBa. Ec/i BbI HalAéTe KaKue-/1i00 OIMOKH WM HETOYHOCTH B TIepeBo/ie, M0XKa/IyiCcTa, NPUILINTe

pull request B linux-insides-ru.

CchLIKH

e 3amuIéHHbIN pexxum (Bukumeust)
e 3aumiéHHeli pexxum (OSDEV)
e [ong mode

e Heroxoe o6bsicHenue pexxumoB CPU c Kojiom


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/edd.c#L122
https://github.com/torvalds/linux/blob/v4.16/Documentation/kernel-parameters.txt#L1023
https://github.com/torvalds/linux/blob/v4.16/include/uapi/linux/edd.h#L172
https://github.com/proninyaroslav/linux-insides-ru
http://en.wikipedia.org/wiki/Protected_mode
http://wiki.osdev.org/Protected_Mode
http://en.wikipedia.org/wiki/Long_mode
http://www.codeproject.com/Articles/45788/The-Real-Protected-Long-mode-assembly-tutorial-for

[lepBble 1m1ary B Ko/ie HACTPOWKHU s1/ipa

e Kak ucrosib3oBath cermeHTsi ¢ poctoM BHI3 Ha CPU Intel 386 u Gosiee mo3aHux
e [lokymeHTauus o earlyprintk

e [lapameTps! spa

e [locnesoBarenbHas KOHCOMb

e Intel SpeedStep

e APM

e Crnenudukauus EDD

e JlokymenTanus TLDP g5 nporjecca 3arpysku Linux (crapast)

e [lpeawigyias yacTb
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http://www.sudleyplace.com/dpmione/expanddown.html
http://lxr.free-electrons.com/source/Documentation/x86/earlyprintk.txt
https://github.com/torvalds/linux/blob/v4.16/Documentation/kernel-parameters.txt
https://github.com/torvalds/linux/blob/v4.16/Documentation/serial-console.txt
http://en.wikipedia.org/wiki/SpeedStep
https://en.wikipedia.org/wiki/Advanced_Power_Management
http://www.t13.org/documents/UploadedDocuments/docs2004/d1572r3-EDD3.pdf
http://www.tldp.org/HOWTO/Linux-i386-Boot-Code-HOWTO/setup.html

IIponecc 3arpy3ku sigpa. Yacrs 3.

MHaunuanu3anys Bujeope)xuMa 4 rnepexoj B 3alUIéHHbIA
PeXuM

3T0 TpeTbsl UaCTh CepUM [pouecca 3arpysku sigpa . B Hpe,qblﬂyu_[ef/'l 4dCTHU MbI OCTAHOBUWIKCH IIPSAMO Iepe] BbI30BOM beHKLlI/II/I

set_video M3 main.c. B 3Tol YacTu MBI yBUUM:

e MHMLMA/M3ALMIO BUJEOPeKUMa B KOJle HACTPOUKH 57pa,
e TIOJrOTOBKY, CZIeJIAHHYIO Iepe/| MePeK/II0YeHUeM B 3aLUIIEHHbIA PEeXXKUM,

e Tepexo/ B 3aLMIIEHHBINA PEXKUM

IIPUMEYAHWUE: ecnu Bbl HUUEro He 3HaeTe O 3alIUIEHHOM PeXXHUMe, BbI MOXKETe HalTH HEKOTOPY!0 MH(OPMALIUIO 0 HEM B

l'[pe,[[blﬂy]l[eﬁ yactu. Tak)Ke eCTb HECKOJIBKO CCBIJIOK, KOTOPbI€ MOTYT BaM ITOMOYb.

Kaxk 51 yrke nvcan paHee, Mbl HAUHEM C QYHKIMH set_video , KOTOpasi orpefiesieHa B arch/x86/boot/video.c. Kak Mbl MOXXeM

BU/IETb, OHAa HAYMHAET PaboTy C MOJyUYeHUs] BUJEOPeKUMa U3 CTPYKTYPhl boot_params.hdr :

ul6é mode = boot_params.hdr.vid_mode;

KOTODYO MBI 3alIOJIHWIHA B PYHKIIMKM copy_boot_params (BBl MOXKETe MPOUUTATh 06 3TOM B IIPeABIAYIIeM IOCTe). vid_mode
SIBJISIeTCST 00s13aTe/IbHBIM T10J1eM, KOTOpPOe 3arlo/HAeTCs 3arpy3urKoM. Bel MoykeTe HalTi MH(OpMALI0 06 3TOM B IIPOTOKOJIE

3arpys3Ku sapa:

Offset Proto Name Meaning
/Size
01FA/2 ALL vid_mode Video mode control

Kak MBI MO>keM IpoYecThb M3 IPOTOKO/1a 3arpy3Ku sifpa Linux:

vga=<mode>
<mode> MOXeT OblTb /NGO LENOYUCNEHHbIM 3HavyeHueMm (B C-HoTauuu,
AECATWYHOW, BOCbMEPUYHOW UAWN WeCTHaAuaTepuyHoi), NMbo OAHON M3 CTPOK:
"normal" (o3HavyaeT OXFFFF), "ext" (o3HavyaeT OXFFFE) wam "ask"
(o3HavyaeT OXFFFD). 3TO 3HayeHWe AOMXHO GbiTb BBEAEHO B none
vid_mode field, Tak Kak OHO ucnonb3yeTcs SA4POM A0
napcuHra KOMaHAHOW CTPOKM.

TakuM 06pa3oM, MbI MOXKeM 100aBHUTh ITapaMeTp vga B KOH(UTyparuoHHEIH ¢aiin GRUB (wm mroboro Apyroro 3arpysurka) 1
OH I1epeJiacT ero B KOMaHJHYIO CTPOKY siipa. Kak roBOpUTCS B ONMCAHWH, STOT TIapaMeTp MOKeT UMeThb pa3Hble 3HAUeHHsI.
Harmprimep, 3TO MOXKeT OBITB LieJIbIM UHC/IOM OxFFFD WM ask . EC/ii mepesjath ask B vga , BBl YBUAWTE IPUMEPHO Takoe

MEeHHO:


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L181
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/video.c#L315

SeaBI03 (wversion 1.7.5-20140531_171129-lamiak)

iPXE (http:rripxe.org) 00:03.0 C980 PCIZ.10 PnP PMM+3FFI90A40+3FEFOA40 CI30

Booting from ROM...
early console in setup code
see video modes available, <SPACE> to continue, or wait 30 sec
Resolution: Type:
80x25 UGA
80x50 UGA
80x43 UGA
80x28 UGA
gox30 UGA
80x34 UGA
80x60 UGA
40x25 UVE3A
40x25 UVE3nA
B80x25 UE3A
B8Ox25 UE3nA
80x25 UE3A
nter a video mode or “scan" to scan for additional modes:

KOTOpOE TOTMPOCUT BbIOPATh BUAECOPEXXHUM. MbI TOCMOTPHM Ha €T0 peayu3aliyio, HO repej 3TMM pacCMOTPUM HEKOTOpBIE Ipyrye

BeILH.

TUnbl JaHHBIX AApaA

Panee mb1 BHJEJ/IN Orpe/ie/IeHrA Pa3/IMYHbIX TUIIOB JAaHHBIX B KOZe HaCTpOFIKPI sAnpa, TAKMX KaK ulé U T.n. ,Z[aBaf/iTe B3IJ/ITHEM Ha

HECKOJIBKO THIIOB JaHHBIX, MPeA0CTaB/IsIeMbIX AIPOM:

Tun char short int long u8 ul6 u32 u64

Pasmep 1 2 4 8 1 2 4 8

Bo BpeMs UTeHHs UCXOAHOr'o KoJa siipa Bbl 6y,£[ETe YaCTO BCTPeYATh 3TU TUIILI, TAK UTO ObUTO OBI HETIZIOXO 3aIIOMHUTE HX.

API kyumn

TTocsie TOro Kak mMbl MOJIyUyMM vid_mode H3 boot_params.hdr B (byHKL[I/II/I set_video , Mbl MOXX€M BU/IETh BbI30B

RESET_HEAP . RESET_HEAP TpeJcTaB/isieT c060i Makpoc, orpezenéHHbIi B boot.h

#define RESET_HEAP() ((void *)( HEAP = _end ))

Ecnu BbI unTanu BTOPYIO 4aCTb, TO [IOMHUTE, UTO Mbl HHULIHA/IU3UPOBAJIK KyUy C ITOMOLLBIO (byHKL[I/II/I init_heap .Y Hac ecThb

HeCKOJTBKO TM071e3HbIX (GYHKLHHN [J1s1 Ky4d, KOTOpBIe OTpe/ie/ieHbl B boot.h :

#define RESET_HEAP()

Kak mbI BU/€/IM UyTh BbIlIE, OH C6paCbIBBET Kyuy, YCTaHOBHMB I1€PEMEHHYIO HEAP B _end , rae _end IIpOCTO extern char
_end[];

CrepyroIuii MakpoC - GET_HEAP :


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/boot.h#L199
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L116

#define GET_HEAP(type, n) \
((type *)__get_heap(sizeof(type),__alignof__(type),(n)))
Tipe/iHa3HaueH J1s1 BbiJesieHust Kyur. OH BbI3bIBaeT BHYTPEHHIOIO QYHKIMIO _ get_heap C TpeMsi [lapaMeTpaMu:

e pasMep THMA [IAHHBIX, KOTOPBIH J0/KeH ObITh BbIIe/IEH
e _ alignof_ (type) OIpeessieT, KaK MepeMeHHbIe STOTO TUIA A0/DKHBI ObITh BHIDOBHEHbI

° n orpeaesdeT CKOJIbKO 3/IEMeHTOB HY>KHO BbI/J€/IUTh

Peanuzanus __get_heap :

static inline char *__get_heap(size_t s, size_t a, size_t n)

{
char *tmp;
HEAP = (char *)(((size t)HEAP+(a-1)) & ~(a-1));
tmp = HEAP;
HEAP += s*n;
return tmp;
}

B panbHelieM Mbl YBUIUM e€ HCII0/Ib30BaHKe, YTO-TO BPOJe:

saved.data = GET_HEAP(ul6, saved.x * saved.y);

IaBaiiTe nornpo6yem NOHATH IIPUHLMI paboThl __get_heap . MBI BUAUM, UTO HEAP (KOTOpBI paBeH _end IIOC/IE
RESET_HEAP() ) sIBJISIETCS a/lpeCcOM BbIDOBHEHHOM MaMsITH B COOTBETCTBUU C rapamMeTpoM a . Ilocsie 3TOro Mel coxpaHsieM azipec
MaMATH HEAP B IIeDEMEHHYIO tmp , TlepeMelljlaeM HEAP B KOHeL] BblZle/IeHHOr0 0JI0Ka ¥ BO3BpalljaeM tmp , KOTOpast sIBISIETCS

Ha4da/IbHBIM aZipeCcoM BbI,HEHEHHOﬁ IIaMATHU.

U nocnepssist GyHKIMS:

static inline bool heap_free

{
return (int)(heap_end - HEAP) >= (int)n;

KOTOpasi BBIUMTaeT 3HaUeHre yKa3aTeass HEAP U3 heap_end (MBI BEIYMC/IS/IA 3TO B ITpeJBIAYIeH uacTi) ¥ Bo3Bpaljaer 1, ecinu

HUMeeTCd JOCTAaTOYHO INaMATH JId n .

Ha stom Bcé. Tereps y Hac ectb ipocToit API a1t Kyuu ¥ MO>KeM ITepelTH K HaCTPOHKe BH/eOPeXIMa.

HacTtpoiika Bujeopexxuma

Tenepb Mbl MOKEM TIeDEHTH HETIOCPe/[CTBEHHO K MHULMAIM3aliH BIeOopeXXUMa. Mbl OCTAHOBU/IMCH Ha BBI30Be RESET_HEAP() B
¢yHKUMM set_video . [lamee MJET BBI30B PYHKIMM store_mode_params , KOTOpasi COXpaHseT MTapaMeTphbl BUZEOPEKHMa B

oot_params.screen_info , é MBI api/li reen_info.h.
CTPYKType boot fo , onpefenéHHoi B include/uapi/linux/screen_info.h

Ecny Mbl TTOCMOTPHM Ha (byHKL{I/II-O store_mode_params , TO YBH/IUM, UTO OHAa HaUMHAETCs C BbI30BA store_cursor_position .

Kak Bbl MOYKeTe MOHSITh U3 Ha3BaHUsI (GYHKLMH, OHA IO/TyYaeT HH(POPMALMIO 0 KypCope U COXPaHsIeT eé.

B nepByto ouepess store_cursor_position HHHULMATU3MPYeT ABe MepeMeHHbIe, KOTOPbIe UIMEIOT TUIl biosregs C AH = 0x3 ,
v Bei3biBaeT BIOS npepbiBanre 0x16 . ITocsie TOro Kak npephiBaHKe YCIEHO BEIIOJHEHO, OHa BO3BpAlLlaeT CTPOKY U CToJibeL] B
peructpax DL U DH . CTpoka u crosnber OyAyT COXpaHeHHI B MOMAX orig_x W orig_y CTPYKTYPBI

boot_params.screen_info


https://github.com/0xAX/linux/blob/master/include/uapi/linux/screen_info.h

TTocrie BBINO/IHEHUsI store_cursor_position BbI3bIBaeTCs PYHKIMsST store_video_mode . OHa IIPOCTO MOTyYaeT TeKYLIM

BUIEOPE)XUM M COXPAHSIET €r0 B boot_params.screen_info.orig_video_mode .

[anee oHa npoBepsieT TeKYIIMI BUEOPEXXHM U yCTaHaB/IMBaeT video_segment . ITocse Toro kak BIOS nepefaét KOHTpPO/b B

3arpy30uHblii CEKTOP, /151 BUe0NaMsITH BbIe/ISI0TCS C/le[yIoliye ajpeca:

OXxBOOO : 0Xx0000 32 K6 BugeonamMATb A/19 MOHOXPOMHOrO TeKcTa
OxB800: 0x0000 32 K6 BugeonamATb 418 LUBETHOro TeKcTa

Takum 06pa3oM, Mbl YCTaHAB/IMBAEM TIEDEMEHHYIO video_segment B 0xb00® , eC/M TeKyluii Bugeopexkum MDA, HGC, uum
VGA B MOHOXPOMHOM PEXUME, U B 0xb800 , €C/IM TEKYLLMH BUeOpeXKUM LiBeTHOM. [Toc/ie HaCTpoKy afpeca BugeodparmeHra,

pa3mep wpudra Jo/mKeH ObITb COXPaHEH B boot_params.screen_info.orig_video_points :

set_fs(0);
font_size = rdfsi16( e
boot_params.screen_info.orig_video_points = font_size;

B niepByto ouepe/ib MbI yCTaHaB/IMBaeM peructp FS B 0 c ToMolsio GYHKIMK set_fs . B IIpeZplAyIIieil yacTy Mbl yoKe BHZeIH
Takue (QYHKLUHY, Kak set_fs . Bce oHu onpefiesiens! B boot.h. [Jasee MbI unTaeM 3HaueHHe, KOTOPOe HAXOUTCS T10 aJjpecy
0x485 (9Ta 06/1aCTH AMSTH HCIIO/IB3YeTCs /1S MOJIydeHusI pa3Mepa MpUdTa) ¥ cOXpaHseT pasMep LiprudTa B

boot_params.screen_info.orig_video_points .

X = rdfs16(0x44a);
y = (adapter == ADAPTER_CGA) ? 25 : rdfs8(0x484)+1;

[asnee MbI TIO/TyyaeM KOJIMUECTBO CTOJIOIIOB 10 afipecy ©x44a , M CTPOK I10 a/IpeCy ©x484 U COXPaHseM UX B
boot_params.screen_info.orig_video_cols W boot_params.screen_info.orig_video_lines . Ilocse 3TOro BLITIOJTHEHHE

store_mode_params 3aBepIIAeTCs.

Ianee MbI BUAUM GYHKLMIO save_screen , KOTOpasi IPOCTO COXPaHsIeT COAEP>KUMOe KpaHa B Kyue. JTa GyHKIMs cobrpaeT Bce
[JaHHbIE, KOTOPBIe MbI TIOJIYUH/IN B TIpeAbIayiiel GYHKLNY, TaKHe KaK KOJMUeCTBO CTPOK M CTOJIOLIOB U T.Jj, ¥ COXPaHsIeT UX B

CTPYKType saved_screen

static struct saved_screen {
int x, y;
int curx, cury;
ulé *data;

} saved;

3aTeM OHa rpoBepseT, eCTb JIh CB06OAHOE MeCTO B Kyue:

if (!'heap_free(saved.x*saved.y*sizeof(ul6)+512))
return;
U ec/Iv MeCTa B Kyue [J0CTaTOYHO, BblJ|e/IsieT ero ¥ CoXpaHsieT B HEM saved_screen .

CrepyroIyii BEI30B - probe_cards(0) u3 arch/x86/boot/video-mode.c. OHa MPOXOAWT 10 BceM video_cards U cobupaeT

KOJIN4YeCTBO PEe>XUMOB, ITpeJOoCTaB/IA€MbIX KapTOﬁ. " BoT 371ecb I/IHTEpECHbIﬁ MOMEHT. MbI MOXKeM BUETH LIUKIT:

for (card = video_cards; card < video_cards_end; card++) {

/* 3pecb cobupaem KO/MMHECTBO PexXuMmoB */

HO video_cards Hur[e He 00bsiB/ieH. OTBeT MPOCT: KaXKbIH BU/IEOPEXKUM, MPe/ICTaB/IeHHBIN B X86-K0je HaCTPOWKH sijjpa,

oTpefiesIéH C/IeflyIOmUM 06pazom:


https://github.com/0xAX/linux/blob/master/arch/x86/boot/boot.h
https://github.com/0xAX/linux/blob/master/arch/x86/boot/video-mode.c#L33

static __videocard video_vga = {

.card_name = "VGA",
.probe = vga_probe,
.set_mode = vga_set_mode,

}

rae __videocard - MakpocC:

#define __videocard struct card_info __attribute_ ((used,section(".videocards")))

KOTOPBI1 OIpefiensieT CTPYKTYpy card_info :

struct card_info {
const char *card_name;
int (*set_mode)(struct mode_info *mode);
int (*probe)(void);
struct mode_info *modes;
int nmodes;
int unsafe;
ulé xmode_first;
ul6é xmode_n;
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KOTOpast HAXOUTCS B cerMeHTe .videocards . [laBaiiTe MOCMOTPUM Ha CKPUMIIT KOMITOHOBIIMKA arch/x86/boot/setup.ld, B

KOTOPOM MBI MOKEM HaMTH:

.videocards 3 &
video_cards = .;
*(.videocards)
video_cards_end = .;

OTO 3HAUMUT, YTO video_cards - IPOCTO afpec B aMATH, X BCe CTPYKTYPbI card_info pa3sMeIaroTCs B 3TOM CerMeHTe. 3TO
TAaK>Ke 03HauaeT, YTO BCe CTPYKTYPhbl card_info pa3MellaloTcsd MeXXAy video_cards M video_cards_end , M Mbl MOXKEM
BOCII0/Ib30BaThCsI 3THM, UTOOBI IPORTHUCE 110 HUM B IMKITe. [Tocie BEITIO/THEHNST probe_cards Y Hac eCTb BCe CTPYKTYPBl static

__videocard video_vga C 3aro/HeHHbIMU nmodes (YHC/IO BUJEOPEKUMOB).

IToce 3aBepIiieHVs BBIMIOMHEHNST probe_cards , MBI TIePeXO/¥M B T7IaBHBIN LUK/ QYHKIUN set_video . DTO GeCKOHEUHBIH
LJVIK/I, KOTOPBIH ITBITAeTCsI YCTaHOBUTE BH/IEOPEXKUM C TIOMOIIBIO GYHKLM set_mode U BBIBOAWT MEHIO, €C/IM YCTaHOBJIEH (iar

vid_mode=ask KOMaH[HOW CTPOKH si/jpa W/IM eCJIH BHZIeOPEeXXUM He OIpe/iesiéH.

OyHKIUS set_mode OIpejeseHa B video-mode.c ¥ IpUHMMAET TOJBLKO OZIMH IapaMeTp - mode , KOTODBIH OrpesiesisieT

KOJIN4eCTBO BHUEO0PEXXHMMOB (Mbl TIOJIyUH/IM €r0 U3 MEHIO M/IM B Hauajse setup_video , U3 3arojioBKa HaCTpOﬁKH H,qpa).

set_mode TIpOBepsieT mode | BbI3bIBaeT GYHKLMIO raw_set_mode . raw_set_mode BBI3bIBAeT set_mode [ijisl BHIOpaHHOM
KapThl, T.e. card->set_mode(struct mode_info*) . MBI MOKeM IOJIyUHTh AOCTYTI K 3TON QYHKIUK U3 CTPYKTYPHI card_info .
KaxxapIii BUZieope)XuM orpe/iesisieT 3Ty CTPYKTYPY CO 3HauUeHHsIMH, 3arl0/IHeHHBIMU B 3aBUCUMOCTHU OT peXkruMa Bu/ieo (Haripumep,
s vga 3TO QYHKIMS video_vga.set_mode . CM. Bblllle IpUMep CTPYKTYpbl card_info s vga ). video_vga.set_mode

SIBIIETCST  vga_set_mode , KOTOPBIN rpoBepsieT VGA-DeKUM U BBI3bIBA€T COOTBETCTBYIOILYIO QYHKLIHIO:

static int vga_set_mode(struct

{

vga_set_basic_mode();

force_x = mode->x;
force_y = mode->y;

switch (mode->mode) {


https://github.com/0xAX/linux/blob/master/arch/x86/boot/setup.ld
https://github.com/0xAX/linux/blob/master/arch/x86/boot/video-mode.c#L147

case VIDEO_80x25:
break;

case VIDEO_8POINT:
vga_set_8font();
break;

case VIDEO_80x43:
vga_set_80x43();
break;

case VIDEO_80x28:
vga_set_14font();
break;

case VIDEO_80x30:
vga_set_80x30();
break;

case VIDEO_80x34:
vga_set_80x34();
break;

case VIDEO_80x60:
vga_set_80x60();
break;

}

return 0;

Kaxxaas QpyHKLMS, KOTOpasi yCTaHaB/IMBaeT BUAEOPEXXUM, TIPOCTO Bbi3biBaeT BIOS mnpepbiBaHHe 0x10 C ONpeen&éHHbIM

3HaYeHUEM B DETUCTPe AH .
ITocne Toro Kak Mbl YCTAHOBUA/IM BUZICOPEXXNM, MBI IlepefiaéM ero B boot_params.hdr.vid_mode .

[Hanee BbI3bIBaeTCsl vesa_store_edid . OTa pyHKUus coxpansieT nHpopMmauuio o EDID (Extended Display Identification Data)
[JIsI KCTI0/Tb30BaHust siApoM. I1ocsie 3TOro CHOBa BBI3BIBAETCSI store_mode_params . V1 HAKOHEL], €C/IM YCTAHOB/IEH do_restore

9KPaH BOCCTaHAB/IMBACTCA B IMpeJblAyllee COCTOAHHE.

CpernaB 3T0, MBI 3aBeplllaeM HaCTPOHMKY BH/EOPEeXXUMA U MBI MOXKEM ITePEK/TFOUNTCS B 3aIUIIEHHBIN PEXKHIM.

IToc/iegHsAs MOArOTOBKA IMepej Mepexo oM B 3allUIIéHHbIA PeXXUM

MB&I MOKeM BH/IETh TIOC/IeAHHI BBI30B QYHKIUH - go_to_protected_mode - B main.c. Kak rOBOpUTCS B KOMMEHTapUu: Do the
last things and invoke protected mode , TaK 4TO JjaBaiTe IIOCMOTPUM Ha 3T [TOC/IeJHHE BEIH U NepeiiéM B 3aIUIEHHBIN

PEXUM.

DyHKIUS go_to_protected_mode orpegesieHa B arch/x86/boot/pm.c. OHa cofiepuT (YHKLMH, KOTOPbIe COBEPIIAI0T TOC/IeHHe
TIPUTOTOB/IEHYS], TIPEX/e YeM Mbl CMOYKeM I1epeiTH B 3aLlUIIEHHbIA Pe>KUM, TaK UTO JaBaiiTe TIOCMOTPUM Ha HUX M MOMbITaTbCs

TIOHATB, UTO OHM [€/1al0T U KaK 3TO pa60TaeT.

Bo-niepBbIX, 3T0 BbI30B GYHKLUM realmode_switch_hook B go_to_protected_mode . OTa yHKLUS BBI3bIBAET XYK
TIepeK/IF0UeHUs pe)KMMa peaslbHBIX aZipecoB, eC/Id OH MPUCYTCTBYeT, U BelkItoyaeT NMI. XyKy UCIO/IB3YIOTCS, €C/IN 3arPy34YnK
paboTaeT Bo "BpaxkaebHOM" cpesie. Bel MoxkeTe npounTaTh 60JIblIIE 0 XyKax B rpoTokosie 3arpy3ku (cv. ADVANCED BOOT
LOADER HOOKS).

XyK realmode_switch TIpefcTaBseT cob0i yKa3areb Ha 16-OUTHYIO yanéHHYO OAIPOrpaMMy PeXXHUMa peasTbHBIX afpecoB,
KOTOpasi OTK/IF0YaeT HeMacKHpyeMble MpepbIBaHus. I1oc/ie MpOBepKU XyKa realmode_switch , TPOMCXOJUT BHIKTIOUeHHe Non-
Maskable Interrupts (NMI):

asm volatile("cli");
outb(0x80, 0x70); /* BblknodeHne NMI */
io_delay();


https://en.wikipedia.org/wiki/Extended_Display_Identification_Data
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/main.c#L184
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/pm.c#L104
http://en.wikipedia.org/wiki/Non-maskable_interrupt
https://www.kernel.org/doc/Documentation/x86/boot.txt

ITepBoii BEI3bIBaeTCsl acceMbiiepHasi MHCTPYKLMsL cli , KOTOpast ouMiiaeT ¢yiar npepbiBaHus ( IF ). ITocsie 3TOro BHelIHMe

npepbIBaHUs OTK/ItOueHbl. Criefytoiias cTpoka oTkaoyaeT NMI (HemackupyeMble IIpephbIBaHNs).

TTpepbIBaHue SIB/SIETCS CUTHA/IOM, KOTOpBIH oTrpassiercst CPU oT anmnapaTHOro Wiy porpaMMHoro obecreuenust. [Tocne
nosiyueHus: curdana, CPU npuocraHaB/ivBaeT TeKyllyo 110C/e/[0BaTeIbHOCTb KOMaH[|, COXpaHsieT CBO& COCTOsTHYe U repefiaéT
yrnpassieHre 06paboTumKy rpepbiBaHuid. ITocsie Toro kak 06paboTuMK MpepbIBaHMsI 3aKOHUMIT CBOIO paboTy, OH repesjaéT
yrpaBjieHHe TIpepBaHHOM MHCTpyKLmK. Hemackupyemble npepsiBanust (NMI) - 3To pepbiBaHMs, KOTOPble 06pabaThIBAIOTCS
BCer/ia, He3aBUCUMO OT 3alpeToB Ha Apyrue npepeiBaHusl. VX Heb3s UTHOPUPOBATh, U, KaK MPaBU/IO, OHU UCIIO/b3yHOTCS AJIS
MO/ja4H CHTHa/Ia 0 HEeBOCCTAHAB/IMBAeMbIX arnapaTHbIX omMboK. Ceffuac Mbl He Gy/ieM IOTPY)KaThCsl B A€TaIM IIpephIBaHU, HO

06Ccy UM 3TO B C/Ie/IOLMX TOCTaX.

[laBaiiTe BepHEMCS K KOAy. MBI BU/IM, UTO BTOpasi CTPOKA IHUIIET OaliT 0x80 (OTK/IFOUEHHBIN 6UT) B 0x70 (peructp CMOS
Address). ITocsie 3TOro MPOUCXOJUT BBI30B PYHKLMU io_delay . io_delay BbI3bIBAeT HEOOJIBLIYIO 3a[i€PXKKY U BBITJISIUT

C/IeIyIOLIM 00pa3oM:

static inline void io_delay(void)

{
const ul6é DELAY_PORT = 0x80;
asm volatile("outb %%al,%@" : : "dN" (DELAY_PORT));

151 BbIBOZA JiF0OOrO GakiTa B MOpT 0x80 HeobxonuMa 3azep)kka B 1 MKC. TakuM 00pa3oM, Mbl MOXKEM 3arucath Jiroboe
3HaueHue (B HallleM CJTydae 3HaueHHe U3 perucrpa AL ) BTIOPT 0x80 . [Tocsie 3aepkku, PyHKLUsST realmode_switch_hook

3aBeplIIaeT BHINOJHEHNE U MBI MOYKEM TIePEHTH K CIeAyIomlel GyHKIMH.

Cnenyroujast GyHKIUMS - enable_a20 - BKmouaeT jimHnio A20. OHa onpefiesieHa B arch/x86/boot/a20.c u coBepiIaeT MOMbITKY
BKJTFOUEHUS 1IIJTF03a a/[pecHOM JIMHUU A20 pa3uuHbIMUA MeTOAaMU. [1epBbIM U3 HUX B/IsSeTCs PYyHKIUsS a20_test_short ,

KOTOpasi IPOBepsIT, siB/steTcst Td A20 BKIIOUEHHOM MM HET C TIOMOIIBI0 GYHKLMN a20_test :

static int a20_test(int

{
int ok = 0;
int saved, ctr;

set_fs( );
set_gs( )i

saved = ctr = rdfs32(A20_TEST_ADDR);

while (loops--) {
wrfs32(++ctr, A20_TEST_ADDR);
io_delay(); /* Serialize and make delay constant */
ok = rdgs32(A20_TEST_ADDR+ ) N ctr;
if (ok)
break;

wrfs32(saved, A20_TEST_ADDR);
return ok;

B MnepByl0 ouepe/ib Mbl YCTaHAB/IMBA€M DETUCTD FS B 0x0000 M DerMcTp GS B Oxffff . ,Z[anee MBI UMTaeM 3HaueHue 110

azipecy A20_TEST_ADDR ( 0x200 ) M COXpaHseM ero B IepeMeHHYI0 saved U ctr .

ITocsie 3TOro Mbl 3aruceiBaeM 0OHOBIEHHOE 3HAUeHWe ctr B fs:A20_TEST_ADDR WM fs:0x200 C TToOMOL]bHO (byHKLII/II/I
wrfs32 , COBepIIaeM 3a/Iep>XKKy B 1 Mc, a 3aTeM uMTaeM 3HaueHue 13 perucrpa GS TIIO ajpecy A20_TEST_ADDR+0x10 . B C/1y4ae,

eci yimHKsL A20 OTK/TIOY€eHa, ajipec OyZeT IepeKphIT, B IPOTUBHOM C/Tyudae, eC/Ii OH He paBeH HyJ0, MuHUsS A20 yKe BK/TFOUeHa.


http://en.wikipedia.org/wiki/A20_line
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/a20.c

Ecmu nuaust A20 oTK/IIOUeHa, Mbl TILITAEMCS BK/IFOUUTh €€ C TIOMOLIBIO APYTUX METO0B, KOTOPbIE Bbl MOXKeTe HaWTU B a20.c .

Harnpumep, 5T0 MOXXeT ObITh C€/IaHO C IIOMOLLbIO Bbi3oBa BIOS mpepbiBaHMsl 0x15 C AH=0x2041 U T.J.

Ecnu ¢yHKUuMst enabled_a20 3aBepIIaeTCs Hey/auei, BEIBOAUTCS coobiieHue 06 olrbKe v BbI3bIBaeTCs PyHKIMSA die . Bbl

MO>KeTe BCIIOMHUTB e€ 13 IepBoro (aiina NCXofHOro Koja, OTKy/a Mbl Hauanu - arch/x86/boot/header.S:

die:
hlt
jmp die
.size die, .-die

IMocsie Toro Kak 1103 MuHUK A20 yCIelHO BK/IIOYEH, BbI3bIBaeTcsi PyHKIUsI reset_coprocessor :

outb (0, )i
outb (o, )i

OHa OuHIIjaeT MaTeMaTHUeCKHI COTPOLIECCOP TTyTéM 3alici @ B OxfO , a 3aTeM COPAChIBAET €ro MpH MOMOLLM 3alCH 6 B

oxf1 .

ITocse sTOrO BHI3BIBAETCS PYHKIMS mask_all_interrupts :

outb( ' )i
outb( ' )i

OHa MacKkupyeT Bce npepbiBaHus Ha BropruHoM PIC (mporpaMmupyeMslii KOHTpOJIIep NpepbiBaHuii) U nepBuuHoM PIC, 3a

nckmouenrem IRQ2 Ha nepsuunom PIC.

U Temneps, 1ocsie BCeX IIPUTOTOBJIEHNH, MbI MOYKeM YBH/ieTh (DaKTHIeCKUi IIepexoZ, B 3alljUIIEHHBIA PEXXUM.

HacTtpoiika Ta0/1MIbl BEKTOPOB NpepbIBaHUI

Ternepb Mbl HacTpavBaeM Tab/MLy BeKTOpOB npepbiBanuil (IDT). OyHKUMS setup_idt :

static void setup_idt(void)

{
static const struct gdt_ptr null_idt = {0, 0};
asm volatile("lidtl %0" : : "m" (null_idt));

HacTpauBaeT TabJIHLy BeKTOPOB ITpephIBaHU (OmUChIBaeT 00pabOTUMKY NIpephIBaHuM U T.1). B Hactosiiee Bpemst IDT He
yCTaHOBJIeHa (MBI YBUZIUM 3TO I03)Ke), celiuac MbI TpocTo 3arpy3uid IDT uHCTpyKimel lidtl . null_idt COZEP)KUT afjpec u

pasmep IDT, Ho celiuac OHM paBHBI HyJ/IFO. null_idt sIB/IsieTCS CTPYKTYPOH gdt_ptr U ompezesieHa CaeAyompM obpa3om:

struct gdt_ptr {
ul6é len;
u32 ptr;
} __attribute__((packed));

rJe MbI MOXKeM BH/ieTh 16-0utHyt0 AnmuHy ( len ) IDT u 32-OutHbll yKa3aTens Ha Heé (6osiee moapo6HO o IDT u npeprIBaHUSX
Bbl YBU/IUTE B C/Ie/IyIOLIMX NIOCTax). _ attribute_ ((packed)) O3HauaeT, YTo pasMep gdt_ptr sIB/s€TCS MUHUMAaJIbHBIM
TpebyembiM pasmepoM. TakuMm ob6pa3oM, pasmep gdt_ptr J0/DKeH ObITh paBeH 6 Oaiitam umu 48 6utam. ([Janee Ml 6ynem
3arpy’kaThb yKa3aTe/lb Ha gdt_ptr B PErucTp GDTR U Bbl, BOSMOXXHO, [IOMHHUTE W3 MPeJBIAYILEro MoCTa, 4To 3T0 48-6UTHBII

pEerucTp).


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/header.S

HacTpoiika ri100a/16H0# Ta0/IUILbI JeCKPUIITOPOB

Manee UaET HACTPOIKA r7106ambHOM Tabumib! Aeckpuntopos (GDT). Mbl MoXXeM BHAETb QYHKLUIO setup_gdt , KOTOpast
HactpauBaeT GDT (Bbl MOXKeTe MPOUYMTATH MPO 3TO B mocTe [Ipotiecc 3arpysku sizipa. Yacts 2.). B aTol GpyHKUMM orpesienéH

MaccuB boot_gdt , KOTOPBIH COZEP)KUT OIpe/ieNieHre TPEX CeTMEHTOB:

static const u64 boot_gdt[] __attribute_ ((aligned(16))) = {

[GDT_ENTRY_BOOT_CS] = GDT_ENTRY/( , 0, ),
[GDT_ENTRY_BOOT_DS] = GDT_ENTRY/( , 0, ),
[GDT_ENTRY_BOOT_TSS] = GDT_ENTRY( , , ),

}i

IU1s1 TIOJTyYeHust Koga, faHHbiX ¥ TSS (Task State Segment, cerMeHT cOCTOsIHUS 3a/iauu). B JaHHBIM MOMEHT Mbl He Oyzem
HCI10/Ib30BaTh CErMEHT COCTOSAHUSA 3a/lauu. Kak Mbl MOxemM BUJETh B CTDOKE KOMMeHTapus, OH 6]:1]1 /I[O6HBJIEH crieqqya/JibHO OJ1st
Intel VT (371eCh BbI MOXKeTe HAWTH KOMMMT, KOTOPBIH OMUCHIBaeT ero). JJaBaiiTe mocMOTpU Ha boot_gdt . IIpexxze Bcero
OTMETHUM, UTO OHa MMeeT aTpubyT _ attribute_ ((aligned(16))) . OTO 03HAYaeT, yToO CTPYKTypa Oy/eT BbIpOBHeHa 1o 16

Gatitam. []aBaiiTe TOCMOTPUM Ha MPOCTOM MPUMep:

#include <stdio.h>
struct aligned {
int a;

}__attribute_ ((aligned(16)));

struct nonaligned {

int b;
¥
int main(void
{
struct aligned a;
struct nonaligned na;
("Not aligned - %zu \n", sizeof(na));
("Aligned - %zu \n", sizeof(a));
return 0;
}

TexXHUYeCKH, CTPYKTYPa, KOTOpast COZePKUT OZHO T0JTe THIa int , IOJDKHA UMeThb pa3mMep 4 Gaiita, HO /i1 aligned

CTPYKTYpBI ToTpebyetcst 16 GalT A/ XpaHeHHs B AMSITH:

$ gcc test.c -0 test && test
Not aligned - 4
Aligned - 16

3AECL GDT_ENTRY_BOOT_CS HMeeT UH/EeKC - 2, GDT_ENTRY_BOOT_DS SBJ/sIeTCS GDT_ENTRY_BOOT_CS + 1 U T.O. OH HauMHaeTcs C

2, TIOCKOJIBKY TIepBEIi SBJIsieTCsl 00s13aTe/IbHBIM HYJIEBBIM JIeCKPUNITOPOM (MHZEKC - 0), a BTOpOi He HCIIOb3yeTcst (MHAEKC - 1).

GDT_ENTRY - 3TO MaKpoC, KOTODBIH MPHHUMaeT ¢iary, 6a30BbIi azpec, pefen v co34aéT 3amuck B GDT. s npuMepa

TIOCMOTPHM Ha 3alurcChb CerMeHTa Koja. GDT_ENTRY TIpUHHMMaeT C/IeAyIol[ie 3HaYeHU:

e 0a30BbIN azipec - ©
e mpenen - OxFFFFf

® (iaru - 0©xco9b

Yro 70 3HauMT? ba3oBbIii agpec cermenTa paBeH 0, a nipefen (pasmep cermenTa) paBeH oxffff (1 M6). JaBaiiTe mocMOTpuUM

Ha ¢iary. B JBoMYHOM BH/le 3HaUeHHe 0xc09b Oy/eT BHITJISJETh CeAYIOIUM 00pa3om:


https://github.com/torvalds/linux/commit/88089519f302f1296b4739be45699f06f728ec31

1100 0600 1001 1011

TToripo6yeM MOHSATH, UTO 03HauaeT Kablid 61T. Mbl poiAéMest 1o BceM GuTaM CieBa HarpaBo

e 1-(G) 6uT rpaHy/ISIPHOCTH

e 1-(D)ecu paBeH 0 - 16-6uTHBIN cerMeHT; 1 - 32-OUTHBII CerMeHT
o 0-(L)ecm 1 - BoinosiHsteTcsi B 64-0UTHOM peXUMe

e 0-(AVL) nocTyneH sl UCTIO/Ib30BaHUs cucTeMHbIM 10

e 0000 - 4 6urta npegena B 19:16 6ut B geckpurrope

e 1-(P) npucyTcTBue cerMeHTa B TaMsATU

e 00 - (DPL) - ypoBeHb npuBUierui, 0 siB/isieTCsl BbICILIEH TIPUBUIETHeN
e 1-(S) cermeHT KOfia W/ IaHHBIX, He CUCTEMHBII CETMEHT

e 101 - Tum cermeHTa 4 BUAbI OCTYIA K HeMY (UTeHue, BbIIIOJIHEHHE)

e 1 - 6ur obpaueHus

BbI MoskeTe npounTaTh 60IbLLE 0 KaXKJOM OUTe B MpeAbIAyLieM 10CTe WK B J0KyMeHTalyn yist paspaborunkos 10 Ha

apxurekType Intel® 64 1 IA-32.

[Mocne 3Toro msl noydaem AnuHy GDT:

gdt.len = sizeof(boot_gdt)-1;

31ech MBI TIOy4aeM pa3mMep boot_gdt ¥ BbiuuTaeM 1 (rocnegHuii AefictBurenbHbIN agpec B GDT).

Janee nonyuaem ykasatesnb Ha GDT:

gdt.ptr = (u32)&boot_gdt + (ds() << 4);

34ech MBI IIPOCTO MOJIydaeM afipeC boot_gdt ¥ j00aB/isieM ero K aZipecy cerMeHTa JaHHBIX, CABUHYTOrO B/IeBO Ha 4 6uTa (He

3abbIBaiiTe, UTO Ceilyac Mbl HAXOJUMCS B PE)KUME PeasIbHBIX a/[peCOB).

W HakoHell, MbI BBITIOJIHSIEM UHCTPYKLMIO 1gdtl uis 3arpy3ku GDT B peructp GDTR:

asm volatile("lgdtl %0" : : "m" (gdt));

dakTHUeCKHH Nepexoj B 3alMILEHHbIN Pe)XXUuM

JT0 KOHel| QYHKLUKN go_to_protected_mode . Mol 3arpy3umu IDT, GDT, oTK/IHOuM/IM NpepeIBaHus U Terepb MOXKeM

niepekmounts CPU B 3alMIEéHHBINA pexkuM. TToc/iejHui 1iar - BbI30B QYHKLUU protected_mode_jump C ABYMs NapaMeTpaMH:

protected_mode_jump(boot_params.hdr.code32_start, (u32)&boot_params + (ds() << 4));

KoTOpast oripefenieHa B arch/x86/boot/pmjump.S. OHa momy4JaeT JjBa rapamerpa:

e a/[pec TOYKHY BXO/a B 3aIUIIEHHBIA PEXXUM

® ajpec boot_params

,E[aBaPITe 3ar/issHeM BHYTPb protected_mode_jump . Kak s Yy>Ke rucal Bblllie, Bbl MOXKeTe HalTHU ero B arch/x86/boot/pmjump.S .

IMepBeIii MapamMeTp HAXOJUTCS B PETUCTPe eax , BTOPOM B edx .

B nepByto ouepess MbI TOMEILAeM aJjpeC  boot_params B PErHCTD esi U afipec PerHMCTpa CerMeHTa Koja cs B bx . [lanee
!

MBI CIBUTaeM bx Ha 4 6uTa 1 [06aB/sieM K HeMy ajjpec MeTKH 2 ( (cs << 4) + in_pm32 , GM3WUECKUI afpec AJ1s "MpbDKKa'

Trocrie niepexo/ia B 32-OUTHBII PeXXKHM) U TTepex0AuM Ha MeTKy 1 . ITocsie sToro in_pm32 B MeTKe 2 Oy/eT nepesarnucaH


http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/pmjump.S#L26

C/IeAyIOIM 00pa3oM: (cs << 4) + in_pm32 .

[Jlanee Mbl oMelllaeM CerMeHT JJaHHBIX Y CETMEHT COCTOSIHUS 3a/laui B PeTUCTPbl cx M di :

movw $__BOOT_DS, %cx
movw $__BOOT_TSS, %di

Kak Bbl MOKeTe MpoYecTb Bblllle, GDT_ENTRY_BOOT_CS HMeeT UH/eKC 2 U Kaxzas 3anicb GDT umeet pa3mep 8 6aiiT, mostomy

cs Oymer 2 * 8 = 16 , _ BOOT_DS paBeH 24 U T.[.

[anee mbl ycraHaBiBaeM 6ut PE (Protection Enable) B peructpe ympasneHusi CRO :

movl %Ccro, %edx
orb $X86_CRO_PE, %d1
movl %edx, %cro

Y COBeplIaeM JJIMHHBIN Nlepexo/] B 3allMILEHHBIN PeXXUM:

.byte 0x66, Oxea
2: .long in_pm32
.word __BOOT_CS

rze

® 0x66 - IpeUKC pa3Mepa OrnepaH/a, KOTOPBIi I03BOJIsIeT CMEIMBaTh Kak 16-OWTHBIH, Tak ¥ 32-OUTHBIH Kof,
® Oxea - OIKOJ MHCTPYKLMH I1epexoja,
® in_pm32 - CMelleHHe CerMeHTa WIHh (cs << 4) + in_pm

e _ BOOT_CS - CerMeHT KO/ja, Ha KOTOPbI MbI XOTUM TIepeUTH.

ITocsie 3TOro MBI HAKOHEII-TO B 3aIlJUIIIEHHOM PEKHMe:

.code32
.section ".text32", "ax"

ITaBaiiTe MOCMOTPUM Ha IepBbIe LIary B 3aIUIEHHOM peXXuMe. IIpekzie Bcero Mbl yCTaHaB/IMBaeM CErMeHT JJAHHBIX CJIeAyIOIUM

obpazom:
movl %ecx, %ds
movl %ecx, %es
movl %ecx, %fs
movl %ecx, %gs
movl %ecx, %Sss

Ecnu BeI 06paTi/v BHUMaHKe, TO MOKeTe BCIIOMHHTb, UTO MbI COXPAHSUIA $__BOOT_DS B DETHCTpe cx . Terepb MbI 3alIOMHWIN
BCe CerMeHTHbIe PerucTpel, KpoMe cs ( cs yKe _ BOOT_CS ). [lamee Mbl 0OHY/IsieM BCe PErMCTpBI 00Ijero Ha3HaueHHsl, KpoMe

eax :

xorl %ecx, %ecx
xorl %edx, %edx
xorl %ebx, %ebx
xorl %ebp, %ebp
xorl %edi, %edi

W B KOHILe Tiepexo/iiM K 32-OUTHOM TOuKe BXo/a:

jmpl *%eax



Kak Bbl IOMHHTe, eax COJEP)KUT afipec 32-OMTHOI 3anucy (Mbl Ilepe/ja ero Kak IepBblii apaMeTp B protected_mode_jump ).

Ha 3ToMm Bcé. Teneps Mbl HAXOIUMCS B 3alL{UILEHHOM PeXXKHMe U OCTaHAB/IMBAeMCsl Ha 3TOM TOouke BXoa. UTo Mpou3onAET

Jasblile, Mbl YBUAUM B C/lefyroleii yacTH.

3aK/II0UeHue

OTo KOHel] TpeThell YacTH 0 BHYTPeHHOCTAX sifipa Linux. B cefytolrieil yacTi Mbl paCCMOTPHM I1€pBbIe 1I1ary B 3allUIEHHOM

pexxuMe U riepexof, B long mode.

OT nepeBoAYMKa: MOXKA/IyHCTa, UMelTe B BUAY, UTO AHIJIMWCKUH - He MOI POJHOH A3BIK, U A 0UeHb U3BHHSAIOCH 3a
BO3MOXHBIE HeyAo0cTBa. Ec/in BbI HaliiéTe Kakue-1n00 OIHGKH /1M HETOUYHOCTH B IEPEBO/E, MOXKAIYHCTa, MPHUILLIATE

pull request B linux-insides-ru.

CchUIKH

o VGA

e VESA BIOS Extensions

e BripaBHUBaHMe JlaHHBIX

e Hemackupyemoe npepbiBaHue

o Jlunusa A20

o GCC designated inits (Ha3HaueHHbIE HHULMATA3aTOPbI)
e Atpubytsl THIIOB GCC

e [Ipezbiayuii moct


https://en.wikipedia.org/wiki/Long_mode
https://github.com/proninyaroslav/linux-insides-ru
http://en.wikipedia.org/wiki/Video_Graphics_Array
http://en.wikipedia.org/wiki/VESA_BIOS_Extensions
http://en.wikipedia.org/wiki/Data_structure_alignment
http://en.wikipedia.org/wiki/Non-maskable_interrupt
http://en.wikipedia.org/wiki/A20_line
https://gcc.gnu.org/onlinedocs/gcc-4.1.2/gcc/Designated-Inits.html
https://gcc.gnu.org/onlinedocs/gcc/Type-Attributes.html

IIponecc 3arpys3ku sajapa. HYacrs 4.

ITepexo/ B 64-0MTHBINH Pe)XXUM

3TO ueTBEPTAs UACTh Mpouecca 3arpyskn sapa , B KOTOPOU Bbl YBU/WTE TepBbIe IIard B 3all[UIEHHOM PeXXrMe, TaKue Kak
MpOBepKa Mo//iep>KKu mpoijeccopom long mode u SSE, cTpaHnuHast OpraHy3ayis naMsTy, MHALUATH3aL¥s TabI|L] CTPAHUI] U B

KOHL{e MbI 06CyzuM nepexof B long mode.

3AMEYAHUE: faHHas 4acThb COJAeP)KUT MHOr0 acceM0/IepHOro K0/a, TaK YTO €C/IM BbI He 3HAKOMBI C HUM, BbI MO)KeTe

MPOYMUTATH COOTBETCTBYIOLIYIO JIUTEPATypPy

B npefpiayieli uacty Mbl OCTAaHOBU/IMCH Ha Tiepexo/ie K 32-6uTHoi Touke Bxoga B arch/x86/boot/pmjump.S:

jmpl *%eax

BbI TIOMHUTE, UTO PETUCTP eax COZEPKUT afipec 32-OUTHOM TOUYKM BX0fa. MBI MOXKeM ITPOYUTATh 00 3TOM B [IPOTOKOJIE

3arpysku agpa Linux x86:

Npu ucnone3oBaHuun bzImage sA4p0 B 3aWuuEHHOM pexuve nepevewaeTcs Ha 0x100000

IlaBaiiTe y/[0CTOBEPHMCS B TOM, UTO 3TO IIPaB/a, IOCMOTPEB Ha 3HaUeHHsI PETUCTPOB B 32-OMTHOM TOUKe BXOza:

eax 0x100000 1048576
ecx 0x0 0

edx 0x0 0

ebx 0x0 0

esp Ox1ff5c Ox1ff5c
ebp 0x0 0x0

esi 0x14470 83056

edi 0x0 0

eip 0x100000 0x100000
eflags 0x46 [ PF ZF ]
cs 0x10 16

Ss 0x18 24

ds 0x18 24

es 0x18 24

fs 0x18 24

gs 0x18 24

MBI BHIWM, UTO DETHCTP cs COZEPXKUT 0x10 (Kak Bbl [IOMHHUTE W3 ITpe/bIAYIel UacTH, 3TO BTOPOW MH/EKC B T100aIbHOM
TabsIHLe ZeCKPUNITOPOB), PETHCTD eip COJEP)KUT 0x100000 , U 6a30BBIi aZpec BceX CerMeHTOB, B TOM UKC/Ie CerMeHTa KOZa,
paBeH Hymo. TakiM 06pa3oM, MBI MOXKEM TIOTYUHTh (DM3UUECKUH aZipec - 3T0 OyZeT 0:0x100000 MM IIPOCTO 0x100000 , KaK

yKa3aHo B ITPOTOKOJIe 3arpy3ku. laBaiite HAUHEM C 32-OUTHOH TOUKHU BXOJA.

32-0uTHasA TOUKa BXo/a

MbI MOKeM HalTH ornpeziesieHue 32-6UTHOM TOUKM BXoza B arch/x86/boot/compressed/head_64.S:

__HEAD
.code32
ENTRY(startup_32)


http://en.wikipedia.org/wiki/Protected_mode
http://en.wikipedia.org/wiki/Long_mode
http://en.wikipedia.org/wiki/Streaming_SIMD_Extensions
http://en.wikipedia.org/wiki/Paging
https://en.wikipedia.org/wiki/Long_mode
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/pmjump.S
https://www.kernel.org/doc/Documentation/x86/boot.txt
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S

ENDPROC (startup_32)

[Ipexxze Bcero, nouemy Aupekropusi compressed ? Ha camoM fienie, bzimage $SIB/SIeTCSI OKAaTbIM vmlinux + 3aronoBoK + KOp
HacTpoiiku agpa . Mbl BUZEH KOJ HACTPOUKH si/ipa BO BCEX MPeAbIAYIKX YacTsx. Takum o6pasom, IyiaBHas Liesib  head_64.S -
MOAroTOBKa repexo/a B long mode, nepexo/ B HEro U IEKOMIPECcHs siipa. B 3TOM YaCTH Mbl yBUUM BCe ILIArH, BIUIOTh [0

JeKOMIIPeCCUU aapa.
B pupekTopuu arch/x86/boot/compressed COLEPIXUTCS [Ba (bai/’ma:

e head_32.S
o head_64.S

HO MbI OyZieM paccMaTpuBaTh TOJIBKO head_64.S , TIOTOMY UTO, KaK Bbl [IOMHHUTE, 3Ta KHUTa TOMBKO O x86_64 ; head_32.S B
HallleM cjIydae He ucrosb3yetcs. [laBaiiTe mocMoTpuM Ha arch/x86/boot/compressed/Makefile. 3mecs MbI MOXKeM YBUAWTB

C/IeIyIOLIyIO Le/ib COOPKU:

vmlinux-objs-y := $(obj)/vmlinux.lds $(obj)/head_$(BITS).o0 $(obj)/misc.o \
$(obj)/string.o $(obj)/cmdline.o \
$(obj)/piggy.o $(obj)/cpuflags.o

OOparuTe BHUMaHue Ha $(obj)/head_$(BITS).o . OTO 03HauaeT, uTo BiOOp (aiina (head_32.0 wmm head_64.0) a5t TUHKOBKU

OyzeT 3aBUCeTh OT 3HaueHus1 $(BITS) . $(BITS) ompeaenéH B arch/x86/Makefile, ocHoBaHHOM Ha .config ¢aiine:

ifeq ($(CONFIG_X86_32),y)
BITS := 32

else
BITS := 64

endif

Ilepe3arpy3ka cerMeHTOB, eC/IM 3TO He00X0ANMO

Kak ObI710 0TMeueHO BbIllIe, Mbl HaUMHaeM ¢ accembsiepHoro ¢aiina arch/x86/boot/compressed/head_64.S. Bo-niepBbIX, Mbl BUAUM

orpeziesieHNe CIIelaabHOTO aTpHOyTa CeKLUU Iepes orpesie/ieHreM startup_32 :

__HEAD
.code32
ENTRY(startup_32)

__HEAD sIBJISIETCSI MAaKpOCOM, orpefenéHHbIM B include/linux/init.h u mpegcrapsier cob0# cieAyIONIYIO CEKLIUIO:

#define __ HEAD .section ".head.text", "ax"

CUMeHeM .head.text U (uaramMu ax . B HamieMm ciydae 3TH ¢Jiarv 03Ha4aroT, UTO CEKLHIS SIBJISIETCS VICTIO/THSIeMO HITH,
IPYTMMH CJIOBaMH, COZEPKUT KOZ. MBI MO>KeM HalTH OTIpefie/ieHHe 3TOW CEeKIUK B CKPHUITTe KOMITOHOBIIIMKA

arch/x86/boot/compressed/vmlinux.lds.S:

SECTIONS
{
.= 0;
.head.text : {
_head = . ;
HEAD_TEXT


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_32.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/Makefile
https://github.com/torvalds/linux/blob/v4.16/arch/x86/Makefile
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/include/linux/init.h
https://en.wikipedia.org/wiki/Executable
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/vmlinux.lds.S

_ehead = . ;

Ec/i BbI HE 3HAKOMbBI C CHHTAKCHCOM CKPHITTOBOT'O 53bIKa KOMITOHOBII[KA GNU LD , BbI MOKeTe HaiTu 6osiee ogpobHyto
MH(OPMALUIO B [0KyMeHTali1. BKpaTiie, CAMBO/T . SIB/ISIETCS CieL{Ua/IbHOM 1epeMeHHOM KOMIOHOBILMKA - CUETYUNKOM
MeCTOIO/I0KeHusl. 3HaueHue, IPUCBOEHHOE eMy - 3TO CMelljeHHe M0 OTHOLLIEHUIO K CMell|eHUI0 cerMeHTa. B Halllem ciyuae Mbl
yCTaHaB/IMBaeM CUETUMK MeCTOII0J/I0)KeHHs B HOJIb. DTO O3HauaeT, UTO Halll KOJ, CTMHKOBAH /ISl 3alycKa B IaMsITH CO CMellleHUst

o . Kpome TOro, Mbl MO>KeM HalTH 3Ty HH(OPMALHIO B KOMMEHTapHH:

Be careful parts of head_64.S assume startup_32 is at address 0.

Xopol1o, Terepb Mbl 3HaeM, I/ie Mbl HAXOAUMCS, U ceffiuac caMmoe BpeMs 3arIsiHyTh BHYTPb PYHKIMK startup_32 .

B Hauane startup_32 Mbl BUAUM MHCTPYKIMIO cld , KOTOpasi ouMinaer 6UT DF B peructpe ¢iaros. Korga ¢oar HarnpaBieHus
OUMIIeH, BCe CTPOKOBBIE OIepariyy, TakKe Kak stos, scas U Ap. 0yAyT HHKpeMeHTHPOBaTh MHJEKCHBIE DETHCTPbl esi WM edi .
HaM Hy’>KHO OuMCTUTSH (h/1ar HarpaB/ieH!s], IOTOMY UTO II03Ke MbI Oy/ieM HCII0/Ib30BaTh CTPOKOBBIE OIepaLjuy AJIsI OUUCTKU

MPOCTPAHCTBA /IS TaOJIHL] CTPaHMUL] U T.J.

ITocse Toro Kak OGUT DF OYHIL|EH, C/IEAYIOLIMM ILIaroM sIBJISIETCSI IpOBepKa (iara  KEEP_SEGMENTS U3 IOt loadflags
3aroJioBKa HaCTpOMKY siipa. Ec/iv Bbl TOMHUTe, MBI y>Ke BUJie/IM loadflags B CaMOW MepBOM uacTy KHUTU. Tam Mbl IpoBepsiiu
¢hmar CAN_USE_HEAP UTOOBI y3HaTh, MOYKEM JIA MBI UCIIO/TB30BaTh Kydy. Tereps HaM HY>KHO IIPOBEPUTD (iar  KEEP_SEGMENTS .

JlaHHBIH ¢uiar onvcaH B TIPOTOKOJIE 3arPY3KI:

BuT 6 (3anuck): KEEP_SEGMENTS
MpoTokon: 2.07+
- Ecnm 0, nepe3arpys3uTb perucTpbl cermeHTa B 32-6MTHOW TO4YKe BXoja.
- Ecom 1, He nepesarpyxaTb perucTpel cermeHta B 32-6MTHON TO4Ke BXoAa.
MpegnonaraeTcsa, 4TO %CS %ds %SS %eS yCTaHOB/EHbl B MNJIOCKME CErMeHThl
Cc 6a30BbiM agpecoMm O (UNU 3KBUBANEHT AN UX Cpeapl).

Takum 06pa30M, ec/ii OUT KEEP_SEGMENTS B loadflags He yCTAHOBJIEH, TO CE(TMEHTHbIE DETMCTPbl ds , ss U es [JOJDKHBI

OBITH YCTaHOBJIEHBI B UHAEKC CerMeHTa JaHHBIX C 6a30BbIM azipecoMm 0 . UT0 MBI U AejiaemM:

testb $KEEP_SEGMENTS, BP_loadflags(%esi)

jnz

cli

movl $(__BOOT_DS), %eax
movl %eax, %ds

movl %eax, %es

movl %eax, %Ss

BrI MOMHUTE, UTO __BOOT_DS paBeH 0x18 (MHJEKC CerMeHTa JaHHBIX B I7100anibHO0M Tabiie 1ecKkpuntopos). Ecm
KEEP_SEGMENTS yCTaHOBJIEH, MbI TIeEPeX0/IUM Ha O/IIDKaHIIIyto MeTKy 1f , Haue OOHOBIsieM CerMeHTHbIe PerMCTpPhI 3HauUeHHeM
_ B0OT_DS . Caenarb 3TO [JOBOJIBLHO JIETKO, HO €CTh O/IUH MHTepeCHbIM MOMeHT. Ec/ii Bbl UWTaaM NpejbIAYLIyI0 YacThb, TO

TIOMHHTE, UTO MBI Y)Ke 0OHOBHJIM CeTMeHTHBIe PErMCTPhI CPa3y TI0C/Ie Mepexo/ia B 3allUIIEHHEIN PeXKUM B

arch/x86/boot/pmjump.S. Tak moueMy >Ke HaM CHOBa HY>KHO OOHOBHTH 3HaYeHHUs B CETMeHTHBIX peructpax? OTBeT npocT. SIxpo

Linux Take uMeeT 32-6UTHBIN MPOTOKOJI 3arPy3KU U €CJTH 3arPy34rK UCTIONB3YeT ero [/ 3arpy3KH s17ipa, TO Beck KOJ 10
startup_32 Oyger mponyuieH. B 3Tom ciyyae startup_32 OyZeT rmepBoii TOUKOW BXOZa B PO, ¥ HET HUKAKKUX rapaHTHi, UTo

CerMeHTHbIe€ PermucTpbl 6yﬁ[yT HaXOJHWUTbCA B O)KUJa€MOM COCTOAHUH.


https://sourceware.org/binutils/docs/ld/Scripts.html#Scripts
https://en.wikipedia.org/wiki/FLAGS_register
http://x86.renejeschke.de/html/file_module_x86_id_306.html
http://x86.renejeschke.de/html/file_module_x86_id_287.html
https://www.kernel.org/doc/Documentation/x86/boot.txt
https://en.wikipedia.org/wiki/Global_Descriptor_Table
https://en.wikipedia.org/wiki/Protected_mode
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/pmjump.S

IMocsie TOro Kak Mbl poBepu/y ¢uiar KEEP_SEGMENTS M yCTaHOBWJIM MPaBUIbHOE 3HaYeHHe B CEerMeHTHbIe PertCTphl,

CJIeYIOLIUM IaroM Oy/ieT BbIUMC/IeHHE PAa3HHULIBI MEXKY a[ipeCOM, 10 KOTOPOMY MBI 3arpy KeHbl, U afipeCcoM, KOTODBIH ObLI

yKasaH BO BpeMsi KOMIW/ISILIMYU. Bbl MOMHUTe, UTO setup.ld.S COZAEPXKUT CeAyrolliee orpe/e/ieHre B Hauae CeKLMu:
.head.text : . = 0 . DTO 3HAUMT, UTO KOJ, B 3TOM CeKLM CKOMIIM/IUPOBAH /I 3aMycKa 110 agpecy © . Mbl MOKeM BUZETb 3TO

B BBIBOZIE objdump :

arch/x86/boot/compressed/vmlinux: file format elf64-x86-64

Disassembly of section .head.text:

0000000000000000 <startup_32>:
0: fc cld
1: f6 86 11 02 00 00 40 testb $0x40,0x211(%rsi)

YTtunura objdump TOBOPUT HaM O TOM, UTO afipeC startup_32 paBeH 0 .Ho Ha camoMm fene 310 He Tak. Haia Tekyias resb
COCTOUT B TOM, UTOObI Y3HATh HACTOSII[Ee MECTOIO/I0XKeH e, JJOBOIBHO TIPOCTO CAe/iaTh 3T0 B long mode, TOCKOIBKY OH

M0 Aep>KUBAeT OTHOCUTE/IbHYHO afpecaLivro C TIOMOLLBIO yKa3aTe/s rip , HO B HACTOsLee BpeMs Mbl HAXOAUMCH B 3alL[MILEHHOM
pexkume. [iist Toro uToObI y3HATh afjpec startup_32 , Mbl Oy/ieM HUCII0/1b30BaTh 001ienprHsAThIH m1abnoH. Ham HeobxoaumMo

OTpeJe/IiTh MEeTKY, IePeITH Ha 3Ty MeTKY U BBITOJKHYTb BepLIMHY CTeKa B PerUCTp:

call label
label: pop %reg

ITocse sTOrO perucTp %reg OyZJeT cofiep>kaTh afipec METKH. JJaBaiiTe IOCMOTPHM Ha aHaJIOTMYHBIN KO, TIONCKa afpeca

startup_32 B sjpe Linux:

leal (BP_scratch+4)(%esi), %esp
call 1f

1: popl %ebp
subl $1b, %ebp

Kax BbI TOMHHTe U3 ITpe/pIAYINeH YacTy, PETUCTP esi COZEPKUT afipec CTPYKTYPHI boot params, KoTopasi Obla 3arosiHeHa /0
repexo/ia B 3alUIEHHbINA pexkuM. CTPYKTypa boot_params COZED)KHT CIleL{albHOe 1I0JIe  scratch CO CMeIleHHeM 0xle4 .
370 4 6aiiTHOe mosie 6y/ieT BpeMeHHBIM CTEKOM /Il MHCTPYKLMK call . MBI osiydaeM azipec osisi scratch + 4 Gaiira u
TIOMeILjaeM ero B PerHCTp esp . Mbl fo6aBim 4 6aiita kK 6a30BOMy afjpecy ronsi BP_scratch , TOCKOJIBKY TI0JIe SIBJISI€TCSI
BpPeMeHHBIM CTEKOM, a CTeK Ha apXUTEKType x86_64 DaCTET CBepxy BHM3. TakuM o0Opa3oMm, Halll yKasartesb cTeka Oyzer
VKa3bIBaTh Ha BepIIMHY CTeKa. [lanee Mbl BUAWUM Halll [1a6JI0H, KOTOPHIH 1 OImvican paHee. MBI epexoJM Ha MeTKy 1f H
TIOMeILjaeM e€ aZipec B PECUCTP ebp , TOTOMY UTO TIOC/Ie BHITIOJIHEHUSI HHCTPYKLMM call Ha BepIIMHE CTeKa HaXOAWUTCS afipec
Bo3BpaTa. Tereps y Hac eCTh aJjpeCc METKU 1f U MBI JIETKO CMOXKEM TIOJIyUHTh afipec startup_32 . HaM MpoCTo HY>KHO BBIUECTh

aJipeCc METKH U3 aZipeca, KOTOpLIﬁ MBI TTOJTYYUJIU U3 CTEKA:

startup_32 (0x0) e +
| |
| I
| I
| |
| I
| |
| |
| I

1f (cmeweHne OXOQ + 1f) +----mmmmmmmi i + %ebp - peanbHblii pusnyeckuii agpec
| |
| |


https://en.wikipedia.org/wiki/Long_mode
https://en.wikipedia.org/wiki/Protected_mode
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/uapi/asm/bootparam.h#L113

startup_32 C/IMHKOBaH [ijisl 3aITyCKa IO afipeCcy 0x@ U 3TO 3HAUWT, UTO 1f HMEeT aipeC 0x0 + cmeweHne 1f , IPUMEPHO

0x21 0GalT. Pernctp ebp COZep)KUT peanbHbIi (r3MUecKuil afpec MeTkr 1f . Takum o6pa3oM, ec/i BbIYeCTb 1f U3 ebp ,
MBI TTOJIyYMM peasbHbIi GU3ndYecKuii agpec startup_32 . B nportokose 3arpysku sizipa Linux onvcaHo, uto 6a30Bblii azpec sapa
B 3alIMIIEHHOM PeXXUMe PaBeH 0x100000 . Mbl MOXeM IIPOBEPUTSH 3TO ¢ oMokt gdb. [laBaiiTe 3amycTuM OTIaAuMK U
MIOCTaBUM TOUKY OCTaHOBA Ha afipece 1f , KOTODBIi paBeH 0x100021 . Ec/i BCE BepHO, TO Mbl YBUAUM 0x100021 B PerHCTpe

ebp :

$ gdb

(gdb)$ target remote :1234
Remote debugging using :1234
0x0000fffO in ?? ()

(gdb)$ br *0x100022
Breakpoint 1 at 0x100022
(gdb)$ c

Continuing.

Breakpoint 1, 0x00100022 in ?? ()

(gdb)$ i r

eax 0x18 0x18

ecx 0x0 0x0

edx 0x0 0x0

ebx 0x0 0x0

esp 0x144a8 0x144a8
ebp 0x100021 0x100021
esi 0x142cO 0x142c6
edi 0x0 0x0

eip 0x100022 0x100022
eflags 0x46 [ PF ZF ]

cs 0x10 0x10

Ss 0x18 0x18

ds 0x18 0x18

es 0x18 0x18

fs 0x18 0x18

gs 0x18 0x18

Ec/y MBI BBIIIOJTHUAM CJIeAYIOIIYI0 HHCTPYKIMIO, subl $1b, %ebp , MBI YBUAWM CJIeAyoIee:

(gdb) nexti

ebp 0x100000 0x100000

ITa, BCé BepHO. Afjpec startup_32 paBeH 0x100000 . ITocie TOro Kak Mbl y3Ha/IM aipeCc MeTKU startup_32 , MBI MOXKEM
HayaTh IOJTOTOBKY K repexofy B long mode. Hama ciiegyrormmas 1je/ib - HaCTPOUTH CTeK U ybeauTcs B Tom, uto CPU

nofmep>kuBaet long mode u SSE.

HacTtpouka creka u npoBepka CPU

MBI He MOTJIH HaACTPOUTH CTEK, IT0Ka He 3Ha/Ik aJjpeCc MeTKU startup_32 . MBI MOXXeM npeacTaBUTh cebe CTeK Kak MacCCuB, U
PErucTp ykKasaressd CTeKa esp [J0OJ/DKeH yKa3blBaTbh Ha KOHEL] 3TOr0 MdaCCHUBa. KoHeuHO, MbI MOXXeM Oorpezie/;iInTb MaCCYB B HallleM
KO/ie, HO Mbl JO/DKHBI 3HaTb €ro d)aKTI/I'-IECKI/Iﬁ ajzpec, YTOOBI TNpaBU/IbHO HACTPOUTD YKa3aTe/Ib CTEKa. ,ﬂaBElI;lITe TIOCMOTPHM Ha

KOZ:

movl $boot_stack_end, %eax
addl %ebp, %eax


https://www.kernel.org/doc/Documentation/x86/boot.txt
https://en.wikipedia.org/wiki/GNU_Debugger
https://en.wikipedia.org/wiki/Long_mode
http://en.wikipedia.org/wiki/Streaming_SIMD_Extensions

movl %eax, %esp

MeTka boot_stack_end ompefeneHa B arch/x86/boot/compressed/head 64.S u pacniosio>keHa B ceKLuH .bss:

.bss

.balign 4
boot_heap:

.fill BOOT_HEAP_SIZE, 1, ©
boot_stack:

.fill BOOT_STACK_SIZE, 1, 0
boot_stack_end:

[Ipexxzie BCero, Mbl IioMelllaeM azipec  boot_stack_end B PerucTp eax , T.e PeTMCTP eax COJIEPXKUT afipeCc 0x0 +
boot_stack_end . UTOOBI OyunTh peasbHbIN aipec boot_stack_end , HAM HY>KHO no6aBUThH peasnbHbIM aipec startup_32 .
Kak BbI TOMHHTE, MbI Hall/I{ 3TOT a/[PEC BBIIIIE ¥ [IOMECTHIIU €I0 B PETMCTP ebp . B urtore peructp eax 6yzeT comepkarh

peasbHBIN afjpec boot_stack_end ¥ HaM IIPOCTO HY)KHO ITIOMECTUTH €T0 B yKa3aTeslb CTeKa.

ITocsie TOro Kak MblI CO3/ia/H CTeK, CIeYyIOIMM I1aroM siBasiercs nposepka CPU. Tak Kak Mbl cobrpaeMcs TlepeTi B long
mode , HAM He0OXOJUMO MPOBEPUTH, NoAdepkuBaeT 1 CPU long mode M SSE . MbI Oy/eM AenaTh 3TO C IOMOLIBIO BEI30Ba

¢$yHKUMM verify_cpu :

call verify_cpu
testl %eax, %eax
jnz no_longmode

OmHa orpefienieHa B arch/x86/kernel/verify cpu.S u cogepxut napy BbI30BoB HHCTpYKUuu CPUID. /laHHAasI HHCTPYKLHS
WCIIO/Ib3YeTCst /I TIOMyveHust iH(GOPMAL{|H O Tporjeccope. B HarlleM ciiyuae oHa IpoBepsieT MO//epKKy long mode M SSE M C

MOMOLIBIO PETUCTPA eax BO3BpalllaeT @ B (JIydae ycriexa WM 1 B C/Iydae HeyJauu.

Ecnu 3HaueHne eax He paBHO HYJIIO, TO MbI [IepeX0OZMM Ha MeTKy no_longmode , KoTopast ocraHaBauBaeT CPU BbI30BOM

WHCTPYKLUMH hlt [0 TeX I0p, TI0Ka He MPOM30MET anmnapaTHOe IpepbIBaHue:

no_longmode:
a3
hlt
jmp 1b

Ecny 3HaueHue eax PaBHO HYJ/IIO, TO BCE B TIopsAJKe U Mbl MOXXeM IPOAO0J/DKUTh.

PacuéT aapeca pesioKanyu

Cre [y OILHIM [1aroM $IBJISIeTCS] BEIYMC/IEHHE aZipeca peoKalyH s leKOMIIPeCChH, ecyii 3To HeobxoaumMo. MBI yyke 3HaeM, UTO
6a30BblIii agpec 32-OUTHOM TOUKH BXO/Ia B A1po Linux - ©x100000 , HO 3TO 32-0MTHast Touka Bxoza. ba3oBblii ajpec siipa o
YMOJTYaHHIO OTIpe/iesisieTcs 3HaueHneM rapameTrpa KOH(UrypaLuu siipa  CONFIG_PHYSICAL_START . Ero 3HaueHue 1o yMOo/4aHUIO
0x1000000 WM 16 M6 . OcHOBHas mpo6sieMa 3aK/IFOUaeTCsi B TOM, UTO eC/IM ITPOMCXOJUT Kpalll siapa, pa3paboTurK J0/mkeH
UMeTh rescue sgpo ("cracaresnbHoe" sApo) s kdump, KoTopoe CKOH(UIyprpoBaHO AJIs 3arpy3Ku U3 ipyroro agpeca. s
pelLeHus 3Toit pobsieMsl siapo Linux rpefocTaBsieT crielidanbHbIN TapaMeTp KOHGUTypali - CONFIG_RELOCATABLE . Kak BbI

MOXXeTe ITpoYeCThb B JOKYMEHTALUU Apa:

3T0 co3paeT o6pa3 sApa, KOTOpbIi coxpaHseT uHdopmauuio o penokauuu
NoaTOMYy OH MOXeT 6biTb 3arpyxeH rge-nu6o, Kpome cTaHgapTHoro 1 M6.

Mpumevanue: Ecnu CONFIG_RELOCATABLE=y, TO s4p0o 3anyckaeTcs C agpeca,
Ha KOTOpbIi OH 6bil 3arpyxeH, a OU3MYEeCKWii agpec BPemMeHu KOMMUAALu
(CONFIG_PHYSICAL_START) MCMO/Mb3YyeTCsH KaK MAHUMA/IbHAs NIOKaLus .


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://en.wikipedia.org/wiki/.bss
https://github.com/torvalds/linux/blob/v4.16/arch/x86/kernel/verify_cpu.S
https://en.wikipedia.org/wiki/CPUID
https://www.kernel.org/doc/Documentation/kdump/kdump.txt

TTpotirie roBOps, 3TO 03HAUaeT, YTO SZPO C TOH XKe KOH(Uryparyell MoXKeT 3arpy»KaTbCsl C pasHbIX azipecoB. C TEXHUUECKOH TOUKU
3peHUst 3TO Jie/1aeTCst IyTEM KOMITH/ISALIMM JeKOMITIPeccopa Kak a/|peCHO-He3aB1CHMOro Ko/a. Ec/u Mbl mOCMOTpUM Ha

arch/x86/boot/compressed/Makefile, To Mbl yBUAKM, UTO 1€KOMIIPECCOP €MCTBUTE/ILHO CKOMITUIMPOBAH C ¢yiarom -fPIC :

KBUILD_CFLAGS += -fno-strict-aliasing -fPIC

Kora MbI KCTI0/Ib3y€eM afipeCHO-He3aBUCUMBbIH KOJI, afIpec oJIyyaeTcs MyTéM A006aB/IeH s afjpeCHOTO T0Jist MHCTPYKIMH U
3HaueHUs CUETUMKa KOMaHZ nporpamMmsel. Koz, Hcrosb3yromuii mofo6Hy 0 ajpecarjyio, BO3MOXKHO 3arpy3HTh C JIF060ro ajpeca.
BoT nouemy Mbl JO/DKHBI ObUIM TIOTyUMTh peabHbIM GU3NUYeCKuii agpec startup_32 . [laBaiiTe BepHEMCS K Koy siapa Linux.
Hariia Tekyiiiast 1je/ib COCTOUT B TOM, UTOOBI BEIYHC/IUTE afipec, Ha KOTOPBIHA MbI MOXKEM IT€PEMECTUTS SIPO /IS A€KOMITPECCHH.

PacuéT 3TOro afpeca 3aBUCUT OT ITapameTpa KOH(UIypaLuHy sijpa  CONFIG_RELOCATABLE . [laBaiiTe TOCMOTPHUM Ha KOJ:

#ifdef CONFIG_RELOCATABLE
movl %ebp, %ebx

movl BP_kernel_alignment(%esi), %eax
decl %eax
addl %eax, %ebx
notl %eax
andl %eax, %ebx
cmpl $LOAD_PHYSICAL_ADDR, %ebx
jge 1f
#endif

movl $LOAD_PHYSICAL_ADDR, %ebx

CrefiyeT TIOMHHUTD, UTO PETUCTD ebp COAEP>KUT (PU3MUeCKU afjpeCc METKH startup_32 . EC/i mapamMeTp CONFIG_RELOCATABLE
BKJ/TIOUEH BO BpeMsl KOHGHI'YPaL{iH s7pa, TO MbI IIOMeIIjaeM 3TOT afipec B PETUCTP ebx , BHIDABHUBAEM IIO IPaHMIle, KDAaTHOH 2
M6 I CDaBHHBAeM ero CO 3HaueHHeM LOAD_PHYSICAL_ADDR . LOAD_PHYSICAL_ADDR SIB/ISIETCSI MAKPOCOM, OIIpe/ie/IEHHBIM B

arch/x86/include/asm/boot.h u BeIrISIAUT Cieaytomum obpaszom:

#define LOAD_PHYSICAL_ADDR ((CONFIG_PHYSICAL_START \
+ (CONFIG_PHYSICAL_ALIGN - 1)) \
& ~(CONFIG_PHYSICAL_ALIGN - 1))

Kak MBI MO>KeM BHIETh, OH MPOCTO PaCIIHpPSIeT aJjpec 0 3HaueHVs BLIDABHUBAHUSI CONFIG_PHYSICAL_ALIGN U IIpe/|CTaBIsIeT

coboii usndeckuii agpec, Mo KOTopoMy OyzeT 3arpyskeHo siipo. ITocie cpaBHEHHsT LOAD_PHYSICAL_ADDR ¥ 3HAaUeHHs PerrcTpa
ebx , MBI 00aB/IsieM CMelljeHHe OT startup_32 , TI0 KOTOPOMY OyZieT MponcXofuTh JeKoMIipeccHst obpasa sifipa. Ecii Bo Bpemst

KOMIWISILIAY TTapaMeTp CONFIG_RELOCATABLE He BK/TIOUEH, MBI ITPOCTO TIOMeI[aeM aJjpec 10 YMOJIYaHHIO U 00aB/isieM K HeMy

z_extract_offset .

IMocsie Bcex pacuéToB y HAC B PACTIOPsDKEHUH ebp , COZIEPrKalIWi afjpec, 0 KOTOPOMY OyZleT IIPOUCXOAUTE 3arpy3kKa, U ebx ,
CoZiep>Kallyii azjpec, Mo KOTOpoMy siipo Oyzet rmepemelrieHo nocie fekoMnpeccur. Ho 370 emje He KoHell. CxaTblii 06pa3 sifpa
[IOJDKeH OBITB IepeMelléH B KoHel] Oydepa JeKOMIpeCCHH, YTOObI YIIPOCTHTE BBIYMC/IEHHS] MECTOIIOIOKEHHSs], TI0 KOTOPOMY sIipO

OyZieT pacrionokeHo Mmo3xe:

movl BP_init_size(%esi), %eax
subl $_end, %eax
addl %eax, %ebx

MBI [TOMeIljaeM 3HaueHre U3 boot_params.BP_init_size (WM 3HAUeHHe 3ar0JIOBKA HACTPOWKHM sijpa U3 hdr.init_size ) B
DETUCTp eax . BP_init_size COJEP)KUT HaUDOJbILee 3HAUEHHE MeXK/Y C)KaThbIM U PacliakoBaHHBIM vimlinux. 3aTteM Mbl
BBIYMTAeM afipec CUMBOJIAa _end W3 3TOTO 3HaYeHHUs U obaB/isieM pe3y/bTaT BLIUUTAHUS B PECUCTD ebx , KOTOPBIA XpaHUT

6a30BbIif afpec /1S AeKOMITPECCHH SApa.


https://en.wikipedia.org/wiki/Position-independent_code
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/Makefile
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/asm/boot.h
https://en.wikipedia.org/wiki/Vmlinux

IToaroroBka nepej BxoAoM B long mode

Tenepb, Korja y Hac ecTh 6a30BBbIi afipec, Ha KOTOPBIH Mbl Oy/ieM MepeMellaTh CKaToe sipo, HaM HeoOX0AUMO CAes1aTh
TMOC/IeJHUH 11ar, TIPeX/ie YeM Mbl CMOYKeM IepeiTy B 64-6UTHBI pexkuM. Bo-niepBbIx, HaM He06X0AUMO 0GHOBUTD I/100a/IbHY0
Tab/uily JecKpunTopos ¢ 64-6UTHBIMU CerMeHTaMHM, IOTOMY UTO MepeMeljaeMoe siJpo MOXKET ObITh 3aIyLleHo 110 Jiro6oMy

azppecy Hwke 512 I'6:

addl %ebp, gdt+2(%ebp)
lgdt gdt (%ebp)

31eck Mbl HacTpavBaeM 0a30BbIHM a/IpeC rno6anbHoii Ta6aMuHl AeCKpUNTOpoB Ha ajipec, TAe Mbl GaKTUUeCKH 3arpy’KeHbl, 1

3arpy>kaem TabJMLly C MOMOILbI0 MHCTPYKLIMM lgdt .

Yr0o06bl MOHATH Maruto CMeu_]eHI/Iﬁ gdt , HaM HY>KHO B3IJISSHYTb Ha OIpefieJieHUe rno6asbHoii Tabnuupl geckpuntopos . Mbl

MO’KeM HaliTH ero orpejiesieHre B TOM e (haiisie HICXOAHOTO0 Kofia:

.data
gdt64:
.word gdt_end - gdt
.long 0
.word 0
.quad 0
gdt:
.word gdt_end - gdt
.long gdt
.word 0
.quad 0x00cT9a000000ffff /* __KERNEL32_CS *//
.quad 0x00af9a00e000ffff /* __KERNEL_CS */
.quad 0x00cf92000000ffff /* __KERNEL_DS */
.quad 0x0080890000000000 /* feckpuntop TS */
.quad 0x0000000000000000 /* MNpogonxeHne TS */
gdt_end:

MBI BHAWM, UTO OHA PACToJIOKeHa B CeKIIMM  .data W COJEPIKUT ISATh AeCKPUITOPOB: 32-6uTHbii  IECKPUTITOP JiIsl CErMeHTa

KOJIa sjpa, 64-6uTHbli CETMEHT sifjpa, CeTMEHT [JaHHBIX si/ipa U [iBa JeCKPHUITTOpa 3a/ad.

MBI yoKe 3aTpy3WIN  rno6anbHyl Tabauuy AeCKpUnTopos B IPeABIAYIIEH uacTi, U Terepb MBI /leJlaéM TIOUTH TO JKe CaMoe 37eCh,
HO Terepb JIeCKPUNTOPBI C CS.L = 1 W CS.D = 0 [yIs BBITIOJHEHHUs B 64-6UTHOM pexkrMe. Kak Mbl BUZIUM, oripefiesieHre gdt
HauMHAaeTcs C ABYX OalT: gdt_end - gdt , KOTODPBIN ITpe/CTaB/ISIeT MOCIefHIAN 6T gdt ¥M MHT Tab/miel. Criegyromye 4

GaliTa cofep>kaT 6a30BbIi agpec gdt .

TTocse Toro Kak rno6anbHas Tabnmua AeckpunTopos 3arpy’keHa C IIOMOLbI0O MHCTPYKWH lgdt , HAaM HEO6XOAI/IMO BK/TFOUHUTH

pexxuM PAE, OMeCTHB 3HaueHHe PErMCTpa cr4 B eax , YCTAHOBUTH B HEM IISATHIN OUT U 3arpy3uThb ero CHOBa B cr4 :

movl %Cra, %eax
orl $X86_CR4_PAE, %eax
movl %eax, %cra

MBI TIOYTH 3aKOHUMJ/IH BCe TIOATOTOBKHU ITepe]] BXOJOM B 64-0UTHBIN pexxuM. TTocieJHUH 1I1ar 3aK/II0YaeTcst B CO37IaHUM TabMULIbI

CTpaHUL], HO TIPEXe UeM C/lesiaTh 3T0, HeoOX0IUMO pacckasaTth o long mode

Long mode

Long mode - HaTUBHBIN PeXXUM Jiis1 poLieccopoB x86_64. TIpex/ie Bcero moCMOTPUM Ha HEKOTODBIE Pa3/nuMsl MEXY x86_64

U x86 .


https://en.wikipedia.org/wiki/Global_Descriptor_Table
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
http://en.wikipedia.org/wiki/Physical_Address_Extension
https://en.wikipedia.org/wiki/Long_mode
https://en.wikipedia.org/wiki/X86-64

64-6UTHbIA PEXKUM TIPEIOCTABIISIET C/IeAyrole 0CODEHHOCTHU:

® 8 HOBBIX PerMcTpOB 00IL|ero Ha3HaYeHUs C r8 MO ri5 + BCe PerdcTphl 001ero Ha3HaueHys Tereps 64-6UTHbIE;
® 64-OGUTHBIN yKa3aTe/lb MHCTPYKLIUH - RIP ;

e Hogblii pexxuM paboTs! - Long mode;

® 64-6uTHble ajpeca 1 OTlepaH/bl;

e OtHocuTesbHas agpecauus RIP (Mbl yBUUM NpyMep 3TOTO B C/Ie/lyIOIIMX YaCTsX).
Long mode siBisieTcst paciivpeHHeM yHac/Ie/J0BaHHOTO 3alUIIEHHOr0 peskiMa. OH COCTOUT U3 [IBYX [OPEXXUMOB:

® 64-OUTHBIIN peXxuM;

® DEeXHUM COBMECTUMOCTH.
J1715 TIlepeK/TIOYeHHsI B 64-6uTHbii  PEXXKMM He0OX0UMO cJieNaTh Crefyrollee:

e Bximouuts PAE;
e Co3paTb Tabnuily CTpaHUI] U 3arpy3UTh afpec Tab/lulibl CTPAHUL] BEDXHEr0 YPOBHS B PETUCTD cr3 ;
o BK/IHOUUTH EFER.LME ;

e BK/HOUMTH CTPaHUYHYIO OpPraHU3aLMI0 MaMsTH.

MBI yKe BK/IFOUIM PAE TIyTEM YCTAaHOBKU OMTa PAE B pervcTpe yrpaBieHus cr4 . Haiua ciefyroriast Liesb - Co3/ath

CTPYKTYPY A/ CTPaHNUUHOM OpraHu3arii. Mbl yBUAUM 3TO B C/IeZyIOIeM r1aparpade.

PaHHsisA MHUIHA/IM3AI[UA Ta0/MIIbI CTPAHUI]
VTak, MBI yoKe 3HaeM, UTO TIPeXZe YeM Mbl CMOKEM IePeiTH B 64-6uTHblii  PEXKUM, HOOXOMMO CO3/aTh Tab/luIly CTpaHHULI.
[laBaiiTe MOCMOTPH Ha CO3/jaHHe PAHHUX 4 rurabaiiTHbix 3arpy30UHBIX TabJIUI] CTPaHULI.

INPUMEYAHUE: 5 He OyAy onMCHIBaTh TEOPUI0 BUPTYa/IbHOM namaATH. Ec/in BaM Heo0xoauMo 00.1b1ie HH(GOPMAaL|H 110

BUPTYa/JIbHOM NaMATH, CM. CCBUIKHM B KOHI[e 3TOH YacCTH.
SInpo Linux UCMO/b3yeT 4 yposHeBylo CTPAHUYHYIO OPraHU3ALIUIO, ¥ B LIEJIOM MbI CO3/a[uM 6 Tab/vL] CTPAHULL:

o Opny Ta6nI/IL[y PML4 (kapTa cTpaHuy 4 ypoBHA, Page Map Level 4) CO,E[HOi/'I 3allMChIO,
o Opny Ta6nI/IL[y PDP (yka3aTenlb AUpeKTopuit cTpaHuy, Page Directory Pointer) C YeTbIpbMS 3allMCIMH,

e UYeTsIpe Tab/UIIbI JUPEKTOPHI CTPAHUL] C 2048 3aITHCSIMHU.

IlaBaiiTe MOCMOTPUM Ha peay3aniyio. IIpexxzie Bcero, Mel oumiiiaeM 6ydep z1st Tabsv] ctpaHuL] B namsTy. Kaxkzas Tabuia

MMeeT pa3Mep B 4096 0alT, MO3TOMY HaM He0OX0UMO OuMCTUTL 24 KOG Oydepa:

leal pgtable(%ebx), %edi

xorl %eax, %eax
movl $(BOOT_INIT_PGT_SIZE/4), %ecx
rep stosl

M-&I ioMelriaeM afipec pgtable + ebx (BbI TIOMHHTE, UTO ebx COZIEPKHT afipec, 0 KOTOPOMY siipo Oy/ieT epeMelLeHo rocie

ZIeKOMIPeCCHH) B PETUCTD edi , OUMIL[AEM DETHICTP eax W YCTaHAB/MBAeM DETHUCTP ecx B 6144 .

VIHCTpPYKUMS rep stosl 3alMChIBaeT 3HaUeHWEe eax B edi , yBelMUMBaeT 3HaueHWe B PETMCTPe edi HAa 4 U yMeHbIIaeT
3HaueHUe B PETUCTPe ecx Ha 1 . DTa omepanys Oy[eT OBTOPSITCS /10 TeX 0P, [T0Ka 3HAUeHHe PerucTpa ecx OOJble HyJIS.

BoT nouemMy Mbl YCTaHOBUIM ecx B 6144 (WM BOOT_INIT_PGT_SIZE/4 ).

CTpyKTypa pgtable oripeZeneHa B KoHLe (aitna arch/x86/boot/compressed/head 64.S:

.section ".pgtable","a",@nobits
.balign 4096

pgtable:
.fill BOOT_PGT_SIZE, 1, ©


https://en.wikipedia.org/wiki/Physical_Address_Extension
https://en.wikipedia.org/wiki/Paging
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S

Kax MbI BU/IIM, OHa HaXOJUTCS B CeKLIMM .pgtable U ero pasMep 3aBUCUT OT OMLUK KOHGUI'YpaLUH s/pa

CONFIG_X86_VERBOSE_BOOTUP :

# 1ifdef CONFIG_X86_VERBOSE_BOOTUP

# define BOOT_PGT_SIZE (19*4096)

# else /* !CONFIG_X86_VERBOSE_BOOTUP */

# define BOOT_PGT_SIZE (17*4096)

# endif

# else /* !CONFIG_RANDOMIZE BASE */

# define BOOT_PGT_SIZE BOOT_INIT_PGT_SIZE
# endif

TMocsie TOro Kak MbI mojtyunid 6ydep asist pgtable , MbI MOXKEM HAauaTh C CO3JAHMs Tab/IUI[BI CTPAHUI] BEDXHETO YPOBHS -

PML4 - CIeAyHOLIMM 0Opa3oM:

leal pgtable + O(%ebx), %edi
leal 0x1007 (%edi), %eax
movl %eax, 0O(%edi)

31eck Mbl CHOBa IOMeIljaeM OTHOCHUTE/IBHBIN afjpec pgtable B ebx WM, APYTUMHU CJIOBAMH, OTHOCUTE/IBHBIN afipec
startup_32 B perucTp edi . Jlasee Mbl IOMeIIjaeM 3TOT afipec CO CMeIljeHHeM 0x1007 B PerucTp eax . CMelljeHHe 0x1007
pPaBHO 4096 OaiiTam, KOTOpBIE MPEACTAB/ISIOT COO0M pa3Mep PML4 TUTIOC 7 . 7 37€Ch NPeJCTaB/seT ¢uiard PML4 . B Haiem

c/1y4dae 3TO (I)]IaI‘I/I PRESENT+RW+USER . B KOHeUHOM CuéTe Mbl TIPOCTO 3anycasid aapec nmepBoro 3jieMeHTa PDP B PML4 .

Cﬂe,quOH_[Hﬁ LLIAr - CO3/laHNe YeThIPEX 3amMced pgupekTopum cTpaHuy B Ta6]II/IL[e yKasaTensa AUPeKTopuii cTpaHuy C TEMU XKe

¢aramMu  PRESENT+RW+USE :

leal pgtable + 0x1000(%ebx), %edi
leal 0x1007(%edi), %eax
movl $4, %ecx
1: movl %eax, 0O(%edi)
addl $0x00001000, %eax
addl $8, %edi
decl %ecx
jnz 1b

M-z iomerrjaeM 6a30BbIi aipec yKasaresst JUPEKTOPHIA CTPAHHL], KOTOPBI paBeH 4096 WIIH, JPYTUMH CJIOBaMH, CMellleHHe
0x1000 OT TaO/IMIBI pgtable B edi , M afjpec IepBOM 3aIlFCH yKa3aTess JUPeKTOPHI CTPAHWL] B PETUCTP eax . 3HaUeHHe
4 , TIOMeLIEHHOe B PETUCTP ecx , OyJeT CUETUMKOM B C/IeJyOLIeM IMK/Ie, B KOTOPOM MBI 3alllChIBaeM afipec TIepBOii 3alicy

TabJIHLBI YKa3aTesis AUPeKTOPUH CTPAHHL] B PeTUCTp edi . [Tocse sToro edi 6yzeT cofepikaTb afpec MepBoi 3ammcH

yKazaTesisi JUPeKTOPUH CTpaHuI] ¢ ¢uiaramMu  0x7 . Jlajiee MBI IPOCTO BBIUKC/ISIEM a/ipecC CIeAyIOINX 3allicell yKka3ares

[VIDEKTOPHIA CTPAHMUL], TZie KayKZast 3alTiUCh UMeeT pa3Mep 8 O0aiT, U 3amMchiBaeM UX afipeca B eax . [1ocyieHUH miar B

CO3JaHHU CTpaHI/ILIHOPII OpraHv3alyy IaMsATH - CO3laHre 2048 3aMKUCeN C 2 mMera6aiTHbIMM CTpaHULlaMU:

leal pgtable + 0x2000(%ebx), %edi
movl $0x00000183, %eax
movl $2048, %ecx
1: movl %eax, 0(%edi)
addl $0x00200000, %eax
addl $8, %edi
decl %ecx
jnz 1b

3ech MBI [jeJlaeM TIOUTH TOXKe CaMoe, KaK U B TIpebIAyLIeM MPUMepe; BCe 3aliCH ¢ (araMy  $0x00000183 : PRESENT + WRITE +

MBZ . B urore Mbl OyzileM UMeTh 2048 2 mera6aiiTHbix CTPaHHILI:



WIM 4 rura6aiithyn TabmMLy cTpaHuLl. Mbl 3aKOHUYW/IM CO37laHKe Halllel paHHeH CTPYKTYpbI Tab/IULbI CTPaHML], KOTOpast
orobpakaer 4 I'6 Ha MamsTh U Terepb Mbl MOXKEM TIOMECTHTh afipec TabIMLIbl CTPAaHHUL] BEDXHETO YPOBHSI - PML4 - B PETHCTP

ynpaB/eHust cr3 :

leal pgtable(%ebx), %eax
movl %eax, %Cr3

Ha 3ToM BCé. Bce oJroToBKY 3aBeplleHbI U Terlepb Mbl MOXKeM IepeiTH B long mode.

Ilepexo/ B 64-0MTHBIH Pe)XXUM

B niepByto ouepe/ib HaM HY>)KHO yCTaHOBUTB (siar EFER.LME B VISR, paBHBI 0xC0000080 :

movl $MSR_EFER, %ecx
rdmsr
btsl $_EFER_LME, %eax
wrmsr

3pech MblI ToMeliaeM iar MSR_EFER (KOTOpBIi ompefieniéH B arch/x86/include/uapi/asm/msr-index.h) B peructp ecx u
BBI3bIBAEM MHCTPYKLMIO rdmsr , KOTOpast cuuThIBaeT peructp MSR. ITocsie BBINOMHEHNsT rdmsr , TIOJIy4eHHbIe jaHHbIe OyAyT
HaxOJWUTCSA B edx:eax , KOTOpbIe OyAyT 3aBHCETh OT 3HaUeHWsl ecx . Jlajiee Mbl poBepsieM OUT EFER_LME WHCTPYKLHMeH btsl

U C MIOMOILIBK0 UHCTPYKLIMU wrmsr 3allMCbIBaeM [IaHHbIE U3 eax B DETUCTD MSR .

Ha cniegyroirem 1are Mbl TIoMelljaeM afipec cerMeHTa Ko/fia sifipa B crek (Mbl oripegeninu ero B GDT) u nomerrjaem afpec

(YHKUMM startup_64 B eax .

pushl $__ KERNEL_CS
leal startup_64(%ebp), %eax

ITocsie 3TOrO MBI ITOMeIIIaeM afipec B CTeK U BKJIFOUaeM IO/iepKKy CTPaHWYHOM OpraHM3al{iy MyTéM yCTaHOBKU OUTOB PG U

PE B perucTpe cre :

pushl %eax
movl $(X86_CRO_PG | X86_CRO_PE), %eax
movl %eax, %Cro

U BBITIO/IHAEM MHCTPYKIUIO:

lret

BBI JO/DKHBI TOMHHTB, UTO Ha MPe/BIAYIIeM IIare MbI TIOMECTUH a/ipeC QYHKLMK startup_64 B CTeK, U [0C/Ie HHCTPYKLMH

lret , CPU wu3Bnekaet afipec ¥ NepexofuT 110 HeMy.

ITocsie Bcero 3Toro, Mbl, HAKOHeL], B 64-0UTHOM peXkuMme:

.code64
.org 0x200
ENTRY(startup_64)


http://en.wikipedia.org/wiki/Model-specific_register
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/uapi/asm/msr-index.h#L7
http://en.wikipedia.org/wiki/Model-specific_register

Ha sToM Bcé!

3aK/IIoUeHue

3TO KOHeL| UeTBEPTOM YacTH O rpotiecce 3arpy3ku sigpa Linux. B cieayroieli uacti Mbl YBUMM [JeKOMITPECCHIO siipa U MHOTOe

Zipyroe.

OT nepeBoAYMKa: MOXKA/IyHCTa, MMeliTe B BUAY, UTO AQHIJIMMCKUH - He MOI POJHOH A3BIK, U A1 0YeHb U3BHHAIOCH 3a
BO3MOXXHBIE HeyAo0cTBa. EC/in BbI HaliiéTe Kakue-1n00 OIMGKH W/IH HETOUYHOCTH B IEPEBO/E, MOXKAIYHCTa, IPHUILIATE

pull request B linux-insides-ru.

CchlIKH

o 3auUIIEHHBIN peXKUM

e JlokymeHTauus Asist pa3paboTturkoB I10 Ha apxutekTtype Intel® 64 1 [A-32
o GNU KOMIOHOBIIMK

e SSE

e (CrpaHuyHas opraHusanys namaty (Bukuneus)

e Mo/ene3aBUCUMBbII PerucTp

e Uucrpykuws .fill

e [lpespigymias 4yacTb

e (CrpannuHas opranusanus namsatu (OSDEV)

e (CucTeMbl CTpaHUYHOMN OpraHU3aLUy MamsTH

e Tlocobwue 1Mo CTPAHUUHOM OpraHM3arvu Ha Xx86


https://github.com/proninyaroslav/linux-insides-ru
http://en.wikipedia.org/wiki/Protected_mode
http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
http://www.eecs.umich.edu/courses/eecs373/readings/Linker.pdf
http://en.wikipedia.org/wiki/Streaming_SIMD_Extensions
http://en.wikipedia.org/wiki/Paging
http://en.wikipedia.org/wiki/Model-specific_register
http://www.chemie.fu-berlin.de/chemnet/use/info/gas/gas_7.html
http://wiki.osdev.org/Paging
https://www.cs.rutgers.edu/~pxk/416/notes/09a-paging.html
http://www.cirosantilli.com/x86-paging/

IIponecc 3arpys3ku sajapa. Yacrs 5.

Jexkommnpeccus sajapa
OTo msiTast yacTh CepUM Mpouecca 3arpysku sapa . Mbl BUJeH 1iepexof; B 64-6UTHBIN PeXXUM B MpeAbIAYILel uacTy U B 9TOR

YaCTU MbI TIPOJIOJDKUM C 3TOr0 MOMeHTa. IIpex/ie ueM Mbl riepeiiiéM K KOAY sipa, Mbl YBUIUM TOC/IeJHHE LIark: TIOATOTOBKY K

JIeKOMIIpeCCUH si7ipa, TlepeMelileHre U, HeIIoCPeICTBEHHO, JeKOMIIpeCcuto siipa. MTaxK... jaBaiiTe CHOBa IIOTPy3UMCs B KOJ, pa.

IToaroToBKa K JeKoMImpeccuu siipa

MBbI OCTaHOBU/IMCH TIPSIMO Tepe[| IePeX0JioM K 64-6uTHoii TOUKe BXOJa - startup_64 , paCIOJIOKeHHOH B

arch/x86/boot/compressed/head_64.S. B npefpiayiield 4yaCTH Mbl Y>Ke BUZIe/U 1epexo] K startup_64 B startup_32 :

pushl $___KERNEL_CS
leal startup_64(%ebp), %eax

pushl %eax
lret

Tak KakK MbI 3aTPy3W/IM HOBYIO rno6anbHylo Tabnuuy geckpuntopos , M Obul epexoq CPU B apyroii pe>kum (B HallleM ciiydae B

64 -6UTHbIN pe)KI/IM), MbI MO>XeM BHUIeTh HaCTpOﬁKy CerMeHTOB JaHHbIX B Hauajle startup_64 :

.code64

.0rg 0x200
ENTRY(startup_64)

xorl %eax, %eax

movl %eax, %ds

movl %eax, %es

movl %eax, %Ss

movl %eax, %fs

movl %eax, %gs

Bce cermeHTHBIE perucTpsnl, KpoOMe perucrpa cs , Terepb C6p0LLIEHbI 10CJie TOro Kak Mbl IIepelyii B long mode .

CreiyIOILMIA 1T - BEIUKC/IEHHEe Pa3HULBI MEeXY a/[pecoM, 10 KOTOPOMY CKOMITW/IMPOBAHO $i7IpO, U aZipecoM, 110 KOTOPOMY OHO

OBIIO 3arpy’KeHo:

#ifdef CONFIG_RELOCATABLE
leaq startup_32(%rip), %rbp

movl BP_kernel_alignment(%rsi), %eax
decl %eax

addq %rax, %rbp

notq %rax

andq %rax, %rbp
cmpq $LOAD_PHYSICAL_ADDR, %rbp
jge 1f
#endif
movq $LOAD_PHYSICAL_ADDR, %rbp

leaq z_extract_offset(%rbp), %rbx


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S

rbp COJEP>KUT HaualbHbIM a/ipec pacriakoOBaHHOTO si/Ipa U TI0C/Ie BBITIOIHEHUS 9TOTO KOJld PeTUCTp rbx OyzeT copepaTthb
a/ipec pesioKaLWH siapa A/1s fekomipeccur. Takod KOZ Mbl yke BUJIeIM B startup_32 (BbI MOXKeTe IIPOUMUTaTh 00 3TOM B
npeabIAyLLel yacTu - PacuéT ajpeca pesiokaiiu), HO HaM CHOBA HY>KHO BBIUMC/IUTD €T0, IOCKOJIBKY 3arPy3ulK MOXKeT

WCIT0/Tb30BaTh 64-OUTHBIN MPOTOKOJ 3arpy3KH U B 9TOM C/Iydyae startup_32 MPOCTO HE OY/ET BBIMOTHEH.

Ha criefytoliem 1are Mbl BUJMM yCTAHOBKY yKa3aTesist CTeKa, cOpoc pervcrpa (iaroB ¥ yCTaHOBKY GDT 3aHOBO M3-3a TOTO, UTO

B C/lyuyae 64-6uTHOro MPOTOKOJIA 32-6MTHbi CETMEHT KOZla MOXKET ObITh TIPOUTHOPHPOBAH 3arpy3unKoM:

leaq boot_stack_end(%rbx), %rsp

leaq gdt(%rip), %rax
movq %rax, gdt64+2(%rip)
lgdt gdt64(%rip)

pushq $0
popfq

Ecu BB MOCMOTPUTE Ha MCXO/HBIN Ko, siapa Linux rmocie komaHAbl lgdt gdt64(%rip) , Bbl yBUJUTE, UTO €CTh HEKOTOPBIM
JIOTIO/THUTE/IBHBIN KOJl. TOT KO/ He0OX0AUM ZJ1sl BKTFOUEHHUSI ITsITHYPOBHEBOM CTPAHHUUHOM OpraHu3aliyu, B caydae
Heo0X0IUMOCTH. B 3TOi KHUre Mbl pACCMOTPUM TOJIbKO UeThIPEXYPOBHEBYIO CTPAHUUHYIO OPraHU3aliUIo, MO3TOMY 3TOT KOZ,

OyJieT MpOMrHOPUPOBaH.

Kax Bbl MOYKeTe BU/IETh BBIIIE, DECUCTP rbx COAEP)KUT Haua/IbHBIM afjpec KoJa eKOMIIpeccopa si/ipa, ¥ Mbl TIOMeII[aeM 3TOT
aZipec Co CMellleHHeM boot_stack_end B PerMCTp rsp , KOTOPBIN IpeCTaB/seT yKasaTe/lb Ha BepLIMHY cTeka. [Tocsie sToro
mmara crek Oy/ieT KOppeKTHbIM. BBl Mo>keTe HaliTH orpejiesieHre boot_stack_end B KOHIe

arch/x86/boot/compressed/head_64.S:

.bss

.balign 4
boot_heap:

.fill BOOT_HEAP_SIZE, 1, ©
boot_stack:

.fill BOOT_STACK_SIZE, 1, ©
boot_stack_end:

OH pacrnoJiokeH B KOHIIe CeKLI .bss , PSIMO Tiepef| Tabsuield .pgtable . Eci BBI MOCMOTpHTE ClLieHapyii KOMITOHOBILMIKA

arch/x86/boot/compressed/vmlinux.lds.S, BbI HaliéTe oripefeneHnst .bss W .pgtable .

ITocsie TOro Kak CTeK ObUT HACTPOEH, MbI MO>Ke€M CKOITMPOBATH CKAToe AP0 I10 ajpecy, KOTOPBII;’I MBI TTIOJTyYUJ/IA BBILIE T10C/Ie
BBIYKC/IEHUA aJipeCa peIoKalli PpaCliakOBAHHOI'O f4pa. Hpe)l(,qe uem HepeﬁTH K feTaismMm, 'I[aBafITE TIOCMOTPHWM Ha 3TOT

acceMb1epHBIN KOZ;:

pushq %rsi
leaq (_bss-8)(%rip), %rsi
leaq (_bss-8)(%rbx), %rdi

movq $_bss, %rcx
shrq $3, %rcx
std

rep movsq

cld

popq %rsi

[Mpexxze Bcero, Mbl MOMelljaeM rsi B CTeK. Ham Hy)KHO COXpaHHUTh 3HaUeHHe rsi , TOTOMY UTO Terepb 3TOT PErHCTP XPaHUT
yKasaresb Ha boot_params , KOTOpasl SIBISI€TCSI CTPYKTYPOH PeXKHUMa peasbHBIX alpecoB, COAepKalliasi CBSI3aHHBIE C 3arpy3Koi
[JaHHBIE (BBI JO/DKHBI IOMHHUTB 3Ty CTPYKTYPY, MBI 3aI0JIHS/IM €€ B Hauajle KoJa HaCTPOWKH sijpa). B KoHIle 3TOro Kozia Mbl CHOBa

BOCCTAaHOBUM YyKa3zaTejlb Ha boot_params B rsi .


https://github.com/proninyaroslav/linux-insides-ru/blob/master/Booting/linux-bootstrap-4.md#Расчёт-адреса-релокации
https://lwn.net/Articles/708526/
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/vmlinux.lds.S

Crnepytolye 1Be UHCTPYKUMM leaq BBIMUCISIOT 3pdeKTUBHBIE afipeca rip W rbx CO CMelLeHHMeM _bss - 8 U IOMeIalT
MXB rsi ¥ rdi .3aueM MbI BIUKC/IsIeM 3TH afpeca? Ha camom fesie ckaThlii 06pa3 fipa HaXOJUTCS MEXKAY STHM KOJJOM
KOIMPOBaHUA (OT startup_32 [0 TeKYILero Koja) U KOJoM JeKOMIIpecCHd. Bbl MoXkeTe POBEpPUTH 3TO, TIOCMOTPEB CLieHapuii

KOMIIOHOBIIMKA - arch/x86/boot/compressed/vmlinux.lds.S:

= 0;
.head.text : {
_head = . ;
HEAD_TEXT
_ehead = . ;
}
.rodata..compressed : {
*(.rodata..compressed)

}
.text {
_text = .; /* Text */
*(.text)
*(.text.*)
_etext = . ;
}

OOparuTe BHUMaHUe, YTO CEKLUSI .head.text COJEPXKUT startup_32 . Bbl MOXKeTe MOMHUTH 3TO U3 MPeAbIAYIIeH YyacTu:

__HEAD
.code32
ENTRY(startup_32)

CekiMsl .text COJEPXKUT KOJ, JeKOMITPECCHU:

.text
relocated:

/%
* [lenaeT LEKOMMPeccuio U MepexoguT Ha HOBOe SIAPO.
*/

.rodata..compressed COZEDP)KUT CKaTbIii 00pa3 sizipa. TakuM obpa3oM, rsi OyzeT coziep>kaTh abCOMIOTHLIN afipeCc _bss - 8 ,
a rdi OyJeT coziep>kaTh OTHOCHTEJIBHBIN afjpec pe/iokaliui _bss - 8 . Korza Mbl coxpaHsieM 3TH afipeca B PerrcTpax, Mbl
TOMeIljaeM aJjpec _bss B PerucTp rcx . Kak BbI MOXKeTe BHZETb B CKPHIITe KOMIIOHOBIIMKA vmlinux.lds.S , OH HAXOZUTCS B
KOHIJe BCeX CeKLMH C KOZOM HaCTpOWKH/szipa. Tereps MbI MO>KeM HauaTh KOMMPOBaHMeE JaHHBIX U3 rsi B rdi Mo 8 OaiiT

TIOMOLIBI0 UHCTPYKLMK  movsq .

ObpatuTe BHUMaHKe Ha MHCTPYKLMIO std Tepes; KOIIMPOBAHUEM JaHHBIX: OHa yCTaHaB/IMBaeT (iar DF , 03HAYAIOLHH, UTO
rsi ¥ rdi OyZAyT yMeHbIIaThCs. JpyrMMH CI0BaMH, MBI OyZieM KOMMPOBaTh GalThI 3aZj0M Harepér. B KOHIle MBI ounIlaeM

(bnar DF C MOMOIIbIO MHCTPYKIIMU cld MW BOCCTaHAB/IMBAeM CTPYKTYpy boot_params B rsi .

IMocse pesioKaLy MBI IMeeM afIpec CeKLIMM . text U COBepLIaeM I1epexof Mo HeMy:

leaq relocated(%rbx), %rax
jmp *%rax

IToc/ieqHAS MOArOTOBKA Mepej AeKoOMIIpeccuen sijjpa


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/vmlinux.lds.S

B rnpeabiayiiemM 2‘163&1[_[6 MbI BUJIE/IH, UTO CEeKLUsl .text HAUMHAETCS C METKU relocated . HEPBOE, UTO OHa JiejiaeT - OUullaeT

CeKLJUI0 bss :

xorl %eax, %eax
leaq _bss(%rip), %rdi
leaq _ebss(%rip), %rcx
subq %rdi, %rcx

shrq $3, %rcx
rep stosq

HaMm Hy>KHO MHULIMA/IM3UPOBATh CEKLIUIO .bss , IOTOMY UTO CKOPO MbI riepeiiiéM K Koy Ha C. 3/1eCb MbI TPOCTO OUHILaeM

eax , [IOMelljaeM ajipeC _bss B rdi M _ebss B rcx , U 3all0JIHSIEM €ro HyJ/ISIMA C IIOMOILbIO MHCTPYKLIMHA rep stosq .

B KOHIle MbI BU/IUM BbI30B YHKIMK extract_kernel :

pushq %rsi

movq %rsi, %rdi

leaq boot_heap(%rip), %rsi
leaq input_data(%rip), %rdx
movl $z_input_len, %ecx
movq %rbp, %r8

movq $z_output_len, %r9
call extract_kernel

popq %rsi

Mel cHOBa yCTaHaB/IMBaeM rdi B yKasaTesb Ha CTPYKTYpPY boot_params M COXpaHsieM €ro B CTeK. B To ke Bpemsi Mbl
yCTaHaB/IUBAeéM rsi [ijisl yKa3aHUs Ha 00J1acTh, KOTOPAsi [0/hKa UCIIO/Ib30BaThCs /IS PAClakoBKH siapa. ITocsiefHAM 11arom
SIBJISIETCSI TIOATOTOBKA 11apaMeTpPOB extract_kernel U BBI30B 3TOM dJyHKL[I/II/I JIJIS1 pacriakoBKU sijpa. @yHKIUS extract_kernel

omnpegeneHa B arch/x86/boot/compressed/misc.c ¥ IPUHUMaeT 11eCTb apryMeHTOB:

e rmode - yKa3aTe/b Ha CTPYKTYpy boot_params, KOTopasi 3arojiHeHa 3arpy34dKOM WM BO BpeMsl paHHeH MHULManu3aluu
Anpa;
® heap - yKasaTesJb Ha boot_heap , MPeJCTaB/SIOLIMEN COO0M Haua/MbHBIN aJjpec paHHeH 3arpy304Hoi Kyuu;
e input_data - yKasaTe/b Ha Hayal0 CKaToro sifipa WM, APYTMMU C/I0OBaMH, yKas3are/ib Ha
arch/x86/boot/compressed/vmlinux.bin.bz2
e input_len - pa3Mep CXKaToro siApa;
e output - HauaJbHBIA afpec OyAyILero pacrakoBaHHOTO sI7pa;

° output_len - pa3Mep paCliakOBaHHOIO s11pa;

Bce aprymeHTsI Oyzly IepesjaBaThCsl Uepe3 peruCTphl COrVIACHO JBOMUHOMY MHTepdelicy npunokennii System V (ABI). Mbl

3aKOHYMJ/IU TIOATOTOBKY U IepexXoJruM K JEeKOMIIpECCUU spa.

Jekomnpeccus sajapa

Kaxk MbI BUie/id B Tpe/ipiyiiieM ab3atie, GyHKIMsT extract_kernel ompefesieHa arch/x86/boot/compressed/misc.c U COEPKUT
1eCTb apryMeHTOB. JTa (GYHKLMsI HAUMHAeTCsl C MHULMA/IN3alii BU/1e0/KOHCOJIH, KOTOPYIO Mbl Y>Ke BUZIe/H B MPe/bIAYILUX
yacTax. HaM Hy>)KHO c/leiaTb 3TO elljé pas, MOTOMY UTO Mbl He 3HaeM, HaXO/WJ/IUCh JIM Mbl B Pe)XXHMe PeasibHbIX a/lpecos,

WCII0/1b30BasICs JI 3arPy34MK, WM 3arPy3UMK MCIO/Ib30Ba/l 32 MW 64-6UTHbIi TIPOTOKOJI 3arpy3KH.

Tlocrne TIePBLIX 11ar0B MHUIWA/IM3allUi Mbl COXPAHAEM yKa3aTe/Il Ha Hadad/lo U KOHeL] CBO6O,£[HOI>II TIaMATU:

free_mem_ptr = heap;
free_mem_end_ptr = heap + BOOT_HEAP_SIZE;


https://en.wikipedia.org/wiki/C_%28programming_language%29
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/misc.c
https://github.com/torvalds/linux/blob/v4.16//arch/x86/include/uapi/asm/bootparam.h#L114
http://www.x86-64.org/documentation/abi.pdf
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/misc.c
https://en.wikipedia.org/wiki/Real_mode

rfe heap SIBJISETCS BTOPbIM NIapaMeTpoM (PYHKLMM extract_kernel , KOTOPBI MBI TONYYH/IM B

arch/x86/boot/compressed/head_64.S:

leaq boot_heap(%rip), %rsi

Kaxk BbI BUjies Bhlllle, boot_heap OIpefie/éH Kak:

boot_heap:
.fill BOOT_HEAP_SIZE, 1, ©

rje BOOT_HEAP_SIZE - 3TO MakKpOC, KOTOPBIH PACKPLIBAETCSI B 0x10000 ( 0x400000 B C/lyuyae bzip2 sjpa) U IpejCcTaBisieT

cobotii pasmep Kyuwu.

IMocsie MHULMAIM3A1MY YKa3aTesield Ky4u, CIeAyOLIMH 1Iar - BbI30B QYHKLMK choose_random_location U3
arch/x86/boot/compressed/kaslr.c. Kak MO)KHO orafjatbcst M3 Ha3BaHus! (DyHKL{MY, OHA BbIOMpaeT siueiiky MamsiTH, B KOTOPOi
Oyzet pazapxvBrpoBaH 06pa3 sijpa. MOXKeT 110Ka3aThCsl CTPAHHBIM, YTO HaM HY)KHO HAalTH W/ JaXKe BbbpaTs MECTO JJIs
ZIeKOMITPeCCHr CKaToro obpasa spa, Ho spo Linux moajep>kuBaeT texHosoruto kASLR, KoTopasi MO3BOJISET 3arpy3uTh

pacrakoBaHHOe siipo TI0 C/Ty4yaiiHoMy afipecy U3 coobpaskeHuii 6e30macHOCTH.
M-&I He 6yzieM paccMaTpHBaTh PaHAOMH3ALIMIO afipeca 3arpy3ku sapa Linux B 3Tol yacTy, HO c/iesiaeM 3TO B CIefiyIoIeli yacTu.

Tenepsb Mbl BepHEMCS K misc.c. ITocie nosmyuenus agpeca Ajst o6pasa sifipa Mbl 0/DKHBI ObLIH COBEPIINTH HEKOTOPbIE IIPOBEPKU

1 y6eauThCs B TOM, UTO TIOJIy9YeHHbIH CTy4aifHbIi aZipec IIPaBU/IbHO BEIDOBHEH U SIB/ISETCS KOPPEKTHBIM:

if ((unsigned long)output & (MIN_KERNEL_ALIGN - 1))
error("Destination physical address inappropriately aligned");

if (virt_addr & (MIN_KERNEL_ALIGN - 1))
error("Destination virtual address inappropriately aligned");

if (heap > uL)
error("Destination address too large");

if (virt_addr + max(output_len, kernel_total size) > KERNEL_IMAGE_SIZE)
error("Destination virtual address is beyond the kernel mapping area");

if ((unsigned long)output != LOAD_PHYSICAL_ADDR)
error("Destination address does not match LOAD_PHYSICAL_ADDR");

if (virt_addr !'= LOAD_PHYSICAL_ADDR)
error("Destination virtual address changed when not relocatable");

TTocse 3TOrO MBI YBUAUM 3HAKOMOE COO6I.L[EHI/IGZ

Decompressing Linux...

Y BbI3bIBaeM QYHKLMIO __decompress :

__decompress(input_data, input_len, 5 , output, output_len, , error)

KoTopasi OyJieT pacrakoBbIBaTh siApo. Peanu3anys QyHKUUKM _decompress 3aBHUCUT OT TOTO, KAKOH a/TOPUTM JeKOMIIPeCCHU

6611 BEIOPAH BO BpeMsi KOMIUISILIAM:

#ifdef CONFIG_KERNEL_GZIP
#include "../../../../1lib/decompress_inflate.c"
#endif


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/kaslr.c#L425
https://en.wikipedia.org/wiki/Address_space_layout_randomization
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/misc.c#L404

#ifdef CONFIG_KERNEL_BZIP2
#include "../../
#endif

../../1lib/decompress_bunzip2.c"

#ifdef CONFIG_KERNEL_LZMA
#include "../../.
#endif

./../1lib/decompress_unlzma.c"

#ifdef CONFIG_KERNEL_XZ
#include "../../.
#endif

./../1lib/decompress_unxz.c"

#ifdef CONFIG_KERNEL_LZO
#include "../../.
#endif

./../1lib/decompress_unlzo.c"

#ifdef CONFIG_KERNEL_LZ4
#include "../../.
#endif

./../1lib/decompress_unlz4.c"

TMocsie TOTO Kak $iipo pacliakoBaHO, OCTAKOTCS JiBe Toc/iejHe QYHKIMY - parse_elf M handle_relocations . OCHOBHOe
Ha3HauyeHue 3THX QYHKIMH - TepeMeCTUTh PacTiakoBaHHbIH 00pa3 siipa B PaBU/IbHOE MECTO MaMATH. [Ieio B TOM, UTO
JIeKOMITPeCCOp pacliakoBbIBaeT Ha MeCTe, U HaM BCE paBHO HY>KHO TlepeMeCTHUTb SiIpo Ha MpaBU/IbHBIN afipec. Kak MbI yske 3HaeM,
obpa3 sigpa siB/sieTcs ucnoHsgeMbiM aiiiom ELF, mo3ToMy ryiaBHOM Liesiblo QYyHKIUU parse_elf sIB/S€TCS MepeMelleHe

3arpy>kaeMbIix CerMeHTOB Ha HpaBHﬂbeIﬁ azapec. MbI MOXKeM BU/IETh 3arpy>KaeMbleé CErMEHThI B BbIBO/I€ TIDOTPAMMBbI  readelf :

readelf -1 vmlinux

ELf file type is EXEC (Executable file)
Entry point 0x1000000
There are 5 program headers, starting at offset 64

Program Headers:

Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align
LOAD 0x0000000000200000 OXffffffff81000000 OXx0000000001000000
0x0000000000893000 OXx0000OEO000893000 R E 200000
LOAD 0x0000000000a93000 Oxffffffff81893000 Ox0000000001893000
0x000000000016d000 Ox000000000016dOOO RW 200000
LOAD 0x0000000000c00000 Ox000000OOOOOOO0O OXOEOOO001a0ee00
0x00000000000152d8 Ox00000000000152d8 RW 200000
LOAD 0x0000000000c16000 OXffffffff81a16000 Ox0000000001a16000
0x0000000000138000 Ox000000000029hOOO RWE 200000

Llenb GpyHKOMH parse_elf - 3arpy3WTb 3TH CETMEHTHI 110 aJjpecy output , KOTOPBIM MBI ITOTYUM/IN C TIOMOLIBIO (PyHKITUH

choose_random_location . JTa QyHKIUs HAUMHAETCS C TIPOBEPKH CUTHATYphI ELF:

E1f64_Ehdr ehdr;

E1f64_Phdr *phdrs, *phdr;
(&ehdr, output, sizeof(ehdr));
if (ehdr.e_ident[EI_MAGO] != ELFMAGO ||
ehdr.e_ident[EI_MAG1] != ELFMAGL ||
ehdr.e_ident[EI_MAG2] != ELFMAG2 ||
ehdr.e_ident[EI_MAG3] != ELFMAG3) {

error("Kernel is not a valid ELF file");

return;


https://en.wikipedia.org/wiki/In-place_algorithm
https://en.wikipedia.org/wiki/Executable_and_Linkable_Format
https://en.wikipedia.org/wiki/Executable_and_Linkable_Format

Y ec/y (aiisl HeKOppPeKTHbIH, (PyHKIHs BBIBOAUT coobliieHre 06 ommnbke U octaHaBiuBaeTcs. Ecivi ke ELF - alin KOppeKTHBIH,
MBI IPOCMATpUBaeM BCe 3ar0/I0BKU U3 YKa3aHHOTO ELF aiisa ¥ KonupyeM Bce 3arpyskaeMble CerMeHTbI C IPaBU/IbHbIM

a/ipecoM, BLIDOBHEHHBIM 110 2 Merabaiitam, B BLIXOJHOI Oydep:

for (1 = 0; i < ehdr.e_phnum; i++) {
phdr = &phdrs[i];

switch (phdr->p_type) {
case PT_LOAD:
#ifdef CONFIG_X86_64
if ((phdr->p_align % ) !'=0)
error("Alignment of LOAD segment isn't multiple of 2MB");
#endif
#ifdef CONFIG_RELOCATABLE
dest = output;
dest += (phdr->p_paddr - LOAD_PHYSICAL_ADDR);

#else
dest = (void *)(phdr->p_paddr);
#endif
memmove(dest, output + phdr->p_offset, phdr->p_filesz);
break;
default:
break;
3
}

C 3T0r0 MOMEHTA BCe 3arpy’kaemMbie CerMeHTbI HaX0[ATCA B IIPABU/IbHOM MeCTe.

CreyroLyM 11aroM rnocyie pyHKUUK parse_elf SIBJSeTCS BbI30B QYHKIMU handle_relocations . Peanmu3aiys 3Tod QyHKLUM
3aBUCHUT OT OTLIMU KOH(MUTYpaL[UH sifpa CONFIG_X86_NEED_RELOCS , M €CJIM OHa BKJIFOUEHa, TO 3Ta (DYHKIMsI KOPPEKTHUPYET azipeca
B 0Opa3se siipa ¥ BbI3bIBAETCS TOJILKO B TOM CJydae, eC/Ii BO BpeMsi KOH(UTypaLvu spa Obliia BK/IIOUEHa OMIUs KOHPUTypaLuu
CONFIG_RANDOMIZE_BASE . Peaymm3anyisi GyHKUHN handle_relocations JOCTaTOYHO IPOCTa. JTa (PYHKIMS BBIUUTAET 3HAUeHNe
LOAD_PHYSICAL_ADDR U3 3HaueHHs 6a30BOTO ajipeca 3arpy3kH sipa ¥, TaKuM 00pa3oM, MbI TI0JIydaeM pasHULYY MeXIy TeM, The
sApo OBLIO CIMHKOBAHO /151 3aTPy3KU U TeM, Ije OHO ObII0 (haKTHUeCKH 3arpyskeHo. I[Tocsie Toro Mel MOKeM BBITIOTHUTE
peNoKalIo 5i7[pa, IIOCKOIBKY MBI 3HaeM (haKTHUeCKHH aZipec, 110 KOTOPOMY OBIIO 3arpy’»KeHo siZjpo, aZipec TI0 KOTOPOMY OHO OBLIO

CJIMHKOBAHO /|15l 3aIyCKa U TabJIML]y peioKaLjuy, KOTopasi HaXOUTCs B KOHIe obpasa sijpa.
TMocsie mepeMelieHys siapa Mbl BO3BpalljaeMcsi U3 extract_kernel ob6partHo B arch/x86/boot/compressed/head_64.S.

Appec sifpa HaXOJUTCS B PETUCTPe rax U MBI COBepIIaeM I1epexo [0 HeMy:

jmp *%rax

Ha sTom Bcé. Ternepb MbI B sizipe!

3aK/II0ueHue

OTo KOHel] MATOM YacTH Nporiecca 3arpy3Ku szpa Linux. Mbr 6osblne He YBUAWUM cTaTel 0 3arpy3Ke siipa (BO3MOXKHBI

06HOB/IEHHS 3TOH U MpeJBIAYILHX CTaTei), Ho 6yjeT MHOTO CTaTel 0 JpPYruX BHYTPeHHHUX KOMIIOHEHTaX sifipa.

B crenytomeli riaBe 6yzyT orricaHbl 6osiee oApoOHbIe CBeJieH s O MpoLiecce 3arpy3ku sapa Linux, Harnpyumep paH oMU3aLust

ajipeca 3arpy3ku 4 T.J.

OT nepeBoAYMKa: MOXKa/IyHCTa, UMelTe B BUAY, UTO aHIJIMHCKUH - He MO POJJHOH A3BIK, U A1 OYeHb U3BHHAIOCH 3a
B03MOXXHbIe HeyAo0cTBa. Ec/iu BbI HaliiéTe Kakue-1100 OIIHOKU M/IM HETOUHOCTH B IepeBo/ie, M0XKaIyHCTa, IPHUILJIUTe

pull request B linux-insides-ru.


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/proninyaroslav/linux-insides-ru

Hekommnpeccus spa

CchlIKH

e PaHjomMu3alys pasMellieHus a[jpeCHOr0 IPOCTpaHCTBa
e initrd

e long mode

e bzip2

e VHcrpykuust RDdRand

o CuéTyrK BpeMeHHBIX METOK

e [IporpammupyeMblii UHTepBa/lbHbIN TaliMep

e [IpezbiayLuii mocT
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https://en.wikipedia.org/wiki/Address_space_layout_randomization
https://en.wikipedia.org/wiki/Initrd
https://en.wikipedia.org/wiki/Long_mode
http://www.bzip.org/
https://en.wikipedia.org/wiki/RdRand
https://en.wikipedia.org/wiki/Time_Stamp_Counter
https://en.wikipedia.org/wiki/Intel_8253

IIponecc 3arpy3ku sigpa. Yacrs 6.

BBenenue

3JTo 1L1ecTasl UaCTb CePUU Mpouecca 3arpy3ku sgpa . B ripesibiylieii uacty Mbl yBU/e/IU KOHeL| IIpoLjecca 3arpysku sapa. Ho Ml

TPOITy CTU/IK HEKOTOPbIe Ba>KHbIE JOIIO/THUTE/IbHbIE JeTasu.

Kax Bbl TOMHUTe, TOUKOM BXofa sapa Linux siBisercs GyHKIUs start_kernel U3 daiiia main.c, KOTopas HauMHaeT
BBITIOJIHEHHE TI0 a/lpecy LOAD_PHYSICAL_ADDR . DTOT aJjpec 3aBHCHT OT I1apaMeTpa KOHGUTypaluu sifipa

CONFIG_PHYSICAL_START , KOTOpLIﬁ 0 YMOJ/TYaHHIO PaBeH 0x1000000 :

config PHYSICAL_START
hex "Physical address where the kernel is loaded" if (EXPERT || CRASH_DUMP)
default "0x1000000"
---help---
This gives the physical address where the kernel is loaded.

OT0 3HaUeHHe MOKeT ObITh H3MEHEHO BO BpeMsi KOH(PUTYpaIyH si7jpa, HO TaK)Ke MOXKeT OBITh BEIOpAaHO CiydaiiHo. [Ijist 3Toro Bo

BpeMs1 KOH(GHUT'Ypal{iH siApa J0/DKHA ObITh BK/IFOUEHA OML{Us  CONFIG_RANDOMIZE_BASE .

B sTom ciyuae 6yzieT paHZOMHU3HUPOBaH (pU3NUeCKUii afjpec, o KOTOpoMy OyZeT 3arpy>keH M pacniakoBaH obpas sapa Linux. B
3TOM YaCTH pacCMaTpUBAeTCs C/Iydaid, KOT/a 5Ta ONLMs BK/IIOUeHa U aZjpec 3arpy3ku obpasa sispa Oy/ieT paH[OMU3HPOBaH U3

coobpakeHuii 6e301MacHOCTH.

MHupanu3anusa Tad/IuL CTPaHMI

ITepes TeM KaK JeKOMIIPECCOP siipa HAYHET TOMCK C/Iy4aliHOTO afpeca 13 Auaria3oHa, o KOTOpoMy sipo GyZeT pacriakoBaHO U
3arpy>keHo, TabJIHLIbI CTPaHML], 0TOOpa)kéHHbIe "oAuH B oauH" (identity mapped page tables), [O/KHBI ObITE MHULIMATM3UPOBAHBI.
Ecsmi 3arpy3unk ucnosb3ayer 16-0uTHbIi nin 32-0UTHBIN TIPOTOKOJT 3arPy3KH, Y HAC yKe ecTb Tabsmipl crpanui. Ho B mobom
CJlydae HaMm MOTYT MOHa00HUTHCST HOBBIE CTPAHHL{BI TI0 TPeBOBAHMIO, €C/TH AEeKOMIIPECCOp sifipa BHIOepeT Arara3oH MaMsITH 3a X

npefiesiaMy. BoT moueMy HaMm Hy>KHO CO37aTh HOBbIe TabJIHL{bI Tab/HL], 0TOOpaykKéHHBIE "OJVH B OUH"".

ITa, co3panye TabuL SIBISIETCS] OHUM M3 TIePBBIX 1I1ar0B BO BpeMsI paHAOMM3alliK afjpeca 3arpy3Ku. Ho mpexze ueM MBI 3TO

paccMoTpuUM, JjaBaiiTe IIOrpoOyeM BCIIOMHHUTB, OTKYZa MBI IIPHIIIM K 3TOMY BOIIPOCY.

B nipeibizy1iieii uacty, Mbl yBUZIe/IH TIepexoZ B long mode U rmepexo/; K TOUKe BX0/a Ae€KOMITpeccopa si7ipa - QyHKIUH

extract_kernel . PaHZOMU3aLMsl HAUMHAETCS C BBI30Ba JaHHOHN (QYHKLUH:

void choose_random_location(unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
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Kak MBI MO>KeM BUJIETh, 3Ta (GYHKLHIS IPUHAMAET C/Ie[yIOLIMe STk TapaMeTpoB:

® input ;
® input_size ;

e output ;


https://github.com/torvalds/linux/blob/v4.16/init/main.c
https://en.wikipedia.org/wiki/Address_space_layout_randomization
https://en.wikipedia.org/wiki/Booting
https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt
https://en.wikipedia.org/wiki/Long_mode

® output_isze ;

® virt_addr .

IMomnbITaeMcst MOHATH UTO 3TO 3a MapameTpsl. [TepBblii IapameTp, input , IOCTYIAeT U3 apamMeTpoB GYHKIUU extract_kernel ,

pacriosnoykeHHOH B (aiine arch/x86/boot/compressed/misc.c:

asmlinkage __visible void *extract_kernel(void
unsigned char
unsigned long
unsigned char
unsigned long

{
choose_random_location((unsigned long)input_data, input_len,
(unsigned long *)&output,
max(output_len, kernel_total_size),
&virt_addr);
}

Oror mapametp mepefaéTcst U3 Kogja accembirepa:

leaq input_data(%rip), %rdx

B (aiine arch/x86/boot/compressed/head _64.S. input_data reHepupyeTcs MaseHbKOM nporpaMmoi mkpiggy. Ecm Bb
KOMIM/TMPOBA/IH Apo Linux CBOMMH pyKaMH, BBl MOXKeTe HalTH CreHepHpOBaHHBIM 3TOi porpamMMoii ¢aiis, pacronoXeHHBIH B

linux/arch/x86/boot/compressed/piggy.S . B MoéM ciydae 3TOT Q)af/in BBITJIAAUT TaK:

.section ".rodata..compressed","a",@progbits
.globl z_input_len

z_input_len = 6988196

.globl z_output_len

z_output_len = 29207032

.globl input_data, input_data_end

input_data:

.incbin "arch/x86/boot/compressed/vmlinux.bin.gz"
input_data_end:

Kak BBl MOYKeTe BU/IeTh, OH COZIePKHT UeThIpe II00anbHbIX CUMBOJIA. [TepBhle 1B, z_input_len M z_output_len , SBISFOTCS
pasMepaMH CKaToro U HeCKaToro vmlinux.bin.gz . TpeTuii - 370 HaWI input_data U OH yKa3bIBaeT Ha 06pa3 szpa Linux B
6uHapHOM opMarte (BCe 0T/IaZj0UHbIe CUMBOJIBI, KOMMEHTapHHy U MH(OPMALHIS O pe/IoKaliH yAansroTcs). Y mociefHui,

input_data_end , yKa3bIBaeT Ha KOHeI] c;kaToro o6pasa sipa.

TakuM 06pa3oM, Halll IiepBbIii apamMeTp GYHKLUU choose_random_location SIBJISIeTCS yKasaTesieM Ha CKaTblid 00pa3 szpa,

BCTPOEHHbIN B 00beKTHBIN (aii1 piggy.o .
Bropoii napametp ¢yHKIMU choose_random_location - z_input_len , KOTOPBI Mbl Y>Ke BUZIENH.

TpeTHii ¥ UeTBEPTHIN MapaMeTprl PYHKIUKM choose_random_location - 3TO afjpec, O KOTOPOMY pa3MellleHO pacriakoBaHHOe
SiApo U pa3Mep obpasa pacriakoBaHHOTO siipa. AZpec, TI0 KOTopoMy OyzieT pa3MelléH o6pa3 siapa, MoiyJyeH 13
arch/x86/boot/compressed/head_64.S u 3T0 aipec startup_32 , BLIDOBHEHHbIH 110 rpaHuiie 2 Merabait. Pazmep

pAacrakoBaHHOTO si7ipa TaKyKe MOJyueH U3 piggy.S , KaK U z_output_len .

IMocneaHyM napamMeTpoM GYHKLMK choose_random_location SIBJSIETCSI BUPTYa/IbHBIN afpec GU3NUECKOro afjpeca 3arpy3Ku

AaAapa. ITo YMOJ/T4UaHUIO OH COBIIaZjdeT C q)HBI/ILIeCKI/IM a/IpecoM 3arpysKu 1o yMoJ/4aHUuHo:


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/misc.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/mkpiggy.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S

unsigned long virt_addr = LOAD_PHYSICAL_ADDR;

KOTOPBIH 3aBUCUT OT KOH(UTypaLuK sipa:

#define LOAD_PHYSICAL_ADDR ((CONFIG_PHYSICAL_START \
+ (CONFIG_PHYSICAL_ALIGN - 1)) \
& ~(CONFIG_PHYSICAL_ALIGN - 1))

Tenepsb MOCMOTPUM Ha peau3aLyio (byHKL[I/II/I choose_random_location . OHa HauWHaeTCs C IPOBEPKH OMLMU nokaslr U3

KOMaH/IHOHM CTPOKH sijipa:

if (cmdline_find_option_bool("nokaslr")) {
warn("KASLR disabled: 'nokaslr' on cmdline.");

return;

U eC/I4 TTapaMeTp YCTaHOBJ/IEH, choose_random_location 3aBepilaeT CBOI paﬁOTy U aJipec 3arpy3kKHu sifipa He 6y,q8T

paHzioMu3poBaH. CBsi3aHHble NTapaMeTpbl KOMaH/IHOM CTPOKW MOKHO HaMTH B /I0KyMeHTaLUu s/pa:

kaslr/nokaslr [X86]

Bk/oyeHune/BoikYeHne 6a30B0ro cmeuweHus ASLR agpa v mogyns

(paHgoMu3aumsa pasmelleHns afipecHoro NpocTpaHCTBa), €C/AU OHO BCTPOEHO B SA4pO.
Ecnu BbibpaH CONFIG_HIBERNATION, KASLR OTK/IOYEH MO yMOA4YaHWI0.

Ecnn KASLR BKWYEH, CNAWMIA pexum OyAeT BbIK/YEH .

IIpeAnoIoKUM, UTO MBI He Tepe/iaii  nokaslr B KOMaHJHYIO CTPOKY $i/ipa, a TaKXKe BK/IIOUEH MapaMeTp KOH(GUrypaluu sifpa

CONFIG_RANDOMIZE_BASE . B 3TOM ciyuae MblI jo0aB/sieM (har kASLR K (piiaram 3arpysku sigpa:

boot_params->hdr.loadflags |= KASLR_FLAG;

Y CJIe[[YIOLIMM IaroM SIBJ/ISIETCS BBI30B (DYHKITHM:

initialize_identity_maps();

pacriosioykeHHOH B aiisne arch/x86/boot/compressed/kaslr_64.c. 3ta pyHKIMS HAUMHAETCS C MHULMAIM3aLAN SK3eMIUIsIpa

CTPYKTYpPbl x86_mapping_info

mapping_info.alloc_pgt_page = alloc_pgt_page;
mapping_info.context = &pgt_data;

mapping_info.page_flag = _ PAGE_KERNEL_LARGE_EXEC | sev_me_mask;
mapping_info.kernpg_flag = _KERNPG_TABLE;

OrpeziesieHre CTPYKTYPBI x86_mapping_info pacrioniokeHo B (aiiie arch/x86/include/asm/init.h:

struct x86_mapping_info {
void *(*alloc_pgt_page)(void *);
void *context;
unsigned long page_flag;
unsigned long offset;
bool direct_gbpages;
unsigned long kernpg_flag;


https://github.com/torvalds/linux/blob/v4.16/Documentation/admin-guide/kernel-parameters.rst
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/kaslr_64.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/include/asm/init.h

Ora cTpyKTypa npefoCcTaBsieT HHpopMaLyio 06 oTo6pa)keHUsIx naMsTH. Kak BbI IOMHUTe U3 TIPeJbIAYyLel YacTH, MbI yoKe
HACTPOW/IM Hava/bHble cTpaHuLbl ¢ 0 10 46 . Ha gaHHBIA MOMEHT HaM MOXKeT I0Tpe60BaThCst JOCTYI K MaMSITH BhIILIe 4G sl
3arpys3Ku g/pa B ciiydaiiHoMm Mecte. Takum o6pa3oM, GyHKLUSA initialize_identity _maps BBINOJIHSAET UHULMATU3ALIUIO
06/1acTH aMSITH J/1s1 BO3BMO>KHOH HOBOH Tabmuiipl cTpanuLy. IIpexze Bcero, faBaiite B3I/IssHEM Ha OIpe/ie/ieHHe CTPYKTYPbI

x86_mapping_info .

alloc_pgt_page - 3TO (DyHKIIMsI 0OPATHOTO BBI30Ba, KOTOPAsi OY/IET BLI3LIBATHLCS [IJis1 BbIZIEIEHHsI TIPOCTPAHCTBA T10/] 3alHCh B
Tabsuile cTpanuil. [Toe context SIB/ISIETCS 9K3€MIUISIPOM CTPYKTYPBI alloc_pgt_data , KOTOpasi B HailleM ciyuae Oyzer
WICII0JIb30BaThCS /ISl OTC/IeKUBAHUS BblieIeHHBIX Tabsui ctpanul. [Tons page_flag U kernpg_flag SIBMSIOTCA (iaramMmu
crpanwull. [1epBeiii npeacTapsieT diary /s 3anviceld PMD WM PUD . BTopoe mosie kernpg_flag mpejcTaBsieT ¢uiark A/s
CTpaHHL] s1/ipa, KOTOPbIE [03)Ke MOXKHO T1epeoripesie/inTh. [Toe direct_gbpages IPe/CTaBIsieT MOALEPIKKY OO/BIIMX CTPAHULI, a
rocsie/iHee 110Jie, offset MPEACTAB/ISET CMeLleHUe MeXKAy BUPTYa/IbHBIMU aipecamu siijpa U pr3nuecKuMU ajipecaMu 10

YPOBHSI PMD .

alloc_pgt_page IIPOCTO MPOBEpsieT, eCTh JIM MECTO [ij1s HOBOW CTPaHMUL{bl, U Bbl/je/IseT HOBYIO CTPAHHULY:

entry = pages->pgt_buf + pages->pgt_buf_offset;
pages->pgt_buf_offset += PAGE_SIZE;

B Oydepe U3 CTPyKTypbI:

struct alloc_pgt_data {
unsigned char *pgt_buf;
unsigned long pgt_buf_size;
unsigned long pgt_buf_offset;
}

Y BO3BpalljaeT aZipec HOBOM CTpaHULIbL. TTocieaHss Ueb QYHKIMKA initialize_identity maps 3aK/IOYaeTCs B MHULMAINA3ALUU
pgdt_buf_size U pgt_buf_offset .IlOCKONBKY MBI TOJIBKO B (I)aSE WHULMa/IH3al1iu, d)yHKLU/IH initialze_identity_maps

yCTaHaB/IMBaeT pgt_buf_offset B HOJIb:

pgt_data.pgt_buf_offset = 0;

U pgt_data.pgt_buf_size OyJeT yCTAaHOBJIEH B 77824 WA 69632 B 3aBUCHUMOCTH OT TOTO, KAKOW ITPOTOKOJ 3arpy3KH
WCIOJIb3YeT 3arpy3uuK (64-0uTHbld umn 32-0uTHbIN). Toxe camoe U i1 pgt_data.pgt_buf . Ec/M 3arpy3umk 3arpysusn sapo B
startup_32 , pgdt_data.pgdt_buf yKa’keT Ha Ha KOHeI] Tab/IULIbI CTPAHHL], KOTOpas y>Ke Obl/la MHULMA/IM3UPOBaHa B

arch/x86/boot/compressed/head_64.S:

pgt_data.pgt_buf = _pgtable + BOOT_INIT_PGT_SIZE;

rje _pgtable YKa3bIBaeT Ha Hauaso 3TOW TabiHULbl cTpaHuL] pgtable. B ciiydae, ecyi 3arpy34mK UCIOIB30Ba 64-0UTHBIH
TIPOTOKOJI 3arPy3KH M 3arpy3HI iip0 B startup_64 , PaHHHE TaOJMLIBI CTPAaHHL] AO/DKHBI OBITH CO3ZaHbI CAMUM 3arpy34iKOM U

_pgtable OyZeT MpPOCTO Mepe3arycaH:

pgt_data.pgt_buf = _pgtable

MMocne naviman3anuu 6ydepa /s HOBBIX Tab/IUL] CTPAHKL] MBI MOYKEM BepHYTHCS K PYyHKIIMM select_random_location .

N30exanue 3dpe3epBUPOBAHHLIX JHUAIId30HOB IIAMATH


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/vmlinux.lds.S

ITocne TOro Kak Tab/MLbI CTPaHUL], 0TOOPKEHHBIE "OZIMH B O/UH", THULIMA/TM3UPOBAHbI, Mbl MO>KEM HauaTh BHIOOP CJTyuyaiiHOro
MeCTOII0/I0)KEHHs], 110 KOTOPOMY MbI [IOMECTHM paclakoBaHHbIH 06pa3 siipa. Ho, Kak Bbl MOXKeTe [J0rafiaTbCsl, Mbl He MOXKEM
BbIOpaTh abconmoTHO /060# agpec. CylecTByeT 3ape3epBUPOBaHHbIe 00/1aCTH MaMITH. JTH ajpeca 3aHUMalOT HeKOTOpble

Ba)KHbIE BelL[{, HarlpuMep, initrd, KoMaHzAHast CTPOKa sApa U T.J. PyHKLuUs

mem_avoid_init(input, input_size, *output);

MOMOJKET HaM 3TO c/iefiaTh. Bce HeGe3omacHbie 06/1aCTH amsiTi 6y1yT COOpaHbI B MAaCCHB:

struct mem_vector {
unsigned long long start;
unsigned long long size;
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static struct mem_vector mem_avoid[MEM_AVOID_MAX];

e MEM_AVOID_MAX HaxOAWTCS B IIepeurc/ieHrr mem_avoid_index , KOTOpBIH Mpe/CcTaBisieT COO0M pa3IMyuHbIe THTIBI

3ape3epBHUPOBAHHBIX 00/1acTel MamsTH:

enum mem_avoid_index {
MEM_AVOID_ZO_RANGE = 0O,
MEM_AVOID_INITRD,
MEM_AVOID_CMDLINE,
MEM_AVOID_BOOTPARAMS,
MEM_AVOID_MEMMAP_BEGIN,
MEM_AVOID_MEMMAP_END = MEM_AVOID_MEMMAP_BEGIN + MAX_MEMMAP_REGIONS - 1,
MEM_AVOID_MAX,
¥

0O06a pacrionokeHsl B (aiine arch/x86/boot/compressed/kaslr.c.

[laBaiiTe MOCMOTPUM Ha peayM3aliyio GYHKLUUHA mem_avoid_init . OCHOBHas Lje/Ib 3TOM YHKIMH - XPAaHUTb HH(POPMAIUIO O
3ape3epBUPOBAHHBIX 00/1aCTSX [1aMSITH, ONIMCAHHBIX B IIEPEUNCIEHHH mem_avoid_index B MacCHBe mem_avoid , M CO37aBaTh
HOBBIE CTPAHMLIBI /151 TaKMX 0bJiacTei B HaleM HOBoM Oydepe, 0TOOpaXEHHOM "0MH B OJUH". MHOTOUMC/IEHHbIE YaCTH AJIs

(YHKLMM mem_avoid_index aHaJIOTMYHBI, JaBaiiTe MOCMOTPHUM Ha OFHY U3 HUX:

mem_avoid [MEM_AVOID_ZO_RANGE].start = input;

mem_avoid [MEM_AVOID_ZO_RANGE].size = (output + init_size) - input;

add_identity_map(mem_avoid[MEM_AVOID_ZO_RANGE].start,
mem_avoid[MEM_AVOID_ZO_RANGE].size);

B Hauasie pyHKOMS mem_avoid_init TbITaeTCs U36exxaTb 06/1aCTH aMsTH, KOTOpasi UCIO/IB3YeTCs [ijis TeKYIIel AeKOMITpecCHd
siopa. MBI 3aro/THsieM 3alvch U3 MacchBa mem_avoid C yKa3aHMeM Hauasia M pa3Mepa Takoil 00/1aCTH U BbI3bIBaeM (YHKLHIO
add_identity_map , KOTOpas JOJDKHA CO3JaTh CTPAHULIb], 0TOOpa)kEHHBIe "OWH B OAWH", [/l 3TOr0 pernoHa. OyHKIs

add_identity_map ompepesieHa B ¢aiine arch/x86/boot/compressed/kaslr_64.c:

void add_identity_map(unsigned long unsigned long

{

unsigned long end = start + size;

start = round_down(start, PMD_SIZE);
end = round_up(end, PMD_SIZE);
if (start >= end)

return;

kernel_ident_mapping_init(&mapping_info, (pgd_t *)top_level pgt,
start, end);


https://en.wikipedia.org/wiki/Initial_ramdisk
https://en.wikipedia.org/wiki/Enumerated_type#C
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/kaslr.c
https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/kaslr_64.c

Kak MbI MOXXeM BU/IeTb, OHA BbIpaBHHUBAeT 06/1aCTh aMATH 110 rpaHulie 2 MerabaiT u TpoBepsieT 3a/laHHbIe Hava/lbHbIEe U

KOHeYHbIe afipeca.

B KoHIle OHa BbI3bIBaeT (yHKLMIO kernel_ident_mapping_init wu3 ¢aiina arch/x86/mm/ident_map.c u nepefaér sk3eMIuisip
mapping_info , KOTOPbIH Mbl HHULIMATM3UPOBA/IM PaHee, ajpec TabIULbl CTPAHKL] BEDXHETO YPOBHSI U ajpeca 06/1acTy MamMsiTy,

/151 KOTOPOW HeoOX0AKMMO CO3/1aTh HOBOe 0TOOpakeHHe "O/luH B O/IUH".

OyHKIMs kernel_ident_mapping_init yCTaHABIMBAET (Jiary o YMOIUAHHIO [/Is1 HOBBIX CTPAHULI, €CJTH OHU He ObLIN 33/IaHbl:

if (!info->kernpg_flag)
info->kernpg_flag = _KERNPG_TABLE;

Y HAUMHAET Co3jaHue 2 MerabalTHeIX (M3-3a 6MTa PSE B mapping_info.page_flag ) CTPAaHWUUHBIX 3aruceii ( PGD -> P4D ->
PUD -> PMD B (jiydae IsaThuypPOBHEBBIX TaGJ’[I/lLl CTpaHul] NI PGD -> PUD -> PMD B Cj1yuae LIETpr'E"Xyp()BHEBl)IX TaGJ’[I/IL[

CTpaHUL]), OTHOCSAIIMXCS K yKa3aHHbIM aJjpecaMm.

for (; addr < end; addr = next) {
p4d_t *p4d;

next = (addr & PGDIR_MASK) + PGDIR_SIZE;
if (next > end)

next = end;

p4d = (p4d_t *)info->alloc_pgt_page(info->context);
result = ident_p4d_init(info, p4d, addr, next);

return result;

ITpexxze BCero, MbI HAXOVM C/Ie/[YIOLIYIO 3alTUCh rno6anbHoro katanora cTpaHuy IS JQHHOTO afjpeca, U eCid OHa borblie,
yeM end JJaHHOM 00/1aCTH IIaMsATH, MBI yCTaHaB/IMBaeM eé B end . ITocsie 3TOro Mbl BbifiesisieM HOBYEO CTPAHHIy C HAIllUM
00paTHBIM BEI30BOM  x86_mapping_info , KOTOPBIH MBI y’Ke paCCMOTPEIY BhIIIIE, H BBI3bIBaeM QYHKIUIO ident_p4d_init .

OyHKUMS ident_p4d_init OyJeT [esaTh TO )Ke camoe, HO /ISl HU3KOYPOBHEBBIX KaTajoroB cTpaHui] ( p4d -> pud -> pmd ).
Ha sTom BCé.

Hosbie CTPpaHUILIbI, CBA3aHHBIE C 3ape€3€PBUPOBAHHBIMU d/ipeCaMH, HaXOJATCA B HALLIUX Ta6m/1uax CTpaHUL. JTO He KOHeL|

($YHKUMM mem_avoid_init , HO Ipyrue 4acTH CXOKH. OHM IPOCTO CO37AF0T CTPAHMLIBI A1 initrd, KoMaHZHOM CTPOKY sifipa U T.J,.

Terieps MbI MOKeM BepHYTBHCS K PyHKIMU choose_random_location .

Panjgomu3aius pusuueckoro agpeca

IMocse coxpaHeHws! 3ape3epBUPOBAHHBIX 00/1aCTell NaMsATH B MacCBe mem_avoid U CO3JaHUS AJIS HUX CTPAHML], OTOOPayKEHHBIX

"ofuH B ofjiH", MBI BEIOMpaeM MUHUMA/BHBIN JOCTYIIHBIA afjpec A/1s1 POM3BOJIBHOTO BEIGOpa 00/1aCTH MaMsITH:

min_addr = min(*output, L << DB

OH Jl0/DKeH ObITh MeHbIIle UueM 512 MerabaiT. 3HaueHHe 512 MerabaiT ObI7I0 BEIOpAHO AJIs TOro, UTOObI H30€XKaThb

Hen3BeCTHhIX Bemeﬁ B HIDKHEH YacTH MaMsITH.

CreyroIuM marom O0yeT BEIOOp C/IydaiiHbIX (GU3MUECKHX U BUPTYa/IbHBIX a/IpecoB /sl 3arpy3ku sigpa. CHavana Gusndeckye

azpeca:

random_addr = find_random_phys_addr(min_addr, output_size);


https://github.com/torvalds/linux/blob/v4.16/arch/x86/mm/ident_map.c
https://lwn.net/Articles/717293/
https://lwn.net/Articles/117749/
https://en.wikipedia.org/wiki/Initial_ramdisk

OyHKIMA find_random_phys_addr oOIpejeseHa B TOM Ke daitne:

static unsigned long find_random_phys_addr(unsigned long minimum,
unsigned long image_size)

{
minimum = ALIGN(minimum, CONFIG_PHYSICAL_ALIGN);
if (process_efi_entries(minimum, image_size))
return slots_fetch_random();
process_e820_entries(minimum, image_size);
return slots_fetch_random();
}

OcHoBHas 33/jaua process_efi_entries - HAWTHU BCe TIOAXOASILME JUarla30HbI IaMATH B JOCTYITHOM /7151 3arpy3KHU si/jpa IaMsITH.
Eciit s1jpo CKOMITUIMPOBAHO M 3amyliieHo Ha crcteMe 6e3 mogzepkku EFI, monck o6acTeit mamMsiti MPOAO/DKUTHCS B PErMOHaX

e820. Bce HaliieHHbIe 00/1aCTH NamMATH OyIyT COXpaHeHbI B MaCCUBE:

struct slot_area {
unsigned long addr;
int num;

3
#define MAX_SLOT_AREA 100

static struct slot_area slot_areas[MAX_SLOT_AREA];

JI71s1 IeKOMITPeCCHH sipo BbIOEPET C/TydyaiHbIl MHAEKC U3 3TOr0 MacCHBa. DTOT BBIOOP Oy/IeT BBIMOHEH (YHKLIMeH
slots_fetch_random . OCHOBHas 3alaua yHKLUKM slots_fetch_random 3aK/IIHOYAaeTCs B BLIOOPE CTydalHOro Juarna3oHa

MaMsATH U3 MacCHBa slot_areas C IMOMOLIbIO QYHKIMU kaslr_get_random_long :

slot = kaslr_get_random_long("Physical") % slot_max;

OyHKLUMS kaslr_get_random_long ompezesieHa B ¢aiine arch/x86/lib/kaslr.c m mpocTo Bo3Bpaiaet ciyuaiiHoe urcio. ObpaTute
BHMMaHMe, UTo CJIyJaiiHoe 9iciIo 6yieT Moy4yeHo pasHbIMU CriocobaMy, 3aBUCSIMMY OT KOH(Urypary sipa (BbI6op

CJIy4aifHOTO UKC/Ia, OCHOBBIBAsICh HA CUETUNKe BpeMeHH, rdrand U T.z.).

PaHaoMu3anysa BUPTya/JabHOI0 ajpeca

IMocsie TOTO Kak JeKOMITPeCCOpoM sifipa Oblia BeIOpaHa ciydvaiiHast 06/1acTh aMsITH, Jyis Heé OyZyT CO37iaHbl HOBBIE CTPAHHUIIBI,

0TobOpa)kéHHbIEe "O/IMH B OAWH'":

random_addr = find_random_phys_addr(min_addr, output_size);

if (*output != random_addr) {
add_identity_map(random_addr, output_size);
*output = random_addr;

IMocne 3Toro output OyzeT XxpaHUTH 06a30BbIHA afpec 06/1aCTH aMSATH, TAe OyzeT pacrakoBaHo siapo. Ho Ha 1aHHBI MOMEHT,
Kak Bbl [IOMHHMTE, MbI PaHZOMU3MPOBa/IN TOJIBKO (HDH3UUeCKuii afpec. B ciydae apxutekTypel X386 64 BUPTYasbHBIN afjpec Takxe

[IOJDKeH OBITb paHOMHM3UPOBAH:

if (IS_ENABLED(CONFIG_X86_64))
random_addr = find_random_virt_addr (LOAD_PHYSICAL_ADDR, output_size);


https://github.com/torvalds/linux/blob/v4.16/arch/x86/boot/compressed/kaslr.c
https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://en.wikipedia.org/wiki/E820
https://github.com/torvalds/linux/blob/v4.16/arch/x86/lib/kaslr.c
https://en.wikipedia.org/wiki/Time_Stamp_Counter
https://en.wikipedia.org/wiki/RdRand
https://en.wikipedia.org/wiki/X86-64

*virt_addr = random_addr;

B apxuTeKType, OTJIMUHOM OT x86_64 , C/Iy4yaiiHbI BUPTYasIbHBI afpec Oy/eT CoBMaJaTh CO CIydadHbIM (GU3NUECKUM.
OyHKIMA find_random_virt_addr BBIYMC/IsET KOJIMUECTBO [1alla30HOB BUPTYanbHON [aMATH, KOTOPbIe MOT'YT COZiepKaTh
o06pas si7ipa, 1 BbI3bIBaeT kaslr_get_random_long , KOTOPYIO MbI Y>Ke BU/ie/IM paHee, KOT/a NbITal|Ch HAalTH C/IyualHbli

dusnueckun agpec.

Ternepb Mbl HMeeT Kak (usnueckue 6a3oBble cayvaiiHble agpeca ( *output ), TaK U BUPTya/lbHble ( *virt_addr ) ciyuaiiHble

azipeca Jiyist IeKOMIIPeCCHH sipa.

Ha sToM BCé.

3aK/TI0UeHue

ITO KOHeI] IIeCTO} 1 TIOC/Ie/IHell YaCTH Tporiecca 3arpy3ku siapa Linux. Mbl 6oJibIlie He YBHIUM CTaTel 0 3arpyske siapa

(BO3MOXKHBI OOHOBJIEHHSI 3TOH U TIPEJBIAYIIMX CTaTel), HO By/IeT MHOTO CTaTe#t 0 [PYrUX BHYTPEHHHUX KOMITOHEHTAX sifipa.
Crepiytolijas ry1aBa IoCBsilljeHa MHUL{Ma/IN3aluy si/ipa, U Mbl YBU/UM TepBbIe IIary B KoJie MHULManM3anuu sapa Linux.

OT nepeBoAYMKa: MOXKA/IyHCTa, UMeliTe B BUAY, UTO AHIJIMHCKUH - He MOI POJHOH A3BIK, U A 0YeHb U3BHHSAIOCH 3a
BO3MO)XHBbIe HeyAo0cTBa. Ec/ii BbI HalAéTe Kakue-100 olMOKH WM HETOYHOCTH B TIepeBo/ie, M0XKaIyHCTa, NPUIILINTe

pull request B linux-insides-ru.

CcBUIKH

e PanjoMM3aL{us pa3MellieHust aZipeCHOr0 TIPOCTPAHCTBa
e [Iporokos 3arpysku sigpa Linux

e [ong mode

e initrd

e [lepeuncisembli TUIT

e UeThIpEXyPOBHEBBIe TabIULIBI CTPAHHUL]
e [IaTrypoBHeBble TabJ/IUL{BI CTPAHML]

e EFI

e 820

o (CuyéTurK BpeMeHU

e rdrand

o x86_64

e [lpespigymias 4acTb


https://github.com/proninyaroslav/linux-insides-ru
https://en.wikipedia.org/wiki/Address_space_layout_randomization
https://github.com/torvalds/linux/blob/v4.16/Documentation/x86/boot.txt
https://en.wikipedia.org/wiki/Long_mode
https://en.wikipedia.org/wiki/Initial_ramdisk
https://en.wikipedia.org/wiki/Enumerated_type#C
https://lwn.net/Articles/117749/
https://lwn.net/Articles/717293/
https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://en.wikipedia.org/wiki/E820
https://en.wikipedia.org/wiki/Time_Stamp_Counter
https://en.wikipedia.org/wiki/RdRand
https://en.wikipedia.org/wiki/X86-64

IIponecc MHUIMAIU3ALMH AAPaA

31echb Bbl YBU/IMTE HECKOJIBKO CTaTel, KOTOpbIe OMUCHIBAIOT MOJIHBIN LUK/ MHULIMA/IM3AL|Y sijpa C MepBOro 1iara Mocjie Toro, Kak

SI7IPO PACMakOBaHO M [I0 3aMyCKa siJPOM T1epBOro MpoLecca.

IIpumeuaHue: faHHBle CTaTbH He OyJyT OMMCAHHEM BCEX IIaroB MHULMANU3alMY sfpa. 37ech Oy/eT onucaHa ToJIbKO ob1ast

yacTb s1apa, 6e3 o6paboTku npepbiBanuii, ACPI 1 MHOTHX JpyrHx dacTel. Bce yacTu, KOTOpBIe st IPOITyCTHII, OyAyT OMKUCAHBI B

JpyTHX [/1aBax.

ITepBhble 1maru rocrie JIeKOMIPeCCHu s/jpa - ONMChIBaeT MepBble 1Iary B spe.

HauanbHast 00paboTka rpepbIBaHNUN ¥ UCK/TFOUEHKI - OMUChIBaeT MHULIMATU3aALUI0 HAaua/IbHBIX TIPePhIBAHUI U HAaua/IbHOTO

06paboTuriKa OIIMOKK CTPAHHIIBL.

[TocneHyie IPUTOTOBIEHYS TIepe/] TOUKOM BX0/]a B /]P0 - ONMChIBAET I10C/IeJHIe NIPUTOTOB/IEHUs I1epe/i BbI30BOM
start_kernel .

Touka BX0/ia B /]P0 - OMKMCBIBAET MEpPBbIe LIark B 00111eM Kojie fapa.

[Tposio/moKeHre apXUTeKTYPHO-3aBUCHMON MHULMAIN3allH - OMTUChIBaeT apXUTeKTYPHO-3aBUCUMYH0 MHULMAIN3aLIHIO.

ApXUTeKTypHO-3aBUCHMAasi NHULMAIN3allisi, CHOBA... - OIMChIBAeT MPO/I0JDKeHNe MpoLjecca apXUTeKTypHO-3aBUCUMON

VHULMaIU3aLum.

Koner apxuTeKTypHO-3aBUCHUMON WHULMAINM3a11H, TIOYTH... - OTIMChIBAaeT KOHeL] setup_arch .

VHnnyanysanys 11aHyMpoBIIMKa - OMUCHIBAeT TIOATOTOBKY Iepe/] MHUL[Ma/IN3alell 1 caMy UHULMaIU3aLiio

T/IaHUPOBIL{MKA.

Munipyamsanus RCU - onuckiBaeT nHULMaM3anuio RCU.

Kower| unuiany3aliyy - MocaeAHss 4YacTb 00 MHMLMaAM3alyu sapa Linux.


http://en.wikipedia.org/wiki/Read-copy-update

NMuaunmammsanua aapa. Yacrs 1.

IlepBble Hiaru B Koje ssgpa

Mpeapiayinas ctathbs Gblia MOC/eAHeH YaCThIO T/IaBbI [TPOIeCca 3arpy3ku sapa Linux U Tereps Mbl HAUMHAEM TIOTPY)KeHHe B
npoLiecc MHULMau3ayy. [Tocsie Toro Kak o6pas siapa Linux pacrnakoBaH 1 OMELIEH B HY)KHOe MeCTO, 51ip0 HaulHaeT CBOIO
paborty. Bce mpezbiyIie yacTH OMUCHIBAOT PabOTY KO/la HACTPOUMKH $i/Ipa, KOTOPhIH BHIMOJIHSET MOATOTOBKY /10 TOTO, KaK
Oy/yT BBINOJIHEHBI NepBble 0alThI Koja fapa Linux. Terneps Mbl HAXOUMCS B Si7Ipe, U BCE UaCTH TOM I71aBbl Oy YT MOCBSILLEHbI
TIpoLiecCy MHULIMaNM3aluy S7pa, IpeX/ie ueM OHO 3aIlyCTUT IpoLjecc ¢ moMolipio pid 1 . EcTk eljé MHOro Belljeil, KOTOpbI
HeoOX0IUMO C/ieNaTh, peX/ie YeM sApOo 3aryCTUT MepBbld  init mpouecc. Mbl HAUHEM C TOUKH BXOZa B 51p0, KOTOpast
Haxogutcs B arch/x86/kernel/head_64.S u 6yaem aBUrathCs fasbliie U fasblie. Mbl YBUJUM TepBble TIPUTOTOBJIEHHS, TAKHE KaK
VHULMA/IM3alMI0 Haua/IbHbIX Tab/IML| CTPaHULI, TIePeX0/| Ha HOBBIM /JeCKPUIITOP B MPOCTPAHCTBE si[pa U MHOTOE JPYroe, Mpex/e

yeM YBHU/UM 3aMycK QYHKIMU start_kernel B init/main.c.

B nocnieHedt uactyi mpepIAyIed riaBbl Mbl OCTAHOBHIMCh HAa MHCTPYKLIMM jmp U3 acceMbiepHoro (aiina

arch/x86/boot/compressed/head_64.S:

jmp *%rax

B /jaHHBI MOMEHT PErucTp rax COZEPXKUT afjpec TOUKH BX0Za B si7ipo Linux, KOTOpbIi ObUT MOTyYeH B pe3y/bTaTe BbI30Ba
¢yHKUMM decompress_kernel u3 ¢aiina arch/x86/boot/compressed/misc.c. VTak, Hailla ocsiejHsIs1 UHCTPYKLUS B KOJie
HaCTPOWKHU s/ipa - 3TO Nepexo/i Ha TOUKY Bxozia. MBI y)ke 3HaeM, T/ie OHa Orpefie/ieHa, T03TOMY Mbl MOYKEM HavaTb U3y4yeHUe

TOrO, UTO JieaeT sApo Linux nocre 3amycka.

IlepBbie m1aru B ssape

Xopor1o, MbI TOTYYHIH aJjpec pacliakoBaHHOr0 obpasa sijpa ¢ MOMOIIbI0 GYHKLMNA decompress_kernel B perucTp rax . Kak
MBI Y>Ke 3HaeM, Haua/ibHasi TOuKa pacriakoBaHHOTo obpa3sa siipa Haxoaurcs B darine arch/x86/kernel/head_64.S, a Takxke B ero

Hayajie MOXKHO YBHU/JeTb C/IeyIolIne orpeaeieHus:

.text

__HEAD

.code64

.globl startup_64
startup_64:

MBI MOXeM BH/IETh OIlpe/iesieHre IoAIporpaMmbl  startup_64 B CEKLIIMA _ HEAD , KOTOpas ABJ/ISI€TCA ITPOCTO MaKpOCOM,

PaCKpbIBAKOLIMMCA 0 OripeJeIeHusa HCTIO/THSIEMOM CEeKLIMM .head.text :

#define _ HEAD .section ".head.text", "ax"

OrpeziesieHre JaHHOM CEKI[UM PACIIOIOXKEHO B CKPUIITe KOMITOHOBIIMKA arch/x86/kernel/vmlinux.lds.S:

.text : AT(ADDR(.text) - LOAD_OFFSET) {
_text = .;


https://en.wikipedia.org/wiki/Process_identifier
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c#L489
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/boot/compressed/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/boot/compressed/misc.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/vmlinux.lds.S#L93

} :text = 0x9090

TTomumo oripe/ie/iIeHUsd CeKLMU . text U3 CKpUIITA KOMIIOHOBIIKKA, Mbl MO>KeM TOHATH BUPTYa/lbHbIEe U d)HSI/I‘IeCKI/IE ajpeca o

ymonuanuto. ObpaTrTe BHUMaHHUe, UTO afipeC _text - 3TO CUETUMK MECTOTIOJIOXKEHHSI, OTIPe/Ie/IEHHBIN Kak:

= __START_KERNEL;

Juist x86_64. Omnpefie/ieHre Makpoca _ START_KERNEL HaxXOJWTCS B 3aroJIoBOUHOM daiine arch/x86/include/asm/page_types.h u

Npe/ICTaB/IeH CyMMO#i 6a30BOr0 BUPTYaIbHOrO aZipeca 0ToOpaXkeHHst si/jpa U GU3MUecKoro Havasa:

#define __ START_KERNEL (__START_KERNEL_map + __ PHYSICAL_START)

#define _ PHYSICAL_START ALIGN(CONFIG_PHYSICAL_START, CONFIG_PHYSICAL_ALIGN)

W gpyrumu crioBamu:

e BasoBblii (usnueckuii agpec sigpa Linux - 0x1000000 ;

e FBa3o0Bblii BUPTYa/bHbIN agpec sjpa Linux - oxffffffff81000000 .

Ternepsb Mbl 3HaeM (hU3HUeCKUe 1 BUPTyabHbIE aipeca 110 YMOTYAHHIO MOAIPOrPaMMbl  startup_64 , HO /i/isl TOTO 4TOObBI Y3HaTh

(hakTHUeCKHe a[jpeca, Mbl JO/DKHBI BEIYMC/IUTD UX C TIOMOLIBIO CJIeIYIOIIEro Koa:

leaq _text(%rip), %rbp
subq $_text - __ START_KERNEL_map, %rbp

Ila, oH orpefie/iéH Kak 0x1000000 , HO MOYKeT OBITh IPYyI'MM, HallpuMep, ec/iv BKIIOUEH kASLR. TTo3ToMy Hallla TeKyias LieJb -
BBIUMC/IUTD PasHULY MEXIY 0x1000000 U TeM, IZie Mbl iefiCTBUTE/IbHO 3arpy>keHbl. Mbl IPOCTO NMoMeljaeM rip-
OTHOCUTENbHLI  JipeC B PETUCTP rbp , & 3aTeM BbIUMTAeM U3 Hero $_text - _ START_KERNEL_map . MbI 3HaeM, 4To
CKOMITW/TMPOBAHHBIM BUPTYa/IbHBIN afipeC _text paBeH Oxffffffffg1000000 , a GU3UUECKUH - ©x1000000 .
__START_KERNEL_map PpaCIIMpsieTCs [0 afipeca Oxffffffff80000000 , T03TOMY BO BTOPOii CTPOKe acceMO/IepHOTO KOZia MbI

TIOJTyYMM CJIeAiytolee BEIDOKEHHe:

rbp = 0x1000000 - (Oxffffffff81000000 - Oxffffffff80000000)

ITocsie BBIUKC/IEHVSI peTUCTP rbp OyzieT cofepkaTb © , KOTOPBIN ITpe/CTaB/IsIeT Pa3HHULY MEXAY afjpecoM TZe Mbl (haKTHUeCKH
3arpy3WInCh, ¥ aJJpecoM rje ObUT CKOMIMIMPOBAH KoJ. B HarleM ciyyae woms  03HaudaeT, UTo si7ipo Linux Ob10 3arpy»keHo 1o

nedontHoMy agpecy v KASLR oTKrOuéH.

TTocsie TOro Kak mMbl TOIy4YH/IA afipeCc startup_64 , HaM HEO6XO,£[I/IMO TIPOBEPUTD, IMPABUJIBHO JIK OH BBIDOBHEH. Mpsl cJejlaeM 3TO

C TIOMOLLBIO CITeZYIOIEro Koja:

testl $~PMD_PAGE_MASK, %ebp
jnz bad_address

Mpel CPaBHHMBAEM HH)KHIOIO YaCTh perMcTpa rbp C JOMOJIHSAEMbIM 3HaUeHWeM PMD_PAGE_MASK . PMD_PAGE_MASK yKa3blBaeT

MACKY [J/Il nNpoMexyTouHoro katanora cTpavuy (CM. CTPAHHUUHYIO OPTaHM3AL[MI0 MaMsATH) ¥ ONpeJeNéH Kak:

#define PMD_PAGE_MASK (~(PMD_PAGE_SIZE-1))

rJie MakpoC PMD_PAGE_SIZE OMpeJeséH Kak:

#define PMD_PAGE_SIZE (_AC(1, UL) << PMD_SHIFT)
#define PMD_SHIFT 21


https://en.wikipedia.org/wiki/X86-64
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/page_types.h
https://en.wikipedia.org/wiki/Address_space_layout_randomization#Linux
https://en.wikipedia.org/wiki/Address_space_layout_randomization#Linux

Pa3Mep PMD_PAGE_SIZE MO)KHO JIEFKO BBIUMC/IUTG - OH COCTaB/sieT 2 MerabaiiTa. 3/jecb MbI UCII0/Ib3yeM CTaHZApTHYIO
¢hopMmysty 77151 IPOBEpKY BbIDABHUBAHMUS, U €C/IU aJipeC text He BbIDOBHEH IO 2 MerabaiiTam, TO IlepexoiuM Ha MeTKY

bad_address .

ITocse sTOrO MBI IPOBEPSiEM a/ipeC Ha TO, YTO OH He C/IULIKOM Be/UK, IIyTéM IIPOBEPKH HAUBBICIIMX 18 OUT:

leaq _text(%rip), %rax
shrq $MAX_PHYSMEM_BITS, %rax
jnz bad_address

Ajipec He [JO/DKeH TIpeBBIILIATh 46 OUT:

#define MAX_PHYSMEM_BITS 46

XOPOLHO, MBI CAe/1a/IM HEKOTOPbIe Havya/IbHbIe IIDOBEPKU, U TEIIePb MOXXeM [ABUIaTbCs [aJ/ibIlie.

Hcnpas/ieHHe 0a30BbIX aipecoB Ta0/IMI] CTPAHHUI]

ITepBEIM II1AroM, MpeXie YeM HayaTh HACTPOIKY 0TOOpa’keHHsI CTpaHUYHOM opraHu3aluy "ouH B ofuH" (identity paging),

SIBJISIETCSI ICTIPAB/IEHNE CJIeZlyIOINX a/ipecoB:

addq %rbp, early_level4_pgt + (L4_START_KERNEL*8)(%rip)
addq %rbp, level3_kernel_pgt + (510*8)(%rip)
addq %rbp, level3_kernel_pgt + (511*8)(%rip)
addq %rbp, level2_fixmap_pgt + (506*8)(%rip)

Bce agpeca: early_level4_pgt , level3_kernel_pgt WU Jpyrve MOTyT OBITE HEKOPPEKTHbIMHM, €C/IM startup_64 He paBeH
afipecy 10 YMOJTYAHHIO - 0x1000000 . PETMCTP rbp COAEPXXHT Pa3HULy a[pecoB, O3ITOMY MbI 0OaB/IsieM ero K
early level4_pgt , level3_kernel_pgt U level2_ fixmap_pgt . I[aBaI'/'ITe HO]‘[p06yEM TIOHATH, UYTO 03HAUAKOT 3THU METKU.

[Tpexxze BCero IIOCMOTPUM Ha HX OIIpefiesieHHe:

NEXT_PAGE (early_level4_pgt)
Lfill 511,8,0
.quad level3_kernel_pgt - _ START_KERNEL_map + _PAGE_TABLE

NEXT_PAGE (level3_kernel_pgt)
Lfill L3_START_KERNEL, 8,0
.quad level2_kernel _pgt - _ START_KERNEL_map + _KERNPG_TABLE
.quad level2_fixmap_pgt - __ START_KERNEL_map + _PAGE_TABLE

NEXT_PAGE (level2_kernel_pgt)
PMDS(O®, __ PAGE_KERNEL_LARGE_EXEC,
KERNEL_IMAGE_SIZE/PMD_SIZE)

NEXT_PAGE (level2_fixmap_pgt)
Lfill 506,8,0
.quad levell fixmap_pgt - __ START_KERNEL_map + _PAGE_TABLE
Lfill 5,8,0

NEXT_PAGE (levell fixmap_pgt)
Lfill 512,8,0

BBITJISIAUT CI0KHO, HO Ha CaMOM Jiefie 3TO He Tak. IIpekzie BCero, JaBaiiTe TOCMOTPUM Ha early_level4_pgt . OH HauMHaeTCs C
(4096 - 8) Hy/1eBBIX GAHTOB, 3TO O3HAYAET, UTO MBI He UCIIO/IB3yeM IepBble 511 3anuceil. [1oc/ie 3TOro Mbl BUAUM OZHY 3aIuCh

level3_kernel_pgt . ObpaTHTe BHUMaHHe Ha TO, YTO Mbl BBIUATAEM U3 HETO _ START_KERNEL_map + _PAGE_TABLE . Kak



W3BECTHO, _ START_KERNEL_map sIB/IsieTcs1 6a30BBIM BUPTYa/IbHBIM a/IpecoM CerMeHTa KoJa si7ipa, T03TOMY, eC/IH Mbl BBIUTEM
__START_KERNEL_map , Mbl [10lyunM (U3HuecKuil afpec level3_kernel_pgt . Temeps JaBaiiTe MOCMOTPUM Ha _PAGE_TABLE ,

3TO MPOCTO Tpaga JOCTYIIa K CTPaHHLIE:

#define _PAGE_TABLE (_PAGE_PRESENT | _PAGE_RW | _PAGE_USER | \
_PAGE_ACCESSED | _PAGE_DIRTY)

BbI MoXXeTe Oosbliie Yy3HaThb 00 3TOM B CTaThe CTpaHWYHasA OpraHu3anus namMaTu.

level3_kernel_pgt XpPaHWT [iBe 3allMCH, KOTOPble OTOOpaXKaloT MPOCTPAHCTBO siApa. B Hauase ero orpezeneHust Mbl BUJUM, UTO
OH 3all0J/IHEH HYJIAMU L3_START_KERNEL WX 510 pas. L3_START_KERNEL - 3TO UH/IEKC B BePXHEM KaTajiore CTpaHUlL], KOTOpLIﬁ
COJIep)KUT afipeC _ START_KERNEL_map U paBeH 510 . Ilocre 3TOro Mel Mo)keM BH/IeTh OMpefiesieHue JBYX 3arvceit

level3_kernel_pgt : level2_kernel pgt U level2 fixmap_pgt .I]epBaH OUeHb IPOCTa - 3TO 3aruch B'ra6nnue CTpaHUL,
KOTOpAast COZIEPXKUT yKa3aTe/ib Ha MPOME)KYTOUHbIH KaTa/ior CTPAHHL], KOTOPbI 0TOOpaXkaeT MPOCTPAHCTRO SAZIPa U COEPIKUT

TpaBa JjoCTyma:

#define _KERNPG_TABLE (_PAGE_PRESENT | _PAGE_RW | _PAGE_ACCESSED | \
_PAGE_DIRTY)

Bropoii - level2_ fixmap_pgt - 3TO BUPTyasbHble afipeca, KOTOPbIe MOTYT CChUIAThCS Ha J00bIe (U3MUYeCKHe ajjpeca 1axe B
npocTpaHcTBe siipa. OHY Tpe/JCTaB/eHbl OJHOM 3aMUChI0  level2 fixmap_pgt U "AbIPOK" B 10 MerabalT /i 0TOOpaXKeHUs
vsyscalls. level2_kernel_pgt BbI3bIBa€T MAaKPOC PDMS , KOTODBIM BbIfje/isieT 512 MerabalT U3 __ START_KERNEL_map [JIs

cerMeHTa siipa .text (Tocsie sToro 512 Merabaiit 6yayT MofysieM MPOCTPAHCTBA TTaMSITH).

IMocsie TOro Kak Mbl YBU/E/U OTPe/ie/IeHUs STUX CUMBOJIOB, BEPHEMCS K KOZly, OTIMCAHHOMY B Hauasie paszesna. Bbl J0/DKHBI
TIOMHHUTb, UTO PETUCTP rbp COAEPKUT PA3HULy MEX/y aJ[peCOM CUMBOJIA startup_64 , KOTOPbIH OB MOTyUeH BO BpeMs
KOMITOHOBKH sifipa, ¥ (hakTHuecKuM aapeca. VITak, Ha JaHHBIF MOMEHT HaM MPOCTO HY>KHO 100aBUTh 3Ty pa3HHIy K 6a30BOMy

aZipecy HeKOTOPBIX 3anuceld Tab/HLIBI CTPAaHML], YTOOBI IIOJIyIMTE KOPPEKTHBIE afipeca. B Hailem citydae 310 3anmcu:

addq %rbp, early_level4_pgt + (L4_START_KERNEL*8)(%rip)
addq %rbp, level3_kernel_pgt + (510*8)(%rip)
addq %rbp, level3_kernel_pgt + (511*8)(%rip)
addq %rbp, level2_fixmap_pgt + (506*8)(%rip)

MNocC/eAHss 3aNMCh  early_level4_pgt sB/SIETCS KaTaJloromM level3_kernel_pgt , TIOC/eAHME [Be 3alMCU  level3_kernel_pgt
SIBJISIOTCSI KaTajioraMd level2_kernel_pgt W level2_fixmap_pgt COOTBeTCTBeHHO, U 507 3amuch level2_fixmap_pgt

SIBJIIETCS KaTaJloroM levell fixmap_pgt .

IMocsie aToro y Hac Oyzet:

early level4_pgt[511] -> level3_kernel_pgt[0]
level3_kernel pgt[510] -> level2_kernel_pgt[0]
level3_kernel pgt[511] -> level2 fixmap_pgt[0]
level2_kernel_pgt[0] -> 512 M6, OTOb6paxEHHble Ha AAPO
level2_fixmap_pgt[507] -> levell fixmap_pgt

ObpaTuTe BHUMaHKe, UTO MBI He FCTIPaBI/IM 0a30BbId afipec early_leveld _pgt ¥ HEKOTOPBIX JPYTHX KaTalOroB TaO/HLIbI
CTPaHMUL], IOTOMY YTO MBI YBUAWUM 3TO BO BpeMsi TOCTPOEHHS/3aTI0/THEHUST CTPYKTYP 151 3TUX Tabutuy] cTpanwL. ITocre

HCITIpaBJ/IeHUs 6a30BbIX apecoB Ta6]'II/IL[ CTpaHUL], Mbl MO>KeM IIPUCTYIIUTb K UX ITOCTPOEHUIO.

Hactpoiika oTodpakeHus: "oauH B oquH" (identity mapping)


https://lwn.net/Articles/446528/
https://en.wikipedia.org/wiki/Linker_%28computing%29

Ternepb Mbl MO>KEM YBHETb HACTPOHKY 0TOOpa)keHHs1 "OAMH B O/jMH" HauabHBIX TabsmL| cTpaHuLl. B cTpaHUUHO opraHu3anun
¢ orobpakeHHeM "OZjMH B 0JMH", BUPTYasIbHbIE aJjpeca COTMOCTaB/IsIOTCs ¢ QM3UUeCKUMH aJjpecaMy, KOTOPble MMEIOT O/IHO U TO
Ke 3HAYeHHe, oauH B oguH . [laBaiiTe paccMOTpHUM 3T0 nozpobHee. [TpeXkzie BCEro, Mbl IOJIyUaeM rip-oTHocuTenbHble afpeca

_text W _early level4 pgt U IOMeIljaeM UX B DETUCTPbI rdi W rbx :

leaq _text(%rip), %rdi
leaq early_level4_pgt(%rip), %rbx

ITocsie 5TOrO MBI COXpaHsieM aJjpeC _text B PETHCTP rax M II0/ydaeM HHAEKC 3aMuicy I7106aJbHOTo KaTaaora CTpaHull,

KOTODBII XpaHUT ajjpec _text , MyTéM CIBUTra ajipeca _text Ha PGDIR_SHIFT :

movq %rdi, %rax
shrq $PGDIR_SHIFT, %rax

rge PGDIR_SHIFT paBeH 39 . PGDIR_SHFT YyKa3bIBaeT MaCKy [/ OUTOB r/100a/ILHOTO KaTajora CTpaHUIL] B BUPTya/IbHOM

azipece. CyIeCTBYIOT MaKpOCHI ISl BCeX TUTIOB KaTa/JloroB CTPAHMULY:

#define PGDIR_SHIFT 39
#define PUD_SHIFT 30
#define PMD_SHIFT 21

ITocse 3TOrO MBI IOMeELL}@EM azipec HepBOﬁ 3arrcu TﬂﬁJII/IL[bI CTpaHML] early_dynamic_pgts B PerucTp rdx C IpaBaMM JOCTyIa

_KERNPG_TABLE (CM. BBIIIIe) 4 3ar0/IHsIeM early_level4_pgt /[BYMS 3alUCSIMU early_dynamic_pgts :

leaq (4096 + _KERNPG_TABLE) (%rbx), %rdx
movq %rdx, 0(%rbx,%rax,8)
movq %rdx, 8(%rbx,%rax,8)

Peructp rbx COAEPXKWT afipec early level4 pgt M 3[€Ch %rax * 8 - 3TO UHJEKC I7100a/bHOTO KaTajora CTPaHHLI, 3aHITOTO
agpecom _text . WTak, 37eCh Mbl 3arl0/IHsIEeM [jBe 3allUCU early leveld pgt ajpecamu JByX 3amuceli early_dynamic_pgts ,

KOTOprﬁ CBsI3aH C _text . early_dynamic_pgts $BJII€TCI MaCCUBOM MaCCHUBOB:

extern pmd_t early_dynamic_pgts[EARLY_DYNAMIC_PAGE_TABLES][PTRS_PER_PMD];

KOTODBIH OyieT XpaHUTh BpeMeHHbIe TabJIHL{bl CTPaHML] /IS PaHHETO sifipa ¥ KOTOpbIe MBI He Oy/ieM nepeMelrath B

init_level4_pgt .

IMocse sToro MBI j00aB/sieM 4096 (pa3Mep early level4_pgt ) B PErHCTpP rdx (Telephb OH COZEPIKUT aJjpec IepBoii 3aITiCH
early_dynamic_pgts ) ¥ TIOMeIljaeM 3HaueHHe peructpa rdi (Temeps OH COZIEPXKUT (DMU3UUECKUM aZipeC _text ) B PErHCTP
rax . [lanee MBI CMeIllaeM afipeC _text Ha PUD_SHIFT , YTOOBI IIOJIYUHTh MHIEKC 3allMCH U3 BePXHero KaTajora CTpaHHL,

KOTOprI\/'I COEPXXUT 3TOT apecC, U OUMILaeM CTapiiuve 6I/ITbI, AJIA TOTO yTOOBI TIOJTyUHTh TOJIBKO CBSI3aHHYIO C pud YacCThb:

addq $4096, %rdx

movq %rdi, %rax

shrq $PUD_SHIFT, %rax

andl $(PTRS_PER_PUD-1), %eax

HOCKO]]be Yy Hac eCTb MH/JEKC BepXHero Karajaora Ta6]'II/IL[ CTpaHUL, MbI 3allMCbIBaeM [iBa a/ipeca BTOpOﬁ 3alliCH MaCCHBa

early_dynamic_pgts B I€PBYIO 3allMCh BDEMEHHOI'0 KaTajiora CTpaHHIl:

movq %rdx, 4096 (%rbx,%rax,8)
incl %eax

andl $(PTRS_PER_PUD-1), %eax
movq %rdx, 4096 (%rbx,%rax,8)



Ha C/leyIolleM 1lare Mbl BBITIO/IHAEM TY JKe Oorepaluio A/ oC/ieJHero Karajaora Ta6]II/IL[ CTpaHUL], HO 3all0/IHAeM He /iBe

3all1cy, a Bce, YTOObI OXBATUTh MOJIHBIMA pa3mep sifipa.

TTocrie 3aro/IHeHUs! HAIlIMX Haua/IbHbIX KaTaJoroB Tab/iuL CTPaHUL] Mbl TOMelljaeM (GU3MUecKuit anpec early_leveld_pgt B

PErucTp rax MU IepexojuM Ha MeTKy 1 :

movq $(early_leveld_pgt - _ START_KERNEL_map), %rax
jmp 1f

Ha naHHbI MOMeHT 3T0 Bcé. Hatlla paHHsisi CTpaHUYHAasi CTPYKTYpPa HaCTpOeHa M HaM HY)KHO COBEpLUMTh M0C/Ie/IHee

TIpUrOTOBJIEHNE, TTPeXK/ie ueM MbI repeiiiém K koay Ha C ¥ K TOuKe BX0/ja B 5/Ipo.

IToc/iegHee IPUTOTOB/IEHUE Tepe/i MepexoAo0M Ha TOUKY BX0/a B
S/Ipo

IMocne mepexofia Ha MeTKY 1 Mbl BKmoyaeM PAE , PGE (Paging Global Extension) u nomeijaem cofiep>)kuMoe phys_base

(cM. BbIIIE) B PETUCTP rax U 3allO/IHSIeM PErucTp cr3 :

movl $(X86_CR4_PAE | X86_CR4_PGE), %ecx
movq %rcx, %cra

addq phys_base(%rip), %rax

movq %rax, %cr3

Ha crnepyrormeM 1iare Mbl IIpoBepsieM, IOJepyKrBaeT i nporjeccop 6ut NX:

movl $0x80000001, %eax
cpuid
movl %edx, %edi

M-bI oMelrjaeM 3HauUeHHe 0x80000001 B eax M BBIIOJIHSIEM HHCTPYKLMIO cpuid [yIs IOJIy4eHHs paclIipeHHOW NH(OpMaiuu

o mporieccope 1 6utax. [Tony4eHHBIN pe3y/IbTaT HAXOAUTCS B PETUCTPE edx , KOTOPBIA MBI [TOMeIljaeM B edi .

Tenepb Mbl [TIOMeIllaeM 0xc0000080 ( MSR_EFER ) B ecx U BBI3bIBae€M MHCTPYKLMIO rdmsr [JIS UTEHWS] MOZie/ie3aBUCHMOTO

perucrpa.

movl $MSR_EFER, %ecx
rdmsr

Pe3y/bTaT HaXOAUTCS B edx:eax . OOIMI BUJ, EFER C/IeAYIOLIHI:
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http://en.wikipedia.org/wiki/NX_bit

37ieck MbI He YBUUM BCe T10JIsI, HO y3HaeM 00 3THX U JPYyTUX MSR B Creljia/JbHOM yacTH. Korja Mbl CUUTBIBaeM EFER B
edx:eax , Mbl IpOBepsieM _EFER_SCE WJIM HY/IeBOH OUT, SIB/ISIOLIMNCS System Call Extensions C MHCTPyKUMei btsl U

yCTaHaB/IuBaeM ero B efuHully. C TIOMOIIbIO OUTa SCE MBI BK/IFOUAeM MHCTPYKLMM SYSCALL U SYSRET . Ha czepyroirem are

MblI IpoBepsieM 20 GUT B perucTpe edi , KOTOpPBIi XpaHUT pe3y/bTaT cpuid (cM. Bbiue). Ecii 20 6ut ycraHoBneH (6UT NX ),

MBI TIPOCTO 3aTMChIBAeM EFER_SCE B MO/I€/1€3aBUCUMBIN PerucTp.

btsl $_EFER_SCE, %eax

btl $20, %edi

jnc 1f

btsl $_EFER_NX, %eax

btsq $_PAGE_BIT_NX, early_pmd_flags(%rip)
alg wrmsr

Ecymm 6ut NX nozaep)KvBaeTcsi, Mbl BKJIFOUaeM _EFER_NX U 3alHCHIBae€M B HETO C MOMOLIBIO MHCTPYKLMK wrmsr . [Tocsie Toro

Kak 6ut NX ycTaHOB/IeH, Mbl yCTaHABIUBAeM HEKOTOpbIe OUTHI B PErrCTpe YIIpaBieHus. cr@ , a UMEHHO:

® X86_CRO_PE - CHCTEMa B 3alMIIIEHHOM peXHUMe;

® X86_CRO_MP - KOHTPOJIMpYeT B3aumozelctare nHCTpyKuuii WAIT/FWAIT c nomorsto dsara TS B CRO;

e X86_CRO_ET - Ha 386 1103BOJISL/IO0 yKasarh, ObUI /I BHELIHUI MaTeMaTHuecKuii corporieccop 80287 mmu 80387;

® X86_CRO_NE - [I03BOJISIET BK/IFOUNTH BHYTPEHHIOW X87 OTUETHOCTH 06 orMbKax C ruiaBarolLjei 3arsitoi, HHaye BK/IOYaeT
PC-cTusnb x87 o6Hapy>keHHe OLIIMO0K;

® X86_CRO_WP - eciu ycraHoB/eH, CPU He MOXKeT MUcaTh B CTPAHULIb] TOJIBKO /151 UTeHUs], KOTja ypOBeHb NPUBUIIETUH
paseH 0;

® X86_CRO_AM - IIpOBepKa BbIPDAaBHHUBAHMSI BK/IIOUeHa, eci ycraHoBieH AM u diar AC (B peructpe EFLAGS), a ypoBeHb
TIpUBE/IMI UM paBeH 3;

® X86_CRO_PG - BK/IFOYAeT CTPAHWUUYHYH) OPTraHU3aLHIo.

C TIOMOIBH0 BBITIO/THEHUS TaHHOT' O aCCeMGHepHOFO Koza:

#define CRO_STATE (X86_CRO_PE | X86_CRO_MP | X86_CRO_ET | \
X86_CRO_NE | X86_CRO_WP | X86_CRO_AM | \

X86_CRO_PG)
movl $CRO_STATE, %eax
movq %rax, %cro

MEI yoKe 3HaeM, UTO ZiIsl 3aItycKa JIFo0oro Koza U Aake H6osbiero Kosmdectsa C Kofja U3 accembiiepa, HaM He00X0UMO
HaCTpouTh cTeK. Kak Bcersia, MBI fjejlaeM 3TO MyTEM YCTaHOBKH yKasaTesisi CTeKa Ha KOppeKTHOe MeCTO B TTaMsITH U cOpoca

peructpa ¢saros:

movg initial_stack(%rip), %rsp
pushq $0
popfq

CaMoe MHTepeCcHOe 37IeCk - initial_stack . DTOT CUMBOJI omipeZieniéH B daiine arch/x86/kernel/head_64.S u BeIrmsgur

CyleyroLmM 006pasom:

GLOBAL (initial_stack)
.quad 1init_thread_union + THREAD_SIZE - SIZEOF_PTREGS

Makpoc GLOBAL HaM y»ke 3HaKoM. OH onpezieniéH B (aiinie arch/x86/include/asm/linkage.h u packpbiBaeTcst o0 rno6ansbHoro

orpeje/ieHUs CUMBOJIA:

#define GLOBAL(name) \
.globl name; \
name:
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Makpoc THREAD_SIZE ompegenéH B arch/x86/include/asm/page_64_types.h 1 3aBUCUT OT 3HaUEHUsI MaKpoca

KASAN_STACK_ORDER

#define THREAD_SIZE_ORDER (2 + KASAN_STACK_ORDER)
#define THREAD_SIZE (PAGE_SIZE << THREAD_SIZE_ORDER)

Korga kasan OTK/IIOU€H, a PAGE_SIZE paBeH 4096 Oaiitam. TakuMm 06pa3oM, THREAD_SIZE Oy/eT pacKphIT 0 16 KWIOBGaWT 1
npe/icTaB/IseT co0oit pa3Mep cTeka MoToka. [loueMy notoka ? BO3MOXKHO, BbI yKe 3HaeTe, UTO KaXKbIi MPOIIECC MOXKET UMETh
PO/IMTENLCKIE U JlouepHIe Tporecchl. Ha caMoM fiene poauTebCKUi U JOUePHUI TPOLiecC pa3IMyaroTcs B cTeke. [1jisi HOBOro
Tpoliecca Bblfle/IsieTCsl HOBBIH CTek sifipa. B aape Linux sToT cTek npefcTaBieH 00beiuHeHreM (Union) co CTPYKTypou

thread_info .

init_thread_union TIpeficTaB/ieH thread_union W ompefenéH B daiine include/linux/sched.h:

union thread_union {
struct thread_info thread_info;
unsigned long [THREAD_SIZE/sizeof(long)];

HO HauMHas C BEPCHU 4.9-rcl  thread_info Oblja repeMeliieHa B CTPYKTYPY task_struct , TIpeACTaB/ISIOIIYIO TOTOKY. Ha

,E[aHHbIP’I MOMEHT thread_union BBITVISIUT TaK:

union thread_union {
#ifndef CONFIG_ARCH_TASK_STRUCT_ON_STACK
struct task_struct task;
#endif
#ifndef CONFIG_THREAD_INFO_IN_TASK
struct thread_info thread_info;
#endif
unsigned long [THREAD_SIZE/sizeof(long)];

3

rfje CONFIG_THREAD_INFO_IN_TASK - IapaMeTp KOH(GHUIYpaLiH sipa, BKIIOUEHHBIHA /71 apXUTEKTypbl ia64 , a
CONFIG_THREAD_INFO_IN_TASK - IapameTp KOH(UIypalH si7ipa, BKIFOUEHHBIH [JIs apXUTEKTYPhl x86_64 . TakuM 06pa3om,

CTPYKTypa thread_info OyJeT MoMelljeHa B CTPYKTYpPy task_struct BMeCTO 0ObefHHEHHs thread_union . IIOCKO/IBKY B

9TOM KHHT'e MBI paCCMaTpPUBaeM TOJILKO apXUTEKTYPY x86_64 , 9K3eMIUIIp thread_union OyzieT cofepikaTb TOMBKO CTEK U

3a7iauy

init_thread_union ompegenéH B ¢aitne include/asm-generic/vmlinux.lds.h kak wacTh Makpoca INIT_TASK_DATA :

#define INIT_TASK_DATA(align) \
\

init_thread_union = .; \
JlaHHBIM Makpoc ucrosb3yetcs B arch/x86/kernel/vmlinux.lds.S cnepyrormum obpasom:

.data : AT(ADDR(.data) - LOAD_OFFSET) {

/* init_task */
INIT_TASK_DATA(THREAD_SIZE)

} :data
Ternepb MbI MOXKEM TOHSITh 3TO BbIPDa’KEHUE:

GLOBAL(initial_stack)
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.quad init_thread_union + THREAD_SIZE - SIZEOF_PTREGS

rjie CAMBOJI initial stack YKa3bIBaeT Ha Hauyaj0 MacCMBa thread_union.stack + THREAD_SIZE , KOTOpbIi paBeH 16
KuiobaiiTaM U - SIZEOF_PTREGS paBHbIH 168 GaiiTaM. 37ech HaM HY)KHO BbIUeCTh 168 OalT B BepxHeil uacTu creka. OTo

Heo6XoAMUMO 151 obecreyeHHs: He3aKOHHOT'O JJOCTYTIA C/Iey OLel CTPaHULbl TaMSITH.

TTocne HaCTPOMKM HAUaIbHOTO 3arpy304HOr0 CTeKa, He0OX0AUMO 06HOBUTB I7100a/IbHY 0 Tab/IUIY [JeCKPUTITOPOB C MIOMOLIBIO

WHCTPYKLMM lgdt :

lgdt early_gdt_descr(%rip)

rae early gdt_descr OIpefie/éH Kak:

early_gdt_descr:

.word GDT_ENTRIES*8-1
early_gdt_descr_base:

.quad INIT_PER_CPU_VAR(gdt_page)

310 Heo6X0UMO, MTOCKOMBKY TeTepb sijpo paboTaeT B HIXKHUX aJjpecax I10/1b30BaTe/IbCKOro IIPOCTPAHCTBA, HO BCKOPE sijpo
6yzet paboTaTh B CBOEM COOCTBEHHOM IpocTpaHCTBe. Terneph AaBaiiTe MOCMOTPUM Ha ONpe/ielleH’e early_gdt_descr .

I'nobanbHast TabsuLa AECKPUNITOP COZEP)KUT 32 3alliCH:

#define GDT_ENTRIES 32

JL7Is1 KOJia si/ipa, laHHbIX, CETMEHTOB JIOKa/IbHOTO XPaHW/IMIIA TIOTOKOB U T.[. Tereps fjaBaiiTe MOCMOTPUM Ha OTIpejiesieHre

early_gdt_descr_base

gdt_page oOIpezesjieHa Kak:

struct gdt_page {
struct desc_struct gdt[GDT_ENTRIES];
} __attribute_ ((aligned(PAGE_SIZE)));

B datine arch/x86/include/asm/desc.h. OHa cOiep>KUT OZHO TIO/Ie  gdt , KOTOPOE SIB/ISIETCS MaCCHBOM CTPYKTYP desc_struct :

struct desc_struct {

union {
struct {
unsigned int a;
unsigned int b;
}
struct {
ulé limito;
ulé base0;
unsigned basel: 8, type: 4, s: 1, dpl: 2, p: 1;
unsigned limit: 4, avl: 1, 1: 1, d: 1, g: 1, base2: 8;
}
1

} __attribute__((packed));

Y Mpe/iCTaB/IsieT cO00i 3HAKOMBIM HaM JIeCKpUNTOp GDT . TakKe MbI MOXKEM OTMETHUTB, UTO CTPYKTypa gdt_page BBIDOBHEHA
MO PAGE_SIZE , DABHOMY 4096 0aifTaM. JTO 3HaUWT, UTO gdt 3alMET ofHy cTpaHuLly. Tereps nonpobyeM MOHSTh, UTO TAKOe
INIT_PER_CPU_VAR . INIT_PER_CPU_VAR 3TO Makpoc, orpeJenéHHbli B arch/x86/include/asm/percpu.h, koTopslit mpocto

COoBepLIaeT KOHKAaTeHalulo init_per_cpu__ C 3aJaHHBLIM ITapaMeTpOM:

#define INIT_PER_CPU_VAR(var) init_per_cpu__##var
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ITocne Toro, Kak Makpoc INIT_PER_CPU_VAR Oy/eT pacKpbIT, Mbl OyzieM UMeTb init_per_cpu__gdt_page . MBI MOXXeM BUZETh

9TO B CKPUIITE€ KOMIIOHOBILIHMKA:

#define INIT_PER_CPU(x) init_per_cpu__##x = x + __per_cpu_load
INIT_PER_CPU(gdt_page);

ITocne Toro Kak Makpocbl INIT_PER_CPU_VAR ¥ INIT_PER_CPU 6y,£[yT PacKpBITHI 0 init_per_cpu__gdt_page MbI IOJIyYUM

CMelljeHe 0T __per_cpu_load . ITocsie 3TUX pacuéToB MbI IIOJIyYHUM KOPPEKTHBIHM 6a30BbIi afipec HOBOrO GDT .

ITepeMeHHbIe, JIOKaJIbHBIE 151 KXK/J0TO0 rpoLieccopa ( per-CPU variables ), SIBSIIOTCS 0COO@HHOCTBIO sifipa Bepcuu 2.6. Bol yke
MOJXKETe TOHSATh UTO 3TO, UCXO/s U3 Ha3BaHus. Korzia Mbl Co31aéM per-CPU [€pEMEHHY0, KaXKIbIi rporieccop OyeT uMeTsb
CBOIO COOCTBEHHYIO KOTIMIO TOM MePeMEHHOM. 3/1eCh Mbl CO3[laéM per-CPU TIEDEMEHHYIO gdt_page . CyIeCTBYeT MHOTO
MIPeUMYILeCTB /IS lepeMeHHBIX 3TOro THUIIA, HAallpuMep, HeT 0JIOKMPOBOK, IIOCKO/IBKY KaXIbIH Iporjeccop paboTaeT co cBoei
coOCTBeHHOM Konyeli nepeMeHHOM U T.7. TakuM o6pasoMm, Kaxzoe s4po Ha MHOTOIIPOLIeCCOPHOH MallHe 6yZieT UMeTh CBOO
cobcTBeHHY0 TabMIly GDT M KaKzast 3anuch B Tabsmile 6y/eT Mpe/CTaB/IsaTh CETMEHT IaMsATH, K KOTOPOMY MOJKHO ITOJIyUHTh
MIOCTYTI U3 TTOTOKA, KOTOPBIH 3amycKasics Ha siipe. [TogpobHee 0 per-CPU  TEPEMEHHBIX MOKHO TIOUNUTATh B CTAThe

Concepts/linux-cpu-1.

TTocrne 3arpy3Ky HOBOM I7100a/1bHO# Tab/IHLbI JeCKPUIITOPOB MbI T1epe3arpy’kaeM CerMeHThI:

xorl %eax,%eax
movl %eax,%ds
movl %eax,%ss
movl %eax,%es
movl %eax,%fs
movl %eax, %gs

ITocsie BceX THX I1aroB Mbl HACTPAWBAeM PETHICTP gs , YKa3bIBAIOIIWI HAa irgstack , KOTOPBIM MpeficTaBssieT coboit

CreL[Ua/IbHBIN CTeK /711 00pabOTKH rpephiBaHmii:

movl $MSR_GS_BASE, %ecx

movl initial_gs(%rip),%eax
movl initial_gs+4(%rip), %edx
wrmsr

r[ie MSR_GS_BASE :

#define MSR_GS_BASE 0xc0000101

Ham Heo6X0AUMO TIOMECTHTh MSR_GS_BASE B DETMICTP ecx MW 3arpy3HTh [JaHHBIE U3 eax M edx (KOTOpBIE YKa3bIBarOT Ha

initial_gs ) C TIOMOIIBIO HHCTPYKLMK wrmsr . MBI He UCIIO/Ib3yeM PerucTphl CErMEeHTOB cs , fs , ds M ss Jyis
azipecaliiyl B 64-0UTHOM peX¥Me, HO MOT'YT HCII0/Ib30BaThCs PErMCTPhl fs M gs . fs M gs HMEIOT CKPBITYIO YacThb (Kak MbI
BU/IE/IY B PEXXVIMe PeasbHbIX a/[pecoB Il cs ) M 3Ta YaCTh COZEPKUT AeCKPUIITODP, KOTOPBIHA 0TOOP&)KEH Ha MO/Ie/1e3aBICHMBIN
peructp. TakuM 06pa3oMm, BeIllle MBI MOJKEM BHZIETh  0xc0000101 - 3T0 MSR-azpec gs.base . Korza mpom301ién crcteMHbIi
BBI30B WM [TPephIBaHle, B TOUKe BXOZa HEeT CTeKa s7Ipa, I03TOMY 3HaueHHe MSR_GS_BASE OyzleT XpaHHTh a/ipec cTeKa

TIpepbIBaHUMN.

Ha crnepytoreM 1miare Mbl oMeljaeM aZipec CTPYKTYPBI TapaMeTpOB 3arpy3Ky pekuMa peabHBIX a[jpecoB B PErHCTP rdi

(HarlOMHUM, YTO rsi COZEPXKHUT yKa3aTeslb Ha 3Ty CTPYKTYPY C CaMOTo Hayasa) U IepexojuM K Koy Ha C:

movq initial_code(%rip), %rax
pushq $__ KERNEL_CS # ycTaHaBNMBaeT KOPPEKTHbIA CS
pushq %rax # LeneBoil agpec B OTpULATE/NIbHOM MPOCTPAHCTBE

1lretq


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/vmlinux.lds.S
https://en.wikipedia.org/wiki/Interrupt
https://en.wikipedia.org/wiki/Model-specific_register
https://en.wikipedia.org/wiki/System_call
https://en.wikipedia.org/wiki/Interrupt

37echk Mbl TOMellj@eM afijpec  initial_code B rax U IoMeljaeM (eifKOBBIM afpec _ KERNEL_CS M ajjpec initial_code B
crek. [Tocre 3TOro Mbl BUAUM MHCTPYKLMIO lretq , 03HAYAOLYIO UTO I10C/Ie Heé afipec Bo3Bpara Oy/ieT U3B/Ie€UEH U3 CTeKa
(Teneps 31O azpec initial_code ) M OyAeT COBepILEH Mepexo/ Mo HeMy. initial code OMpezeéH B TOM e (aiisie HCXOQHOro

KO/Ia Y BBITJIAUT Cleflytolim obpasom:

.balign 8
GLOBAL (initial_code)
.quad x86_64_start_kernel

Kak MbI BUiUM initial_code COJIEPXKUT aJipeCc x86_64_start_kernel , orpefenéHHo B arch/x86/kerne/head64.c:

asmlinkage __visible void __init x86_64_start_kernel(char {

Y Heé ecTb O[JUH apTyMeHT - real_mode_data (TIOMHHTeE, paHee Mbl TIOMEILA/H aipec JaHHBIX PE)KUMa peaslbHbIX a/[pecoB B

perucTp rdi ).

3t0 nepBelit C Kog, B sifipe!

Manee B start_kernel

MBbI yBUMM TIOC/I€HUE TIPUTOTOBJIEHHS, TIPEXKE UeM CMOKEM TIEPENTH K "Touke BXo/a B iIp0" - K QyHKUUM start_kernel B

atine init/main.c.

ITpexxze Bcero B GYHKLMN x86_64_start_kernel MbI BHAUM HEKOTODBI IPOBEPKU:

BUILD_BUG_ON(MODULES_VADDR < __ START_KERNEL_map);

BUILD_BUG_ON(MODULES_VADDR - __ START_KERNEL_map < KERNEL_IMAGE_SIZE);
BUILD_BUG_ON(MODULES_LEN + KERNEL_IMAGE_SIZE > 2*PUD_SIZE);
BUILD_BUG_ON((__START_KERNEL_map & ~PMD_MASK) != 0);

BUILD_BUG_ON( (MODULES_VADDR & ~PMD_MASK) != 0);

BUILD_BUG_ON( ! (MODULES_VADDR > __ START_KERNEL));

BUILD_BUG_ON(!(((MODULES_END - 1) & PGDIR_MASK) == (__START_KERNEL & PGDIR_MASK)));
BUILD_BUG_ON(__fix_to_virt(__end_of_fixed_addresses) <= MODULES_END);

Harnpumep, BUPTya/ibHbIE€ aZjpeca MPpOCTPaHCTBa MO,I[y]TEI;'I He MeHbIIle, yeM 6a30BbIi azpec KoJa saapa ( __ STAT_KERNEL_map ), KO

sipa C MOAY/ISIMU He MeHbIle o6pa3a siipa v T.l. BUILD_BUG_ON SIBJISI€TCSI MAKPOCOM H BBITJIUT CIeAYIOIIM 06pa3om:

#define BUILD_BUG_ON(condition) ((void)sizeof(char[1 - 2*!!(condition)]))

[agsaiite HonpoﬁyeM TOHSTh, KaK paboTaet 3TOT TPIOK. Bo3bMéM, HarpuMep, MepBoe yC/IOBHe: MODULES_VADDR <
__START_KERNEL_map . !!conditions TOKe caMoe UTO M condition != 0 . Takum 06pa30M, €C/IM MODULES_VADDR <
__START_KERNEL_map MCTHHHO, MBI [IOJIyUdM 1 B !!(condition) WU HOJIb, eC/IM JIOKHO. [Toce 2*11(condition) MBI

TMOoJIyYyM Wi 2 WA 0O . B KOHLe BBIUMC/IEHUH MBI MOXKEM TOJIy4YUTh /[IBa Pa3HbIX NOBeAEHUA:

e Y Hac 6y/:[eT omrbKa KOMITMJISILIMH, TTIOCKOJIBKY MBI ITONBbITAaEMCS MO/Ty4YMTh pa3Mep char MacCCHBa C OTpUllaTe/IbHbIM
HWHEKCOM (BHO]’IHE BO3MOJXHO, HO B HallleM cj1y4yae MODULES_VADDR He MOXXeT OBITH MEHBIIIE __START_KERNEL_map );

e OumbKy KOMIUISILUK He Oyzer.

Ha sToMm Bcé. OueHb HHTepechIﬁ C-Tp}OK AJ1s TI0JTyYeHUst [6)111%(9)74’% KOMITU/IALUU, KOTOPas 3aBUCUT OT HEKOTOPbIX KOHCTAHT.


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head64.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c#L489

Ha cniepytoieM 1iare Mbl BUJUM BbI30B QYHKIMK cr4_init_shadow , KOTOpasi COXPAHSIET KOMUK cr4 [Ijisi K&XKOOr0o
rpoueccopa. HEpEKJ'[IO‘-IEHI/IH KOHTEKCTa MOT'YT U3MEHSATh 6I/ITI)I B cr4 , TMO3TOMY HaM HY>XHO COXPaHUThb cr4 it KaXXaoro
nipotieccopa. IToce 3Toro mpoucxoauT BbI30B (PyHKLMM reset_early_page_tables , KOTOpasi cOpachIBaeT BCe 3amucH

r7106a/1bHOTO KaTasiora CTPaHML] ¥ 3aNMChIBaeT HOBBIY yKa3aTtesnb Ha PGT B cr3 :

for (1 = 0; 1 < PTRS_PER_PGD-1; i++)
early level4 pgt[i].pgd = 0;

next_early_pgt = 0;

write_cr3(__pa_nodebug(early_level4_pgt));

Bckope MbI €0O34a/iM HOBbIe TabiuLibl cTpaHuLl. [lasiee B LUK/Ie MbI TPOXOAUM [0 BCeMy r/106aIbHOMY KaTasiory CTpaHHL]
( PTRS_PER_PGD paBeH 512 ) U 00HyssieM ero. [1oc/ie 3TOr0 Mbl yCTaHAB/IMBAeM next_early pgt B HOJIb (TT0ApoGHee 06 3TOM B
cepiytolleli cTathe) U 3anvchiBaeM (PU3NUECKUil afpec early_leveld_pgt B cr3 . __pa_nodebug - MakpocC, KOTOPBIH

BBITVISIIUT CJIEYIOIIUM 00Opa3om:

((unsigned long)(x) - _START_KERNEL_map + phys_base)

ITocse 5TOrO MBI OUMIIIaeM _bss OT __bss_stop A0 __bss_start U C/Ie/YIOIMM HIaroM OyeT HaCTPOMKa HaualbHbIX

00paboTurKOB IDT . OTO GOJBIION pa3zen, I03TOMY Mbl YBUAUM €ro B CIeAyIOIel cTaThbe.

3aK/II0ueHue

3TO KOHel| [epBoi yacTy 00 MHULMAMM3auu sapa Linux.

B crepyromeli yacTy Mbl YBU/IUM MHULMA/IM3AIMI0 HaYa/IbHEIX 00pab0TUMKOB IpephIBaHUM, 0TOOpa)keHHe MaMsITH ITPOCTPaHCTBa

sipa ¥ MHOTO€ JIpyTOe.

OT nepeBoUHKa: MOXKAIYHCTa, UMeiiTe B BUAY, YTO aHIVIMVICKUH - He MO POJHOM SI3bIK, U 5l 0U€Hb N3BUHAKChH 3a
BO3MO)XHbIe HeyAo0cTBa. Ec/iu BbI HaliiéTe Kakue-1M00 OIIHOKY M/IH HETOUHOCTH B IepeBo/ie, M0XKaIyHCTa, MPHIL/INTe

pull request B linux-insides-ru.

CcbLIKH

e Mo/iene3aBUCUMBbINA PerucTp

e (CrpaHWuHast OpraHu3anys aMsTH

e [Ipexpinyias yactsb - Pangomusanus ajpeca sigpa
e bur NX

e ASLR


https://github.com/proninyaroslav/linux-insides-ru
http://en.wikipedia.org/wiki/Model-specific_register
http://en.wikipedia.org/wiki/NX_bit
http://en.wikipedia.org/wiki/Address_space_layout_randomization

Nuavuuanusanua sajapa. Yacrs 2.

HauanbHas 00paboTKa npepbIBaHUN U HCK/TIOYeHH

B mipeapiayIeld uacTyi Mbl OCTAaHOBU/IUCH TIepe/i HACTPOWKOM HaualnbHbIX 00paboTYHMKOB MpepbiBaHuil. Ha faHHBI MOMEHT MbI
Haxo[¥Mcs B pacriakoBaHHOM sifipe Linux, y Hac ecTb 6a30Basi CTpyKTypa CTPAaHWUHOM OpraHu3aliiy IamMsaTy fij1s HauaabHOH

3arpys3Ky, U Hallla TeKyllas 1ie/b - 3aBepLINTh Haua/lbHYI0 OArOTOBKY /I0 TOrO, KAK OCHOBHOM KO/ sijpa HAauHET CBOO paboTy.

MBI y>Ke Hayanu 3Ty IOATOTOBKY B IpeZblAyIIel riepBoii YacTH 3TOi rasbl. Mbl IPOJO/DKUM B 3TOM 4acTH U y3HaeM bosbiie 06

06paboTKe rpepbIBaHU U UCK/TFOUEHHH.

Kak BbI MOXKeTe TOMHUTH, Mbl OCTAHOBW/IXCH T1epesl STUM LIUKJ/IOM:

for (1 = 0; 1 < NUM_EXCEPTION_VECTORS; i++)
set_intr_gate(i, early_idt_handler_array[i]);

u3 (aiina arch/x86/kernel/head64.c. Ho npexxe uem HauaTh pa3bupaTh 3TOT KOZI, HAM HY)KHO 3HATh O TIPePhIBAHUSAX U

obpaboTunkax.

HekoTopas Teopus

ITpepbiBaHue - 3TO COOBITHE, BBI3BAHHOE [TPOrPAMMHBIM WM arrapaTHeiM obecrieuenrieM B CPU. Haripumep, nosib3oBaTens
HayKasl KJIaBHUIIY Ha K/aBuartype. Bo Bpemst nipepeiBanust, CPU ocTaHaB/MBaeT TeKyIyIO 3a/jady U IlepefjaéT yrpaBjieHue
crieL{Ua/IbHOM TipoueAype - 00paboTurky npepbianiii. O6paboTUMK rpepbiBaHKi 00pabaThIBaeT MpepbIBaHUs U TIepeAasT

yIpaB/ieHHe 06paTHO K paHee OCTaHOB/IEHHOM 3afiade. Mbl MOyKeM pa3zie/IUTh TpephIBaHus Ha TP THIIA:

e [IporpamMMHBIe NpephIBaHMS - KOTja IporpaMMHoe obecrieuenue curHanusupyer CPU, 4to eMy Hy)KHO 00paTHTBCS K SIZDY.
OTH npepbIBaHs 00BIYHO HICTIOJIB3YIOTCS [JIs1 CHCTEMHBIX BBI30BOB;

e ArnmapaTHble IIpephIBaHus - KOT/a POUCXO/UT arliapaTHoe coObITHe, HarpuMep Ha)kaTHe KHOIIKH Ha K/IaBHAType;

e lckmoueHus - TIpepbIBaHus, reHeprpyeMeble rporjeccopoM, Korza CPU obHapykrBaeT OIHOKY, HanpyMep fie/ieHHe Ha HOJlb

WA IOCTYTI K CTpaHuIle [aMsITH, KoTopasi He Haxogutcs B O3Y.

Ka)K,qomy TIpepPbIBAHUIO K UCK/TFOUYEHUIO MPHCBAUBAeTCA yHHKa]IbeIﬁ HOMeEp - Homep BeKkTopa . Homep BekTopa MOXeT OBITH
JIFO0OBIM UKCJIOM OT © [0 255 . CyH.IECTByET 0bObIuHast TpaKTHUKa MUCII0/Ib30BaTh I€PBbIe 32 BEKTOPHBIX HOMEPOB /It
I/ICK.TII-O‘{EHI/II‘/‘I, a HOMepa OT 32 [0 255 /I I0JIb30BaTe/IbCKUX HpeprBaHI/II\/’I. MbI MOXXeM BHUETH 3TO B KOZ¢€ BBIIIE -

NUM_EXCEPTION_VECTORS , OIIpeZle/IéHHbIN KaK:

#define NUM_EXCEPTION_VECTORS 32

CPU wucrosnb3yeT HOMep BeKTOpa Kak HHAEKC B Tabnuue BEKTOPOB npepbisaHuii (MBI PACCMOTPHUM eé 1o3yke). [t iepexBara

nipepeiBanuii CPU ucnions3yet APIC. B ciefyroliieit Tabsuiie moka3aHbl UCK/IIOUeHNsT 0-31 :

| BekTOp | MHeMOHMKa | Onucaxue | Tun |Kog ownbKu | UICTOUHMK |
|10 | #DE | leneHne Ha HoNb |Ownbka |HeTt |DIV n IDIV |
[escecoscsessscscasasccsnnscccansocconssoac005000055500055505055050555005056C000505C0000G000000GCE9505S
|1 | #DB | 3ape3epBupoBaHo |o/n |HeT |

[escscoscssssccscasasccsnnscccnnsocconoo000005000050500055505005050555005056C00050500000EC00000GCE9505S
|12 | --- |Hemack. npepbiBaHUA |MpepbiB. |HeT | BHewHne NMI |

|3 | #BP | UcknoueHne oTnagku | NoBywka |HeT |INT 3 |


https://en.wikipedia.org/wiki/Page_table
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head64.c
https://en.wikipedia.org/wiki/Interrupt_handler
http://en.wikipedia.org/wiki/Advanced_Programmable_Interrupt_Controller

|5 | #BR | Belxo4 3a rpaHuupl |Ownbka |HeT | UHCTPYyKUMs BOUND |
[eccossacsconscacosnccanoancacossocaonssoaaooonoaacot0aE00000000000000000080E000800E000080000000005000G
|6 | #UD |HeBepHbIli onkofA |Ownbka |HeT | MHCTpyKuma UD2 |
| ______________________________________________________________________________________________________
|7 | #NM |YcTpoiicTBO HepgocTynHo |Owubka |HeT |Mnasaowas Touka mnm [FIWAIT |
| ______________________________________________________________________________________________________
|8 | #DF | ABOiiHan owmnbka |ABapus |fa | UIHCTpYyKUMSA, KOTOpyl MOryT reHepuposaTb NMI

| ______________________________________________________________________________________________________
|9 | --- | 3ape3epBnpoBaHo |Ownbka |HeT |

| ______________________________________________________________________________________________________
|10 | #TS |HeBepHblli TSS |Ownbka |fAa |CveHa 3agaun wnm goctyn K TSS |
| ______________________________________________________________________________________________________
|11 | #NP |CermeHT oTCyTCTBYeT |Ownbka |HeT |locTyn K perucTpy cermeHta |
| ______________________________________________________________________________________________________
|12 | #SS |Ownbka cermeHTa cTeka |Owubka |Aa |Onepaunn co cTekom |
| ______________________________________________________________________________________________________
113 | #GP |06wee HapyweHue 3awmThbl|Ownbka |Aa |Ccbinka Ha namaTh |
| ______________________________________________________________________________________________________
|14 | #PF |OwnbKa cTpaHuLpl |Ownbka |[Ja |Ccbinka Ha namaTh |
| ______________________________________________________________________________________________________
|15 | --- | 3ape3epBnpoBaHo | |HeT |

| ______________________________________________________________________________________________________
|16 | #MF |Ownbka x87 FPU |Ownbka |HeT |NnaBaowas Touka wan [FIWAIT |
| ______________________________________________________________________________________________________
|17 | #AC |NpoBepka BblpaBHMBaHWA |Ownbka |Aa |Ccbinka Ha AaHHble |
| ______________________________________________________________________________________________________
|18 | #MC |NpoBepka MawwuHbl |ABapus |HeT |

| ______________________________________________________________________________________________________
|19 | #XM | UIcknoveHne SIMD |Ownbka |HeT | MHCTpyKumMn SSE[2, 3] |
| ______________________________________________________________________________________________________
|20 | #VE |Uckn. BupTyanusayuu |Ownbka |HeT | Ffunepsusop |
| ______________________________________________________________________________________________________
|21-31 | --- | 3ape3epBupoBaHo |MpepbiB. |HeT | BHewHne npepbiBaHUA |

WcknroueHust AeATCA Ha TPU TUIla:

e Oumbku (Faults) - HCK/IFOUeHws1, 0 OKOHYaHWHM 00pabOTKH KOTOPHIX ITpepBaHHas KOMaH/ja IOBTOPSIETCS;

e JloBymmku (Traps) - HCKmMoueHust, pu 00pabotke kKotopeix CPU coxpaHsieT COCTOsIHUE, CIeAytolee 3a KOMaH/0MH,
BBI3BaBIIIEH MICK/TFOUEHHE;

e Asapuu (Aborts) - uckmrouenus, mpu 06pabotke kotopeix CPU He coxXpaHsieT COCTOSHUS U He IMeeT BO3MO>KHOCTH

BEPHYTBHCA K MECTY UCK/IFOUEHUA

Inist pearvipoBanus Ha ripepbiBaHre CPU Hcosb3yeT CrieniaabHY 0 CTPYKTYPY - Tabmuily BeKTOpOB npepbiBaHuii (Interrupt
Descriptor Table, IDT). IDT siB/isieTcsi MAaCCUBOM 8-0alTHBIX [JeCKPHUIITOPOB, Haro106ue ri1obanbHOM Tab/MLb! JeCKPUIITOPOB, HO
3amucy B IDT HasbiBatoTcs wnwosamn  (gates). CPU yMHOXKaeT HOMep BeKTopa Ha 8 /ijist TOro uto0bl HauTH UHeKC 3anvcu IDT.
Ho B 64-6utHoM pexxume IDT mnipepcraBnsieT coboii MaccuB 16-6aiTHbIX gqeckpuntopoB U CPU yMHOXXaeT HoMep BeKTopa Ha 16.
W3 npegpiay1eld yacTd Mbl TOMHUM, 4to CPU ucnosbp3yeT CrenyaabHbIi perucTp GDTR /IS TIOUCKA I1006anbHON TabuIHLbI
[IeCKpHUITOPOB, TI03ToMy CPU HCI0NB3yeT Criel{fiaibHbINA PeTUCTP IDTR /1Sl TaO/MLIBI BEKTOPOB TPePhIBaHUN U MHCTPYKIIIO

lidt pyis1 3arpy3ky 6a30BOro azipeca TabJIHL{BI B 3TOT PETHCTP.

3amuce IDT B 64-6UTHOM peXHUMe UMeeT CJIeYIOLIYI0 CTPYKTYPY:



| CveweHvne 63..32 |

63 48 47 46 44 42 39 34 32
| | [ D | | | [ |
| CmeueHve 31..16 | P | P | @ |Tun |0 O | O | 6| IST |
| | [ | [ |
31 16 15 (¢}
| | |
| CenleKTop cermeHTta | CmeueHvne 15..0 |
| | |
rae:

® CwmeueHne - CMeIeHHE K TOUKH BX0/a 06paboTurKa npepbIBaHus;
e DPL - ypoBeHb npuBmiieruii cermenta (Descriptor Privilege Level);
e P - (b/1ar NpUCYTCTBHS CETMEHTa;

® CenekTop cermeHTa - cejieKTop cermeHTa Kofa B GDT wnu LDT

e IST - obecrieurBaeT BO3MOKHOCTD IT€PEK/TIFOUeHNS Ha HOBBIH CTeK 151 00pabOTKH NpephIBaHHUM.
W nocniefHee rosle Tun  OMMCHIBAET THIT 3aricH  IDT . CyIecTByeT TPH Pa3/IMUHBIX THIA 00pabOTUMKOB [/Isi IpephIBaHHUIM:

e JleCcKpuITOp 3ajaun
e JleCKpUITOp NpephIBaHUs

e JleCKpUITOP JOBYIIKA

IleCKpUITOpBI NpepbIBaHMiA U JIOBYLIEK COZepyKaT JalbHUN yKa3aTeslb Ha TOUKY Bxoza o6paboTurka rpepeiBaHuii. Pasmnure
MEeX/ly TUMU TUIIAMH 3aK/TiouaeTcsi B ToM, Kak CPU obpabarbiBaet dar IF . Eciii 06paboTumK mpepbiBaHyil ObUT BHI3BaH
yepe3 w03 rpepeiBaHysi, CPU ounijaer diar IF yTo6bI PEJOTBPATUTE APYTHe TPEPHIBAHHS, TIOKA BBITIOIHSETCS TEKYIIHI
06paboTurK npepeIBaHuiA. T1oc/ie BBIMOMHEHHs TeKylero oopaborurika npepbiBanuii CPU cHOBa ycTaHaB/vBaeT (yar IF C

TIOMOLIBI0 MHCTPYKLMM iret .

OcrasnbHble OUTHI B IUTF03€e TTPePBIBAHMS 3ape3epBUPOBAHEI U JO/DKHBI ObITh paBHEI 0. Terepr faBaiiTe mocMoTpuM, Kak CPU

obpabaTbIBaeT NpephIBaHUS:

e CPU coxpansieT pericTp ¢iaroB, CS , U yKa3aTeslb Ha MHCTPYKLHIO B CTEKe.
e Ec/mu npepriBaHue BBI3BIBaeT Ko7, OLIMOKY (HaripuMmep, #PF ), CPU coxpaHsieT OIIHOKY B CTeKe I10C/Ie yKa3aTess Ha
WHCTPYKLHIO;

e [Ilocse BoimosiHeHUs1 06paboTUrKa NpepbIBaHMM /|15l BO3BpaTa U3 HEro UCIIO/b3yeTCs] HHCTPYKLUS iret .

Tenepb BepHEMCS K KOZY.

3ano/iHeHue u 3arpyska IDT

MBI OCTaHOBW/IMCh Ha c/1eayromnieM MOMeHTe:

for (i = 0; i < NUM_EXCEPTION_VECTORS; i++)
set_intr_gate(i, early_idt_handler_array[i]);
3mech MbI BbI3bIBaEM set_intr_gate B I[MKJIe, KOTOPBIM IMPUHUMAET /IBa IlapaMeTpa:

e HoMep NpepeIBaHUS WM HoMep BekTopa ;

e Aspec obpaboTurka idt.



Y BCTaBJIsieT LIUII03 [IpephbIBaHMs B Tab/MLly IDT , KOTOpasi IpefiCTaB/lIeHa MacCUBOM &idt_descr . IIpexxae Bcero, AaBaiite
MOCMOTPUM Ha MaccuB early_idt_handler_array . DTO MacCHB, KOTODBII Ompe/ie/iéH B 3aro/I0BOUHOM (aiine

arch/x86/include/asm/segment.h 1 cofepXXuT afipeca nepeBbIx 32 06pabOTUNKOB UCK/IFOUEHUH:

#define EARLY_IDT_HANDLER_SIZE 9
#define NUM_EXCEPTION_VECTORS 32

extern const char early_idt_handler_array[NUM_EXCEPTION_VECTORS][EARLY_IDT_HANDLER_SIZE];

The early_idt _handler_array -3TO 288 OalfTHBIN MacCUB, KOTOPBIi COIEPKUT afipeca TOUeK BXxo/a 06paboTurKoB
WCK/TIOUEHHU#H KaXK/jbie eBsTh OaiT. KakIplii 1eBATh 6aliT 3TOr0 MacCHBa COCTOAT U3 [IBYX OaiiT Heobs3aTebHOM HUHCTPYKIMH
151 TIOMelLeHrs1 PUKTUBHOTO KO/la OLUIMOKH, eC/i UCK/II0UeHHe He NPeA0CTaB/isieT ero, ABybaiToBasi ”HCTPYKLUS AJIst

TIOMeLLleH sl HOMepa BeKTOpa B CTeK U MAATh 6aiiT jump Ha obryuii Koz 06paboTurKa HCKIFOUeHHUH.

Kak MO>XHO BUZIeTb, B L{KJIe Mbl 3al10/IHsIeM TO/IbKO INepBble 32 3/leMeHTa IDT , TOCKOJIbKY BCe Haua/lbHble HACTPOMKU
3aITyCKalOTCs C OTK/IIOYEHHBIMY [IPEPhIBAHUSMH, TI03TOMY HeT HeoOX0MMOCTH HacTpanBaTh 006paboTuMKy NpepuIBaHUH A1s
BEKTOPOB, MPEBBIIAINMX 32 . B MacciBe early_idt_handler_array cofiepyKaTcst 00muit 06paboTurky idt 1 MbI MOXKeM
HalTH ero onpefeneHue B acceMbepHOM aiine arch/x86/kernel/head 64.S. IToka UTO MBI IPOITyCTUM €TI0, HO BCKOPe BEPHEMCSI

K HeMy. Ilepe[ 5TUM MbI paCCMOTPUM peayM3alliio Makpoca set_intr_gate .

Makpoc set_intr_gate Ompee/éH B 3aroioBOUHOM ¢aiine arch/x86/include/asm/desc.h:

#define set_intr_gate(n, addr) \
do {
BUG_ON( (unsigned)n > OXFF);
_set_gate(n, GATE_INTERRUPT, (void *)addr, 0, O,
__KERNEL_CS);
_trace_set_gate(n, GATE_INTERRUPT, (void *)trace_##addr,
0, 0, __KERNEL_CS);

P

1 while (0)

ITpexxzie BCeTo OH IPOBEpSIET, UTO NepeJlaHHbIi HOMeP ITpephIBaHUs He O0JIbIlle YeM 255 C TIOMOIIBIO Makpoca BUG_ON . Ham
HY’KHO C/leJIaTh 3TY ITPOBEPKY, OCKOJIbKY MaKCHMaIbHO BO3MOXKHOE KOJIMUeCTBO TIPepPhIBaHuM - 256 . ITocsie 3T0Oro oH

BBI3bIBaeT GYHKLMIO _set_gate , KOTOpas 3allMChIBAeT afipec IIUIF03a IPePhIBAaHUA B IDT :

static inline void _set_gate(int gate, unsigned type, void *addr,
unsigned dpl, unsigned ist, unsigned seg)

{
gate_desc s;
pack_gate(&s, type, (unsigned long)addr, dpl, ist, seg);
write_idt_entry(idt_table, gate, &s);
write_trace_idt_entry(gate, &s);

}

B Hauasle _set_gate MBI MOXKEM BH/IETh BBI30B PYHKIMH pack_gate , KOTOpas 3aIlO/THSET CTPYKTYPY gate_desc 3a/jJaHHBIMH

3HaUYeHUuAMHU:
static inline void pack_gate unsigned unsigned long
unsigned unsigned unsigned

{
gate->offset_low = PTR_LOW(func);
gate->segment = __KERNEL_CS;
gate->ist = ist;
gate->p =1,

gate->dpl = dpl;

gate->zero0 = 0;

gate->zerol = 0;

gate->type = type;
gate->offset_middle = PTR_MIDDLE(func);


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/segment.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/desc.h

gate->offset_high = PTR_HIGH(func);

Kak s1 y)Ke yrioMUHal Bblllle, Mbl 3aI0JIHsIEM LLUTH03 JeCKPUIITOpa B 3TOM (GyHKLMKU. MBI 3aro/HseM TP YacTy ajpeca
06paboTurKa NpepbiBaHui a[ipecoM, KOTOPbI MbI MOTyUYM/Id B OCHOBHOM LIMKJ/Ie (a/[pecC TOUKU BXoja 00paboTUHKa TPEPIBAHHUS).

MEI ncrionb3yeM TPU Cre/yHOIIMX MaKpoca /ifisi pas/ie/leHus ajipeca Ha TpH YacTH:

#define PTR_LOW(x) ((unsigned long long)(x) & OXFFFF)
#define PTR_MIDDLE(x) (((unsigned long long)(x) >> 16) & OXFFFF)
#define PTR_HIGH(x) ((unsigned long long)(x) >> 32)

C NoOMOILbIO TIepBOTr0 Makpoca PTR_LOW MbI TI0JIy4aeM rMepBble 2 0aiiTa azpeca, C MOMOIIBIO BTOPOrO PTR_MIDDLE MBI
rojiyuaeM BTOpble 2 0aiiTa azpeca, a C TPeTbUM MakKpOCOM PTR_HIGH MbI IIOJIyyaeM rocsiefHre 4 Oaiita agpeca. 3aTeM Mbl
HACTPAaWBaeM CeJIeKTOp CerMeHTa /ijist 06paboTumKa rpephiBaHuid, 3TO OyAeT Halll CErMEeHT KO/a sijpa - _ KERNEL_CS . Ha
C/eAyIoLleM 1iare Mbl 3aliO/IHsIEM Tabnuuy cTeka npepbiBadnii (IST) MW ypoBeHb npuBunerunii geckpuntopa (DPL) (CaMblfx'I

BBICOKHI ypOBeHb MPUBUIIETHI) Hy/IsIMU. 1 B KOHLIe Mbl yCTaHaB/IMBaeM TUIT GAT_INTERRUPT .

TEHEPL MBI 3aI10/THU/IU 3aIlIlMCU  IDT U MOXXEM BbI3BaTh ¢)yHKL[I/II-O native_write_idt_entry , KOTOpasi CKOIHPYeT 3all1CH B

IDT :
static inline void native_write_idt_entry int const
{
(&idt[entry], gate, sizeof(*gate));
}

ITocsie 3aBepIiieHNs] OCHOBHOI'O [JMIK/Ia ¥ HAC B PacHoOpsDKeHUH Oy/ieT 3al0/IHeHHBIM MacCHB  idt_table CTPYKTYp gate_desc U

Terepb Mbl MOXKEM 3arpy3uUThb Tabnuuy BEKTOPOB npepbiBaHuii BbI3OBOM:

load_idt((const struct desc_ptr *)&idt_descr);

I'me idt_descr :

struct desc_ptr idt_descr = { NR_VECTORS * - 1, (unsigned long) idt_table };

M load_idt TIPOCTO BBINOJJHSIET UHCTPYKLHIO lidt :

asm volatile("lidt %0"::"m" (*dtr));

MbI MOXKeM 3aMeTHTb, UTO BbI30Bbl PYHKLMM _trace_* eCTbB _set_gate U B OCTaJbHBIX QYHKLMAX. OTH QyHKLUU
3aTI0JIHSIOT LUTFO3bI  IDT TaKWUM JKe 06pa3oM, UTO M _set_gate , HO C OZHHM OT/IMUMeM. DTH GYHKLMH UCIIOMB3YIOT
trace_idt_table Ta6nuusl BEKTOPOB NpepsiBaHMii BMECTO idt_table /ijisi KOHTPOJIBHBIX TOUEK (Mbl pACCMOTPUM 3Ty TEMY B

ZIPyTOM 4acTH).

VTaK, MbI 3alI0/THW/IN 1 3aTPY3WINA Tabnuuy BEKTOPOB NpepsiBaHuii M MbI 3HaeM Kak BeZ€T ceb6st CPU Bo BpeMsi pephbIBaHUs.

Tenepb camoe BpeMs IepelTy K 00paboTUHMKaM MpephIBaHUH.

Haua/sibHbIe 00padO0TYUKHU NpepbIBaHUI

Kak roBopuioch paHee, Mbl 3aIOJIHA/INA IDT aJpecoM early idt_handler_array . Mbl MO)KEM HaiTH ero B
arch/x86/kernel/head_64.S:

.globl early_idt_handler_array
early_idt_handlers:


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S

i=o0

.rept NUM_EXCEPTION_VECTORS

.if (EXCEPTION_ERRCODE_MASK >> i) & 1

pushq $0

.endif

pushq $i

jmp early_idt_handler_common

i=1+1

.fill early_idt_handler_array + i*EARLY_IDT_HANDLER_SIZE - ., 1, Oxcc
.endr

37eck Mbl BUJM CO3JaHre 00pabOTUMKOB MpephIBaHMIA /7151 [IEPBBIX 32 WCK/IIOUeHHi. MBI TpOBepsieM, COAEP>KUT JIH
WCK/IFOUeHHe Ko/, OIIMOKH, ¥ HUYEero He JiejlaeM, eC/id HCK/II0UeH e He BO3BpalljaeT KO/, OIIMOKY, TOT/a Mbl IOMELjaeM B CTeK
HOJib. MBI [ie1aeM 3TO fi/1s TOro 4To6bl CTeK ObUT 0AHOpPOAHBIM. [Toc/ie 3TOro MbI TIOMelljaeM HOMeP HMCK/TIOUeHHsI B CTeK U
NepexoJuM Ha early_idt_handler_array , KOTODBIH siB/IsieTCsl OOIMM 06pabOTYNKOM IpepbIBaHUM Ha JJAHHBINA MOMEHT.
Kaaplii ieBAThIN 6alT MaccuBa early idt_handler_array COCTOMT M3 He0Osi3aTe/bHOTO KOZia OLIIMOOK, Homepa BekTopa W

VHCTPYKLIMU I1epexofia. Mbl MOKeM BHZeThb 3TO B BbIBO/Ie YTHIMTHI objdump :

$ objdump -D vmlinux

ffffffff81fe5000 <early_idt_handler_array>:

FFffffff81fe5000: 6a 00 pushg  $6x0
FRffFfff81fe5002: 6a 00 pushg  $6x0
FEFFFFFF81fe5004: €9 17 01 00 00 jmpq  fFffffff81fe5120 <early_idt_handler_common>
FFffFfff81fe5009: 6a 00 pushg  $6x0
FFFFffffe1fes500b: 6a 01 pushq  $0x1
FEFFFFFF81fe500d: €9 Oe 01 00 00 jmpg  ffffffff8lfe5120 <early_idt_handler_common>
FFfFFfffa1fe5012: 6a 00 pushg  $6x0
FRfFffffa1fe5014: 6a 02 pushg  $6x2

Kak s mucan panee, CPU nomeliiaet peructp ¢uiaroB, €S W RIP B CTeK. [I03TOMy, Tpexkzie ueM early_idt_handler OyzeT

BBITIOJIHEH, CTeK OyZeT cozepskaTh CrieAyIolie JaHHbIe:

%rflags

%Cs

%rip

rsp --> KO OWW6KM

ITaBaiiTe MOCMOTPUM Ha peayM3alldi0 early_idt_handler_common . OH HaXOZUTCS B TOM JKe acceMO/iepHOM daiine
arch/x86/kernel/head_64.S v mepBoe uTO MbI MOXKEM BHZETH 3TO TipoBepka NMI. Ham He Hy>KHO 00pabaThIBaTh UX, IO3TOMY

MPOCTO UTHOPHPYEM HX B KOZje:

cmpl $2, (%rsp)
je .Lis_nmi

rge is_nmi :

is_nmi:
addq $16,%rsp
INTERRUPT_RETURN


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S#L343
http://en.wikipedia.org/wiki/Non-maskable_interrupt

yAansdeTr Ko4g OLIMOKY 1 HOMep BeKTOpa M3 CTeKa U BbI3bIBaeT MAaKpOC INTERRUPT_RETURN , KOTOprﬁ PacKphbIBaeTcd 10
WHCTPYKUMH iretq . ITocsie mpoBepky HOMepa BeKTOpa (M 5TO He NMI ), MbI TIpOBepsieM early_recursion_flag , UTOOBI
NpeJJOTBPaTUTb PEKypPCUI0 B early_idt_handler_common , ¥ eC/IM OH KOPPEKTeH, COXpaHsieM PerucTphl 001ero HasHaueHus B

CTeK:

pushqg %rax
pushqg %rcx
pushq %rdx
pushq %rsi
pushq %rdi
pushq %r8

pushq %r9

pushq %ri0
pushq %riil

MBbI I0/DKHBI CAIe/IaTh 3TO, YTOObI TIPEAOTBPATUTE MOSIB/IEHIE HEBEPHBIX 3HAUEHHM PErMCTPOB TIPY BO3Bpare U3 00paboTurKa

nipepbiBaHKi. TToc/ie 5TOro MbI IIpOBepsieM CeJIeKTOpP CerMeHTa B CTeKe:

cmpl $__KERNEL_CS, 96(%rsp)
jne 11f

KOTOPBIH ZI0JDKEH ObITh paBeH CErMEHTY KOJa sijpa, U eCJTU HEeT, Mbl IePeX0UM K MeTKe 11 , KOTOpasi eyaTaeT coo0iieHue

PANIC ¥ BBIBOJWT iaMII CTeKa.

IMocsie MpoBepKU CerMeHTa Kozia Mbl IIPOBEpsieM HOMEP BEKTOPA, U eC/H 3TO  #PF WM oivbka crpanuifsl (Page Fault), Mbl

roMelrjaeM 3HaueHWe cr2 B PErucTp rdi U BbI3bIBaeM early make_pgtable (MBI CKOPO 3TO YBHJHUM):

cmpl $14,72(%rsp)

jnz 1ef
GET_CR2_INTO(%rdi)

call early_make_pgtable
andl %eax, %eax

jz 20f

Ecnu HOMeEp BeKTOpa He paBeéH #PF , Mbl BOCCTaHAaB/IMBAaeM PErCTPbI 06].].{61"0 Ha3HayeHMd U3 CTeKa:

popq %rii
popq %rio
popq %r9

popq %r8

popq %rdi
popq %rsi
popqg %rdx
popq %rcx
popq %rax

Y BBIXOJMM U3 06paboTurKa C OMOIIBI0 iret .

3T0 KoHer] epBoro 06paboTuriKa npepbiBaHuid. ObpaTHUTe BHUMaHKe, YTO 3TO OUeHb PAHHUK 00pabOTUMK NpephIBaHUH, TO3TOMY
OH obOpabaTkIBaeT TOBLKO OIIHOKY CTPaHULIBL. MBI yBHAUM 00pabOTUMKY U [JIsI APYTHUX TIPePhIBaHHUM, HO NOKa JaBaiTe

MOCMOTPHUM Ha 00pabOTUMK OLIMOKKA CTPAHUIIBI.

O0OpaboTKa OIIMOKH CTPAHUIIbI


https://en.wikipedia.org/wiki/Page_fault

B npeipiay1em paszese Mbl YBU/IE/TH TIepBbIi HauaabHbIH 06pab0TUMK PpepbIBaHKM, KOTOPBIH IPOBEPSIET, UTO HOMEP
MpepbIBaHMs OTHOCUTCS K OIIMOKe CTPAHMLIBI M BBI3bIBAEeT early_make_pgtable /s CO3/jaHMSI HOBBIX Tabui crpaHui. Ha
JAHHOM 3Tarie HaM HeobXo/M 00paboTUMK #PF , MOCKOJIBKY IUIAHUPYeTCs 06aBUTh CIOCOGHOCTE 3arpy’Kath siZjpo BBILIE 4G

U cfleslaTh CTPYKTYPY boot_params JOCTYIHOH Haf 4G.

Bbl MOyKeTe HaliTU peanu3aljuio early_make_pgtable B arch/x86/kernel/head64.c v oH MpUHMMaeET TOMBKO OZUH MapaMeTp -

a/ipec U3 perucTpa cr2 , KOTOPbIH BbI3bIBa/ OIIMOKY CTpaHMIIEL. [JaBaliTe MOCMOTPUM Ha Heé 6oJiee MoApoOHO:

int __init early_make_pgtable(unsigned long

{
unsigned long physaddr = address - __ PAGE_OFFSET;
unsigned long i;
pgdval_t pgd, *pgd_p;
pudval_t pud, *pud_p;
pmdval_t pmd, *pmd_p;
}

OHa HauMHAeTCs C orpe/ie/ieHHs HEKOTOPBIX IepeMeHHbIX, KOTOpble UMEIOT TUIIbl *val_t . Bce 3Tu TUNBI BCero-HaBcero:

typedef unsigned long pgdval_t;

Taxoke Mbl OyzemM paboTaTh C TUTIAMM  *_t , HAPUMeEP pgd_t | T.[. Bce 3TH THIBI OTpe/iesieHbl B

arch/x86/include/asm/pgtable_types.h u npezcraBsitoT cob0i CTPYKTYpBI:

typedef struct { pgdval_t pgd; } pgd_t;

st npymepa,

extern pgd_t early_level4 pgt[PTRS_PER_PGD];

3mech early_level4_pgt IIpe/CTaB/IsIeT HAUaJbHBIM KaTasor Tab/IvL] CTPAaHUL] BeDXHETO YPOBHs, KOTOPBIH COCTOMT M3 MacCHBa

TUINA pgd_t MW pgd YKa3bIBAaeT HA 3allMCH CTPAHML] HWDKHErO ypPOBHSI.

TTocse TOro Kak Mbl MpOBEPHJIH, YTO Y HaC KOppeKTHLIf/’I aZpec, Mbl I10J1y4daeMm aZipec 3arncu r106aMbHOrO KaTajaora CTpaHuL,

KOTODBII COZIEPKUT afipeC #PF , U TIPHCBAMBaeM ero 3HaueHHe IepeMeHHOH pgd :

pgd_p = &early_level4 _pgt[pgd_index(address)].pgd;
pgd = *pgd_p;

Ha ClleAyIolleM 1iare Mbl IIpoBepsieM pgd , €C/IM OH COZIEP>KUT BEPHYIO 3aliCh B ri06anbHOM KaTajiore CTPpaHUL, MbI [TOMeL]aeM

(yznyeckuii afjpec 3anmMcu B pud_p :

pud_p = (pudval_t *)((pgd & PTE_PFN_MASK) + __ START_KERNEL_map - phys_base);

rae PTE_PFN_MASK sBJIA€TCSd MakKpOCOM:

#define PTE_PFN_MASK ((pteval_t)PHYSICAL_PAGE_MASK)

KOTODBIN pacKpbIBaeTcs J0:

(~(PAGE_SIZE-1)) & ((1 << 46) - 1)


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head64.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/pgtable_types.h
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COCTOSILMH U3 46 GUT /7151 MAaCKUPOBaHUsI CTPAHHULIBL.

Ecnu pgd He COZIEP)KUT BEPHbIH afipec, MbI TIPOBEPSIEM UTO next_early pgt He OOJIbIIIE UeM EARLY_DYNAMIC_PAGE_TABLES ,
KOTOpbIH paBeH 64 U IpeACTaB/sieT GUKCHPOBaHHOE KOIMUeCTBO OydepoB /i/ist HACTPOMKHM HOBBIX TabJ/IUL] CTPAHUL] 10
TpeboBanuto. Ecii next_early pgt 6osbllie, ueM EARLY_DYNAMIC PAGE_TABLES MbI cOpachiBaeM TabJIHIbI CTPAHMUL] U
HauWHaeM BCE 3aHOBO. Ecii  next_early_pgt MeHbllle, ueM EARLY_DYNAMIC_PAGE_TABLES , MbI CO3/JaéM HOBBIN yKa3aTesb
BEpPXHero Karajora CTpaHuIl, KOTOPbIH yKa3bIBaeT Ha TEKYILYIO AXHAMUYECKY0 Tab/luily CTpaHHL] U 3aM1ChIBaEM ero

(hu3rUecKuii apec C paBaMu JOCTyNa _KERPG_TABLE B IVI00a/IbHBII KaTajor CTPaHULY:

if (next_early_pgt >= EARLY_DYNAMIC_PAGE_TABLES) {
reset_early_page_tables();
goto again;

}
pud_p = (pudval_t *)early_dynamic_pgts[next_early_pgt++];
for (1 = 0; 1 < PTRS_PER_PUD; i++)
pud_p[i] = 0;
*pgd_p = (pgdval _t)pud_p - __START_KERNEL_map + phys_base + _KERNPG_TABLE;

TTocne sTOro MbI HWCTIpaBJ/IsieM aJipeC BepXHero KaTajora CTPaHH!ILL:

pud_p += pud_index(address);
pud = *pud_p;

Ha crnepyroreM 1iare Mbl fiefiaeM Te JKe JefiCTBUS UTO U paHee, HO C ITPOMe)KyTOUYHBIM KaTajloroM CTpaHuIl. B KoHIje MbI
WCITIpaB/IsieM ajpec IIPOMeKyTOYHOT0 KaTasiora CTpaHHIl, KOTOPBIH COAEP>KUT 0TOOpakKeHNs TeKCTa siApa+BUPTyaIbHbIe afjpeca

AaHHBIX:

pmd = (physaddr & PMD_MASK) + early_pmd_flags;
pmd_p[pmd_index(address)] = pmd;

ITocse Toro Kak 06paboTUMK OIIMOKK CTPAHULIBI 3aBepIIEH, early_level4_pgt COZEPKHT 3alllCH, KOTOPBIe YKa3bIBAIOT Ha

KOppeKTHEIe azipeca.

3aK/IIoueHue

OTo KOHel| BTOPOI YacTH MHHULanu3aLyy sipa Linux. B cnezyromeii yacTy Mbl yBH/IMIM BCe ILIary 1epej; TOUKOH BX0Ja B PO -

¢yHKIMM  start_kernel .

OT nepeBoUHKa: NMOXKAJTyHCTa, UMeliTe B BUJY, YTO aHIVIMIICKUH - He MO POJHOM SI3bIK, U 5l 0U€Hb N3BUHAKChH 3a
BO3MO)XHbIe HeyA00cTBa. Ec/i BbI HalAéTe KaKue-/1i00 OIMOKH WM HETOYHOCTH B TIepeBo/e, M0XKa/IyicTa, NPUILUINTe

pull request B linux-insides-ru.

CchlIKH

o GNU assembly .rept
e APIC
o NMI

e Tabsuiia CTpaHMI]


https://github.com/proninyaroslav/linux-insides-ru
https://sourceware.org/binutils/docs-2.23/as/Rept.html
http://en.wikipedia.org/wiki/Advanced_Programmable_Interrupt_Controller
http://en.wikipedia.org/wiki/Non-maskable_interrupt
https://en.wikipedia.org/wiki/Page_table

HauasnbHast 06paboTKa rnpepbIBaHUNA U UCK/TFOUEHUH

e OO06paboTuurK rpepbIBaHUI
e Ommbka CTpaHHLbI

e [lpezbiayias yacTb
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https://en.wikipedia.org/wiki/Interrupt_handler
https://en.wikipedia.org/wiki/Page_fault

Nuavuuanusanua sajapa. Yacrs 3.

IToc/eqHMe NPUTOTOB/IEHHS epe/; TOUKOU BX0/ia B AI/APO

3T0 TpeThbs uacTh cepuy VHuNManu3anus sigpa. B npeapiayieif uacty Mbl yBU/e/IM HauabHY0 00paboTKy NpepbiBaHUN U
WCK/TIOYeHUH ¥ TIPOJI0/DKUM TIOTpY)KeHHe B IpoLiecc MHULManu3auu sapa Linux B Tekyimeif yacty. Hama ciiefyrornast Touka -
""TouKka BXo/ia B si7ip0" - GYHKIUS start_kernel U3 daiina init/main.c. [la, TeXHUYeCKH 3TO He TOYKA BXO/a B AP0, @ HAUaIo0
KOJIa si/jpa, KOTOPBIH He 3aBUCUT OT OIIpe/ie/IEHHON apxuTeKTypbl. Ho npexzie yeM Mbl BbI30BeM (DYHKLIUIO start_kernel , Mbl

JIO/DKHBI COBEPILUTb HEKOTOPbIe IIPUr0TOBJIeHus. [laBaliTe IPOJO/DKAM.

CHoBa boot_params

B nipezipiAyIIiell yacTi Mbl OCTaHOBHJIMCH Ha HACTPOKe TabJIL{bl BEKTOPOB IIpephIBAHMUM U eé 3arpy3Ky B perucTp IDTR . Ha

C/le[lyIoLIieM I1are MbI MOJKeM BH/IETh BbI30B (PYHKIIMM copy_bootdata :

copy_bootdata(__va(real_mode_data));

Ota (yHKUMS IPUHUMAET OZIMH apryMeHT - BUPTYa/IbHbIN afipec real mode_data . BBI JO/DKHBI IOMHUTB, UTO MBI IT€pesaai
aZipec CTPYKTYPBl boot_params u3 arch/x86/include/uapi/asm/bootparam.h B pyHKIMIO x86_64_start_kernel Kak ITepBBIHA

napameTp B arch/x86/kernel/head_64.S:

/* rsi is pointer to real mode structure with interesting info.
pass it to C */
movq %rsi, %rdi

BsrnsiHeM Ha Makpoc __va . OTOT MakpoOC ONpeZeséH B init/main.c:

#define __va(x) ((void *)((unsigned long)(x)+PAGE_OFFSET))

rfle PAGE_OFFSET 3TO _ PAGE_OFFSET ( ©xffffg8ge000000000 | 06a30BbIl BUPTyasbHbIHM ajipec MpsMOro 0ToOpa)keHHUs BCel
¢u3rueckoli maMaTH). TakuM 06pa3oM, MbI [10/Ty4aeM BUPTYa/IbHBIA aJjpec CTPYKTYPhI boot_params U repefiaéM ero GyHKLIN
copy_bootdata , B KOTOPOM MbI KOMIMPyeM real_mod_data B boot_params , OOBSB/IEHHBIH B (atine

arch/x86/include/asm/setup.h

extern struct boot_params boot_params;

ITaBaiiTe MOCMOTPUM Ha peayM3alldi0 copy_boot_data :

static void __init char
{

char * command_line;

unsigned long cmd_line_ptr;

(&boot_params, real_mode_data, sizeof boot_params);
sanitize_boot_params(&boot_params);
cmd_line_ptr = get_cmd_line_ptr();
if (cmd_line_ptr) {
command_line = __va(cmd_line_ptr);
(boot_command_line, command_line, COMMAND_LINE_SIZE);


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/uapi/asm/bootparam.h#L114
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/setup.h

TTpexxzie Bcero, obpaTuTe BHUMaHHe Ha TO, YTO 3Ta (yHKLMs 00bsiBeHa C mpedUKCcoM __init . OTO 03HAYaeT, UTo 3Ta QyHKLMS

Oy/eT UCIO/IB30BAThCS TOIBKO BO BPEMS MHULIMAIM3ALIUK U HCTI0/Ib3yeMast aMsTh OyeT 0cBoboXKAeHa.

MB&I MOXXeM BHZETh 00bsiB/IeHHe ABYX ITepeMeHHBIX J/Is5 KOMaH/JHOW CTPOKH si/jpa 1 KONMPOBaHUe real_mode_data B
boot_params (yHKLUeH memcpy . Jasee ciefyer BbI30B GYHKIUM sanitize_boot_params , KOTOpas 3arlo/HseT HEKOTOPbIe
MOJIst CTPYKTYPbI boot_params , TaKMe KaK ext_ramdisk_image M T.[, €C/IU 3arPy3UMKU He MHULIMA/IU3UPOBa/l HEU3BECTHLIE

MoJIsi B boot_params HynéM. [Tocsie 3TOro Mel ojyuaeM ajjpec KOMaH/HON CTPOKU BbI30BOM (PYHKIIMM get_cmd_line_ptr :

unsigned long cmd_line_ptr = boot_params.hdr.cmd_line_ptr;
cmd_line_ptr |= (u64)boot_params.ext_cmd_line_ptr << ;
return cmd_line_ptr;

KOTOpBIH noyuaeT 64-0UTHBIN afipec KOMaH/{HOM CTPOKH M3 3aro/IoBoUHOro (aiisia 3arpy3ku sizpa u Bo3spaiaet ero. Ha
TI0C/Ie/JHEM Il1are Mbl IIpoBepsieM cmd_line_ptr , M0JyyaeM ero BUPTYasbHbIN ajipec U KOMMPYeM ero B boot_command_line ,

KOTOpBIH MpeicTaBsieT co60ii BCero /ML MacCUB 6aiToB:

extern char __initdata boot_command_line[];

TTocnie 5TOTO MBI IMeeM CKOTTHMPOBaHHY!0 KOMaH/HYIO CTPOKY sifipa ¥ CTPYKTYpy boot_params . Ha crefytoijem mare

MIPOMCXOJUT BBI30B (PYHKIMHM load_ucode_bsp , KOTOpas 3arpy’kaeT IPOLIeCCOPHBIM MUKPOKO/, €r0 MbI 37eCh He YBU/IUM.

ITocse 3arpy3ku MUKPOKO/ZIa Mbl MOXKEM BUZETh ITPOBEPKY ¢)yHKuI/II/I console_loglevel M early_printk , KOTOpas redyaTaeT
CTPOKY Kernel Alive . Ho Bl HUKOTZla He YBHJWTE 3TOT BBIBOJ, TIOTOMY UTO early_printk ellje He HHUIMAIU3HUPOBaH. JTO
HeOoyiblast ommoKa B siape, U s (0xAX, asmop opueuHanbHoll KHueu - IIpum. nep.) OTIIPaBWII I1aTy - KOMMUT, YTOObI HICTIDAaBUTh

eé.

IlepemelljeHue 10 CTPAHUL[AM WHUILAA/TU3AIUA

Ha crnepytormemM 1iare, Korja Mbl CKOITFPOBAIN CTPYKTYPY boot_params , HAM HY>KHO NepeiiTH OT HadalbHBIX Tab/IvI CTPaHUL] K
TabJrL{aM CTpaHHL] /IS poriecca MHULMAIN3aLiy. MBI y>Ke HaCTPOW/IN HavdaibHbIe Ta0/MLBI CTPaHMI], BEI MOKeTe TIPOUMTATh 00
9TOM B TIpeABIAYIIielt uacTy 1 cOpocumy 3710 Bcé QyHKIMeH reset_early_page_tables (BBI TOXKe MOKeTe TIPOUMTAThH 00 3TOM B

TpeJpIAyILel YaCTH) U COXPAHW/IN TOMBKO 0ToOpakeHHe CTpaHuI] siipa. ITocsie 3TOro Mbl BeI3bIBaeM QYHKIUIO clear_page :

clear_page(init_level4_pgt);

C apryMeHTOM init_level4_pgt , KOTOPBIH orpefiesiéH B (paiinie arch/x86/kernel/head_64.S v BBITISIAUT CiefyIOIUM 00pa3oMm:

NEXT_PAGE(init_level4_pgt)

.quad level3_ident_pgt - __ START_KERNEL_map + _KERNPG_TABLE
.org init_level4_pgt + L4_PAGE_OFFSET*8, ©
.quad level3_ident_pgt - __ START_KERNEL_map + _KERNPG_TABLE
.org init_level4_pgt + L4_START_KERNEL*8, 0
.quad level3_kernel_pgt - __ START_KERNEL_map + _PAGE_TABLE

OH oTobparkaet repBble 2 rurabaiita u 512 MerabaiiTa [y Koja siipa, JaHHBIX U bss. @yHKIMS clear_page OIpezie/ieHa B

arch/x86/lib/clear_page_64.S. [laBaiiTe B3r/isiHEM Ha Heé:

ENTRY(clear_page)
CFI_STARTPROC
xorl %eax,%eax
movl $4096/64,%ecx
.p2align 4
.Lloop:


https://github.com/0xAX
http://git.kernel.org/cgit/linux/kernel/git/tip/tip.git/commit/?id=91d8f0416f3989e248d3a3d3efb821eda10a85d2
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head_64.S
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/lib/clear_page_64.S

decl %ecx
#define PUT(x) movqg %rax,x*8(%rdi)

movq %rax, (%rdi)

PUT(1)

PUT(2)

PUT(3)

PUT(4)

PUT(5)

PUT(6)

PUT(7)

leaq 64(%rdi),%rdi

jnz .Lloop

nop

ret

CFI_ENDPROC

.Lclear_page_end:

ENDPROC(clear_page)

Kak BbI MOXKeTe TOHSITh U3 UMeHH (YHKLMY, OHa OUHI[aeT WK 3arl0/IHsIeT Hy/IsIMHU Tabuiibl crpaHuil. [Ipexxze Bcero obpaTure
BHHMMaHUe, UTo 3Ta (YHKL[MsI HAUMHAETCSl C MAKPOCOB CFI_STARTPROC M CFI_ENDPROC , KOTODBIE PACKPBIBAIOTCS /10 JUPEKTUB
cbopku GNU:

#define CFI_STARTPROC .cfi_startproc
#define CFI_ENDPROC .cfi_endproc

Y UCTIOJIB3YIOTCS /171 0T/IafKu. [Tocsie Makpoca CFI_STARTPROC Mbl OOHYJIsieM DErMCTp eax U IomelaeM 64 B ecx (310

Oynet cuétuuk). [Jasee Mbl BUAMM LIUKJI, KOTOPbIF HAYMHAETCSI C METKH .Lloop U JieKpeMeHTa ecx . [Ioc/ie 3TOro Mbl

TIOMEII[aeM HyJ/Ib U3 PETUCTPa rax B rdi , KOTOPBIN TeNepb COIEPKUT 0a30BbIH ajpec init_leveld_pgt U BBITOJHSEM TY XK€

TIpOLIelyPY CEMb Pa3, HO KaXK/bll pa3 repemelijaeM cMelljeHHe rdi Ha 8. ITocse aToro nepBeie 64 Gaiita init_level4_pgt

OyayT 3aronHeHs! Hy/IsiMU. Ha criefiyroiiieM mmare Mbl CHOBA ITOMeIjaeM aJjpec  init_leveld_pgt cCO cMelrjeHHeM 64 GaiiTa B
rdi ¥ IIOBTOpSieM BCe OIepaliyy JI0 TeX I0p, T0Ka ecx He OyzieT paBeH Hy/FO. B WiTore MBI MOMYyYdM  init_leveld_pgt ,

3ar0/THeHHbIN HYJIAMU.

IMocsie 3anoHeHUs HYISIMH - init_level4_pgt , MbI IOMELIAe€M MOC/IIHION0 3aUCh B init_level4_pgt :

init_level4_pgt[ ] = early_level4_pgt[ 1;

BbI 10/KHBI TTOMHUTB, YTO MbI OUMCTH/IM BCe 3allMCU  early_level4 pgt d)yHKuI/Ief/'I reset_early_page_table M COXpaHW/IH

TOJIBKO OTO6pa)KeHI/Ie AApa.

IMocnemunii mar B GyHKUMN x86_64_start_kernel 3aK/IHOUaeTCs B BbI30Be (DYHKIUM x86_64_start_reservations :

x86_64_start_reservations(real_mode_data);

C apryMeHTOB real mode_data . DYHKIWS x86_64_start_reservations OIpefiesieHa B TOM ke (aiyie HCXOJHOTO KO/ UTo ¥

x86_64_start_kernel :

void _ init x86_64_start_reservations(char

{
if ('boot_params.hdr.version)
copy_bootdata(__va(real_mode_data));

reserve_ebda_region();

start_kernel();



210 rociegHAsA (l)yHKI_II/If[ nepej BXOJIOM B TOUKY sifipa - start_kernel . ,HaBaﬁTE TMOCMOTPUM, UTO OH [JeJiaeT U KaK 3TO

paboraer.

ITocnegHuu mar nepej TOYKOM BX0/ia B AAPO

B nepByto ouepesib MbI BUJJUM [IPOBEPKY boot_params.hdr.version B (YHKI[UM x86_64_start_reservations :

if (!boot_params.hdr.version)
copy_bootdata(__va(real_mode_data));

Y eCJIM OH PaBeH HYJII0 TO CHOBA BbI3bIBaeTCsl (GYHKIMsSL copy_bootdata C BUPTYya/lbHBIM a/[pecoM real_mode_data .

B ciiegytoiem 1are Mbl BUJUM BbI30B QYHKLMM reserve_ebda_region , onpefenéHHol B darine arch/x86/kernel/head.c. 3ta
(yHKLs pe3epBUpYyeT O/IOK aMsATH [/l EBDA WM Extended BIOS Data Area . Extended BIOS Data Area PpACIOJIO)KEHA B

BEPXHHUX aJjpecax OCHOBHOM 06/1acTu mamsTy (conventional memory) U COZIep>KUT JIaHHBIE O MOPTaX, apameTpax JUCKa U T.J.

[laBaiiTe mocMOTPUM Ha QYHKLUIO reserve_ebda_region . OH HauMHaeTCsl C IPOBEPKHY, BK/IIOUEHA /1Y [1apaBUPTyaIn3aLys UIx

HeT:

if (paravirt_enabled())
return;

€CJTY TlapaBUPTYa/u3aLis BKIFOUEeHa, Mbl BEIXOAWUM M3 QYHKLIMM reserve_ebda_region , IOTOMY UTO EBDA OTCyTCTBYeT. Ha

C/Ie/lyIOIIeM 11are HaM HY)KHO TIOTyUUTh KOHeL| HKHeH 06/1acTy MaMsITH:

lowmem = *(unsigned short *)__va(BIOS_LOWMEM_KILOBYTES);
lowmem <<= 8

MBelI rojlyuaeM BUPTYasbHbIN ajipec HWKHel obmactu namsti BIOS B kunobaiitax v mpeobpasyem ero B OaiThl, CABUTast €ro Ha

10 (mpyrumu crioBamu yMHOXKaeM Ha 1024). IToce 3TOro Ham HY’KHO TIO/TyUUTh afipec  EBDA :

ebda_addr = get_bios_ebda();

OyHKIUS get_bios_ebda ompezeneHa B aiine arch/x86/include/asm/bios_ebda.h:

static inline unsigned int get_bios_ebda(void

{
unsigned int address = *(unsigned short *)phys_to_virt( )8
address <<= 4;
return address;

}

[aBaiite nmonpo6yeM NOHATB, Kak 3T0 paboTaet. Mbl BUANUM npeoOpa3oBaHre GU3HUECKOTO afjpeca Ox40E B BUPTYalbHBIH, THe
0x0040: 0x000e - 3TO CErMEHT, KOTOPHBIH CoZiep>KUT 6a3oBkIi apec EBDA . He GecriokoiiTeck 0 TOM, UTO MBI HICTIO/Ib3yeM
(YHKUUMIO phys_to_virt s mpeobpa3oBaHust GU3HUECKOTO aJjpeca B BUPTYalbHbIA. BBl MOXKeTe 3aMeTUTB, UTO paHee MbI

MCII0/Ib30Ba/IM MAKpPOC __va , HO phys_to_virt -3TO TO )Ke caMmoe:

static inline void *phys_to_virt

{

return __va(address);

TOJIBKO C OJJHUM OTJ/IMUMEM: MBI Ilepe/laeM apryMeHT phys_addr_t , KOTOprﬁ 3aBHCHT OT CONFIG_PHYS_ADDR_T_64BIT :


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/bios_ebda.h

#ifdef CONFIG_PHYS_ADDR_T_64BIT
typedef u64 phys_addr_t;
#else
typedef u32 phys_addr_t;
#endif

MBI O/TyYr/IM BUPTYa/IbHBIM afipec CerMeHTa, B KOTOPOM XpaHUTCs 6a30BbIi afjpec EBDA . MBI c/iBUraem ero Ha 4 u

BO3BpalljaeM Kak pe3ysbTaT. [Tociie 3TOro nepeMeHHasi ebda_addr COZepXKUT 6a30BbIi ajjpec EBDA .
Ha criepytoiem 1iare Mbl IpOBEPsieM, UTO afjpeC EBDA U HIDKHsIsE 06/1aCTh TIAMSITH He MEHbIIle, UeM 3HaUeHe Makpoca

INSANE_CUTOFF :

if (ebda_addr < INSANE_CUTOFF)
ebda_addr = LOWMEM_CAP;

if (lowmem < INSANE_CUTOFF)
lowmem = LOWMEM_CAP;

rje INSANE_CUTOFF

#define INSANE_CUTOFF 0x200060U

wm 128 kunobaiit. Ha nocsiefiHeM 11are Mbl I0JIy4aeM HIDKHIOIO YacTh HIDKHeH 00/1aCTH IaMsTH U EBDA U BbI3bIBaeM
(YHKLMIO memblock_reserve , KOTOpas pe3epBUpYyeT 00/1acTb IaMATH /Il EBDA MEXXAYy HIDKHeH 00/1aCThI0 IaMSATH 1

oHOMerabaiTHOW METKOM:

lowmem = min(lowmem, ebda_addr);
lowmem = min(lowmem, LOWMEM_CAP);
memblock_reserve(lowmem, - lowmem);

¢GyHKUMST memblock_reserve ompefiesieHa B mm/block.c u mpuHMMaet fBa aprymenra:

e 0a30BbIi (HU3NUECKHH afipec;

e DpasMep 00/1aCTH TaMsITH.

Y pe3epBUpYeT 00/1aCTh MaMSITH /1 33JaHHOr0 6a30BOTO ajipeca M pasmepa. memblock_reserve - IepBast QyHKIWS B 3TOM KHUTe
13 peiiMBOpKa MeHezykepa maMsTH sifipa Linux. Mbl CKOpo pacCMOTPHM MeHe/pKep MaMsTH, HO TI0Ka UTO IOCMOTPUM Ha ero

peanu3sanulo.

IlepBoe 3HAKOMCTBO ¢ (P)peMBOPKOM MeHe/pkepa MaMATH sijjpa
Linux

B nipezipizyiiem ab3arje MbI OCTAaHOBH/IMCH Ha BbI30Be (PYHKIIMH memblock_reserve M, KakK s y>Ke CKasasl, 3TO repBasi QyHKIMS U3

¢peiiMBOpKa MeHez)Kepa MamsTH. [laBaliTe monpobyeM MOHATB, Kak 3T0 paboTaeT. memblock_reserve TIPOCTO BHI3BIBAET

¢yHKIMIO:

memblock_reserve_region(base, size, MAX_NUMNODES, 0);

Y NepeZaét el 4 aprymeHra:

o (pusnueckuii 6a30BbIN afpec 06/1aCTH MAMSTH;
e pasMep 00/1aCTH MaMsITH;
e MakcuManbHO uncio NUMA-y3/0B;

o (naru.


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/mm/block.c

B Hauvase Tesia PyHKIMM memblock_reserve_region MbI MOXKEM BHJETB OIpefie/leHHe CTPYKTYPbl memblock_type :

struct memblock_type *_rgn = &memblock.reserved;

KOTOpAsi TIPe/ICTAB/ISIET THUIT 6JI0KA TTAMSITH:

struct memblock_type {
unsigned long cnt;
unsigned long max;
phys_addr_t total_size;
struct memblock_region *regions;

IMTockonbKy Ham He06X0MMO 3ape3epBUPOBATh OJIOK MaMSATH /I EBDA , THII TeKyLel 00/1aCTH MaMsITH 3ape3epPBUPOBaH Tak e,

rfe v CTpyKTypa memblock :

struct memblock {
bool bottom_up;
phys_addr_t current_limit;
struct memblock_type memory;
struct memblock_type reserved;
#ifdef CONFIG_HAVE_MEMBLOCK_PHYS_MAP
struct memblock_type physmem;
#endif
¥

U OITHCBIBaeT 00Iuii 610K mamsaTy. Mbl MHULAMN3UPyeM _rgn aZipecoM memblock.reserved . memblock - riobanbHast

TriepeMeHHas:

struct memblock memblock __initdata_memblock = {

.memory.regions = memblock_memory_init_regions,
.memory.cnt =1,
.memory.max = INIT_MEMBLOCK_REGIONS,
.reserved.regions = memblock_reserved_init_regions,
.reserved.cnt = i,
.reserved.max = INIT_MEMBLOCK_REGIONS,

#ifdef CONFIG_HAVE_MEMBLOCK_PHYS_MAP
.physmem.regions = memblock_physmem_init_regions,
.physmem.cnt =1,
.physmem.max = INIT_PHYSMEM_REGIONS,

#endif
.bottom_up = ,
.current_limit = MEMBLOCK_ALLOC_ANYWHERE,

i

M-eI He GyzieM IOTPY’KaThCsl B IeTa/lM 3TOM IIepeMeHHOM, HO MBI YBHIWM BCe MOAPOOHOCTH 00 3TOM B 4acTsX 0 MeHeZyKepe

TIaMsATH. HPOCTO OTMETbTE, UTO IepeMeHHasi memblock oOmpezesieHa C IOMOLIbI __initdata_memblock :

#define __initdata_memblock __meminitdata

rae __meminit_data :

#define __meminitdata __section(.meminit.data)

W3 5TOro Mo>XHO CAesiaTh BbIBO/, UTO BCe 0JI0KM TIAMSITH 6y,ElyT B CeKJUM .meminit.data . TTocsie TOro Kak Mbl orpeaenian
_rgn , Mbl I1e4aTaeM I/IH(bOpMaL[I/I}O 06 3TOM C TMOMOILIbI0O Makpoca memblock_dbg . BbI MoXeTe BK/IHOUMTH €ro, repenaB

memblock = debug B KOMaH/JHYIO CTPOKY si/ipa.



Tlocne meuatu CTPOK OTJ/IaIKU C/1e]lyeT BbI3OB Cl)yHKL[I/II/I memblock_add_range :

memblock_add_range(_rgn, base, size, nid, flags);

KoTopasi 106aB/isieT HOBYIO 06J1acTh 610K MAMSITH B CEKLIMIO .meminit.data . [IOCKOJIBKY MbI HE MHUL[MATU3UPYEM _rgn U OH

COZIEP)KUT &memblock.reserved , Mbl IPOCTO 3arO/IHsIEM MepeJjaHHbIM _rgn ©a30BBIM aJjpecOM EBDA , pa3MepoM 3Toi 06/1acTu
u naramu:

if (type->regions[0].size == 0) {
WARN_ON(type->cnt != || type->total_size);
type->regions[0].base = base;
type->regions[0].size = size;
type->regions[0].flags = flags;
memblock_set_region_node(&type->regions[0], nid);
type->total_size = size;

return 0;

IMoce 3anosiHeHUs Harllel 06/71aCTH NTaMSTH Mbl BUJWM BBI30B (PYHKLIMM memblock_set_region_node C JBYyMsI apTyMeHTaMM:

® ajipec 3aroJIHeHHOW 06/1aCcTH MaMsITH;
e id NUMA-y3na.

r/ie HalK 00J1aCTH TIaMSITH TIPe/CTaB/ieHbl CTPYKTYpOH memblock_region :

struct memblock_region {
phys_addr_t base;
phys_addr_t size;
unsigned long flags;
#ifdef CONFIG_HAVE_MEMBLOCK_NODE_MAP
int nid;
#endif
}

Id NUMA-y371a 3aBUCHT OT Makpoca MAX_NUMNODES , oripezeiéHHOro B (aite include/linux/numa.h:

#define MAX_NUMNODES (1 << NODES_SHIFT)

rZje NODES_SHIFT 3aBHCHT OT IapaMeTpa KOHQUTypaljud CONFIG_NODES_SHIFT :

#ifdef CONFIG_NODES_SHIFT

#define NODES_SHIFT CONFIG_NODES_SHIFT
#else

#define NODES_SHIFT (¢}
#endif

DyHKIUST memblick_set_region_node TMPOCTO 3aroJiHSET Mofie nid M3 memblock_region 3a/laHHBIM 3HaUEHHEM:

static inline void memblock_set_region_node(struct int
{

r->nid = nid;

IMocne 3TOro y Hac OyzeT nepBblii 3ape3epBUPOBAHHBIA memblock [JJis1 EBDA B CEKIUHM .meminit.data . OyHKIMS

reserve_ebda_region 3aBepIursia paboTy Haj 3TUM ILAroM, U Mbl MOXKeM BepHYThCs B arch/x86/kernel/head64.c.


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/numa.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/head64.c

MBI 3aKOHUM/IA BCE HpI/IFOTOB]'IEHI/Iﬂ! HOCJ’IE,ELHI/IM 11aroM B d)yHKL[I/II/I Xx86_64_start_reservations $BJ/IseTCS BLI30OB beHKI_II/II/I

start_kernel

start_kernel()

PAacrosioXKeHHOM B init/main.c.

3aK/II0UeHue

3TO KOHeL| TpeTell uaCTU MHULMaNIM3aLuy sipa Linux. B ciegyroleil yacTy Mbl yBUAUM TepBble 11aryd MHULMAIM3aLlUy B TOUKe

BXO/Ia B 7IpO - start_kernel . DT0 Gy/eT MepPBbIi 111ar, MPEXIe YeM MbI YBH/JUM 3alyCK TIEPBOTO TIpoLiecca  init .

OT nepeBoAYMKa: MOXKA/IyHCTa, UMeliTe B BUAY, UTO AHIJIMMCKUH - He MOI POJHOH fA3BIK, U A 0YeHb U3BHHAIOCH 3a
BO3MOXXHBIE HeyAo0cTBa. EC/in BbI HaliiéTe Kakue-1n00 OIMGKH W/IH HETOUHOCTH B IEPEBO/e, MOXKA/IYHCTa, MPHUILLIATE

pull request B linux-insides-ru.

CcuUIKH

e BIOS data area
o Uto Takoe Extended BIOS Data Area

e [lpezbigy1ias yacThb


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c
https://github.com/proninyaroslav/linux-insides-ru
http://stanislavs.org/helppc/bios_data_area.html
http://www.kryslix.com/nsfaq/Q.6.html

Kernel initialization. Part 4.

Kernel entry point

If you have read the previous part - Last preparations before the kernel entry point, you can remember that we finished all pre-
initialization stuff and stopped right before the call to the start_kernel function from the init/main.c. The start_kernel is the
entry of the generic and architecture independent kernel code, although we will return to the arch/ folder many times. If you
look inside of the start_kernel function, you will see that this function is very big. For this moment it contains about 8e calls
of functions. Yes, it's very big and of course this part will not cover all the processes that occur in this function. In the current part

we will only start to do it. This part and all the next which will be in the Kernel initialization process chapter will cover it.

The main purpose of the start_kernel to finish kernel initialization process and launch the first init process. Before the first
process will be started, the start_kernel must do many things such as: to enable lock validator, to initialize processor id, to
enable early cgroups subsystem, to setup per-cpu areas, to initialize different caches in vfs, to initialize memory manager, rcu,
vmalloc, scheduler, IRQs, ACPI and many many more. Only after these steps will we see the launch of the first init process in

the last part of this chapter. So much kernel code awaits us, let's start.

NOTE: All parts from this big chapter Linux Kernel initialization process will not cover anything about debugging.

There will be a separate chapter about kernel debugging tips.

A little about function attributes

As I wrote above, the start_kernel function is defined in the init/main.c. This function defined with the __init attribute and
as you already may know from other parts, all functions which are defined with this attribute are necessary during kernel

initialization.
#define __init __section(.init.text) _ _cold notrace

After the initialization process have finished, the kernel will release these sections with a call to the free_initmem function. Note
also that __init is defined with two attributes: __cold and notrace . The purpose of the first cold attribute is to mark that

the function is rarely used and the compiler must optimize this function for size. The second notrace is defined as:

#define notrace __attribute__((no_instrument_function))

where no_instrument_function says to the compiler not to generate profiling function calls.

In the definition of the start_kernel function, you can also see the __visible attribute which expands to the:

#define __visible __ attribute__ ((externally_visible))

where externally visible tells to the compiler that something uses this function or variable, to prevent marking this

function/variable as unusable . You can find the definition of this and other macro attributes in include/linux/init.h.

First steps in the start_kernel

At the beginning of the start_kernel you can see the definition of these two variables:

char *command_line;
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char *after_dashes;

The first represents a pointer to the kernel command line and the second will contain the result of the parse_args function which
parses an input string with parameters in the form name=value , looking for specific keywords and invoking the right handlers.
We will not go into the details related with these two variables at this time, but will see it in the next parts. In the next step we can
see a call to the set_task_stack_end_magic function. This function takes address of the init_task and sets STACK_END_MAGIC

( ox57AC6E9D ) as canary forit. init_task represents the initial task structure:

struct task_struct init_task = INIT_TASK(init_task);

where task_struct stores all the information about a process. I will not explain this structure in this book because it's very big.
You can find its definition in include/linux/sched.h. At this moment task_struct contains more than 1ee fields! Although you
will not see the explanation of the task_struct in this book, we will use it very often since it is the fundamental structure which

describes the process in the Linux kernel. I will describe the meaning of the fields of this structure as we meet them in practice.

You can see the definition of the init_task and it initialized by the INIT_TAsKk macro. This macro is from

include/linux/init_task.h and it just fills the init_task with the values for the first process. For example it sets:

e init process state to zero or runnable . A runnable process is one which is waiting only for a CPU to run on;

e init process flags - PF_KTHREAD which means - kernel thread;

e a list of runnable task;

e process address space;

e init process stack to the &init_thread_info whichis init_thread_union.thread_info and initthread_union has type -

thread_union which contains thread_info and process stack:

union thread_union {

struct thread_info thread_info;

unsigned long [THREAD_SIZE/sizeof(long)];
}

Every process has its own stack and it is 16 kilobytes or 4 page frames. in x86_64 . We can note that it is defined as array of

unsigned long . The next field of the thread_union is- thread_info defined as:

struct thread_info {

struct task_struct *task;

struct exec_domain *exec_domain;

_u32 flags;

_u32 status;

_u32 cpu;

int saved_preempt_count;
mm_segment_t addr_limit;

struct restart_block restart_block;

void __user *sysenter_return;
unsigned int sig_on_uaccess_error:l;
unsigned int uaccess_err:1;

and occupies 52 bytes. The thread_info structure contains architecture-specific information on the thread. We know that on
x86_64 the stack grows down and thread_union.thread_info is stored at the bottom of the stack in our case. So the process

stack is 16 kilobytes and thread_info is at the bottom. The remaining thread_size will be 16 kilobytes - 62 bytes = 16332

bytes . Note that thread_union represented as the union and not structure, it means that thread_info and stack share the

memory space.

Schematically it can be represented as follows:
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thread_info

http://www.quora.com/In-Linux-kernel-Why-thread_info-structure-and-the-kernel-stack-of-a-process-binds-in-union-construct

So the 1NIT_TAsk macro fills these task_struct's fields and many many more. As I already wrote above, I will not describe

all the fields and values in the INIT_TASK macro but we will see them soon.

Now let's go back to the set_task_stack_end_magic function. This function defined in the kernel/fork.c and sets a canary to the

init process stack to prevent stack overflow.

void set_task_stack_end_magic(struct

{

unsigned long *stackend;

stackend = end_of_stack(tsk);

*stackend = STACK_END_MAGIC; /* for overflow detection */
}

Its implementation is simple. set_task_stack_end_magic gets the end of the stack for the given task_struct with the
end_of_stack function. Earlier (and now for all architectures besides x86_64 ) stack was located in the thread_info
structure. So the end of a process stack depends on the CONFIG_STACK_GRowsuP configuration option. As we learn in x86_64

architecture, the stack grows down. So the end of the process stack will be:

(unsigned long *)(task_thread_info(p) + 1);

where task_thread_info just returns the stack which we filled with the INIT_TASk macro:

#define task_thread_info(task) ((struct thread_info *)(task)->stack)

From the Linux kernel v4.9-rc1i release, thread_info structure may contains only flags and stack pointer resides in
task_struct structure which represents a thread in the Linux kernel. This depends on CONFIG_THREAD_INFO_IN_TASK kernel
configuration option which is enabled by default for x86_64 . You can be sure in this if you will look in the init/main.c

configuration build file:

config THREAD_INFO_IN_TASK
bool
help
Select this to move thread_info off the stack into task_struct. To
make this work, an arch will need to remove all thread_info fields
except flags and fix any runtime bugs.

One subtle change that will be needed is to use try_get_task_stack()
and put_task_stack() in save_thread_stack_tsk() and get_wchan().

and arch/x86/Kconfig:

config X86
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def_bool y

select THREAD_INFO_IN_TASK

So, in this way we may just get end of a thread stack from the given task_struct structure:

#ifdef CONFIG_THREAD_INFO_IN_TASK
static inline unsigned long *end_of_stack(const struct

{

return task-> 2
}
#endif

As we got the end of the init process stack, we write STACK_END_MAGIC there. After canary is set, we can check it like this:

if (*end_of_stack(task) != STACK_END_MAGIC) {
//
// handle stack overflow here
//

The next function after the set_task_stack_end_magic is smp_setup_processor_id . This function has an empty body for
X86_64

void __init __weak smp_setup_processor_id(void

as it not implemented for all architectures, but some such as s390 and arm64.

The next function in start_kernel is debug_objects_early_init . Implementation of this function is almost the same as
lockdep_init , but fills hashes for object debugging. As I wrote above, we will not see the explanation of this and other

functions which are for debugging purposes in this chapter.

After the debug_object_early_init function we can see the call of the boot_init_stack_canary function which fills
task_struct->canary with the canary value for the -fstack-protector gcc feature. This function depends on the
CONFIG_CC_STACKPROTECTOR configuration option and if this option is disabled, boot_init_stack_canary does nothing,

otherwise it generates random numbers based on random pool and the TSC:

get_random_bytes(&canary, sizeof(canary));
tsc = __native_read_tsc();
canary += tsc + (tsc << L);

After we got a random number, we fill the stack_canary field of task_struct withit:

current->stack_canary = canary;

and write this value to the top of the IRQ stack with the:

this_cpu_write(irg_stack_union.stack_canary, canary); // read below about this cpu write
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Again, we will not dive into details here, we will cover it in the part about IRQs. As canary is set, we disable local and early boot
IRQs and register the bootstrap CPU in the CPU maps. We disable local IRQs (interrupts for current CPU) with the
local_irg_disable macro which expands to the call of the arch_local irq disable function from include/linux/percpu-

defs.h:

static inline notrace void arch_local irq_disable(void

{

native_irqg_disable();

Where native_irq_disable is cli instruction for x86_64 . As interrupts are disabled we can register the current CPU with
the given ID in the CPU bitmap.

The first processor activation

The current function from the start_kernel is boot_cpu_init . This function initializes various CPU masks for the bootstrap

processor. First of all it gets the bootstrap processor id with a call to:

int cpu = smp_processor_id();

For now it is just zero. If the coNFIG_DEBUG_PREEMPT configuration option is disabled, smp_processor_id just expands to the

call of raw_smp_processor_id which expands to the:

#define raw_smp_processor_id() (this_cpu_read(cpu_number))

this_cpu_read as many other function like this ( this_cpu_write , this_cpu_add and etc...) defined in the
include/linux/percpu-defs.h and presents this_cpu operation. These operations provide a way of optimizing access to the per-

cpu variables which are associated with the current processor. In our case it is this_cpu_read :

__pcpu_size_call return(this_cpu_read_, pcp)

Remember that we have passed cpu_number as pcp tothe this_cpu_read from the raw_smp_processor_id . Now let's look

atthe _ pcpu_size call_return implementation:

#define _ pcpu_size_call_return(stem, variable)

({
typeof(variable) pscr_ret__;
__verify_pcpu_ptr(&(variable));
switch(sizeof(variable)) {
case 1: pscr_ret__ = stem##l(variable); break;
case 2: pscr_ret__ = stem##2(variable); break;
case 4: pscr_ret__ = stem##4(variable); break;
case 8: pscr_ret__ = stem##8(variable); break;
default:

__bad_size_call _parameter(); break;

3

pscr_ret__;

P G A
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Yes, it looks a little strange but it's easy. First of all we can see the definition of the pscr_ret__ variable with the int type.

Why int? Ok, variable is common_cpu and it was declared as per-cpu int variable:

DECLARE_PER_CPU_READ_MOSTLY(int, cpu_number);
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In the next step we call __verify_pcpu_ptr with the address of cpu_number . __veryf pcpu_ptr used to verify that the given
parameter is a per-cpu pointer. After that we set pscr_ret__ value which depends on the size of the variable. Our common_cpu
variable is int , so it 4 bytes in size. It means that we will get this_cpu_read_4(common_cpu) in pscr_ret__ . In the end of the

__pcpu_size_call_return we just call it. this_cpu_read_4 isa macro:

#define this_cpu_read_4(pcp) percpu_from_op("mov", pcp)

which calls percpu_from_op and pass mov instruction and per-cpu variable there. percpu_from_op will expand to the inline

assembly call:

asm("movl %%gs:%1,%0" : "=r" (pfo_ret_) : "m" (common_cpu))

Let's try to understand how it works and what it does. The gs segment register contains the base of per-cpu area. Here we just

copy common_cpu which is in memory to the pfo_ret__ with the movl instruction. Or with another words:

this_cpu_read(common_cpu)

is the same as:

movl %gs:$common_cpu, $pfo_ret__

As we didn't setup per-cpu area, we have only one - for the current running CPU, we will get zero as a result of the

smp_processor_id .

As we got the current processor id, boot_cpu_init sets the given CPU online, active, present and possible with the:

set_cpu_online(cpu, )i
set_cpu_active(cpu, )i
set_cpu_present(cpu, );
set_cpu_possible(cpu, );

All of these functions use the concept - cpumask . cpu_possible is a set of CPU ID's which can be plugged in at any time
during the life of that system boot. cpu_present represents which CPUs are currently plugged in. cpu_online represents subset
of the cpu_present and indicates CPUs which are available for scheduling. These masks depend on the CONFIG_HOTPLUG_CPU
configuration option and if this option is disabled possible == present and active == online . Implementation of the all of
these functions are very similar. Every function checks the second parameter. If it is true , it calls cpumask_set_cpu or

cpumask_clear_cpu otherwise.

For example let's look at set_cpu_possible . As we passed true as the second parameter, the:

cpumask_set_cpu(cpu, to_cpumask(cpu_possible_bits));

will be called. First of all let's try to understand the to_cpumask macro. This macro casts a bitmap toa struct cpumask * . CPU
masks provide a bitmap suitable for representing the set of CPU's in a system, one bit position per CPU number. CPU mask

presented by the cpu_mask structure:

typedef struct cpumask { DECLARE_BITMAP(bits, NR_CPUS); } cpumask t;

which is just bitmap declared with the DECLARE_BITMAP macro:

#define DECLARE_BITMAP(name, bits) unsigned long name[BITS_TO_LONGS(bits)]



As we can see from its definition, the DECLARE_BITMAP macro expands to the array of unsigned long . Now let's look at how the

to_cpumask macro is implemented:

#define to_cpumask(bitmap) \
((struct cpumask *)(1 ? (bitmap) \
(void *)sizeof(__check_is_bitmap(bitmap))))

I don't know about you, but it looked really weird for me at the first time. We can see a ternary operator here which is true

every time, but why the __check_is_bitmap here? It's simple, let's look at it:

static inline int __check_is_bitmap(const unsigned long *bitmap)

{

return 1;

Yeah, it just returns 1 every time. Actually we need in it here only for one purpose: at compile time it checks that the given
bitmap is a bitmap, or in other words it checks that the given bitmap has a type of unsigned long * . So we just pass
cpu_possible_bits tothe to_cpumask macro for converting the array of unsigned long tothe struct cpumask * . Now we

can call cpumask_set_cpu function with the cpu -0and struct cpumask *cpu_possible_bits . This function makes only one

call of the set_bit function which sets the given cpu in the cpumask. All of these set_cpu_* functions work on the same

principle.

If you're not sure that this set_cpu_* operations and cpumask are not clear for you, don't worry about it. You can get more info
by reading the special part about it - cpumask or documentation.

As we activated the bootstrap processor, it's time to go to the next function in the start_kernel. Now itis

page_address_init , but this function does nothing in our case, because it executes only when all ram can't be mapped directly.

Print linux banner

The next call is pr_notice :

#define pr_notice(fmt, ...) \
printk (KERN_NOTICE pr_fmt(fmt), ##_VA_ARGS_ )

as you can see it just expands to the printk call. At this moment we use pr_notice to print the Linux banner:

pr_notice("%s'", linux_banner);

which is just the kernel version with some additional parameters:

Linux version 4.0.0-rc6+ (alex@localhost) (gcc version 4.9.1 (Ubuntu 4.9.1-16ubuntu6) ) #319 SMP

Architecture-dependent parts of initialization

The next step is architecture-specific initialization. The Linux kernel does it with the call of the setup_arch function. This is a

very big function like start_kernel and we do not have time to consider all of its implementation in this part. Here we'll only

start to do it and continue in the next part. As itis architecture-specific , we need to go again to the arch/ directory. The
setup_arch function defined in the arch/x86/kernel/setup.c source code file and takes only one argument - address of the kernel

command line.
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This function starts from the reserving memory block for the kernel _text and _data which starts from the _text symbol
(you can remember it from the arch/x86/kernel/head 64.S) and ends before _ bss_stop . We are using memblock for the

reserving of memory block:

memblock_reserve(__pa_symbol(_text), (unsigned long)__bss_stop - (unsigned long)_text);

You can read about memblock in the Linux kernel memory management Part 1.. As you can remember memblock_reserve

function takes two parameters:

e base physical address of a memory block;

e size of a memory block.

We can get the base physical address of the _text symbol with the __pa_symbol macro:

#define __pa_symbol(x) \
__phys_addr_symbol(__phys_reloc_hide((unsigned long)(x)))

First of all it calls __phys_reloc_hide macro on the given parameter. The _ phys_reloc_hide macro does nothing for x86_64
and just returns the given parameter. Implementation of the _ phys_addr_symbol macro is easy. It just subtracts the symbol
address from the base address of the kernel text mapping base virtual address (you can remember that it is __ START_KERNEL_map )

and adds phys_base which is the base address of _text :

#define _ phys_addr_symbol(x) \
((unsigned long)(x) - __START_KERNEL_map + phys_base)

After we got the physical address of the _text symbol, memblock_reserve can reserve a memory block from the _text to the

__bss_stop - _text

Reserve memory for initrd

In the next step after we reserved place for the kernel text and data is reserving place for the initrd. We will not see details about
initrd in this post, you just may know that it is temporary root file system stored in memory and used by the kernel during its
startup. The early_reserve_initrd function does all work. First of all this function gets the base address of the ram disk, its size

and the end address with:

u64 ramdisk_image = get_ramdisk_image();
u64 ramdisk_size = get_ramdisk_size();
u64 ramdisk_end = PAGE_ALIGN(ramdisk_image + ramdisk_size);

All of these parameters are taken from boot_params . If you have read the chapter about Linux Kernel Booting Process, you must
remember that we filled the boot_params structure during boot time. The kernel setup header contains a couple of fields which

describes ramdisk, for example:

Field name: ramdisk_image
Type: write (obligatory)
Offset/size: 0x218/4
Protocol: 2.00+

The 32-bit linear address of the initial ramdisk or ramfs. Leave at
zero if there is no initial ramdisk/ramfs.

So we can get all the information that interests us from boot_params . For example let's look at get_ramdisk_image :
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static u64 __init get_ramdisk_image(void

{
u64 ramdisk_image = boot_params.hdr.ramdisk_image;
ramdisk_image |= (u64)boot_params.ext_ramdisk_image << ;
return ramdisk_image;

}

Here we get the address of the ramdisk from the boot_params and shift left it on 32 . We need to do it because as you can read

in the Documentation/x86/zero-page.txt:

0C0/004 ALL ext_ramdisk_image ramdisk_image high 32bits

So after shifting it on 32, we're getting a 64-bit address in ramdisk_image and we returnit. get_ramdisk_size works on the
same principle as get_ramdisk_image , but it used ext_ramdisk_size instead of ext_ramdisk_image . After we got ramdisk's

size, base address and end address, we check that bootloader provided ramdisk with the:

if (!boot_params.hdr.type_of_loader ||
'ramdisk_image || !ramdisk_size)
return;

and reserve memory block with the calculated addresses for the initial ramdisk in the end:

memblock_reserve(ramdisk_image, ramdisk_end - ramdisk_image);

Conclusion

It is the end of the fourth part about the Linux kernel initialization process. We started to dive in the kernel generic code from the
start_kernel function in this part and stopped on the architecture-specific initialization in the setup_arch . In the next part we

will continue with architecture-dependent initialization steps.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me a PR to linux-insides.

Links
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e IRQs
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e Previous part
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Kernel initialization. Part 5.

Continue of architecture-specific initialization

In the previous part, we stopped at the initialization of an architecture-specific stuff from the setup_arch function and now we will
continue with it. As we reserved memory for the initrd, next step is the olpc_ofw_detect which detects One Laptop Per Child
support. We will not consider platform related stuff in this book and will skip functions related with it. So let's go ahead. The next
step is the early_trap_init function. This function initializes debug ( #pB - raised when the TF flag of rflags is set) and

int3 ( #BP ) interrupts gate. If you don't know anything about interrupts, you can read about it in the Early interrupt and
exception handling. In x8e architecture INT , INTO and INT3 are special instructions which allow a task to explicitly call an
interrupt handler. The 1INT3 instruction calls the breakpoint ( #8p ) handler. You may remember, we already saw it in the part

about interrupts: and exceptions:

Debug interrupt #DB is the primary method of invoking debuggers. early trap_init defined in the arch/x86/kernel/traps.c.

This functions sets #bB and #BP handlers and reloads IDT:

void __init early_trap_init(void

{
set_intr_gate_ist(X86_TRAP_DB, &debug, DEBUG_STACK);
set_system_intr_gate_ist(X86_TRAP_BP, &int3, DEBUG_STACK);
load_idt(&idt_descr);

}

We already saw implementation of the set_intr_gate in the previous part about interrupts. Here are two similar functions

set_intr_gate_ist and set_system_intr_gate_ist . Both of these two functions take three parameters:

e number of the interrupt;
e base address of the interrupt/exception handler;
e third parameter is - Interrupt Stack Table . IST is a new mechanism inthe x86_64 and part of the TSS. Every active

thread in kernel mode has own kernel stack which is 16 kilobytes. While a thread in user space, this kernel stack is empty.

In addition to per-thread stacks, there are a couple of specialized stacks associated with each CPU. All about these stack you can
read in the linux kernel documentation - Kernel stacks. x86_64 provides feature which allows to switch to a new special stack
for during any events as non-maskable interrupt and etc... And the name of this feature is - Interrupt Stack Table . There can

beupto7 1sT entries per CPU and every entry points to the dedicated stack. In our case this is DEBUG_STACK .

set_intr_gate_ist and set_system_intr_gate_ist work by the same principle as set_intr_gate with only one difference.

Both of these functions checks interrupt number and call _set_gate inside:

BUG_ON( (unsigned)n > )

_set_gate(n, GATE_INTERRUPT, addr, 0, ist KERNEL_CS) ;

r —

as set_intr_gate does this. But set_intr_gate calls _set_gate with dpl-0, andist-0,but set_intr_gate_ist and
set_system_intr_gate_ist Sets ist as DEBUG_STACK and set_system_intr_gate_ist sets dpl as 0x3 which is the

lowest privilege. When an interrupt occurs and the hardware loads such a descriptor, then hardware automatically sets the new
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stack pointer based on the IST value, then invokes the interrupt handler. All of the special kernel stacks will be set in the

cpu_init function (we will see it later).

As #pB and #BP gates written to the idt_descr , wereload 1pT table with load_idt which just calss 1dtr instruction.
Now let's look on interrupt handlers and will try to understand how they works. Of course, I can't cover all interrupt handlers in
this book and I do not see the point in this. It is very interesting to delve in the linux kernel source code, so we will see how

debug handler implemented in this part, and understand how other interrupt handlers are implemented will be your task.

DB handler

As you can read above, we passed address of the #bB handler as &debug inthe set_intr_gate_ist . Ixr.free-electrons.com is
a great resource for searching identifiers in the linux kernel source code, but unfortunately you will not find debug handler with

it. All of you can find, itis debug definition in the arch/x86/include/asm/traps.h:

asmlinkage void debug(void);

We can see asmlinkage attribute which tells to us that debug is function written with assembly. Yeah, again and again
assembly :). Implementation of the #pB handler as other handlers is in this arch/x86/entry/entry_64.S and defined with the

idtentry assembly macro:

idtentry debug do_debug has_error_code=0 paranoid=1 shift_ist=DEBUG_STACK

idtentry is a macro which defines an interrupt/exception entry point. As you can see it takes five arguments:

name of the interrupt entry point;

e name of the interrupt handler;

e has interrupt error code or not;

e paranoid - if this parameter = 1, switch to special stack (read above);

e shift_ist - stack to switch during interrupt.

Now let's look on idtentry macro implementation. This macro defined in the same assembly file and defines debug function
with the ENTRY macro. For the start idtentry macro checks that given parameters are correct in case if need to switch to the
special stack. In the next step it checks that give interrupt returns error code. If interrupt does not return error code (in our case
#DB does not return error code), it calls INTR_FRAME or XxcPT_FRAME if interrupt has error code. Both of these macros
XxcPT_FRAME and INTR_FRAME do nothing and need only for the building initial frame state for interrupts. They uses CcF1
directives and used for debugging. More info you can find in the CFI directives. As comment from the arch/x86/kernel/entry_64.S
says: CFI macros are used to generate dwarf2 unwind information for better backtraces. They don't change any code.

so we will ignore them.

.macro idtentry sym do_sym has_error_code:req paranoid=0 shift_ist=-1
ENTRY (\sym)

/* Sanity check */

Lif \shift_ist != -1 && \paranoid == 0

.error "using shift_ist requires paranoid=1"

.endif

.if \has_error_code
XCPT_FRAME

.else

INTR_FRAME

.endif
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You can remember from the previous part about early interrupts/exceptions handling that after interrupt occurs, current stack will

have following format:

Pocacocosnssosasscosnans +
I I
+40 | ss |
+32 | RSP |
+24 | RFLAGS |
+16 | cs |
+8 | RIP |

0 | Error Code | <----rsp
| I
T +

The next two macro from the idtentry implementation are:

ASM_CLAC
PARAVIRT_ADJUST_EXCEPTION_FRAME

First AsMm_cLAC macro depends on CONFIG_x86_SMAP configuration option and need for security reason, more about it you can
read here. The second PARAVIRT_ADJUST_EXCEPTION_FRAME macro is for handling handle Xen-type-exceptions (this chapter about

kernel initialization and we will not consider virtualization stuff here).

The next piece of code checks if interrupt has error code or not and pushes $-1 which is exffffffffffffffff on x86_64 on

the stack if not:

.ifeq \has_error_code
pushg_cfi $-1
.endif

We need to do it as dummy error code for stack consistency for all interrupts. In the next step we subtract from the stack pointer

$ORIG_RAX-R15 :

subq $ORIG_RAX-R15, %rsp

where ORIRG_RAX , R15 and other macros defined in the arch/x86/include/asm/calling.h and 0RIG_RAX-R15 is 120 bytes.
General purpose registers will occupy these 120 bytes because we need to store all registers on the stack during interrupt handling.

After we set stack for general purpose registers, the next step is checking that interrupt came from userspace with:

testl $3, CS(%rsp)
jnz 1f

Here we checks first and second bits in the c¢s . You can remember that cs register contains segment selector where first two
bits are RrRpL . All privilege levels are integers in the range 0—3, where the lowest number corresponds to the highest privilege. So
if interrupt came from the kernel mode we call save_paranoid or jump on label 1 if not. Inthe save_paranoid we store all

general purpose registers on the stack and switch user gs on kernel gs if need:

movl $1,%ebx
movl $MSR_GS_BASE, %ecx
rdmsr
testl %edx, %edx
js 1f
SWAPGS
xorl %ebx, %ebx
i3 ret
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In the next steps we put pt_regs pointer to the rdi , save error code in the rsi if it has and call interrupt handler which is -

do_debug in our case from the arch/x86/kernel/traps.c. do_debug like other handlers takes two parameters:

® pt_regs - is a structure which presents set of CPU registers which are saved in the process' memory region;

e error code - error code of interrupt.

After interrupt handler finished its work, calls paranoid_exit which restores stack, switch on userspace if interrupt came from

there and calls iret . That's all. Of course it is not all :), but we will see more deeply in the separate chapter about interrupts.

This is general view of the idtentry macro for #pB interrupt. All interrupts are similar to this implementation and defined
with idtentry too. After early trap_init finished its work, the next function is early_cpu_init . This function defined in the

arch/x86/kernel/cpu/common.c and collects information about CPU and its vendor.

Early ioremap initialization

The next step is initialization of early ioremap . In general there are two ways to communicate with devices:

e I/O Ports;

e Device memory.

We already saw first method ( outb/inb instructions) in the part about linux kernel booting process. The second method is to
map I/O physical addresses to virtual addresses. When a physical address is accessed by the CPU, it may refer to a portion of
physical RAM which can be mapped on memory of the I/O device. So ioremap used to map device memory into kernel address

space.

As i wrote above next function is the early_ioremap_init which re-maps I/O memory to kernel address space so it can access it.
We need to initialize early ioremap for early initialization code which needs to temporarily map I/O or memory regions before the
normal mapping functions like ioremap are available. Implementation of this function is in the arch/x86/mm/ioremap.c. At the
start of the early_ioremap_init we can see definition of the pmd point with pmd_t type (which presents page middle
directory entry typedef struct { pmdval_t pmd; } pmd_t; where pmdval t is unsigned long ) and make a check that

fixmap aligned in a correct way:

pmd_t *pmd;
BUILD_BUG_ON((fix_to_virt(0) + PAGE_SIZE) & ((1 << PMD_SHIFT) - 1));

fixmap - is fixed virtual address mappings which extends from FIXADDR_START to FIXADDR_TOP . Fixed virtual addresses are
needed for subsystems that need to know the virtual address at compile time. After the check early ioremap_init makes a call
of the early_ioremap_setup function from the mm/early_ioremap.c. early_ioremap_setup fills slot_virt array of the

unsigned long with virtual addresses with 512 temporary boot-time fix-mappings:

for (i = 0; i < FIX_BTMAPS_SLOTS; i++)
slot_virt[i] = _ fix_to_virt(FIX_BTMAP_BEGIN - NR_FIX_BTMAPS*i);

After this we get page middle directory entry for the FIx_BTMAP_BEGIN and puttothe pmd variable, fills bm_pte with zeros
which is boot time page tables and call pmd_populate_kernel function for setting given page table entry in the given page

middle directory:

pmd = early_ioremap_pmd(fix_to_virt(FIX_BTMAP_BEGIN));
(bm_pte, 0, sizeof(bm_pte));
pmd_populate_kernel(&init_mm, pmd, bm_pte);

That's all for this. If you feeling puzzled, don't worry. There is special part about ioremap and fixmaps in the Linux Kernel

Memory Management. Part 2 chapter.
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Obtaining major and minor numbers for the root device

After early ioremap was initialized, you can see the following code:

ROOT_DEV = old_decode_dev(boot_params.hdr.root_dev);

This code obtains major and minor numbers for the root device where initrd will be mounted later in the do_mount_root
function. Major number of the device identifies a driver associated with the device. Minor number referred on the device
controlled by driver. Note that old_decode_dev takes one parameter from the boot_params_structure . As we can read from

the x86 linux kernel boot protocol:

Field name: root_dev

Type: modify (optional)
Offset/size: ox1fc/2
Protocol: ALL

The default root device device number. The use of this field is
deprecated, use the "root=" option on the command line instead.

Now let's try to understand what old_decode_dev does. Actually it just calls Mkpev inside which generates dev_t from the

give major and minor numbers. It's implementation is pretty simple:

static inline dev_t

{

return MKDEV((val >> 8) & , val & )8

where dev_t is a kernel data type to present major/minor number pair. But what's the strange old_ prefix? For historical
reasons, there are two ways of managing the major and minor numbers of a device. In the first way major and minor numbers
occupied 2 bytes. You can see it in the previous code: 8 bit for major number and 8 bit for minor number. But there is a problem:
only 256 major numbers and 256 minor numbers are possible. So 16-bit integer was replaced by 32-bit integer where 12 bits

reserved for major number and 20 bits for minor. You can see this in the new_decode_dev implementation:

static inline dev_t

{
unsigned major = (dev & ) >> 8;
unsigned minor = (dev & ) | ((dev >> ) & DE;
return MKDEV(major, minor);

}

After calculation we will get exfff or 12 bits for major ifitis exffffffff and exfffff or 20 bits for minor . So in the

end of execution of the old_decode_dev we will get major and minor numbers for the root device in ROOT_DEV .

Memory map setup

The next point is the setup of the memory map with the call of the setup_memory_map function. But before this we setup different
parameters as information about a screen (current row and column, video page and etc... (you can read about it in the Video mode

initialization and transition to protected mode)), Extended display identification data, video mode, bootloader_type and etc...:

screen_info = boot_params.screen_info;

edid_info = boot_params.edid_info;

saved_video_mode = boot_params.hdr.vid_mode;

bootloader_type = boot_params.hdr.type_of_loader;

if ((bootloader_type >> == ) {
bootloader_type &= ;
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bootloader_type |= (boot_params.hdr.ext_loader_type+ ) << 4;

}

bootloader_version = bootloader_type & ;

bootloader_version |= boot_params.hdr.ext_loader_ver << 4;

All of these parameters we got during boot time and stored in the boot_params structure. After this we need to setup the end of
the I/O memory. As you know one of the main purposes of the kernel is resource management. And one of the resource is
memory. As we already know there are two ways to communicate with devices are I/0 ports and device memory. All information

about registered resources are available through:

e /proc/ioports - provides a list of currently registered port regions used for input or output communication with a device;

e /proc/iomem - provides current map of the system's memory for each physical device.

At the moment we are interested in /proc/iomem :

cat /proc/iomem

00000000-00000Fff : reserved
00001000-0009d7ff : System RAM
0009d800-0009ffff : reserved

000a0000-000bffff :

PCI Bus 0000:00

000c0000-000cffff : Video ROM
000d0000-000d3fff : PCI Bus 0000:00
000d4000-000d7fff : PCI Bus 0000:00
000d8000-000dbfff : PCI Bus 0000:00
000dc000-000dffff : PCI Bus 0000:00
000e0000-000fffff : reserved

000e0000-000e3fff
000e4000-000e7fff
000T0000-000TFfff

PCI Bus 0000:00
PCI Bus 0000:00
System ROM

As you can see range of addresses are shown in hexadecimal notation with its owner. Linux kernel provides API for managing
any resources in a general way. Global resources (for example PICs or I/O ports) can be divided into subsets - relating to any

hardware bus slot. The main structure resource :

struct resource {
resource_size_t start;
resource_size_t end;
const char *name;
unsigned long flags;
struct resource *parent,

*sibling, *child;

3

presents abstraction for a tree-like subset of system resources. This structure provides range of addresses from start to end
( resource_size_t is phys_addr_t or ué4 for x86_64 ) which a resource covers, name of a resource (you see these names
inthe /proc/iomem output) and flags of a resource (All resources flags defined in the include/linux/ioport.h). The last are

three pointers to the resource structure. These pointers enable a tree-like structure:

droccoocooocooooo + Goocoooooooooos +
| | | |
| parent |------ | sibling |
| | | |
droccoocooocooooo + Goocoooooooooos +
|
|
droccoocooocooooo +


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/ioport.h

Every subset of resources has root range resources. For iomem itis iomem_resource which defined as:

struct resource iomem_resource = {
.name = "PCI mem",
.start = 0,
.end = 0
.flags = IORESOURCE_MEM,
}i
EXPORT_SYMBOL (iomem_resource);

TODO EXPORT_SYMBOL

iomem_resource defines root addresses range for io memory with PCI mem name and IORESOURCE_MEM ( 0x00000200 ) as

flags. As i wrote above our current point is setup the end address of the iomem . We will do it with:

iomem_resource.end = (1ULL << boot_cpu_data.x86_phys_bits) - 1;

Here we shift 1 on boot_cpu_data.x86_phys_bits . boot_cpu_data is cpuinfo_x86 structure which we filled during
execution of the early cpu_init . As you can understand from the name of the x86_phys_bits field, it presents maximum bits
amount of the maximum physical address in the system. Note also that iomem_resource is passed to the EXPORT_SYMBOL macro.
This macro exports the given symbol ( iomem_resource in our case) for dynamic linking or in other words it makes a symbol

accessible to dynamically loaded modules.

After we set the end address of the root iomem resource address range, as I wrote above the next step will be setup of the

memory map. It will be produced with the call of the setup_ memory_map function:

void __init setup_memory_map(void

{
char *who;
who = x86_init.resources.memory_setup();
(&e820_saved, &e820, sizeof(struct e820map));
printk (KERN_INFO "e820: BIOS-provided physical RAM map:\n");
e820_print_map(who);
}

First of all we call look here the call of the x86_init.resources.memory_setup . x86_init iSa x86_init_ops structure which
presents platform specific setup functions as resources initialization, pci initialization and etc... initialization of the x86_init is
in the arch/x86/kernel/x86_init.c. I will not give here the full description because it is very long, but only one part which interests

us for now:

struct x86_init_ops x86_init __initdata = {
.resources = {
.probe_roms = probe_roms,
.reserve_resources = reserve_standard_io_resources,
.memory_setup

default_machine_specific_memory_setup,

1y

As we can see here memry_setup fieldis default_machine_specific_memory_setup where we get the number of the e820
entries which we collected in the boot time, sanitize the BIOS €820 map and fill eg2emap structure with the memory regions. As
all regions are collected, print of all regions with printk. You can find this print if you execute dmesg command and you can see

something like this:

[ 0.000000] e820: BIOS-provided physical RAM map:
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.000000] BIOS-€820: [mem Ox0000000000000000-0X000000000009d7ff] usable
.000000] BIOS-e820: [mem Ox000000000009d800-0XxO0CEO0NOEOFfff] reserved
.000000] BIOS-e820: [mem Ox00000000000e0000-0XxO0000000000FFfff] reserved
.000000] BIOS-e820: [mem Ox0000000000100000-0x00000000be825fff] usable
.000000] BIOS-e820: [mem Ox00000000be826000-0x00000000be82cfff] ACPI NVS
.000000] BIOS-e820: [mem 0x00000000be82d000-OXO0000000bf744fff] usable
.000000] BIOS-e820: [mem 0x000O0000bf745000-0x00000000bfff4fff] reserved
.000000] BIOS-e820: [mem O0x0OO00000bfff5000-0x00000000dcO41fff] usable
.000000] BIOS-e820: [mem Ox00000000dc042000-0x00000000dcOd2fff] reserved
.000000] BIOS-e820: [mem 0x00000000dcOd3000-0x00000000dc138fff] usable
.000000] BIOS-e820: [mem 0x00000000dc139000-0x00000000dc27dfff] ACPI NVS
.000000] BIOS-e820: [mem Ox00000000dc27e000-0x00000000deffefff] reserved
.000000] BIOS-e820: [mem Ox00000000defff0OO0-0x00000000deffffff] usable

e B B B B B e B e B B e B e B B
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Copying of the BIOS Enhanced Disk Device information

The next two steps is parsing of the setup_data with parse_setup_data function and copying BIOS EDD to the safe place.

setup_data is a field from the kernel boot header and as we can read from the x86 boot protocol:

Field name: setup_data
Type: write (special)
Offset/size: 0x250/8
Protocol: 2.09+

The 64-bit physical pointer to NULL terminated single linked list of
struct setup_data. This is used to define a more extensible boot
parameters passing mechanism.

It used for storing setup information for different types as device tree blob, EFI setup data and etc... In the second step we copy

BIOS EDD information from the boot_params structure that we collected in the arch/x86/boot/edd.c to the edd structure:

static inline void __init void
{
(edd.mbr_signature, boot_params.edd_mbr_sig_buffer,
sizeof(edd.mbr_signature));
(edd.edd_info, boot_params.eddbuf, sizeof(edd.edd_info));
edd.mbr_signature_nr = boot_params.edd_mbr_sig_buf_entries;
edd.edd_info_nr = boot_params.eddbuf_entries;

Memory descriptor initialization

The next step is initialization of the memory descriptor of the init process. As you already can know every process has its own
address space. This address space presented with special data structure which called memory descriptor . Directly in the linux
kernel source code memory descriptor presented with mm_struct structure. mm_struct contains many different fields related
with the process address space as start/end address of the kernel code/data, start/end of the brk, number of memory areas, list of
memory areas and etc... This structure defined in the include/linux/mm_types.h. As every process has its own memory descriptor,
task_struct structure contains it in the mm and active_mm field. And our first init process has it too. You can remember

that we saw the part of initialization of the init task_struct with INIT_TAsk macro in the previous part:

#define INIT_TASK(tsk) \
{
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.mm = , \
.active_mm = &init_mm, \

mm points to the process address space and active_mm points to the active address space if process has no address space such as

kernel threads (more about it you can read in the documentation). Now we fill memory descriptor of the initial process:

init_mm.start_code = (unsigned long) _text;
init_mm.end_code = (unsigned long) _etext;

init_mm.end_data = (unsigned long) _edata;

init_mm.brk = _brk_end;

with the kernel's text, data and brk. init_mm is the memory descriptor of the initial process and defined as:

struct mm_struct init_mm = {

.mm_rb = RB_ROOT,

.pgd = swapper_pg_dir,

.mm_users = ATOMIC_INIT(2),

.mm_count = ATOMIC_INIT(1),

.mmap_sem = __RWSEM_INITIALIZER(init_mm.mmap_sem),
.page_table_lock = _ SPIN_LOCK_UNLOCKED(init_mm.page_table_lock),
.mmlist = LIST_HEAD_INIT(init_mm.mmlist)

INIT_MM_CONTEXT(init_mm)
3

where mm_rb is a red-black tree of the virtual memory areas, pgd is a pointer to the page global directory, mm_users is
address space users, mm_count is primary usage counter and mmap_sem is memory area semaphore. After we setup memory
descriptor of the initial process, next step is initialization of the Intel Memory Protection Extensions with mpx_mm_init . The next
step is initialization of the code/data/bss resources with:

code_resource.start = __pa_symbol(_text);
code_resource.end = __pa_symbol(_etext)-1;
data_resource.start = __pa_symbol(_etext);
data_resource.end = __pa_symbol(_edata)-1;
bss_resource.start = __pa_symbol(__bss_start);
bss_resource.end = __pa_symbol(__bss_stop)-1;

We already know a little about resource structure (read above). Here we fills code/data/bss resources with their physical

addresses. You can see it in the /proc/iomem :

-be825fff : System RAM
bb392 : Kernel code
bb393 c3f : Kernel data
211000 ac3fff : Kernel bss

All of these structures are defined in the arch/x86/kernel/setup.c and look like typical resource initialization:

static struct resource code_resource = {

.name = "Kernel code",

.start =0,

.end =0,

.flags = IORESOURCE_BUSY | IORESOURCE_MEM
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The last step which we will cover in this part will be nNx configuration. NX-bit or no execute bit is 63-bit in the page directory
entry which controls the ability to execute code from all physical pages mapped by the table entry. This bit can only be used/set
when the no-execute page-protection mechanism is enabled by the setting EFER.NXE to 1.Inthe x86_configure_nx function
we check that CPU has support of nx-bit and it does not disabled. After the check we fill __supported_pte_mask depend on it:

void x86_configure_nx(void

{
if (cpu_has_nx && !disable_nx)
__supported_pte_mask |= _PAGE_NX;
else
__supported_pte_mask &= ~_PAGE_NX;
}
L3
Conclusion

It is the end of the fifth part about linux kernel initialization process. In this part we continued to dive in the setup_arch function
which makes initialization of architecture-specific stuff. It was long part, but we have not finished with it. As i already wrote, the
setup_arch is big function, and I am really not sure that we will cover all of it even in the next part. There were some new
interesting concepts in this part like Fix-mapped addresses, ioremap and etc... Don't worry if they are unclear for you. There is a
special part about these concepts - Linux kernel memory management Part 2.. In the next part we will continue with the
initialization of the architecture-specific stuff and will see parsing of the early kernel parameters, early dump of the pci devices,

Desktop Management Interface scanning and many many more.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes
please send me PR to linux-insides.
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Kernel initialization. Part 6.

Architecture-specific initialization, again...

In the previous part we saw architecture-specific ( x86_64 in our case) initialization stuff from the arch/x86/kernel/setup.c and
finished on x86_configure_nx function which sets the _pace_nx flag depends on support of NX bit. As I wrote before

setup_arch function and start_kernel are very big, so in this and in the next part we will continue to learn about architecture-
specific initialization process. The next function after x86_configure_nx is parse_early_param . This function is defined in the
init/main.c and as you can understand from its name, this function parses kernel command line and setups different services
depends on the given parameters (all kernel command line parameters you can find are in the Documentation/kernel-
parameters.txt). You may remember how we setup earlyprintk in the earliest part. On the early stage we looked for kernel
parameters and their value with the cmdline_find_option function and _ cmdline_find_option ,

__cmdline_find_option_bool helpers from the arch/x86/boot/cmdline.c. There we're in the generic kernel part which does not
depend on architecture and here we use another approach. If you are reading linux kernel source code, you already note calls like
this:

early_param('"gbpages", parse_direct_gbpages_on);

early_param macro takes two parameters:

e command line parameter name;

e function which will be called if given parameter is passed.

and defined as:

#define early_param(str, fn) \
__setup_param(str, fn, fn, 1)

in the include/linux/init.h. As you can see early_param macro just makes call of the _ setup_param macro:

#define __setup_param(str, unique_id, fn, early) \
static const char __setup_str_##unique_id[] __initconst \
__aligned(1) = str; \

static struct obs_kernel_param __setup_##unique_id \
__used __section(.init.setup) \
__attribute__((aligned((sizeof(long))))) \

= { __setup_str_##unique_id, fn, early }

This macro defines __setup_str_*_id variable (where * depends on given function name) and assigns it to the given
command line parameter name. In the next line we can see definition of the __setup_* variable which type is

obs_kernel_param and its initialization. obs_kernel_param structure defined as:

struct obs_kernel_param {
const char *str;
int (*setup_func)(char *);
int early;

Y

and contains three fields:

e name of the kernel parameter;

e function which setups something depend on parameter;
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o field determines is parameter early (1) or not (0).

Note that __set_param macro defines with __section(.init.setup) attribute. It means thatall _ setup_str_* will be placed
inthe .init.setup section, moreover, as we can see in the include/asm-generic/vmlinux.lds.h, they will be placed between

__setup_start and __setup_end :

#define INIT_SETUP(initsetup_align)
. = ALIGN(initsetup_align);
VMLINUX_SYMBOL(__setup_start) = .;
*(.init.setup)
VMLINUX_SYMBOL(__setup_end) = .;

e

Now we know how parameters are defined, let's back to the parse_early_param implementation:

void __init void
{
static int done __initdata;
static char tmp_cmdline[COMMAND_LINE_SIZE] __initdata;

if (done)
return;

strlcpy(tmp_cmdline, boot_command_line, COMMAND_LINE_SIZE);
parse_early_options(tmp_cmdline);
done = 1;

The parse_early_param function defines two static variables. First done check that parse_early_param already called and
the second is temporary storage for kernel command line. After this we copy boot_command_line to the temporary command line
which we just defined and call the parse_early_options function from the same source code main.c file.

parse_early options callsthe parse_args function from the kernel/params.c where parse_args parses given command line
and calls do_early_param function. This function goes from the _ setup_start to __setup_end , and calls the function from
the obs_kernel_param if a parameter is early. After this all services which are depend on early command line parameters were
setup and the next call after the parse_early param is x86_report_nx . As I wrote in the beginning of this part, we already set

NX-bit with the x86_configure_nx . The next x86_report_nx function from the arch/x86/mm/setup_nx.c just prints
information about the nx . Note that we call x86_report_nx not right after the x86_configure_nx , but after the call of the

parse_early_param . The answer is simple: we call it after the parse_early_param because the kernel support noexec

parameter:

noexec [X86]
On X86-32 available only on PAE configured kernels.
noexec=on: enable non-executable mappings (default)
noexec=off: disable non-executable mappings

We can see it in the booting time:

bootconso
NX (Execute Disable) protection: active

SMBIOS 2.8 present.

After this we can see call of the:

memblock_x86_reserve_range_setup_data();
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function. This function is defined in the same arch/x86/kernel/setup.c source code file and remaps memory for the setup_data
and reserved memory block for the setup_data (more about setup_data you can read in the previous part and about ioremap

and memblock you can read in the Linux kernel memory management).

In the next step we can see following conditional statement:

if (acpi_mps_check()) {
#ifdef CONFIG_X86_LOCAL_APIC
disable_apic = 1;
#endif
setup_clear_cpu_cap(X86_FEATURE_APIC);

The first acpi_mps_check function from the arch/x86/kernel/acpi/boot.c depends on CONFIG_x86_LOCAL_APIC and

CONFIG_x86_MPPARSE configuration options:

int __init acpi_mps_check(void
{
#if defined(CONFIG_X86_LOCAL_APIC) && !'defined(CONFIG_X86_MPPARSE)
/* mptable code is not built-in*/
if (acpi_disabled || acpi_noirq) {
printk (KERN_WARNING "MPS support code is not built-in.\n"
"Using acpi=off or acpi=noirq or pci=noacpi "
"may have problem\n");
return 1;

#endif
return 0;

It checks the built-in MPs or MultiProcessor Specification table. If CONFIG_X86_LOCAL_APIC is setand CONFIG_x86_MPPAARSE is
not set, acpi_mps_check prints warning message if the one of the command line options: acpi=off , acpi=noirq or
pci=noacpi passed to the kernel. If acpi_mps_check returns 1 it means that we disable local APIC and clear
X86_FEATURE_APIC bit in the of the current CPU with the setup_clear_cpu_cap macro. (more about CPU mask you can read in
the CPU masks).

Early PCI dump

In the next step we make a dump of the PCI devices with the following code:

#ifdef CONFIG_PCI
if (pci_early_dump_regs)
early_dump_pci_devices();
#endif

pci_early_dump_regs variable defined in the arch/x86/pci/common.c and its value depends on the kernel command line

parameter: pci=earlydump . We can find definition of this parameter in the drivers/pci/pci.c:

early param('"pci", pci_setup);

pci_setup function gets the string after the pci= and analyzes it. This function calls pcibios_setup which defined as
__weak in the drivers/pci/pci.c and every architecture defines the same function which overrides _ weak analog. For example

x86_64 architecture-dependent version is in the arch/x86/pci/common.c:

char *__init pcibios_setup(char {
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} else if (! (str, "earlydump")) {
pci_early_dump_regs = 1;
return 8

So, if CconNFIG_PCI option is set and we passed pci=earlydump option to the kernel command line, next function which will be

called - early_dump_pci_devices from the arch/x86/pci/early.c. This function checks noearly pci parameter with:

if (learly_pci_allowed())
return;

and returns if it was passed. Each PCI domain can host up to 256 buses and each bus hosts up to 32 devices. So, we goes in a

loop:
for (bus = 0; bus < ; bus++) {
for (slot = 0; slot < ; slot++) {
for (func = 0; func < 8; func++) {
}
}
}

and read the pci config with the read_pci_config function.

That's all. We will not go deep in the pci details, but will see more details in the special privers/pcI part.

Finish with memory parsing

After the early dump_pci_devices , there are a couple of function related with available memory and €820 which we collected in

the First steps in the kernel setup part:

/* update the e820_saved too */
e820_reserve_setup_data();
finish_e820_parsing();

e820_add_kernel_range();
trim_bios_range(void);

max_pfn = e820_end_of_ram_pfn();
early_reserve_e820_mpc_new();

Let's look on it. As you can see the first function is e820_reserve_setup_data . This function does almost the same as
memblock_x86_reserve_range_setup_data which we saw above, but it also calls e82e_update_range which adds new regions
to the es2emap with the given type which is E820_RESERVED_KERN in our case. The next function is finish_e82e_parsing
which sanitizes eg2omap with the sanitize e820_map function. Besides this two functions we can see a couple of functions
related to the e820. You can see it in the listing above. e820_add_kernel range function takes the physical address of the kernel

start and end:
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u64 start = _ pa_symbol(_text);
u64 size = _ pa_symbol(_end) - start;

checks that .text .data and .bss marked as E820RAM inthe eg2emap and prints the warning message if not. The next

function trm_bios_range update first 4096 bytes in es2eMap as E820_RESERVED and sanitizes it again with the call of the
sanitize_e820_map . After this we get the last page frame number with the call of the e820_end_of_ram_pfn function. Every

memory page has a unique number - Page frame number and e820_end_of_ram_pfn function returns the maximum with the

call of the e820_end pfn :

unsigned long __init e820_end_of_ram_pfn(void

{
return e820_end_pfn(MAX_ARCH_PFN);

where e820_end_pfn takes maximum page frame number on the certain architecture ( MAX_ARCH_PFN is 0x400000000 for
x86_64 ). Inthe e820_end_pfn we go through the all e820 slots and check that es2e entry has E820_RAM or E820_PRAM
type because we calculate page frame numbers only for these types, gets the base address and end address of the page frame

number for the current e820 entry and makes some checks for these addresses:

for (1 = 0; 1 < e820.nr_map; it++) {
struct e820entry *ei = &e820. (&8I
unsigned long start_pfn;
unsigned long end_pfn;

if (ei->type != E820_RAM && ei->type != E820_PRAM)
continue;

start_pfn = ei->addr >> PAGE_SHIFT;
end_pfn = (ei->addr + ei->size) >> PAGE_SHIFT;

if (start_pfn >= limit_pfn)
continue;

if (end_pfn > limit_pfn) {
last_pfn = limit_pfn;
break;
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if (end_pfn > last_pfn)
last_pfn = end_pfn;

if (last_pfn > max_arch_pfn)
last_pfn = max_arch_pfn;

printk (KERN_INFO "e820: last_pfn = %#lx max_arch_pfn = %#lx\n",
last_pfn, max_arch_pfn);
return last_pfn;

After this we check that last_pfn which we got in the loop is not greater that maximum page frame number for the certain
architecture ( x86_64 in our case), print information about last page frame number and return it. We can see the last_pfn in the

dmesg output:

[ 0.000000] e820: last_pfn = Ox41f000 max_arch_pfn = 0x400000000



After this, as we have calculated the biggest page frame number, we calculate max_low_pfn which is the biggest page frame
number in the low memory or below first 4 gigabytes. If installed more than 4 gigabytes of RAM, max_low_pfn will be result
of the e820_end_of_low_ram_pfn function which does the same e820_end_of_ram_pfn but with 4 gigabytes limit, in other way

max_low_pfn will be the same as max_pfn :

if (max_pfn > (1UL<<( - PAGE_SHIFT)))
max_low_pfn = e820_end_of_low_ram_pfn();
else
max_low_pfn = max_pfn;

high_memory = (void *)__va(max_pfn * PAGE_SIZE - 1) + 1;
Next we calculate high_memory (defines the upper bound on direct map memory) with __va macro which returns a virtual

address by the given physical memory.

DMI scanning

The next step after manipulations with different memory regions and es2e slots is collecting information about computer. We

will get all information with the Desktop Management Interface and following functions:

dmi_scan_machine();
dmi_memdev_walk();

Firstis dmi_scan_machine defined in the drivers/firmware/dmi_scan.c. This function goes through the System Management

BIOS structures and extracts information. There are two ways specified to gain access to the swBIos table: get the pointer to the
smBIOS table from the EFI's configuration table and scanning the physical memory between oxFeeee and ox10e0ee addresses.

Let's look on the second approach. dmi_scan_machine function remaps memory between oxfeeee and exieeee with the

dmi_early_remap which just expands to the early ioremap :

void __init dmi_scan_machine(void

{
char __iomem *p, *q;
char buf[32];

p = dmi_early_remap( 0 )i
if (p == )
goto error;

and iterates over all pMi header address and find search _sm_ string:

(buf, ©, );
for (g =p; ga<p+ ;9 = ) {
memcpy_fromio(buf + 0 @ )
if (!dmi_smbios3_present(buf) || !'dmi_present(buf)) {
dmi_available = 1;
dmi_early_unmap(p, );
goto out;

(buf, buf + 0 )8

_sM_ string must be between oeeereeeeh and ©xeeeFFFFF . Here we copy 16 bytes to the buf with memcpy_fromio which is
the same memcpy and execute dmi_smbios3_present and dmi_present on the buffer. These functions check that first 4 bytes

is _sm_ string, get smBIos version and gets _DMI_ attributes as bMI structure table length, table address and etc... After one
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of these functions finish, you will see the result of it in the dmesg output:

[ ©.000000] SMBIOS 2.7 present.
[ ©.000000] DMI: Gigabyte Technology Co., Ltd. Z97X-UD5SH-BK/Z97X-UDSH-BK, BIOS F6 06/17/2014

In the end of the dmi_scan_machine , we unmap the previously remapped memory:

dmi_early_unmap(p, )

The second function is - dmi_memdev_walk . As you can understand it goes over memory devices. Let's look on it:

void __init dmi_memdev_walk(void

{
if (!dmi_available)
return;
if (dmi_walk_early(count_mem_devices) == 0 && dmi_memdev_nr) {
dmi_memdev = dmi_alloc(sizeof(*dmi_memdev) * dmi_memdev_nr);
if (dmi_memdev)
dmi_walk_early(save_mem_devices);
}
}

It checks that pmr available (we got it in the previous function - dmi_scan_machine ) and collects information about memory

devices with dmi_walk_early and dmi_alloc which defined as:

#ifdef CONFIG_DMI
RESERVE_BRK(dmi_alloc, 65536);
#endif

RESERVE_BRK defined in the arch/x86/include/asm/setup.h and reserves space with given size in the brk section.

init_hypervisor_platform();
x86_1init.resources.probe_roms();
insert_resource(&iomem_resource, &code_resource);
insert_resource(&iomem_resource, &data_resource);
insert_resource(&iomem_resource, &bss_resource);
early_gart_iommu_check();

SMP config

The next step is parsing of the SMP configuration. We do it with the call of the find_smp_config function which just calls

function:

static inline void find_smp_config(void

{

x86_init.mpparse.find_smp_config();

inside. x86_init.mpparse.find_smp_config isthe default_find_smp_config function from the arch/x86/kernel/mpparse.c. In
the default_find_smp_config function we are scanning a couple of memory regions for swp config and return if they are

found:
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if (smp_scan_config(0x0, ) |
smp_scan_config( * o ) |
smp_scan_config( ’ )
return;

First of all smp_scan_config function defines a couple of variables:

unsigned int *bp = phys_to_virt(base);
struct mpf_intel *mpf;

First is virtual address of the memory region where we will scan smp config, second is the pointer to the mpf_intel structure.
Let's try to understand what is it mpf_intel . All information stores in the multiprocessor configuration data structure.

mpf_intel presents this structure and looks:

struct mpf_intel {
char signature[4];
unsigned int physptr;
unsigned char length;
unsigned char specification;
unsigned char checksum;
unsigned char featurel;
unsigned char feature2;
unsigned char feature3;
unsigned char feature4;
unsigned char feature5;
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As we can read in the documentation - one of the main functions of the system BIOS is to construct the MP floating pointer
structure and the MP configuration table. And operating system must have access to this information about the multiprocessor
configuration and mpf_intel stores the physical address (look at second parameter) of the multiprocessor configuration table.
So, smp_scan_config going in a loop through the given memory range and tries to find MP floating pointer structure there.
It checks that current byte points to the smp signature, checks checksum, checks if mpf->specification is 1 or 4(it must be 1

or 4 by specification) in the loop:

while (length > 0) {
if ((*bp == SMP_MAGIC_IDENT) &&

(mpf->length == 1) &&
Impf_checksum((unsigned char *)bp, ) &&
((mpf->specification == 1)

|| (mpf->specification == 4))) {

mem = virt_to_phys(mpf);

memblock_reserve(mem, sizeof(*mpf));

if (mpf->physptr)
smp_reserve_memory(mpf);

reserves given memory block if search is successful with memblock_reserve and reserves physical address of the multiprocessor
configuration table. You can find documentation about this in the - MultiProcessor Specification. You can read More details in the

special part about smp .

Additional early memory initialization routines

In the next step of the setup_arch we can see the call of the early alloc_pgt_buf function which allocates the page table

buffer for early stage. The page table buffer will be placed in the brk area. Let's look on its implementation:
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void __init void

{
unsigned long tables = INIT_PGT_BUF_SIZE;
phys_addr_t base;

base = __pa(extend_brk(tables, PAGE_SIZE));

pgt_buf_start = base >> PAGE_SHIFT;
pgt_buf_end = pgt_buf_start;
pgt_buf_top = pgt_buf_start + (tables >> PAGE_SHIFT);

First of all it get the size of the page table buffer, it will be INIT_P6T_BUF_Size whichis (6 * PAaGe_size) in the current linux
kernel 4.0. As we got the size of the page table buffer, we call extend_brk function with two parameters: size and align. As you
can understand from its name, this function extends the brk area. As we can see in the linux kernel linker script brk is in

memory right after the BSS:

. = ALIGN(PAGE_SIZE);
.brk : AT(ADDR(.brk) - LOAD_OFFSET) {
__brk_base = .;
. = * ;
*(.brk_reservation)
__brk_limit = .;

Or we can find it with readelf util:
.bss NOBITS ffffffffe19odece o00dodoes
00000000000b4060 0OOOOOOOOOOODO0O WA a 0 4096

.brk NOBITS ffffffffg1as51e00 ©6d9deee
0000000000026000 000000000000000O WA i) 0 1

After that we got physical address of the new brk withthe __pa macro, we calculate the base address and the end of the page
table buffer. In the next step as we got page table buffer, we reserve memory block for the brk area with the reserve_brk

function:

static void __init void
{
if (_brk_end > _brk_start)
memblock_reserve(__pa_symbol(_brk_start),
_brk_end - _brk_start);

_brk_start = 0;

Note that in the end of the reserve_brk , we set brk_start to zero, because after this we will not allocate it anymore. The next
step after reserving memory block for the brk , we need to unmap out-of-range memory areas in the kernel mapping with the
cleanup_highmap function. Remember that kernel mapping is __ START_KERNEL_map and _end - _text oOr

level2_kernel_pgt maps the kernel _text , data and bss . In the start of the clean_high_map we define these parameters:

unsigned long vaddr = __START_KERNEL_map;

unsigned long end = roundup((unsigned long)_end, PMD_SIZE) - 1;
pmd_t *pmd = level2_kernel_pgt;

pmd_t *last_pmd = pmd + PTRS_PER_PMD;

Now, as we defined start and end of the kernel mapping, we go in the loop through the all kernel page middle directory entries and

clean entries which are not between _text and end :
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for (; pmd < last_pmd; pmd++, vaddr += PMD_SIZE) {
if (pmd_none(*pmd))
continue;
if (vaddr < (unsigned long) _text || vaddr > end)
set_pmd(pmd, __pmd(0));

After this we set the limit for the memblock allocation with the memblock_set_current_limit function (read more about
memblock you can in the Linux kernel memory management Part 2), it will be ISA_END_ADDRESS or ox10ee0e and fill the
memblock information according to es2e with the call of the memblock_xs6_fill function. You can see the result of this

function in the kernel initialization time:

MEMBLOCK configuration:

memory size = Ox1fff7ec00 reserved size = 0x1e30000

memory.cnt = 0x3

memory[0x0] [6x00000000001000-0x0000000009efff], 0x9e000 bytes flags: Ox0O
memory[0x1] [6x00000000100000-0x000000bFfdffff], OxbfeeddOO® bytes flags: 0Ox0
memory[0x2] [6x00000100000000-0x0000023Fffffff], 0x140000000 bytes flags: Ox0
reserved.cnt = 0x3

reserved[0x0] [0x0000000009T000-0Xx00000000FFfff], 0x61000 bytes flags: Ox0
reserved[0x1] [0x00000001000000-0x00000001a57fff], 0xa58000 bytes flags: 0x0O
reserved[0x2] [0x0000007ec89000-0x0000007FFfffff], 0x1377000 bytes flags: Ox0O

The rest functions after the memblock_x86_fill are: early_reserve_e820_mpc_new allocates additional slots in the e826emap
for MultiProcessor Specification table, reserve_real mode - reserves low memory from eoxe to 1 megabyte for the trampoline
to the real mode (for rebooting, etc.), trim_platform_memory_ranges - trims certain memory regions started from 0x20050000 ,
0x20110000 , etc. these regions must be excluded because Sandy Bridge has problems with these regions,
trim_low_memory_range reserves the first 4 kilobyte page in memblock , init_mem_mapping function reconstructs direct
memory mapping and setups the direct mapping of the physical memory at PAGE_OFFSET , early_trap_pf_init setups #PF
handler (we will look on it in the chapter about interrupts) and setup_real mode function setups trampoline to the real mode

code.

That's all. You can note that this part will not cover all functions which are in the setup_arch (like early_gart_iommu_check ,
mtrr initialization, etc.). As I already wrote many times, setup_arch is big, and linux kernel is big. That's why I can't cover
every line in the linux kernel. I don't think that we missed something important, but you can say something like: each line of code
is important. Yes, it's true, but I missed them anyway, because I think that it is not realistic to cover full linux kernel. Anyway we

will often return to the idea that we have already seen, and if something is unfamiliar, we will cover this theme.

Conclusion

It is the end of the sixth part about linux kernel initialization process. In this part we continued to dive in the setup_arch
function again and it was long part, but we are not finished with it. Yes, setup_arch is big, hope that next part will be the last

part about this function.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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e MultiProcessor Specification
o NX bit

e Documentation/kernel-parameters.txt
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Architecture-specific initializations, again...

e APIC

e CPU masks

e Linux kernel memory management
e PCI

e 820

e System Management BIOS
e System Management BIOS
o EFI

e SMP

e MultiProcessor Specification
e BSS

e SMBIOS specification

e Previous part
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Kernel initialization. Part 7.

The End of the architecture-specific initialization, almost...

This is the seventh part of the Linux Kernel initialization process which covers insides of the setup_arch function from the
arch/x86/kernel/setup.c. As you can know from the previous parts, the setup_arch function does some architecture-specific (in
our case it is x86_64) initialization stuff like reserving memory for kernel code/data/bss, early scanning of the Desktop
Management Interface, early dump of the PCI device and many many more. If you have read the previous part, you can remember
that we've finished it at the setup_real_mode function. In the next step, as we set limit of the memblock to the all mapped pages,

we can see the call of the setup_log_buf function from the kernel/printk/printk.c.

The setup_log_buf function setups kernel cyclic buffer and its length depends on the CcoNFIG_L0G_BUF_SHIFT configuration
option. As we can read from the documentation of the CONFIG_LOG_BUF_SHIFT it can be between 12 and 21 . In the insides,

buffer defined as array of chars:

#define _ LOG_BUF_LEN (1 << CONFIG_LOG_BUF_SHIFT)
static char __log_buf[__LOG_BUF_LEN] __aligned(LOG_ALIGN);
static char *log_buf = _ log_buf;

Now let's look on the implementation of the setup_log_buf function. It starts with check that current buffer is empty (It must be
empty, because we just setup it) and another check that it is early setup. If setup of the kernel log buffer is not early, we call the

log_buf_add_cpu function which increase size of the buffer for every CPU:

if (log_buf != _ log_buf)
return;

if (learly && !'new_log_buf_len)
log_buf_add_cpu();

We will not research 1og_buf_add_cpu function, because as you can see in the setup_arch , we call setup_log_buf as:

setup_log_buf(1);

where 1 means that it is early setup. In the next step we check new_log_buf_len variable which is updated length of the kernel

log buffer and allocate new space for the buffer with the memblock_virt_alloc function for it, or just return.

As kernel log buffer is ready, the next function is reserve_initrd . You can remember that we already called the
early_reserve_initrd function in the fourth part of the Kernel initialization. Now, as we reconstructed direct memory mapping
inthe init_mem mapping function, we need to move initrd into directly mapped memory. The reserve_initrd function starts
from the definition of the base address and end address of the initrd and check that initrd is provided by a bootloader. All
the same as what we saw in the early reserve_initrd . But instead of the reserving place in the memblock area with the call of
the memblock_reserve function, we get the mapped size of the direct memory area and check that the size of the initrd is not

greater than this area with:

mapped_size = memblock_mem_size(max_pfn_mapped);
if (ramdisk_size >= (mapped_size>>1))
panic("initrd too large to handle,
"disabling initrd (%lld needed, %11d available)\n",
ramdisk_size, mapped_size>>1);

n
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You can see here that we call memblock_mem_size function and pass the max_pfn_mapped to it, where max_pfn_mapped
contains the highest direct mapped page frame number. If you do not remember what is page frame number , explanation is
simple: First 12 bits of the virtual address represent offset in the physical page or page frame. If we right-shift out 12 bits of
the virtual address, we'll discard offset part and will get Page Frame Number .Inthe memblock_mem_size we go through the all
memblock mem (not reserved) regions and calculates size of the mapped pages and return it to the mapped_size variable (see
code above). As we got amount of the direct mapped memory, we check that size of the initrd is not greater than mapped
pages. If it is greater we just call panic which halts the system and prints famous Kernel panic message. In the next step we

print information about the initrd size. We can see the result of this in the dmesg output:

[ ] RAMDISK: [mem ]

and relocate initrd to the direct mapping area with the relocate_initrd function. In the start of the relocate_initrd

function we try to find a free area with the memblock_find_in_range function:

relocated_ramdisk = memblock_find_in_range(©, PFN_PHYS(max_pfn_mapped), area_size, PAGE_SIZE);

if (!relocated_ramdisk)
panic("Cannot find place for new RAMDISK of size %lld\n",
ramdisk_size);

The memblock_find_in_range function tries to find a free area in a given range, in our case from e to the maximum mapped
physical address and size must equal to the aligned size of the initrd . If we didn't find a area with the given size, we call

panic again. If all is good, we start to relocated RAM disk to the down of the directly mapped memory in the next step.

In the end of the reserve_initrd function, we free memblock memory which occupied by the ramdisk with the call of the:

memblock_free(ramdisk_image, ramdisk_end - ramdisk_image);

After we relocated initrd ramdisk image, the next function is vsmp_init from the arch/x86/kernel/vsmp_64.c. This function
initializes support of the scalemp vsmMp . As I already wrote in the previous parts, this chapter will not cover non-related x86_64
initialization parts (for example as the current or AcpI , etc.). So we will skip implementation of this for now and will back to it

in the part which cover techniques of parallel computing.

The next function is io_delay_init from the arch/x86/kernel/io_delay.c. This function allows to override default I/O delay
oxg@ port. We already saw 1/0 delay in the Last preparation before transition into protected mode, now let's look on the

io_delay_init implementation:

void __init io_delay_init(void
{
if (!io_delay_override)
dmi_check_system(io_delay_Oxed_port_dmi_table);

This function check io_delay override variable and overrides I/O delay port if io_delay_override is set. We can set
io_delay_override variably by passing io_delay option to the kernel command line. As we can read from the

Documentation/kernel-parameters.txt, io_delay option is:

io_delay= [X86] I/0 delay method
0x80
Standard port 0x80 based delay
Oxed
Alternate port Oxed based delay (needed on some systems)
udelay
Simple two microseconds delay
none
No delay
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We can see io_delay command line parameter setup with the early_param macro in the arch/x86/kernel/io_delay.c

early_param("io_delay", io_delay_param);

More about early_param you can read in the previous part. So the io_delay_param function which setups
io_delay_override variable will be called in the do_early_param function. io_delay_param function gets the argument of the

io_delay kernel command line parameter and sets io_delay_type depends on it:

static int __init io_delay_param(char

{
if (!s)
return -EINVAL;
if (! (s, "0x80"))
io_delay_type = CONFIG_IO_DELAY_TYPE_0X80;
else if (! (s, "oxed"))
io_delay_type = CONFIG_IO_DELAY_TYPE_OXED;
else if (! (s, "udelay"))
io_delay_type = CONFIG_IO_DELAY_TYPE_UDELAY;
else if (! (s, "none"))
io_delay_type = CONFIG_IO_DELAY_TYPE_NONE;
else
return -EINVAL;
io_delay_override = 1;
return 0;
}

The next functions are acpi_boot_table_init , early_acpi_boot_init and initmem_init after the io_delay_init , butasI

wrote above we will not cover ACPI related stuff in this Linux Kernel initialization process chapter.

Allocate area for DMA

In the next step we need to allocate area for the Direct memory access with the dma_contiguous_reserve function which is
defined in the drivers/base/dma-contiguous.c. bMA is a special mode when devices communicate with memory without CPU.
Note that we pass one parameter - max_pfn_mapped << PAGE_SHIFT , to the dma_contiguous_reserve function and as you can
understand from this expression, this is limit of the reserved memory. Let's look on the implementation of this function. It starts

from the definition of the following variables:

phys_addr_t selected_size = 0;
phys_addr_t selected_base = 0;
phys_addr_t selected_limit = limit;
bool fixed = ;

where first represents size in bytes of the reserved area, second is base address of the reserved area, third is end address of the

reserved area and the last fixed parameter shows where to place reserved area. If fixed is 1 we just reserve area with the
memblock_reserve , if itis @ we allocate space with the kmemleak_alloc . In the next step we check size_cmdline variable

and if it is not equal to -1 we fill all variables which you can see above with the values from the cma kernel command line

parameter:

if (size_cmdline != ) {
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You can find in this source code file definition of the early parameter:

early_param('"cma", early_cma);

where cma is:

cma=nn[MG]@[start[MG][-end[MG]]]
[ARM, X86, KNL]
Sets the size of kernel global memory area for
contiguous memory allocations and optionally the
placement constraint by the physical address range of
memory allocations. A value of 0 disables CMA
altogether. For more information, see
include/linux/dma-contiguous.h

If we will not pass cma option to the kernel command line, size_cmdline will be equal to -1 .In this way we need to

calculate size of the reserved area which depends on the following kernel configuration options:

e CONFIG_CMA_SIZE_SEL_MBYTES - size in megabytes, default global cmA area, which is equal to cMA_SIZE_MBYTES * Sz_1M
Or CONFIG_CMA_SIZE MBYTES * 1M ;

® CONFIG_CMA_SIZE_SEL_PERCENTAGE - percentage of total memory;

® CONFIG_CMA_SIZE_SEL_MIN - use lower value;

® CONFIG_CMA_SIZE_SEL_MAX - use higher value.

As we calculated the size of the reserved area, we reserve area with the call of the dma_contiguous_reserve_area function which

first of all calls:

ret = cma_declare_contiguous(base, size, limit, 0, 0, fixed, res_cma);

function. The cma_declare_contiguous reserves contiguous area from the given base address with given size. After we reserved
area for the DpmA , next function is the memblock_find_dma_reserve . As you can understand from its name, this function counts
the reserved pages in the bmaA area. This part will not cover all details of the cma and bmA , because they are big. We will see
much more details in the special part in the Linux Kernel Memory management which covers contiguous memory allocators and

areas.

Initialization of the sparse memory

The next step is the call of the function - x86_init.paging.pagetable_init . If you try to find this function in the linux kernel

source code, in the end of your search, you will see the following macro:

#define native_pagetable_init paging_init

which expands as you can see to the call of the paging_init function from the arch/x86/mm/init_64.c. The paging_init
function initializes sparse memory and zone sizes. First of all what's zones and what is it Sparsemem . The Sparsemem isa
special foundation in the linux kernel memory manager which used to split memory area into different memory banks in the

NUMA systems. Let's look on the implementation of the paginig_init function:

void __init paging_init(void

{
sparse_memory_present_with_active_regions(MAX_NUMNODES);
sparse_init();

node_clear_state(©, N_MEMORY);
if (N_MEMORY != N_NORMAL_MEMORY)
node_clear_state(©, N_NORMAL_MEMORY);
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zone_sizes_init();

As you can see there is call of the sparse_memory_present_with_active_regions function which records a memory area for
every NUMA node to the array of the mem_section structure which contains a pointer to the structure of the array of struct
page . The next sparse_init function allocates non-linear mem_section and mem_map . In the next step we clear state of the
movable memory nodes and initialize sizes of zones. Every NumA node is divided into a number of pieces which are called -

zones . S0, zone_sizes_init function from the arch/x86/mm/init.c initializes size of zones.

Again, this part and next parts do not cover this theme in full details. There will be special part about NumA .

vsyscall mapping

The next step after SparseMem initialization is setting of the trampoline_cr4_features which must contain content of the cra
Control register. First of all we need to check that current CPU has support of the cr4 register and if it has, we save its content

to the trampoline_cr4_features which is storage for cr4 in the real mode:

if (boot_cpu_data.cpuid_level >= 0) {
mmu_cr4_features = _ _read_cr4();
if (trampoline_cr4_features)
*trampoline_cr4_features = mmu_cr4_features;

The next function which you can see is map_vsyscal from the arch/x86/kernel/vsyscall_64.c. This function maps memory space
for vsyscalls and depends on CONFIG_X86_VsYSCALL_EMULATION kernel configuration option. Actually vsyscall is a special

segment which provides fast access to the certain system calls like getcpu , etc. Let's look on implementation of this function:

void __init map_vsyscall(void

{
extern char __vsyscall_page;
unsigned long physaddr_vsyscall = _ pa_symbol(&_ _vsyscall page);
if (vsyscall_mode != NONE)
__set_fixmap(VSYSCALL_PAGE, physaddr_vsyscall,
vsyscall mode == NATIVE
? PAGE_KERNEL_VSYSCALL
: PAGE_KERNEL_VVAR);
BUILD_BUG_ON((unsigned long)__fix_to_virt(VSYSCALL_PAGE) !=
(unsigned long)VSYSCALL_ADDR);
}

In the beginning of the map_vsyscall we can see definition of two variables. The first is extern variable _ vsyscall page . As
a extern variable, it defined somewhere in other source code file. Actually we can see definition of the _ vsyscall_page in the
arch/x86/kernel/vsyscall_emu_64.S. The __vsyscall page symbol points to the aligned calls of the vsyscalls as

gettimeofday , etc.:

.globl _ vsyscall page

.balign PAGE_SIZE, Oxcc

.type __vsyscall page, @object
__vsyscall page:

mov $__NR_gettimeofday, %rax
syscall

ret

.balign 1024, 6xcc
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mov $__NR_time, %rax
syscall
ret

The second variable is physaddr_vsyscall which just stores physical address of the __vsyscall page symbol. In the next step

we check the vsyscall mode variable, and if it is not equal to NONE , itis EMULATE by default:

static enum { EMULATE, NATIVE, NONE } vsyscall _mode = EMULATE;

And after this check we can see the call of the __set_fixmap function which calls native_set_fixmap with the same

parameters:
void native_set_fixmap(enum unsigned long
{
_ native_set_fixmap(idx, pfn_pte(phys >> PAGE_SHIFT, flags));
}
void __native_set_fixmap(enum fixed_addresses idx, pte_t pte)
{
unsigned long address = _ fix_to_virt(idx);
if (idx >= __end_of_fixed_addresses) {
BUG();
return;
3
set_pte_vaddr(address, pte);
fixmaps_set++;
}

Here we can see that native_set_fixmap makes value of Page Table Entry from the given physical address (physical address
of the __vsyscall page symbol in our case) and calls internal function - __native_set_fixmap . Internal function gets the
virtual address of the given fixed_addresses index ( VSYSCALL_PAGE in our case) and checks that given index is not greater than
end of the fix-mapped addresses. After this we set page table entry with the call of the set_pte_vaddr function and increase
count of the fix-mapped addresses. And in the end of the map_vsyscall we check that virtual address of the vsyscALL_PAGE
(which is first index in the fixed_addresses ) is not greater than vsyscALL_ADDR whichis -1euL << 20 or

fFffffffff600000 with the BUILD_BUG_ON macro:

BUILD_BUG_ON((unsigned long)__fix_to_virt(VSYSCALL_PAGE) !=
(unsigned long)VSYSCALL_ADDR);

Now vsyscall areaisinthe fix-mapped area. That's all about map_vsyscall , if you do not know anything about fix-mapped
addresses, you can read Fix-Mapped Addresses and ioremap. We will see more about vsyscalls inthe vsyscalls and vdso

part.

Getting the SMP configuration

You may remember how we made a search of the SMP configuration in the previous part. Now we need to get the swp
configuration if we found it. For this we check smp_found_config variable which we set in the smp_scan_config function (read

about it the previous part) and call the get_smp_config function:

if (smp_found_config)
get_smp_config();
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The get_smp_config expands to the x86_init.mpparse.default_get_smp_config function which is defined in the
arch/x86/kernel/mpparse.c. This function defines a pointer to the multiprocessor floating pointer structure - mpf_intel (you can

read about it in the previous part) and does some checks:

struct mpf_intel *mpf = mpf_found;

if (!mpf)
return;

if (acpi_lapic && early)
return;

Here we can see that multiprocessor configuration was found in the smp_scan_config function or just return from the function if
not. The next check is acpi_lapic and early . And as we did this checks, we start to read the sMp configuration. As we
finished reading it, the next step is - prefill_possible_map function which makes preliminary filling of the possible CPU's

cpumask (more about it you can read in the Introduction to the cpumasks).

The rest of the setup_arch

Here we are getting to the end of the setup_arch function. The rest of function of course is important, but details about these
stuff will not will not be included in this part. We will just take a short look on these functions, because although they are
important as I wrote above, but they cover non-generic kernel features related with the NumA , sMP , AcPI and APICs , etc.
First of all, the next call of the init_apic_mappings function. As we can understand this function sets the address of the local
APIC. The nextis x86_io_apic_ops.init and this function initializes I/O APIC. Please note that we will see all details related
with ApIc in the chapter about interrupts and exceptions handling. In the next step we reserve standard I/O resources like bmA ,
TIMER , FPU , etc., with the call of the x86_init.resources.reserve_resources function. Following is mcheck_init function
initializes Machine check Exception and the lastis register_refined_jiffies which registers jiffy (There will be separate

chapter about timers in the kernel).

So that's all. Finally we have finished with the big setup_arch function in this part. Of course as I already wrote many times, we
did not see full details about this function, but do not worry about it. We will be back more than once to this function from

different chapters for understanding how different platform-dependent parts are initialized.

That's all, and now we can back to the start_kernel from the setup_arch .

Back to the main.c

As I wrote above, we have finished with the setup_arch function and now we can back to the start_kernel function from the

init/main.c. As you may remember or saw yourself, start_kernel function as big as the setup_arch . So the couple of the next

part will be dedicated to learning of this function. So, let's continue with it. After the setup_arch we can see the call of the
mm_init_cpumask function. This function sets the cpumask pointer to the memory descriptor cpumask . We can look on its

implementation:

static inline void mm_init_cpumask(struct
{
#ifdef CONFIG_CPUMASK_OFFSTACK
mm->cpu_vm_mask_var = &mm->cpumask_allocation;
#endif
cpumask_clear (mm->cpu_vm_mask_var);

As you can see in the init/main.c, we pass memory descriptor of the init process to the mm_init_cpumask and depends on

CONFIG_CPUMASK_OFFSTACK configuration option we clear TLB switch cpumask .
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In the next step we can see the call of the following function:

setup_command_line(command_line);

This function takes pointer to the kernel command line allocates a couple of buffers to store command line. We need a couple of
buffers, because one buffer used for future reference and accessing to command line and one for parameter parsing. We will

allocate space for the following buffers:

e saved_command_line - will contain boot command line;
e initcall command_line - will contain boot command line. will be used in the do_initcall level ;

e static_command_line - will contain command line for parameters parsing.

We will allocate space with the memblock_virt_alloc function. This function calls memblock_virt_alloc_try_nid which

allocates boot memory block with memblock_reserve if slab is not available or uses kzalloc_node (more about it will be in the

linux memory management chapter). The memblock_virt_alloc uses BOOTMEM_LOw_LIMIT (physical address of the
(PAGE_OFFSET + 0x1000000) value) and BOOTMEM_ALLOC_ACCESSIBLE (equal to the current value of the

memblock.current_limit ) as minimum address of the memory region and maximum address of the memory region.

Let's look on the implementation of the setup_command_line :

static void __init setup_command_line(char

{
saved_command_line =
memblock_virt_alloc( (boot_command_line) + 1, 0);
initcall_command_line =
memblock_virt_alloc( (boot_command_line) + 1, 0);
static_command_line = memblock_virt_alloc( (command_line) + 1, 0);
(saved_command_line, boot_command_line);
(static_command_line, command_line);
}

Here we can see that we allocate space for the three buffers which will contain kernel command line for the different purposes
(read above). And as we allocated space, we store boot_command_line inthe saved_command_line and command_line (kernel

command line from the setup_arch )tothe static_command_line .

The next function after the setup_command_line isthe setup_nr_cpu_ids . This function setting nr_cpu_ids (number of
CPUs) according to the last bit in the cpu_possible_mask (more about it you can read in the chapter describes cpumasks

concept). Let's look on its implementation:

void __init setup_nr_cpu_ids(void

{
nr_cpu_ids = find_last_bit(cpumask_bits(cpu_possible_mask),NR_CPUS) + 1;

Here nr_cpu_ids represents number of CPUs, NR_cpus represents the maximum number of CPUs which we can set in

configuration time:
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Terminal

.config - Linux/x86 4.1.0-rcl Kernel Configuration
= Processor type and features
Processor type and features
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

Processor family (Generic-x86-64) ---=
[*] Supported processor vendors ---=>
[*] Enable DMI scanning
[ ] IBM Calgary IOMMU support
Enable Maximum number of SMP Processors and NUMA Nodes
()" Haxtnun munber of ‘cPUS
[ 1 sMT (Hyperthreading) scheduler support
[*¥] Multi-core scheduler support
Preemption Model (Voluntary Kernel Preemption (Desktop))

[*] Reroute for broken boot IRQs
[*] Machine Check [ overheating reporting

< Exit > < Help > < Save > < Load >

Actually we need to call this function, because NR_cPus can be greater than actual amount of the CPUs in the your computer.

Here we can see that we call find_last_bit function and pass two parameters to it:

® cpu_possible mask bits;

e maximum number of CPUS.

Inthe setup_arch we can find the call of the prefill_possible_map function which calculates and writes to the
cpu_possible_mask actual number of the CPUs. We call the find_last_bit function which takes the address and maximum
size to search and returns bit number of the first set bit. We passed cpu_possible_mask bits and maximum number of the CPUs.

First of all the find_last_bit function splits given unsigned long address to the words:

words = size / BITS_PER_LONG;

where BITS_PER_LONG is 64 onthe x86_64 . Aswe got amount of words in the given size of the search data, we need to check

is given size does not contain partial words with the following check:

if (size & (BITS_PER_LONG-1)) {
tmp = (addr[words] & (~0QUL >> (BITS_PER_LONG
- (size & (BITS_PER_LONG-1)))));
if (tmp)
goto found;

if it contains partial word, we mask the last word and check it. If the last word is not zero, it means that current word contains at

least one set bit. We go to the found label:

found:
return words * BITS_PER_LONG + _ fls(tmp);

Here you can see _ fls function which returns last set bit in a given word with help of the bsr instruction:
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static inline unsigned long __fls(unsigned long word)

{
asm("bsr %1,%0"
: "=r" (word)
"rm" (word));
return word;
}

The bsr instruction which scans the given operand for first bit set. If the last word is not partial we going through the all words

in the given address and trying to find first set bit:

while (words) {
tmp = addr[--words];
if (tmp) {
found:
return words * BITS_PER_LONG + __ fls(tmp);

Here we put the last word to the tmp variable and check that tmp contains at least one set bit. If a set bit found, we return the

number of this bit. If no one words do not contains set bit we just return given size:

return size;

After this nr_cpu_ids will contain the correct amount of the available CPUs.

That's all.

Conclusion

It is the end of the seventh part about the linux kernel initialization process. In this part, finally we have finished with the
setup_arch function and returned to the start_kernel function. In the next part we will continue to learn generic kernel code

from the start_kernel and will continue our way to the first init process.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.

Links

e Desktop Management Interface
e x86_64

e initrd

e Kernel panic

e Documentation/kernel-parameters.txt
e ACPI

e Direct memory access

e NUMA

e Control register

e vsyscalls

e SMP

o jiffy
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End of the architecture-specific initializations, almost...

e Previous part
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Kernel initialization. Part 8.

Scheduler initialization

This is the eighth part of the Linux kernel initialization process chapter and we stopped on the setup_nr_cpu_ids function in the

previous part.

The main point of this part is scheduler initialization. But before we will start to learn initialization process of the scheduler, we
need to do some stuff. The next step in the init/main.c is the setup_per_cpu_areas function. This function setups memory areas
for the percpu variables, more about it you can read in the special part about the Per-CPU variables. After percpu areas is up

and running, the next step is the smp_prepare_boot_cpu function.

This function does some preparations for symmetric multiprocessing. Since this function is architecture specific, it is located in

the arch/x86/include/asm/smp.h Linux kernel header file. Let's look at the definition of this function:

static inline void smp_prepare_boot_cpu(void

{

smp_ops.smp_prepare_boot_cpu();

We may see here that it just calls the smp_prepare_boot_cpu callback of the smp_ops structure. If we look at the definition of
instance of this structure from the arch/x86/kernel/smp.c source code file, we will see that the smp_prepare_boot_cpu expands to

the call of the native_smp_prepare_boot_cpu function:

struct smp_ops smp_ops = {

smp_prepare_boot_cpu = native_smp_prepare_boot_cpu,

}
EXPORT_SYMBOL_GPL (smp_ops);

The native_smp_prepare_boot_cpu function looks:

void __init native_smp_prepare_boot_cpu(void

{
int me = smp_processor_id();
switch_to_new_gdt(me);
cpumask_set_cpu(me, cpu_callout_mask);
per_cpu(cpu_state, me) = CPU_ONLINE;
}

and executes following things: first of all it gets the id of the current CPU (which is Bootstrap processor and its id is zero for
this moment) with the smp_processor_id function. I will not explain how the smp_processor_id works, because we already
saw it in the Kernel entry point part. After we've got processor id number we reload Global Descriptor Table for the given CPU

with the switch_to_new_gdt function:

void switch_to_new_gdt(int

{

struct desc_ptr gdt_descr;
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gdt_descr.address = (long)get_cpu_gdt_table(cpu);
GDT_SIZE - 1;
load_gdt(&gdt_descr);

load_percpu_segment(cpu);

gdt_descr.size =

The gdt_descr variable represents pointer to the 6pT descriptor here (we already saw definition of a desc_ptr structure in
the Early interrupt and exception handling part). We get the address and the size of the epT descriptor for the cpu with the

given id .The 6DT_size is 256 or:

#define GDT_SIZE (GDT_ENTRIES * 8)

and the address of the descriptor we will get with the get_cpu_gdt_table :

static inline struct desc_struct *get_cpu_gdt_table(unsigned int

{
return per_cpu(gdt_page, cpu).gdt;

The get_cpu_gdt_table uses per_cpu macro for getting value of a gdt_page percpu variable for the given CPU number
(bootstrap processor with id - 0 in our case).

You may ask the following question: so, if we can access gdt_page percpu variable, where it was defined? Actually we already
saw it in this book. If you have read the first part of this chapter, you can remember that we saw definition of the gdt_page in
the arch/x86/kernel/head_64.S:

early_gdt_descr:

.word GDT_ENTRIES*8-1
early_gdt_descr_base:

.quad INIT_PER_CPU_VAR(gdt_page)

and if we will look on the linker file we can see that it locates after the __per_cpu_load symbol:

#define INIT_PER_CPU(x) init_per_cpu__##x =
INIT_PER_CPU(gdt_page);

X + __per_cpu_load

and filled gdt_page in the arch/x86/kernel/cpu/common.c:

DEFINE_PER_CPU_PAGE_ALIGNED(struct
#ifdef CONFIG_X86_64
[GDT_ENTRY_KERNEL32_CS]

gdt_page, gdt_page) = { .gdt = {

= GDT_ENTRY_INIT( v @p ),

[GDT_ENTRY_KERNEL_CS] = GDT_ENTRY_INIT( , 0, ),
[GDT_ENTRY_KERNEL_DS] = GDT_ENTRY_INIT( , 0, ),
[GDT_ENTRY_DEFAULT_USER32_CS] = GDT_ENTRY_INIT( , 0, ),

[GDT_ENTRY_DEFAULT_USER_DS]
[GDT_ENTRY_DEFAULT_USER_CS]

= GDT_ENTRY_INIT( s 9y
= GDT_ENTRY_INIT( s 9y

)
)

more about percpu variables you can read in the Per-CPU variables part. As we got address and size of the epT descriptor we

reload b7 with the load_gdt which just execute 1gdt instruct andload percpu_segment with the following function:

void load_percpu_segment(int {
loadsegment(gs, 0);
wrmsrl(MSR_GS_BASE,
load_stack_canary_segment();

(unsigned long)per_cpu(irqg_stack_union.gs_base, cpu));
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The base address of the percpu area must contain gs register (or fs register for x8é ), so we are using loadsegment
macro and pass gs . In the next step we writes the base address if the IRQ stack and setup stack canary (this is only for
x86_32 ). After we load new 6DT , we fill cpu_callout_mask bitmap with the current cpu and set cpu state as online with the

setting cpu_state percpu variable for the current processor - CPU_ONLINE :

cpumask_set_cpu(me, cpu_callout_mask);
per_cpu(cpu_state, me) = CPU_ONLINE;

So, what is cpu_callout_mask bitmap... As we initialized bootstrap processor (processor which is booted the first on x8e ) the

other processors in a multiprocessor system are known as secondary processors . Linux kernel uses following two bitmasks:

® cpu_callout_mask

® cpu_callin_mask

After bootstrap processor initialized, it updates the cpu_callout_mask to indicate which secondary processor can be initialized
next. All other or secondary processors can do some initialization stuff before and check the cpu_callout_mask on the boostrap
processor bit. Only after the bootstrap processor filled the cpu_callout_mask with this secondary processor, it will continue the
rest of its initialization. After that the certain processor finish its initialization process, the processor sets bit in the
cpu_callin_mask . Once the bootstrap processor finds the bit in the cpu_callin_mask for the current secondary processor, this
processor repeats the same procedure for initialization of one of the remaining secondary processors. In a short words it works as i

described, but we will see more details in the chapter about smp .

That's all. We did all smp boot preparation.

Build zonelists

In the next step we can see the call of the build_all zonelists function. This function sets up the order of zones that
allocations are preferred from. What are zones and what's order we will understand soon. For the start let's see how linux kernel
considers physical memory. Physical memory is split into banks which are called - nodes . If you has no hardware support for

NUMA , you will see only one node:

$ cat /sys/devices/system/node/node®@/numastat
numa_hit 72452442

numa_miss 0

numa_foreign ©

interleave_hit 12925

local_node 72452442

other_node ©

Every node is presented by the struct pglist_data in the linux kernel. Each node is divided into a number of special blocks

which are called - zones . Every zone is presented by the zone struct in the linux kernel and has one of the type:

e ZONE_DMA - 0-16M;

e ZONE_DMA32 - used for 32 bit devices that can only do DMA areas below 4G;
e ZONE_NORMAL - all RAM from the 4GB on the x86_64 ;

® ZONE_HIGHMEM - absent onthe x86_64 ;

e ZONE_MOVABLE - zone which contains movable pages.

which are presented by the zone_type enum. We can get information about zones with the:

$ cat /proc/zoneinfo
Node 0, zone DMA
pages free 3975
min 3
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low 3

Node 0, zone DMA32

pages free 694163
min 875
low 1093

Node 0, zone Normal

pages free 2529995
min 3146
low 3932

As I wrote above all nodes are described with the pglist_data or pg_data_t structure in memory. This structure is defined in
the include/linux/mmzone.h. The build_all zonelists function from the mm/page_alloc.c constructs an ordered zonelist (of
different zones DMA , DMA32 , NORMAL , HIGH_MEMORY , MOVABLE ) which specifies the zones/nodes to visit when a selected

zone or node cannot satisfy the allocation request. That's all. More about NuMA and multiprocessor systems will be in the

special part.

The rest of the stuff before scheduler initialization

Before we will start to dive into linux kernel scheduler initialization process we must do a couple of things. The first thing is the

page_alloc_init function from the mm/page alloc.c. This function looks pretty easy:

void __init void
{

int ret;

ret = cpuhp_setup_state_nocalls(CPUHP_PAGE_ALLOC_DEAD,
"mm/page_alloc:dead", g
page_alloc_cpu_dead);
WARN_ON(ret < 0);

It setups setup the startup and teardown callbacks (second and third parameters) for the CPUHP_PAGE_ALLOC_DEAD cpu
hotplug state. Of course the implementation of this function depends on the conFIG_HoTPLUG_CPU kernel configuration option and
if this option is set, such callbacks will be set for all cpu(s) in the system depends on their hotplug states. hotplug mechanism is

a big theme and it will not be described in this book.

After this function we can see the kernel command line in the initialization output:

Linux version 4.1.8-rc2+ (alex@localhost) (gcc version 4.9.2 (Ubuntu 4.9.2-10ubuntul3) ) #493 SMP Thu

Command line: root=/dev/sdb earlyprintk=ttyse,115200 loglevel=7 debug rdinit=/sbin/init root=/dev/ram

And a couple of functions such as parse_early param and parse_args which handles linux kernel command line. You may
remember that we already saw the call of the parse_early_param function in the sixth part of the kernel initialization chapter, so
why we call it again? Answer is simple: we call this function in the architecture-specific code ( x86_64 in our case), but not all
architecture calls this function. And we need to call the second function parse_args to parse and handle non-early command

line arguments.
In the next step we can see the call of the jump_label init from the kernel/jump_label.c. and initializes jump label.

After this we can see the call of the setup_log_buf function which setups the printk log buffer. We already saw this function in

the seventh part of the linux kernel initialization process chapter.
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PID hash initialization

The nextis pidhash_init function. As you know each process has assigned a unique number which called - process
identification number or PID . Each process generated with fork or clone is automatically assigned a new unique pPIp value
by the kernel. The management of PiDs centered around the two special data structures: struct pid and struct upid . First
structure represents information about a P1p in the kernel. The second structure represents the information that is visible in a

specific namespace. All pIp instances stored in the special hash table:

static struct hlist_head *pid_hash;

This hash table is used to find the pid instance that belongs to a numeric PIp value. So, pidhash_init initializes this hash

table. In the start of the pidhash_init function we can see the call of the alloc_large system_hash :

pid_hash = alloc_large_system_hash("PID", sizeof(*pid_hash), ©, 0
HASH_EARLY | HASH_SMALL,
&pidhash_shift, ,
’ )i

The number of elements of the pid_hash depends on the RAM configuration, but it can be between 244 and 2212 . The
pidhash_init computes the size and allocates the required storage (which is hlist in our case - the same as doubly linked list,

but contains one pointer instead on the struct hlist_head]. The alloc_large_system_hash function allocates a large system hash

table with memblock_virt_alloc_nopanic if we pass HASH_EARLY flag (as it in our case) or with __vmalloc if we did no pass

this flag.

The result we can see in the dmesg output:

$ dmesg | grep hash
[ 0.000000] PID hash table entries: 4096 (order: 3, 32768 bytes)

That's all. The rest of the stuff before scheduler initialization is the following functions: vfs_caches_init_early does early

initialization of the virtual file system (more about it will be in the chapter which will describe virtual file system),
sort_main_extable sorts the kernel's built-in exception table entries which are between __start___ex_table and
__stop___ex_table ,and trap_init initializes trap handlers (more about last two function we will know in the separate chapter

about interrupts).

The last step before the scheduler initialization is initialization of the memory manager with the mm_init function from the

init/main.c. As we can see, the mm_init function initializes different parts of the linux kernel memory manager:

page_ext_init_flatmem();
mem_init();
kmem_cache_init();
percpu_init_late();
pgtable_init();
vmalloc_init();

The firstis page_ext_init_flatmem which depends on the conFiG_spARseMEM kernel configuration option and initializes

extended data per page handling. The mem_init releases all bootmem , the kmem_cache_init initializes kernel cache, the
percpu_init_late -replaces percpu chunks with those allocated by slub, the pgtable_init - initializes the page->ptl

kernel cache, the vmalloc_init - initializes vmalloc . Please, NOTE that we will not dive into details about all of these

functions and concepts, but we will see all of they it in the Linux kernel memory manager chapter.

That's all. Now we can look on the scheduler .
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Scheduler initialization

And now we come to the main purpose of this part - initialization of the task scheduler. I want to say again as I already did it
many times, you will not see the full explanation of the scheduler here, there will be special separate chapter about this. Here will

be described first initial scheduler mechanisms which are initialized first of all. So let's start.

Our current point is the sched_init function from the kernel/sched/core.c kernel source code file and as we can understand from
the function's name, it initializes scheduler. Let's start to dive into this function and try to understand how the scheduler is

initialized. At the start of the sched_init function we can see the following call:

sched_clock_init();

The sched_clock_init is pretty easy function and as we may see it just sets sched_clock_init variable:

void sched_clock_init(void

{
sched_clock_running = 1;
that will be used later. At the next step is initialization of the array of waitqueues :

for (1 = 0; i < WAIT_TABLE_SIZE; i++)
init_waitqueue_head(bit_wait_table + 1i);

where bit wait table is defined as:

#define WAIT_TABLE_BITS 8
#define WAIT_TABLE_SIZE (1 << WAIT_TABLE_BITS)
static wait_queue_head t bit_wait_table[WAIT_TABLE_SIZE] _ cacheline_aligned;

The bit_wait_table is array of wait queues that will be used for wait/wake up of processes depends on the value of a designated
bit. The next step after initialization of waitqueues array is calculating size of memory to allocate for the root_task_group . As

we may see this size depends on two following kernel configuration options:

#ifdef CONFIG_FAIR_GROUP_SCHED

alloc_size += * nr_cpu_ids * sizeof(void ;
#endif
#ifdef CONFIG_RT_GROUP_SCHED

alloc_size += * nr_cpu_ids * sizeof(void ;
#endif

® CONFIG_FAIR_GROUP_SCHED ;

® CONFIG_RT_GROUP_SCHED .

Both of these options provide two different planning models. As we can read from the documentation, the current scheduler -

CFS or Completely Fair Scheduler use a simple concept. It models process scheduling as if the system has an ideal
multitasking processor where each process would receive 1/n processor time, where n is the number of the runnable
processes. The scheduler uses the special set of rules. These rules determine when and how to select a new process to run and they

are called scheduling policy .

The completely Fair Scheduler supports following normal or in other words non-real-time scheduling policies:

®  SCHED_NORMAL ;
® SCHED_BATCH ;

® SCHED_IDLE .
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The scHED_NORMAL is used for the most normal applications, the amount of cpu each process consumes is mostly determined by
the nice value, the scHep_BATCH used for the 100% non-interactive tasks and the SCHED_IDLE runs tasks only when the

processor has no task to run besides this task.

The real-time policies are also supported for the time-critical applications: ScHED_FIFO and SCHED_RR . If you've read
something about the Linux kernel scheduler, you can know that it is modular. It means that it supports different algorithms to
schedule different types of processes. Usually this modularity is called scheduler classes . These modules encapsulate

scheduling policy details and are handled by the scheduler core without knowing too much about them.

Now let's get back to the our code and look on the two configuration options: CONFIG_FAIR_GROUP_SCHED and
CONFIG_RT_GROUP_SCHED . The least unit which scheduler operates is an individual task or thread. But a process is not only one

type of entities of which the scheduler may operate. Both of these options provides support for group scheduling. The first one

option provides support for group scheduling with completely fair scheduler policies and the second with real-time

policies respectively.

In simple words, group scheduling is a feature that allows us to schedule a set of tasks as if a single task. For example, if you
create a group with two tasks on the group, then this group is just like one normal task, from the kernel perspective. After a group
is scheduled, the scheduler will pick a task from this group and it will be scheduled inside the group. So, such mechanism allows
us to build hierarchies and manage their resources. Although a minimal unit of scheduling is a process, the Linux kernel scheduler
does not use task_struct structure under the hood. There is special sched_entity structure that is used by the Linux kernel
scheduler as scheduling unit.

So, the current goal is to calculate a space to allocate for a sched_entity(ies) of the root task group and we do it two times

with:

#ifdef CONFIG_FAIR_GROUP_SCHED

alloc_size += * nr_cpu_ids * sizeof(void ;
#endif
#ifdef CONFIG_RT_GROUP_SCHED

alloc_size += * nr_cpu_ids * sizeof(void ;
#endif

The first is for case when scheduling of task groups is enabled with completely fair scheduler and the second is for the same
purpose by in a case of real-time scheduler. So here we calculate size which is equal to size of a pointer multiplied on amount

of CPUs in the system and multiplied to 2 . We need to multiply thison 2 as we will need to allocate a space for two things:

e scheduler entity structure;

[ runqueue .

After we have calculated size, we allocate a space with the kzalloc function and set pointers of sched_entity and

runquques there:

ptr = (unsigned long)kzalloc(alloc_size, GFP_NOWAIT);

#ifdef CONFIG_FAIR_GROUP_SCHED
root_task_group.se = (struct sched_entity **)ptr;
ptr += nr_cpu_ids * sizeof(void 7

root_task_group.cfs_rq = (struct cfs_rq **)ptr;
ptr += nr_cpu_ids * sizeof(void f
#endif
#ifdef CONFIG_RT_GROUP_SCHED
root_task_group.rt_se = (struct sched_rt_entity **)ptr;
ptr += nr_cpu_ids * sizeof(void f

root_task_group.rt_rq = (struct rt_rqg **)ptr;
ptr += nr_cpu_ids * sizeof(void f

#endif
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As I already mentioned, the Linux group scheduling mechanism allows to specify a hierarchy. The root of such hierarchies is the
root_runqueuetask_group task group structure. This structure contains many fields, but we are interested in se , rt_se ,

cfs_rq and rt_rq for this moment:

The first two are instances of sched_entity structure. It is defined in the include/linux/sched.h kernel header filed and used by

the scheduler as an unit of scheduling.

struct task_group {

struct sched_entity **se;
struct cfs_rq **cfs_rq;

The cfs_rq and rt_rq present run queues . A run queue isaspecial per-cpu structure that is used by the Linux kernel

scheduler to store active threads or in other words set of threads which potentially will be picked up by the scheduler to run.

The space is allocated and the next step is to initialize a bandwidth of CPU for real-time and deadline tasks:

init_rt_bandwidth(&def_rt_bandwidth,

global_rt_period(), global_rt_runtime());
init_dl_bandwidth(&def_dl_bandwidth,

global_rt_period(), global_rt_runtime());

All groups have to be able to rely on the amount of CPU time. The two following structures: def_rt_bandwidth and
def_d1_bandwidth represent default values of bandwidths for real-time and deadline tasks. We will not look at definition

of these structures as it is not so important for now, but we are interested in two following values:

® sched_rt_period_us ;

® sched_rt_runtime_us

The first represents a period and the second represents quantum that is allocated for real-time tasks during

sched_rt_period_us . You may see global values of these parameters in the:

$ cat /proc/sys/kernel/sched_rt_period_us
1000000

$ cat /proc/sys/kernel/sched_rt_runtime_us
950000

The values related to a group can be configured in <cgroup>/cpu.rt_period_us and <cgroup>/cpu.rt_runtime_us . Due no one
filesystem is not mounted yet, the def_rt_bandwidth and the def_d1_bandwidth will be initialzed with default values which

will be retuned by the global rt_period and global rt_runtime functions.

That's all with the bandwiths of real-time and deadline tasks and in the next step, depends on enable of SMP, we make

initialization of the root domain :

#ifdef CONFIG_SMP
init_defrootdomain();
#endif

The real-time scheduler requires global resources to make scheduling decision. But unfortunately scalability bottlenecks appear as
the number of CPUs increase. The concept of root domains was introduced for improving scalability and avoid such

bottlenecks. Instead of bypassing over all run queues , the scheduler gets information about a CPU where/from to push/pull a
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real-time task from the root_domain structure. This structure is defined in the kernel/sched/sched.h kernel header file and just

keeps track of CPUs that can be used to push or pull a process.

After root domain initialization, we make initialization of the bandwidth forthe real-time tasks of the root task group

as we did the same above:

#ifdef CONFIG_RT_GROUP_SCHED
init_rt_bandwidth(&root_task_group.rt_bandwidth,
global_rt_period(), global_rt_runtime());
#endif

with the same default values.

In the next step, depends on the conFIG_cGRouP_SCHED kernel configuration option we allocate slab cache for task_group(s)
and initialize the siblings and children lists of the root task group. As we can read from the documentation, the
CONFIG_CGROUP_SCHED is:

This option allows you to create arbitrary task groups using the "cgroup" pseudo
filesystem and control the cpu bandwidth allocated to each such task group.

As we finished with the lists initialization, we can see the call of the autogroup_init function:

#ifdef CONFIG_CGROUP_SCHED
list_add(&root_task_group. , &task_groups);
INIT_LIST_HEAD(&root_task_group.children);
INIT_LIST_HEAD(&root_task_group.siblings);
autogroup_init(&init_task);

#endif

which initializes automatic process group scheduling. The autogroup feature is about automatic creation and population of a

new task group during creation of a new session via setsid call.

After this we are going through the all possible CPUs (you can remember that possible CPUs are stored in the

cpu_possible_mask bitmap that can ever be available in the system) and initialize a runqueue for each possible cpu:

for_each_possible_cpu(i) {
struct rq *rq;

The rq structure in the Linux kernel is defined in the kernel/sched/sched.h. As T already mentioned this above, a run queue is
a fundamental data structure in a scheduling process. The scheduler uses it to determine who will be runned next. As you may see,
this structure has many different fields and we will not cover all of them here, but we will look on them when they will be directly

used.

After initialization of per-cpu run queues with default values, we need to setup load weight of the first task in the system:

set_load_weight(&init_task);

First of all let's try to understand what is it load weight of a process. If you will look at the definition of the sched_entity

structure, you will see that it starts from the load field:

struct sched_entity {
struct load_weight load;
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represented by the load_weight structure which just contains two fields that represent actual load weight of a scheduler entity

and its invariant value:

struct load_weight {
unsigned long weight;
u32 inv_weight;

3

You already may know that each process in the system has priority . The higher priority allows to get more time to run. A
load weight of a process is a relation between priority of this process and timeslices of this process. Each process has three

following fields related to priority:

struct task_struct {

int prio;
int static_prio;
int normal_prio;

The first one is dynamic priority which can't be changed during lifetime of a process based on its static priority and
interactivity of the process. The static_prio contains initial priority most likely well-known to you nice value . This value
does not changed by the kernel if a user will not change it. The last one is normal_priority based on the value of the

static_prio too, but also it depends on the scheduling policy of a process.

So the main goal of the set_load_weight function is to initialze load_weight fields for the init task:

static void set_load_weight(struct

{
int prio = p->static_prio - MAX_RT_PRIO;
struct load_weight *load = &p->se.load;

if (idle_policy(p->policy)) {
load->weight = scale_load(WEIGHT_IDLEPRIO);
load->inv_weight = WMULT_IDLEPRIO;
return;

load->weight = scale_load(sched_prio_to_weight[prio]);
load->inv_weight = sched_prio_to_wmult[prio];

As you may see we calculate initial prio from the initial value of the static_prio of the init task and use it as index of
sched_prio_to_weight and sched_prio_to_wmult arraystoset weight and inv_weight values. These two arrays contain a

load weight depends on priority value. In a case of when a process is idle process, we set minimal load weight.

For this moment we came to the end of initialization process of the Linux kernel scheduler. The last steps are: to make current
process (it will be the first init process) idle that will be runned when a cpu has no other process to run. Calculating next

time period of the next calculation of CPU load and initialization of the fair class:

__init void init_sched_fair_class(void

{



#ifdef CONFIG_SMP

open_softirq(SCHED_SOFTIRQ, run_rebalance_domains);
#endif
}

Here we register a soft irq that will call the run_rebalance_domains handler. After the scHEp_soFTIRQ will be triggered, the

run_rebalance will be called to rebalance a run queue on the current CPU.

The last two steps of the sched_init function is to initialization of scheduler statistics and setting scheeduler_running

variable:

scheduler_running = 1;

That's all. Linux kernel scheduler is initialized. Of course, we have skipped many different details and explanations here, because
we need to know and understand how different concepts (like process and process groups, runqueue, rcu, etc.) works in the linux
kernel , but we took a short look on the scheduler initialization process. We will look all other details in the separate part which
will be fully dedicated to the scheduler.

Conclusion

It is the end of the eighth part about the linux kernel initialization process. In this part, we looked on the initialization process of
the scheduler and we will continue in the next part to dive in the linux kernel initialization process and will see initialization of the

RCU and many other initialization stuff in the next part.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Kernel initialization. Part 9.

RCU initialization

This is ninth part of the Linux Kernel initialization process and in the previous part we stopped at the scheduler initialization. In
this part we will continue to dive to the linux kernel initialization process and the main purpose of this part will be to learn about
initialization of the RCU. We can see that the next step in the init/main.c after the sched_init is the call of the

preempt_disable . There are two macros:

e preempt_disable

® preempt_enable

for preemption disabling and enabling. First of all let's try to understand what is preempt in the context of an operating system
kernel. In simple words, preemption is ability of the operating system kernel to preempt current task to run task with higher
priority. Here we need to disable preemption because we will have only one init process for the early boot time and we don't
need to stop it before we call cpu_idle function. The preempt_disable macro is defined in the include/linux/preempt.h and

depends on the conFIG_PREEMPT_COUNT kernel configuration option. This macro is implemented as:

#define preempt_disable() \

do { \
preempt_count_inc(); \
barrier(); \

} while (0)

and if CONFIG_PREEMPT_COUNT is not set just:

#define preempt_disable() barrier()

Let's look on it. First of all we can see one difference between these macro implementations. The preempt_disable with
CONFIG_PREEMPT_COUNT set contains the call of the preempt_count_inc . There is special percpu variable which stores the

number of held locks and preempt_disable calls:

DECLARE_PER_CPU(int, __preempt_count);

In the first implementation of the preempt_disable we increment this _ preempt_count . There is API for returning value of the
__preempt_count , itisthe preempt_count function. As we called preempt_disable , first of all we increment preemption

counter with the preempt_count_inc macro which expands to the:

#define preempt_count_inc() preempt_count_add(1)
#define preempt_count_add(val) _ preempt_count_add(val)

where preempt_count_add calls the raw_cpu_add_4 macro which adds 1 to the given percpu variable ( __preempt_count )
in our case (more about precpu variables you can read in the part about Per-CPU variables). Ok, we increased

__preempt_count and the next step we can see the call of the barrier macro in the both macros. The barrier macro inserts
an optimization barrier. In the processors with x86_64 architecture independent memory access operations can be performed in
any order. That's why we need the opportunity to point compiler and processor on compliance of order. This mechanism is

memory barrier. Let's consider a simple example:

preempt_disable();
foo();
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preempt_enable();

Compiler can rearrange it as:

preempt_disable();
preempt_enable();
foo();

In this case non-preemptible function foo can be preempted. As we put barrier macro in the preempt_disable and
preempt_enable macros, it prevents the compiler from swapping preempt_count_inc with other statements. More about

barriers you can read here and here.

In the next step we can see following statement:

if (WARN(!irqgs_disabled(),
"Interrupts were enabled *very* early, fixing it\n"))
local_irq_disable();

which check IRQs state, and disabling (with c1i instruction for xse_e4 ) if they are enabled.

That's all. Preemption is disabled and we can go ahead.

Initialization of the integer ID management

In the next step we can see the call of the idr_init_cache function which defined in the lib/idr.c. The idr library is usedin a

various places in the linux kernel to manage assigning integer 1ps to objects and looking up objects by id.

Let's look on the implementation of the idr_init_cache function:

void __init idr_init_cache(void

{
idr_layer_cache = kmem_cache_create("idr_layer_cache",
sizeof(struct idr_layer), ©, SLAB_PANIC, )8

Here we can see the call of the kmem_cache_create . We already called the kmem_cache_init in the init/main.c. This function
create generalized caches again using the kmem_cache_alloc (more about caches we will see in the Linux kernel memory
management chapter). In our case, as we are using kmem_cache_t which will be used by the slab allocator and

kmem_cache_create creates it. As you can see we pass five parameters to the kmem_cache_create :

name of the cache;

e size of the object to store in cache;
e offset of the first object in the page;
o flags;

e constructor for the objects.

and it will create kmem_cache for the integer IDs. Integer 1Ips is commonly used pattern to map set of integer IDs to the set of
pointers. We can see usage of the integer IDs in the i2c drivers subsystem. For example drivers/i2c/i2c-core.c which represents the

core of the i2c subsystem defines 1D forthe i2c adapter with the DEFINE_IDR macro:

static DEFINE_IDR

and then uses it for the declaration of the i2c adapter:
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static int __i2c_add_numbered_adapter(struct i2c_adapter *adap)

{

int id;

id = idr_alloc(&i2c_adapter_idr, adap, adap->nr, adap->nr + 1, GFP_KERNEL);

and id2_adapter_idr presents dynamically calculated bus number.

More about integer ID management you can read here.

RCU initialization

The next step is RCU initialization with the rcu_init function and it's implementation depends on two kernel configuration

options:

® CONFIG_TINY_RCU

® CONFIG_TREE_RCU

In the first case rcu_init will be in the kernel/rcu/tiny.c and in the second case it will be defined in the kernel/rcu/tree.c. We

will see the implementation of the tree rcu , but first of all about the Rcu in general.

Rcu or read-copy update is a scalable high-performance synchronization mechanism implemented in the Linux kernel. On the
early stage the linux kernel provided support and environment for the concurrently running applications, but all execution was
serialized in the kernel using a single global lock. In our days linux kernel has no single global lock, but provides different
mechanisms including lock-free data structures, percpu data structures and other. One of these mechanisms is - the read-copy
update . The Rcu technique is designed for rarely-modified data structures. The idea of the Rrcu is simple. For example we
have a rarely-modified data structure. If somebody wants to change this data structure, we make a copy of this data structure and
make all changes in the copy. In the same time all other users of the data structure use old version of it. Next, we need to choose

safe moment when original version of the data structure will have no users and update it with the modified copy.

Of course this description of the Rrcu is very simplified. To understand some details about Rcu , first of all we need to learn
some terminology. Data readers in the RrRcu executed in the critical section. Every time when data reader get to the critical
section, it calls the rcu_read_lock , and rcu_read_unlock on exit from the critical section. If the thread is not in the critical
section, it will be in state which called - quiescent state . The moment when every thread is in the quiescent state called -
grace period . If a thread wants to remove an element from the data structure, this occurs in two steps. First step is removal -
atomically removes element from the data structure, but does not release the physical memory. After this thread-writer announces
and waits until it is finished. From this moment, the removed element is available to the thread-readers. After the grace period

finished, the second step of the element removal will be started, it just removes the element from the physical memory.

There a couple of implementations of the rcu . Old Rrcu called classic, the new implementation called tree RCU. As you
may already understand, the conF1c_TREE_RcU kernel configuration option enables tree Rcu . Another is the tiny RCU which
depends on CONFIG_TINY_RCU and CONFIG_SMP=n . We will see more details about the Rcu in general in the separate chapter

about synchronization primitives, but now let's look on the rcu_init implementation from the kernel/rcu/tree.c:

void __init rcu_init(void

{

int cpu;

rcu_bootup_announce();
rcu_init_geometry();
rcu_init_one(&rcu_bh_state, &rcu_bh_data);
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rcu_init_one(&rcu_sched_state, &rcu_sched_data);
rcu_init_preempt();

open_softirq(RCU_SOFTIRQ, rcu_process_callbacks);

/*
* We don't need protection against CPU-hotplug here because

this is called early in boot, before either interrupts
* or the scheduler are operational.
*/
cpu_notifier(rcu_cpu_notify, 0);
pm_notifier(rcu_pm_notify, 0);
for_each_online_cpu(cpu)
rcu_cpu_notify( , CPU_UP_PREPARE, (void *)(long)cpu);

rcu_early boot_tests();

In the beginning of the rcu_init function we define cpu variable and call rcu_bootup_announce . The

rcu_bootup_announce function is pretty simple:

static void __init rcu_bootup_announce(void

{

pr_info("Hierarchical RCU implementation.\n");
rcu_bootup_announce_oddness();

It just prints information about the rRcu with the pr_info function and rcu_bootup_announce_oddness which uses pr_info
too, for printing different information about the current rcu configuration which depends on different kernel configuration
options like CONFIG_RCU_TRACE , CONFIG_PROVE_RCU , CONFIG_RCU_FANOUT_EXACT , etc. In the next step, we can see the call of the
rcu_init_geometry function. This function is defined in the same source code file and computes the node tree geometry depends
on the amount of CPUs. Actually Rrcu provides scalability with extremely low internal RCU lock contention. What if a data
structure will be read from the different CPUs? Rrcu API provides the rcu_state structure which presents RCU global state

including node hierarchy. Hierarchy is presented by the:

struct rcu_node node[NUM_RCU_NODES];

array of structures. As we can read in the comment of above definition:

The root (first level) of the hierarchy is in ->node[0] (referenced by ->level[0]), the second
level in ->node[1] through ->node[m] (->node[1] referenced by ->level[1]), and the third level
in ->node[m+1] and following (->node[m+1] referenced by ->level[2]). The number of levels is

determined by the number of CPUs and by CONFIG_RCU_FANOUT.

Small systems will have a "hierarchy" consisting of a single rcu_node.

The rcu_node structure is defined in the kernel/rcu/tree.h and contains information about current grace period, is grace period
completed or not, CPUs or groups that need to switch in order for current grace period to proceed, etc. Every rcu_node contains
a lock for a couple of CPUs. These rcu_node structures are embedded into a linear array in the rcu_state structure and
represented as a tree with the root as the first element and covers all CPUs. As you can see the number of the rcu nodes

determined by the NumM_rcu_NobEs which depends on number of available CPUs:

#define NUM_RCU_NODES (RCU_SUM - NR_CPUS)
#define RCU_SUM (NUM_RCU_LVL_O + NUM_RCU_LVL_1 + NUM_RCU_LVL_2 + NUM_RCU_LVL_3 + NUM_RCU_LVL_4)

where levels values depend on the CONFIG_RCU_FANOUT_LEAF configuration option. For example for the simplest case, one

rcu_node will cover two CPU on machine with the eight CPUs:
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So, inthe rcu_init_geometry function we just need to calculate the total number of rcu_node structures. We start to do it with

the calculation of the jiffies till to the first and next fqs whichis force-quiescent-state (read above about it):

d = RCU_JIFFIES_TILL_FORCE_QS + nr_cpu_ids / RCU_JIFFIES_FQS_DIV;
if (jiffies_till first_fqgs == ULONG_MAX)

jiffies_till first_fqgs = d;
if (jiffies_till next_fqgs == ULONG_MAX)

jiffies_till next_fqgs = d;

where:

#define RCU_JIFFIES_TILL_FORCE_QS (1 + (HZ > 250) + (HZ > 500))
#define RCU_JIFFIES_FQS_DIV 256

As we calculated these jiffies, we check that previous defined jiffies_till first fqs and jiffies_till next_fgs variables
are equal to the ULONG_MAX (their default values) and set they equal to the calculated value. As we did not touch these

variables before, they are equal to the uLONG_MAX :

static ulong jiffies_till first_fqgs = ULONG_MAX;
static ulong jiffies_till next_fgs = ULONG_MAX;

In the next step of the rcu_init_geometry , we check that rcu_fanout_leaf didn't change (it has the same value as
CONFIG_RCU_FANOUT_LEAF in compile-time) and equal to the value of the CONFIG_RCU_FANOUT_LEAF configuration option, we just

return:

if (rcu_fanout_leaf == CONFIG_RCU_FANOUT_LEAF &&
nr_cpu_ids == NR_CPUS)
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return;

After this we need to compute the number of nodes that an rcu_node tree can handle with the given number of levels:

rcu_capacity[0] = 1;
rcu_capacity[1] = rcu_fanout_leaf;
for (1 = 2; 1 <= MAX_RCU_LVLS; i++)
rcu_capacity[i] = rcu_capacity[i - 1] * CONFIG_RCU_FANOUT;

And in the last step we calculate the number of rcu_nodes at each level of the tree in the loop.

As we calculated geometry of the rcu_node tree, we need to go back to the rcu_init function and next step we need to

initialize two rcu_state structures with the rcu_init_one function:

rcu_init_one(&rcu_bh_state, &rcu_bh_data);
rcu_init_one(&rcu_sched_state, &rcu_sched_data);

The rcu_init_one function takes two arguments:

e Global Rrcu state;
e Per-CPU data for Rcu .

Both variables defined in the kernel/rcu/tree.h with its percpu data:

extern struct rcu_state rcu_bh_state;
DECLARE_PER_CPU(struct rcu_data, rcu_bh_data);

About this states you can read here. As I wrote above we need to initialize rcu_state structures and rcu_init_one function

will help us with it. After the rcu_state initialization, we can see the call of the _ rcu_init_preempt which depends on the
CONFIG_PREEMPT_RCU kernel configuration option. It does the same as previous functions - initialization of the
rcu_preempt_state structure with the rcu_init_one function which has rcu_state type. After this, in the rcu_init , we

can see the call of the:

open_softirq(RCU_SOFTIRQ, rcu_process_callbacks);

function. This function registers a handler of the pending interrupt . Pending interrupt or softirq supposes that part of
actions can be delayed for later execution when the system is less loaded. Pending interrupts is represented by the following

structure:

struct softirg_action

{

void (*action)(struct softirqg_action *);

i

which is defined in the include/linux/interrupt.h and contains only one field - handler of an interrupt. You can check about

softirgs in the your system with the:

$ cat /proc/softirgs

CPUO CPU1 CPU2 CPU3 CPU4 CPU5 CPU6 CPU7

HI: 2 (0] (0] 1 0 2 (0] (0]

TIMER: 137779 108110 139573 107647 107408 114972 99653 98665
NET_TX: 1127 (0] 4 0 1 1 [0] (0]
NET_RX: 334 221 132939 3076 451 361 292 303
BLOCK: 5253 5596 8 779 2016 37442 28 2855
BLOCK_IOPOLL: (0] (0] (0] 0 0 o (0] (0]

TASKLET: 66 (0] 2916 113 0 24 26708 (0]
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SCHED: 102350 75950 91705 75356 75323 82627 69279 69914
HRTIMER: 510 302 368 260 219 255 248 246
RCU: 81290 68062 82979 69015 68390 69385 63304 63473

The open_softirg function takes two parameters:

e index of the interrupt;

e interrupt handler.

and adds interrupt handler to the array of the pending interrupts:

void open_softirq(int nr, void (*action)(struct softirqg_action *))

{

softirg_vec[nr].action = action;

In our case the interrupt handler is - rcu_process_callbacks which is defined in the kernel/rcu/tree.c and does the Rrcu core

processing for the current CPU. After we registered softirqg interrupt for the Rcu , we can see the following code:

cpu_notifier(rcu_cpu_notify, 0);
pm_notifier(rcu_pm_notify, 0);
for_each_online_cpu(cpu)
rcu_cpu_notify( , CPU_UP_PREPARE, (void *)(long)cpu);

Here we can see registration of the cpu notifier which needs in systems which supports CPU hotplug and we will not dive into
details about this theme. The last function in the rcu_init isthe rcu_early boot tests :

void rcu_early_ boot_tests(void

{
pr_info("Running RCU self tests\n");
if (rcu_self_test)
early boot_test_call rcu();
if (rcu_self_test_bh)
early_boot_test_call_rcu_bh();
if (rcu_self_test_sched)
early boot_test_call rcu_sched();
}

which runs self tests for the Rrcu .

That's all. We saw initialization process of the Rcu subsystem. As I wrote above, more about the RrRcu will be in the separate

chapter about synchronization primitives.

Rest of the initialization process

Ok, we already passed the main theme of this part which is Rcu initialization, but it is not the end of the linux kernel
initialization process. In the last paragraph of this theme we will see a couple of functions which work in the initialization time,
but we will not dive into deep details around this function for different reasons. Some reasons not to dive into details are

following:

e They are not very important for the generic kernel initialization process and depend on the different kernel configuration;
e They have the character of debugging and not important for now;

e We will see many of this stuff in the separate parts/chapters.

After we initialized Rcu , the next step which you can see in the init/main.c is the - trace_init function. As you can

understand from its name, this function initialize tracing subsystem. You can read more about linux kernel trace system - here.


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/kernel/rcu/tree.c
https://www.kernel.org/doc/Documentation/cpu-hotplug.txt
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/init/main.c
http://en.wikipedia.org/wiki/Tracing_%28software%29
http://elinux.org/Kernel_Trace_Systems

After the trace_init , we can see the call of the radix_tree_init . If you are familiar with the different data structures, you
can understand from the name of this function that it initializes kernel implementation of the Radix tree. This function is defined

in the lib/radix-tree.c and you can read more about it in the part about Radix tree.
In the next step we can see the functions which are related to the interrupts handling subsystem, they are:

® early irg_init
e init_IRQ

e softirg_init

We will see explanation about this functions and their implementation in the special part about interrupts and exceptions handling.
After this many different functions (like init_timers , hrtimers_init , time_init , etc.) which are related to different timing

and timers stuff. We will see more about these function in the chapter about timers.

The next couple of functions are related with the perf events - perf_event-init (there will be separate chapter about perf),

initialization of the profiling with the profile init . After this we enable irq with the call of the:

local_irqg_enable();

which expands to the sti instruction and making post initialization of the SLAB with the call of the kmem_cache_init_late

function (As I wrote above we will know about the sLAB in the Linux memory management chapter).

After the post initialization of the sLAB , next point is initialization of the console with the console_init function from the

drivers/tty/tty_io.c.

After the console initialization, we can see the lockdep_info function which prints information about the Lock dependency
validator. After this, we can see the initialization of the dynamic allocation of the debug objects with the
debug_objects_mem_init , kernel memory leak detector initialization with the kmemleak_init , percpu pageset setup with the
setup_per_cpu_pageset , setup of the NUMA policy with the numa_policy_init , setting time for the scheduler with the
sched_clock_init , pidmap initialization with the call of the pidmap_init function for the initial PID namespace, cache
creation with the anon_vma_init for the private virtual memory areas and early initialization of the ACPI with the

acpi_early_init .

This is the end of the ninth part of the linux kernel initialization process and here we saw initialization of the RCU. In the last
paragraph of this part ( Rest of the initialization process ) we will go through many functions but did not dive into details
about their implementations. Do not worry if you do not know anything about these stuff or you know and do not understand

anything about this. As I already wrote many times, we will see details of implementations in other parts or other chapters.

Conclusion

It is the end of the ninth part about the linux kernel initialization process. In this part, we looked on the initialization process of the
RcU subsystem. In the next part we will continue to dive into linux kernel initialization process and I hope that we will finish
with the start_kernel function and will go to the rest_init function from the same init/main.c source code file and will see

the start of the first process.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Kernel initialization. Part 10.

End of the linux kernel initialization process

This is tenth part of the chapter about linux kernel initialization process and in the previous part we saw the initialization of the
RCU and stopped on the call of the acpi_early_init function. This part will be the last part of the Kernel initialization process

chapter, so let's finish it.

After the call of the acpi_early_init function from the init/main.c, we can see the following code:

#ifdef CONFIG_X86_ESPFIX64
init_espfix_bsp();
#endif

Here we can see the call of the init_espfix_bsp function which depends on the conF1G_x86_EsPFIxe4 kernel configuration
option. As we can understand from the function name, it does something with the stack. This function is defined in the
arch/x86/kernel/espfix_64.c and prevents leaking of 31:16 bits of the esp register during returning to 16-bit stack. First of all

we install espfix page upper directory into the kernel page directory in the init_espfix_bs :

pgd_p = &init_level4 pgt[pgd_index(ESPFIX_BASE_ADDR)];
pgd_populate(&init_mm, pgd_p, (pud_t *)espfix_pud_page);

Where ESPFIX_BASE_ADDR iS:

#define PGDIR_SHIFT 39
#define ESPFIX_PGD_ENTRY _AC(-2, UL)
#define ESPFIX_BASE_ADDR (ESPFIX_PGD_ENTRY << PGDIR_SHIFT)

Also we can find it in the Documentation/x86/x86_64/mm:

. unused hole ...
ffffffooe0000000 - FFFFff7fffffffff (=39 bits) %esp fixup stacks
. unused hole ...

After we've filled page global directory with the espfix pud, the next step is call of the init_espfix_random and
init_espfix_ap functions. The first function returns random locations for the espfix page and the second enables the
espfix for the current CPU. After the init_espfix_bsp finished the work, we can see the call of the
thread_info_cache_init function which defined in the kernel/fork.c and allocates cache for the thread_info if THREAD_SIZE

is less than PAGE_SIZE :

# if THREAD_SIZE >= PAGE_SIZE

void thread_info_cache_init(void
{
thread_info_cache = kmem_cache_create("thread info", THREAD_SIZE,
THREAD_SIZE, 0, );
BUG_ON(thread_info_cache == );
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#endif

As we already know the PAGE_SIZE is (_AC(1,UL) << PAGE_SHIFT) or 4696 bytesand THREAD_SIZE is (PAGE_SIZE <<
THREAD_SIZE_ORDER) oOr 16384 bytes for the x86_64 . The next function after the thread_info_cache_init isthe cred_init

from the kernel/cred.c. This function just allocates cache for the credentials (like uid , gid , etc.):

void __init cred_init(void

{
cred_jar = kmem_cache_create("cred_jar", sizeof(struct cred),
, SLAB_HWCACHE_ALIGN|SLAB_PANIC, )8

more about credentials you can read in the Documentation/security/credentials.txt. Next step is the fork_init function from the
kernel/fork.c. The fork_init function allocates cache for the task_struct . Let's look on the implementation of the
fork_init . First of all we can see definitions of the ARCH_MIN_TASKALIGN macro and creation of a slab where task_structs will

be allocated:

#ifndef CONFIG_ARCH_TASK_STRUCT_ALLOCATOR
#ifndef ARCH_MIN_TASKALIGN
#define ARCH_MIN_TASKALIGN L1_CACHE_BYTES
#endif
task_struct_cachep =
kmem_cache_create("task struct", sizeof(struct task_struct),
ARCH_MIN_TASKALIGN, SLAB_PANIC | SLAB_NOTRACK, );
#endif

As we can see this code depends on the CONFIG_ARCH_TASK_STRUCT_ACLLOCATOR kernel configuration option. This configuration
option shows the presence of the alloc_task_struct for the given architecture. As x86_64 hasno alloc_task_struct

function, this code will not work and even will not be compiled on the x86_64 .

Allocating cache for init task
After this we can see the call of the arch_task_cache_init function inthe fork_init :

void arch_task_cache_init(void

{
task_xstate_cachep =
kmem_cache_create("task xstate", xstate_size,
__alignof__(union thread_xstate),
SLAB_PANIC | SLAB_NOTRACK, )
setup_xstate_comp();
}

The arch_task_cache_init does initialization of the architecture-specific caches. In our case it is x86_64 , so as we can see, the
arch_task_cache_init allocates cache for the task_xstate which represents FPU state and sets up offsets and sizes of all
extended states in xsave area with the call of the setup_xstate_comp function. After the arch_task_cache_init we calculate

default maximum number of threads with the:

set_max_threads(MAX_THREADS) ;

where default maximum number of threads is:

#define FUTEX_TID_MASK Ox3fffffff
#define MAX_THREADS FUTEX_TID_MASK
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In the end of the fork_init function we initialize signal handler:

init_task.signal->rlim[RLIMIT_NPROC].rlim_cur = max_threads/2;

init_task.signal->rlim[RLIMIT_NPROC].rlim_max = max_threads/2;

init_task.signal->rlim[RLIMIT_SIGPENDING] =
init_task.signal->r1im[RLIMIT_NPROC];

As we know the init_task is an instance of the task_struct structure, so it contains signal field which represents signal
handler. It has following type struct signal_struct . On the first two lines we can see setting of the current and maximum limit
of the resource limits . Every process has an associated set of resource limits. These limits specify amount of resources which

current process can use. Here rlim is resource control limit and presented by the:

struct rlimit {
__kernel_ulong_t rlim_cur;
__kernel_ulong_t rlim_max;

structure from the include/uapi/linux/resource.h. In our case the resource is the RLIMIT_NPROC which is the maximum number of

processes that user can own and RLIMIT_SIGPENDING - the maximum number of pending signals. We can see it in the:

cat /proc/self/limits

Limit Soft Limit Hard Limit Units
Max processes processes
Max pending signals signals

Initialization of the caches

The next function after the fork_init isthe proc_caches_init from the kernel/fork.c. This function allocates caches for the
memory descriptors (or mm_struct structure). At the beginning of the proc_caches_init we can see allocation of the different

SLAB caches with the call of the kmem_cache_create :

e sighand_cachep - manage information about installed signal handlers;
e signal_cachep - manage information about process signal descriptor;
e files_cachep - manage information about opened files;

e fs_cachep - manage filesystem information.

After this we allocate sLAB cache for the mm_struct structures:

mm_cachep = kmem_cache_create("mm_struct",
sizeof(struct mm_struct), ARCH_MIN_MMSTRUCT_ALIGN,
SLAB_HWCACHE_ALIGN |SLAB_PANIC|SLAB_NOTRACK, )

After this we allocate sLAB cache for the important vm_area_struct which used by the kernel to manage virtual memory

space:

vm_area_cachep = KMEM_CACHE(vm_area_struct, SLAB_PANIC);

Note, that we use KMEM_CACHE macro here instead of the kmem_cache_create . This macro is defined in the include/linux/slab.h

and just expands to the kmem_cache_create call:
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#define KMEM_CACHE(__struct, _ flags) kmem_cache_create(#__struct,\
sizeof(struct __struct), __alignof__(struct __struct),\
(__flags), NULL)

The kMEM_cacHe has one difference from kmem_cache_create . Take alook on __alignof__ operator. The KMEM_CACHE
macro aligns sLAB to the size of the given structure, but kmem_cache_create uses given value to align space. After this we can
see the call of the mmap_init and nsproxy_cache_init functions. The first function initializes virtual memory area sLAB and

the second function initializes sLAB for namespaces.

The next function after the proc_caches_init is buffer_init . This function is defined in the fs/buffer.c source code file and
allocate cache for the buffer_head . The buffer_head is a special structure which defined in the include/linux/buffer_head.h
and used for managing buffers. In the start of the buffer_init function we allocate cache for the struct buffer_head
structures with the call of the kmem_cache_create function as we did in the previous functions. And calculate the maximum size

of the buffers in memory with:

nrpages = (nr_free_buffer_pages() * ) / ;
max_buffer_heads = nrpages * (PAGE_SIZE / sizeof(struct buffer_head));

which will be equal to the 10% of the zone_norMAL (all RAM from the 4GB on the x86_64 ). The next function after the
buffer_init is- vfs_caches_init . This function allocates sLAB caches and hashtable for different VE'S caches. We already
saw the vfs_caches_init_early function in the eighth part of the linux kernel initialization process which initialized caches for
dcache (or directory-cache) and inode cache. The vfs_caches_init function makes post-early initialization of the dcache
and inode caches, private data cache, hash tables for the mount points, etc. More details about VFS will be described in the
separate part. After this we can see signals_init function. This function is defined in the kernel/signal.c and allocates a cache
for the sigqueue structures which represents queue of the real time signals. The next function is page_writeback_init . This
function initializes the ratio for the dirty pages. Every low-level page entry contains the dirty bit which indicates whether a

page has been written to after been loaded into memory.

Creation of the root for the procfs

After all of this preparations we need to create the root for the proc filesystem. We will do it with the call of the proc_root_init
function from the fs/proc/root.c. At the start of the proc_root_init function we allocate the cache for the inodes and register a

new filesystem in the system with the:

err = register_filesystem(&proc_fs_type);
if (err)
return;

As I wrote above we will not dive into details about VFS and different filesystems in this chapter, but will see it in the chapter

about the vrs . After we've registered a new filesystem in our system, we call the proc_self_init function from the

fs/proc/self.c and this function allocates inode number for the self ( /proc/self directory refers to the process accessing the
/proc filesystem). The next step after the proc_self init is proc_setup_thread_self which setupsthe /proc/thread-

self directory which contains information about current thread. After this we create /proc/self/mounts symlink which will

contains mount points with the call of the

proc_symlink("mounts", , "self/mounts");

and a couple of directories depends on the different configuration options:

#ifdef CONFIG_SYSVIPC
proc_mkdir("sysvipc", )
#endif
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proc_mkdir("fs", );
proc_mkdir("driver", );
proc_mkdir("fs/nfsd", );
#if defined(CONFIG_SUN_OPENPROMFS) || defined(CONFIG_SUN_OPENPROMFS_MODULE)
proc_mkdir ("openprom", );
#endif
proc_mkdir("bus", e

if (!proc_mkdir("tty", ))
return;
proc_mkdir("tty/ldisc", e

In the end of the proc_root_init we call the proc_sys_init function which creates /proc/sys directory and initializes the

Sysctl.

Itis the end of start_kernel function. I did not describe all functions which are called in the start_kernel .I skipped them,
because they are not important for the generic kernel initialization stuff and depend on only different kernel configurations. They
are taskstats_init_early which exports per-task statistic to the user-space, delayacct_init - initializes per-task delay
accounting, key_init and security_init initialize different security stuff, check_bugs - fix some architecture-dependent
bugs, ftrace_init function executes initialization of the ftrace, cgroup_init makes initialization of the rest of the cgroup

subsystem,etc. Many of these parts and subsystems will be described in the other chapters.

That's all. Finally we have passed through the long-long start_kernel function. But it is not the end of the linux kernel
initialization process. We haven't run the first process yet. In the end of the start_kernel we can see the last call of the -

rest_init function. Let's go ahead.

First steps after the start_kernel

The rest_init function is defined in the same source code file as start_kernel function, and this file is init/main.c. In the

beginning of the rest_init we can see call of the two following functions:

rcu_scheduler_starting();
smpboot_thread_init();

The first rcu_scheduler_starting makes RCU scheduler active and the second smpboot_thread_init registers the
smpboot_thread_notifier CPU notifier (more about it you can read in the CPU hotplug documentation. After this we can see

the following calls:

kernel_thread(kernel_init, , CLONE_FS);
pid = kernel_thread(kthreadd, , CLONE_FS | CLONE_FILES);

Here the kernel_thread function (defined in the kernel/fork.c) creates new kernel thread.As we can see the kernel_thread

function takes three arguments:

e Function which will be executed in a new thread;
o Parameter for the kernel_init function;

o Flags.

We will not dive into details about kernel_thread implementation (we will see it in the chapter which describe scheduler, just
need to say that kernel_thread invokes clone). Now we only need to know that we create new kernel thread with

kernel_thread function, parent and child of the thread will use shared information about filesystem and it will start to execute
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kernel_init function. A kernel thread differs from a user thread that it runs in kernel mode. So with these two kernel_thread
calls we create two new kernel threads with the p1D = 1 for init processand PID = 2 for kthreadd . We already know
whatis init process. Let's look on the kthreadd . It is a special kernel thread which manages and helps different parts of the

kernel to create another kernel thread. We can see it in the output of the ps util:

$ ps -ef | grep kthreadd
root Janil ? 100: [kthreadd]

Let's postpone kernel_init and kthreadd for now and go ahead in the rest_init . In the next step after we have created two
new kernel threads we can see the following code:

rcu_read_lock();
kthreadd_task = find_task_by_pid_ns(pid, &init_pid_ns);
rcu_read_unlock();

The first rcu_read_lock function marks the beginning of an RCU read-side critical section and the rcu_read_unlock marks the

end of an RCU read-side critical section. We call these functions because we need to protect the find_task_by_pid_ns . The
find_task_by_pid_ns returns pointer to the task_struct by the given pid. So, here we are getting the pointer to the
task_struct for PID = 2 (we got it after kthreadd creation with the kernel_thread ). In the next step we call complete

function

complete(&kthreadd_done);

and pass address of the kthreadd_done . The kthreadd_done defined as

static __initdata DECLARE_COMPLETION 2

where DECLARE_COMPLETION macro defined as:

#define DECLARE_COMPLETION(work) \
struct completion work = COMPLETION_INITIALIZER(work)

and expands to the definition of the completion structure. This structure is defined in the include/linux/completion.h and
presents completions concept. Completions is a code synchronization mechanism which provides race-free solution for the
threads that must wait for some process to have reached a point or a specific state. Using completions consists of three parts: The
first is definition of the complete structure and we did it with the DECLARE_coMPLETION . The second is call of the
wait_for_completion . After the call of this function, a thread which called it will not continue to execute and will wait while
other thread did not call complete function. Note that we call wait_for_completion withthe kthreadd_done in the beginning

of the kernel_init_freeable :

wait_for_completion(&kthreadd_done);

And the last step is to call complete function as we saw it above. After this the kernel_init_freeable function will not be
executed while kthreadd thread will not be set. After the kthreadd was set, we can see three following functions in the

rest_init

init_idle_bootup_task(current);
schedule_preempt_disabled();
cpu_startup_entry(CPUHP_ONLINE);

The first init_idle_bootup_task function from the kernel/sched/core.c sets the Scheduling class for the current process ( idle

class in our case):
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void init_idle bootup_task(struct

{

idle->sched_class = &idle_sched_class;

where idle class is a low task priority and tasks can be run only when the processor doesn't have anything to run besides this
tasks. The second function schedule_preempt_disabled disables preemptin idle tasks. And the third function
cpu_startup_entry is defined in the kernel/sched/idle.c and calls cpu_idle loop from the kernel/sched/idle.c. The
cpu_idle_loop function works as process with PID = @ and works in the background. Main purpose of the cpu_idle_loop is
to consume the idle CPU cycles. When there is no process to run, this process starts to work. We have one process with idle
scheduling class (we just set the current task tothe idle with the call of the init_idle_bootup_task function), so the

idle thread does not do useful work but just checks if there is an active task to switch to:

static void cpu_idle_ loop(void

{

while (1) {
while (!'need_resched()) {

More about it will be in the chapter about scheduler. So for this moment the start_kernel callsthe rest_init function which
spawns an init ( kernel_init function) process and become idle process itself. Now is time to look on the kernel init .
Execution of the kernel init function starts from the call of the kernel init_freeable function. The

kernel_init_freeable function first of all waits for the completion of the kthreadd setup. I already wrote about it above:

wait_for_completion(&kthreadd_done);

After this we set gfp_allowed_mask to _ GFP_BITS_MASK which means that system is already running, set allowed cpus/mems

to all CPUs and NUMA nodes with the set_mems_allowed function, allow init process to run on any CPU with the
set_cpus_allowed_ptr , set pid for the cad or ctrl-Alt-pelete , do preparation for booting of the other CPUs with the call of

the smp_prepare_cpus , call early initcalls with the do_pre_smp_initcalls , initialize smp with the smp_init and initialize

lockup_detector with the call of the lockup_detector_init and initialize scheduler with the sched_init_smp .

After this we can see the call of the following functions - do_basic_setup . Before we will call the do_basic_setup function,

our kernel already initialized for this moment. As comment says:

Now we can finally start doing some real work..

The do_basic_setup will reinitialize cpuset to the active CPUs, initialize the khelper - which is a kernel thread which used for
making calls out to userspace from within the kernel, initialize tmpfs, initialize drivers subsystem, enable the user-mode helper
workqueue and make post-early call of the initcalls . We can see opening of the dev/console and dup twice file descriptors

from o to 2 afterthe do_basic_setup :

if (sys_open((const char __user *) "/dev/console", O_RDWR, 0) < 0)
pr_err("warning: unable to open an initial console.\n");

(void) sys_dup(0);
(void) sys_dup(0);
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We are using two system calls here sys_open and sys_dup . In the next chapters we will see explanation and implementation of
the different system calls. After we opened initial console, we check that rdinit= option was passed to the kernel command line
or set default path of the ramdisk:

if (!ramdisk_execute_command)
ramdisk_execute_command = "/init";

Check user's permissions for the ramdisk and call the prepare_namespace function from the init/do_mounts.c which checks

and mounts the initrd:

if (sys_access((const char __user *) ramdisk_execute_command, 0) != 0) {
ramdisk_execute_command = ;
prepare_namespace();

This is the end of the kernel_init_freeable function and we need return to the kernel_init . The next step after the
kernel_init_freeable finished its execution is the async_synchronize_full . This function waits until all asynchronous

function calls have been done and after it we will call the free_initmem which will release all memory occupied by the

initialization stuff which located between __init_begin and __init_end . After this we protect .rodata with the

mark_rodata_ro and update state of the system from the SYSTEM_BOOTING to the

system_state = SYSTEM_RUNNING;

And tries to run the init process:

if (ramdisk_execute_command) {
ret = run_init_process(ramdisk_execute_command);
if (!ret)
return 0;
pr_err("Failed to execute %s (error %d)\n",
ramdisk_execute_command, ret);

First of all it checks the ramdisk_execute_command which we set in the kernel_init_freeable function and it will be equal to
the value of the rdinit= kernel command line parameters or /init by default. The run_init_process function fills the first

element of the argv_init array:

static const char *argv_init[MAX_INIT_ARGS+2] = { "init", r 3

which represents arguments of the init program and call do_execve function:

argv_init[0] = init_filename;

return do_execve(getname_kernel(init_filename),
(const char __user *const __user *)argv_init,
(const char __user *const __user *)envp_init);

The do_execve function is defined in the include/linux/sched.h and runs program with the given file name and arguments. If we
did not pass rdinit= option to the kernel command line, kernel starts to check the execute_command which is equal to value of

the init= kernel command line parameter:

if (execute_command) {
ret = run_init_process(execute_command);
if (!ret)
return 0;
panic("Requested init %s failed (error %d).",
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execute_command, ret);

If we did not pass init= kernel command line parameter either, kernel tries to run one of the following executable files:

if (!try_to_run_init_process("/sbin/init") ||
'try_to_run_init_process("/etc/init") ||
'try_to_run_init_process("/bin/init") ||
'try_to_run_init_process("/bin/sh"))
return 0;

Otherwise we finish with panic:

panic("No working init found. Try passing init= option to kernel. "
"See Linux Documentation/init.txt for guidance.");

That's all! Linux kernel initialization process is finished!

Conclusion

It is the end of the tenth part about the linux kernel initialization process. It is not only the tenth part, but also is the last part
which describes initialization of the linux kernel. As I wrote in the first part of this chapter, we will go through all steps of the
kernel initialization and we did it. We started at the first architecture-independent function - start_kernel and finished with the
launch of the first init process in the our system. I skipped details about different subsystem of the kernel, for example I almost
did not cover scheduler, interrupts, exception handling, etc. From the next part we will start to dive to the different kernel

subsystems. Hope it will be interesting.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes
please send me PR to linux-insides.
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Interrupts and Interrupt Handling

In the following posts, we will cover interrupts and exceptions handling in the linux kernel.

e Interrupts and Interrupt Handling. Part 1. - describes interrupts and interrupt handling theory.

e Interrupts in the Linux Kernel - describes stuffs related to interrupts and exceptions handling from the early stage.

e Early interrupt handlers - describes early interrupt handlers.

e Interrupt handlers - describes first non-early interrupt handlers.

e Implementation of exception handlers - describes implementation of some exception handlers such as double fault, divide by
Zero etc.

e Handling non-maskable interrupts - describes handling of non-maskable interrupts and remaining interrupt handlers from the
architecture-specific part.

e [External hardware interrupts - describes early initialization of code which is related to handling external hardware interrupts.

e Non-early initialization of the IRQs - describes non-early initialization of code which is related to handling external hardware
interrupts.

e Softirg, Tasklets and Workqueues - describes softirgs, tasklets and workqueues concepts.

e [ast part - this is the last part of the Interrupts and Interrupt Handling chapter and here we will see a real hardware

driver and some interrupts related stuff.



Interrupts and Interrupt Handling. Part 1.

Introduction

This is the first part of the new chapter of the linux insides book. We have come a long way in the previous chapter of this book.
We started from the earliest steps of kernel initialization and finished with the launch of the first init process. Yes, we saw
several initialization steps which are related to the various kernel subsystems. But we did not dig deep into the details of these
subsystems. With this chapter, we will try to understand how the various kernel subsystems work and how they are implemented.

As you can already understand from the chapter's title, the first subsystem will be interrupts.

What is an Interrupt?

We have already heard of the word interrupt in several parts of this book. We even saw a couple of examples of interrupt

handlers. In the current chapter we will start from the theory i.e.,

e Whatare interrupts ?

e Whatare interrupt handlers ?
We will then continue to dig deeper into the details of interrupts and how the Linux kernel handles them.

The first question that arises in our mind when we come across word interrupt is what is an interrupt? An interrupt is an
event raised by software or hardware when it needs the CPU's attention. For example, we press a button on the keyboard and
what do we expect next? What should the operating system and computer do after this? To simplify matters, assume that each
peripheral device has an interrupt line to the CPU. A device can use it to signal an interrupt to the CPU. However, interrupts are
not signaled directly to the CPU. In the old machines there was a PIC which is a chip responsible for sequentially processing
multiple interrupt requests from multiple devices. In the new machines there is an Advanced Programmable Interrupt Controller

commonly known as - APIC . An APIC consists of two separate devices:

® Local APIC

e I/0 APIC

The first - Local APIC is located on each CPU core. The local APIC is responsible for handling the CPU-specific interrupt
configuration. The local APIC is usually used to manage interrupts from the APIC-timer, thermal sensor and any other such

locally connected I/0 devices.

The second - 1/0 ApIC provides multi-processor interrupt management. It is used to distribute external interrupts among the
CPU cores. More about the local and I/O APICs will be covered later in this chapter. As you can understand, interrupts can occur
at any time. When an interrupt occurs, the operating system must handle it immediately. But what does it mean to handle an

interrupt ? When an interrupt occurs, the operating system must ensure the following steps:

e The kernel must pause execution of the current process; (preempt current task);
e The kernel must search for the handler of the interrupt and transfer control (execute interrupt handler);

e After the interrupt handler completes execution, the interrupted process can resume execution.

Of course there are numerous intricacies involved in this procedure of handling interrupts. But the above 3 steps form the basic

skeleton of the procedure.

Addresses of each of the interrupt handlers are maintained in a special location referred to as the - Interrupt Descriptor Table
or 1DT . The processor uses a unique number for recognizing the type of interruption or exception. This number is called -
vector number . A vector number is an index in the 1DT . There is limited amount of the vector numbers and it can be from o

to 255 . You can note the following range-check upon the vector number within the Linux kernel source-code:
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BUG_ON( (unsigned)n > );

You can find this check within the Linux kernel source code related to interrupt setup (eg. The set_intr_gate , void
set_system_intr_gate in arch/x86/include/asm/desc.h). The first 32 vector numbers from © to 31 are reserved by the
processor and used for the processing of architecture-defined exceptions and interrupts. You can find the table with the description
of these vector numbers in the second part of the Linux kernel initialization process - Early interrupt and exception handling.
Vector numbers from 32 to 255 are designated as user-defined interrupts and are not reserved by the processor. These

interrupts are generally assigned to external I/O devices to enable those devices to send interrupts to the processor.
Now let's talk about the types of interrupts. Broadly speaking, we can split interrupts into 2 major classes:

e External or hardware generated interrupts

e Software-generated interrupts

The first - external interrupts are received through the Local Apic or pins on the processor which are connected to the Local
APIC . The second - software-generated interrupts are caused by an exceptional condition in the processor itself (sometimes using
special architecture-specific instructions). A common example for an exceptional condition is division by zero . Another

example is exiting a program with the syscall instruction.

As mentioned earlier, an interrupt can occur at any time for a reason which the code and CPU have no control over. On the other

hand, exceptions are synchronous with program execution and can be classified into 3 categories:

® Faults
® Traps
® Aborts

A fault is an exception reported before the execution of a "faulty" instruction (which can then be corrected). If corrected, it

allows the interrupted program to be resume.

Nexta trap is an exception which is reported immediately following the execution of the trap instruction. Traps also allow

the interrupted program to be continued just as a fault does.

Finally an abort is an exception that does not always report the exact instruction which caused the exception and does not allow

the interrupted program to be resumed.

Also we already know from the previous part that interrupts can be classified as maskable and non-maskable . Maskable
interrupts are interrupts which can be blocked with the two following instructions for x8é_64 - sti and cli . We can find

them in the Linux kernel source code:

static inline void native_irq_disable(void
{

asm volatile("cli "memory");

and

static inline void native_irq_enable(void

{

n s

asm volatile("sti "memory");

These two instructions modify the 1F flag bit within the interrupt register. The sti instruction sets the 1r flag and the cli
instruction clears this flag. Non-maskable interrupts are always reported. Usually any failure in the hardware is mapped to such

non-maskable interrupts.
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If multiple exceptions or interrupts occur at the same time, the processor handles them in order of their predefined priorities. We

can determine the priorities from the highest to the lowest in the following table:

Hardware Reset and Machine Checks |
- RESET |
- Machine Check |

[y

| | Trap on Task Switch |
| 2 | - T flag in TSS is set |
| | |

External Hardware Interventions |
- FLUSH |
- STOPCLK |
- SMI |
- INIT [
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Faults from Fetching Next Instruction

|
Code-Segment Limit Violation |
Code Page Fault |

Faults from Decoding the Next Instruction |
Instruction length > 15 bytes |
Invalid Opcode |
Coprocessor Not Available |

|

©

Faults on Executing an Instruction
Overflow

Bound error

Invalid TSS

Segment Not Present

Stack fault

General Protection

Data Page Fault

Alignment Check

Xx87 FPU Floating-point exception
SIMD floating-point exception
Virtualization exception

Now that we know a little about the various types of interrupts and exceptions, it is time to move on to a more practical part. We
start with the description of the Interrupt Descriptor Table . As mentioned earlier, the IDpT stores entry points of the
interrupts and exceptions handlers. The 1pT is similar in structure to the Global Descriptor Table which we saw in the
second part of the Kernel booting process. But of course it has some differences. Instead of descriptors ,the IDT entries are

called gates . It can contain one of the following gates:

e Interrupt gates

e Task gates
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e Trap gates.

in the x86 architecture. Only long mode interrupt gates and trap gates can be referenced in the xsé_64 . Like the Global

Descriptor Table ,the Interrupt Descriptor table is an array of 8-byte gates on x86 and an array of 16-byte gates on
x86_64 . We can remember from the second part of the Kernel booting process, that Global Descriptor Table mustcontain
NuLL  descriptor as its first element. Unlike the Global Descriptor Table ,the Interrupt Descriptor Table may contain a

gate; it is not mandatory. For example, you may remember that we have loaded the Interrupt Descriptor table with the NuLL

gates only in the earlier part while transitioning into protected mode:

/*
* Set up the IDT
*/

static void setup_idt(void)

{
static const struct gdt_ptr null_idt = {0, 0};
asm volatile("lidtl %@" : : "m" (null_idt));

from the arch/x86/boot/pm.c. The 1Interrupt Descriptor table can be located anywhere in the linear address space and the
base address of it must be aligned on an 8-byte boundary on x86 or 16-byte boundary on x86_64 . The base address of the

1pT is stored in the special register - IDTR . There are two instructions on x86 -compatible processors to modify the 1pTR

register:
e LIDT
e SIDT

The first instruction LIDT is used to load the base-address of the 1bT i.e., the specified operand into the 1DTR . The second
instruction sIDT is used to read and store the contents of the 1pTR into the specified operand. The 1DTR register is 48-bits on
the xs6 and contains the following information:

B B +
| | |
| Base address of the IDT | Limit of the IDT |
| | |
B B +
47 16 15 ¢}

Looking at the implementation of setup_idt , we have prepared a null_idt and loaded itto the IDTR register with the 1idt

instruction. Note that null_idt has gdt_ptr type which is defined as:

struct gdt_ptr {
ul6 len;
u32 ptr;
} __attribute__((packed));

Here we can see the definition of the structure with the two fields of 2-bytes and 4-bytes each (a total of 48-bits) as we can see in
the diagram. Now let's look at the 1IDT entries structure. The IDT entries structure is an array of the 16-byte entries which are

called gates in the x86_64 . They have the following structure:

127 96
o 5 C 00000000000 CCOO0O 0000500 CO000C0000T00000CO0000000000CO0000C000050C0000S0000 +

| |

| Reserved

| |

o

95 64
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| offset 63..32 |

PocococncoconnoconnoncnonacnE0E0c000E00E0000000000000000000000000000000000000000 +
63 48 47 46 44 42 39 34 32
PocococncoconnoconnoncnonacnE0E0c000E00E0000000000000000000000000000000000000000 +
| | | [ | [ |
| offset 31..16 | P | P | @ |Type |60 O | @ | 6 | IST |
| | | [ | [ |
_______________________________________________________________________________ +
31 16 15 (¢}
B T +
| | |
| Segment Selector | offset 15..0 |
| | |
B T e +

To form an index into the IDT, the processor scales the exception or interrupt vector by sixteen. The processor handles the
occurrence of exceptions and interrupts just like it handles calls of a procedure when it sees the call instruction. A processor
uses an unique number or vector number of the interrupt or the exception as the index to find the necessary 1Interrupt

Descriptor Table entry. Now let's take a closer look at an 1DT entry.
As we can see, IDT entry on the diagram consists of the following fields:

e 0-15 bits - offset from the segment selector which is used by the processor as the base address of the entry point of the
interrupt handler;

e 16-31 bits - base address of the segment select which contains the entry point of the interrupt handler;

e 1IST -anew special mechanism in the xsé6_64 , will see it later;

e DPL - Descriptor Privilege Level;

e p - Segment Present flag;

e 48-63 bits - second part of the handler base address;

® 64-95 bits - third part of the base address of the handler;

® 96-127 bits - and the last bits are reserved by the CPU.

And the last Type field describes the type of the 1pT entry. There are three different kinds of handlers for interrupts:

e Interrupt gate
e Trap gate
e Task gate

The 1IST or Interrupt Stack Table isa new mechanism inthe x86_64 . Itis used as an alternative to the legacy stack-switch
mechanism. Previously the x86 architecture provided a mechanism to automatically switch stack frames in response to an
interrupt. The 1sT is a modified version of the xse Stack switching mode. This mechanism unconditionally switches stacks
when it is enabled and can be enabled for any interrupt in the 1bpT entry related with the certain interrupt (we will soon see it).
From this we can understand that 1ST is not necessary for all interrupts. Some interrupts can continue to use the legacy stack
switching mode. The 1sT mechanism provides up to seven 1ST pointers in the Task State Segment or Tss which is the
special structure which contains information about a process. The Tss is used for stack switching during the execution of an

interrupt or exception handler in the Linux kernel. Each pointer is referenced by an interrupt gate from the 1pT .

The 1nterrupt Descriptor Table represented by the array of the gate_desc structures:

extern gate_desc idt_table[];

where gate_desc is:

#ifdef CONFIG_X86_64
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typedef struct gate_struct64 gate_desc;

#endif

and gate_struct64 defined as:

struct gate_struct64 {
ulé offset_low;
ulé segment;
unsigned ist : 3, zero® : 5, type : 5, dpl : 2, p : 1;
ul6é offset_middle;
u32 offset_high;
u32 zeroil;
} __attribute__((packed));

Each active thread has a large stack in the Linux kernel for the x86_64 architecture. The stack size is defined as THREAD_SI1ZE
and is equal to:

#define PAGE_SHIFT 12
#define PAGE_SIZE (_AC(1,UL) << PAGE_SHIFT)
#define THREAD_SIZE_ ORDER (2 + KASAN_STACK_ORDER)

#define THREAD_SIZE (PAGE_SIZE << THREAD_SIZE_ORDER)

The PAGE_SIZE is 4096 -bytes and the THREAD_SIZE_ORDER depends on the KASAN_STACK_ORDER . As we can see, the

KASAN_STACK depends on the conFiG_kAsAN kernel configuration parameter and is defined as:

#ifdef CONFIG_KASAN

#define KASAN_STACK_ORDER 1
#else

#define KASAN_STACK_ORDER 0
#endif

KAsan is a runtime memory debugger. Thus, the THREAD_S1zE will be 16384 bytes if coNFIG_kAsAN is disabled or 32768 if
this kernel configuration option is enabled. These stacks contain useful data as long as a thread is alive or in a zombie state. While
the thread is in user-space, the kernel stack is empty except for the thread_info structure (details about this structure are
available in the fourth part of the Linux kernel initialization process) at the bottom of the stack. The active or zombie threads
aren't the only threads with their own stack. There also exist specialized stacks that are associated with each available CPU. These
stacks are active when the kernel is executing on that CPU. When the user-space is executing on the CPU, these stacks do not
contain any useful information. Each CPU has a few special per-cpu stacks as well. The first is the interrupt stack used for the

external hardware interrupts. Its size is determined as follows:

#define IRQ_STACK_ORDER (2 + KASAN_STACK_ORDER)
#define IRQ_STACK_SIZE (PAGE_SIZE << IRQ_STACK_ORDER)

or 16384 bytes. The per-cpu interrupt stack represented by the irq_stack_union union in the Linux kernel for x86_64 :

union irg_stack_union {
char irq_stack[IRQ_STACK_SIZE];

struct {
char gs_base[40];
unsigned long stack_canary;

Y
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The first irq_stack field is a 16 kilobytes array. Also you can see that irq_stack_union contains a structure with the two
fields:

e gs_base -The gs register always points to the bottom of the irgstack union. Onthe x86_64 ,the gs register is
shared by per-cpu area and stack canary (more about per-cpu variables you can read in the special part). All per-cpu
symbols are zero based and the gs points to the base of the per-cpu area. You already know that segmented memory model
is abolished in the long mode, but we can set the base address for the two segment registers - fs and gs with the Model
specific registers and these registers can be still be used as address registers. If you remember the first part of the Linux

kernel initialization process, you can remember that we have set the gs register:

movl $MSR_GS_BASE, %ecx

movl initial_gs(%rip),%eax
movl initial_gs+4(%rip), %edx
wrmsr

where initial_gs pointsto the irq_stack_union :

GLOBAL(initial_gs)
.quad INIT_PER_CPU_VAR(irqg_stack_union)

e stack_canary - Stack canary for the interrupt stack is a stack protector to verify that the stack hasn't been overwritten.
Note that gs_base is a 40 bytes array. Gcc requires that stack canary will be on the fixed offset from the base of the gs
and its value must be 40 forthe xs6_64 and 20 forthe xs86 .

The irq_stack_union is the first datum in the percpu area, we can see it in the System.map :

0000000000000000 D _ per_cpu_start
0000000000000000 D irq_stack_union
0000000000004000 d exception_stacks
0000000000009000 D gdt_page

We can see its definition in the code:

DECLARE_PER_CPU_FIRST(union irq_stack_union, irq_stack_union) __visible;

Now, it's time to look at the initialization of the irg_stack_union . Besides the irq_stack_union definition, we can see the

definition of the following per-cpu variables in the arch/x86/include/asm/processor.h:

DECLARE_PER_CPU(char *, irqg_stack_ptr);
DECLARE_PER_CPU(unsigned int, irg_count);

The first is the irq_stack_ptr pointer. From the variable's name, it is obvious that this is a pointer to the top of the stack. The
second - irg_count isused to check if a CPU is already on an interrupt stack or not. Initialization of the irq_stack_ptr is

located in the setup_per_cpu_areas function in arch/x86/kernel/setup_percpu.c source code file and looks:

void __init setup_per_cpu_areas(void
{

#ifdef CONFIG_X86_64
for_each_possible_cpu(cpu) {
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per_cpu(irg_stack_ptr, cpu) =
per_cpu(irg_stack_union.irqg_stack, cpu) + IRQ_STACK_SIZE;

#endif
}
Here we go over all the CPUs one-by-one and setup irg_stack_ptr .

We already know that x86_64 has a feature called Interrupt Stack Table or IsT and this feature provides the ability to
switch to a new stack for events non-maskable interrupt, double fault etc. There can be up to seven IsST entries per-cpu. Some of

them are:

® DOUBLEFAULT_STACK
® NMI_STACK
® DEBUG_STACK

® MCE_STACK

or

#define DOUBLEFAULT_STACK 1
#define NMI_STACK 2

#define DEBUG_STACK 3
#define MCE_STACK 4

All interrupt-gate descriptors which switch to a new stack with the 1sT are initialized with the set_intr_gate_ist function.

For example:

set_intr_gate_ist(X86_TRAP_NMI, &nmi, NMI_STACK);

set_intr_gate_ist(X86_TRAP_DF, &double_fault, DOUBLEFAULT_STACK);

where &nmi and &double_fault are addresses of the entries to the given interrupt handlers:

asmlinkage void nmi(void);
asmlinkage void double_fault(void);

defined in the arch/x86/kernel/entry_64.S

idtentry double_fault do_double_fault has_error_code=1 paranoid=2
ENTRY (nmi)
END(nmi)
When an interrupt or an exception occurs, the new ss selector is forced to nuLL and the ss selector’s rpl field is set to the

new cpl . Theold ss, rsp,register flags, cs , rip are pushed onto the new stack. In 64-bit mode, the size of interrupt

stack-frame pushes is fixed at 8-bytes, so we will get the following stack:
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I I

| SSs | 40
| RSP | 32
| RFLAGS | 24
| CS | 16
| RIP | 8
| Error code | 0O
| I

If the 1sT field in the interrupt gate isnot o , we read the IST pointerinto rsp . If the interrupt vector number has an error
code associated with it, we then push the error code onto the stack. If the interrupt vector number has no error code, we go ahead
and push the dummy error code on to the stack. We need to do this to ensure stack consistency. Next, we load the segment-
selector field from the gate descriptor into the CS register and must verify that the target code-segment is a 64-bit mode code
segment by the checking bit 21 i.e.the L bitinthe Global pescriptor Table . Finally we load the offset field from the gate
descriptor into rip which will be the entry-point of the interrupt handler. After this the interrupt handler begins to execute and
when the interrupt handler finishes its execution, it must return control to the interrupted process with the iret instruction. The

iret instruction unconditionally pops the stack pointer ( ss:rsp ) to restore the stack of the interrupted process and does not
depend on the cpl change.

That's all.

Conclusion

It is the end of the first part of Interrupts and Interrupt Handling in the Linux kernel. We covered some theory and the first
steps of initialization of stuffs related to interrupts and exceptions. In the next part we will continue to dive into the more practical

aspects of interrupts and interrupt handling.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me a PR to linux-insides.

Links

e PIC

e Advanced Programmable Interrupt Controller
e protected mode

e long mode

e kernel stacks

e Task State Segment

e segmented memory model

e Model specific registers

e Stack canary

e Previous chapter
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Interrupts and Interrupt Handling. Part 2.

Start to dive into interrupt and exceptions handling in the Linux
kernel

We saw some theory about interrupts and exception handling in the previous part and as I already wrote in that part, we will start
to dive into interrupts and exceptions in the Linux kernel source code in this part. As you already can note, the previous part
mostly described theoretical aspects and in this part we will start to dive directly into the Linux kernel source code. We will start
to do it as we did it in other chapters, from the very early places. We will not see the Linux kernel source code from the earliest
code lines as we saw it for example in the Linux kernel booting process chapter, but we will start from the earliest code which is
related to the interrupts and exceptions. In this part we will try to go through the all interrupts and exceptions related stuff which

we can find in the Linux kernel source code.

If you've read the previous parts, you can remember that the earliest place in the Linux kernel x86_64 architecture-specific
source code which is related to the interrupt is located in the arch/x86/boot/pm.c source code file and represents the first setup of
the Interrupt Descriptor Table. It occurs right before the transition into the protected mode in the go_to_protected_mode

function by the call of the setup_idt :

void go_to_protected_mode(void

{

setup_idt();

The setup_idt function is defined in the same source code file as the go_to_protected_mode function and just loads the

address of the NuLL interrupts descriptor table:

static void setup_idt(void)

{
static const struct gdt_ptr null_idt = {0, 0};
asm volatile("lidtl %0" : : "m" (null_idt));

where gdt_ptr represents a special 48-bit 6DTR register which must contain the base address of the Global Descriptor

Table

struct gdt_ptr {
ulé len;
u3d2 ptr;
} __attribute__((packed));

Of course in our case the gdt_ptr does not represent the GDTR register, but IDTR since we set Interrupt Descriptor

Table . You will not find an idt_ptr structure, because if it had been in the Linux kernel source code, it would have been the
same as gdt_ptr but with different name. So, as you can understand there is no sense to have two similar structures which differ
only by name. You can note here, that we do not fill the Interrupt Descriptor Table with entries, because it is too early to

handle any interrupts or exceptions at this point. That's why we just fill the b7 with ~uLL .

After the setup of the Interrupt descriptor table, Global Descriptor Table and other stuff we jump into protected mode in the -

arch/x86/boot/pmjump.S. You can read more about it in the part which describes the transition to protected mode.
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We already know from the earliest parts that entry to protected mode is located in the boot_params.hdr.code32_start and you
can see that we pass the entry of the protected mode and boot_params to the protected_mode_jump in the end of the
arch/x86/boot/pm.c:

protected_mode_jump(boot_params.hdr.code32_start,
(u32)&boot_params + (ds() << 4));

The protected_mode_jump is defined in the arch/x86/boot/pmjump.S and gets these two parameters in the ax and dx registers
using one of the 8086 calling conventions:

GLOBAL (protected_mode_jump)

.byte 0x66, Oxea # 1jmpl opcode

2: .long in_pm32 # offset
.word __BOOT_CS # segment

ENDPROC(protected_mode_jump)

where in_pm32 contains a jump to the 32-bit entry point:

GLOBAL (in_pm32)
jmpl *%eax // %eax contains address of the “startup_32°
ENDPROC(in_pm32)

As you can remember the 32-bit entry point is in the arch/x86/boot/compressed/head_64.S assembly file, although it contains

_64 in its name. We can see the two similar files in the arch/x86/boot/compressed directory:

® arch/x86/boot/compressed/head_32.S .

® arch/x86/boot/compressed/head_64.S ;

But the 32-bit mode entry point is the second file in our case. The first file is not even compiled for x86_64 . Let's look at the

arch/x86/boot/compressed/Makefile:

vmlinux-objs-y := $(obj)/vmlinux.lds $(obj)/head_$(BITS).o0 $(obj)/misc.o \

We can see here that head_* depends on the $(BITS) variable which depends on the architecture. You can find it in the
arch/x86/Makefile:

ifeq ($(CONFIG_X86_32),y)
BITS := 32
else

BITS := 64

endif
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Now as we jumped on the startup_32 from the arch/x86/boot/compressed/head_64.S we will not find anything related to the
interrupt handling here. The startup_32 contains code that makes preparations before the transition into long mode and directly
jumps in to it. The long mode entry is located in startup_64 and it makes preparations before the kernel decompression that
occurs in the decompress_kernel from the arch/x86/boot/compressed/misc.c. After the kernel is decompressed, we jump on the

startup_64 from the arch/x86/kernel/head_64.S. In the startup_64 we start to build identity-mapped pages. After we have
built identity-mapped pages, checked the NX bit, setup the Extended Feature Enable Register (see in links), and updated the
early Global Descriptor Table withthe 1gdt instruction, we need to setup gs register with the following code:

movl $MSR_GS_BASE, %ecx

movl initial_gs(%rip),%eax
movl initial_gs+4(%rip), %edx
wrmsr

We already saw this code in the previous part. First of all pay attention on the last wrmsr instruction. This instruction writes data
from the edx:eax registers to the model specific register specified by the ecx register. We can see that ecx contains

$MSR_GS_BASE which is declared in the arch/x86/include/uapi/asm/msr-index.h and looks like:

#define MSR_GS_BASE 0xc0000101

From this we can understand that MsrR_Gs_BAse defines the number of the model specific register . Since registers cs ,

ds , es ,and ss are notused in the 64-bit mode, their fields are ignored. But we can access memory over fs and gs
registers. The model specific register provides a back door to the hidden parts of these segment registers and allows to use 64-
bit base address for segment register addressed by the fs and gs . Sothe MsrR_Gs_BAst is the hidden part and this part is

mapped on the Gs.base field. Let's look on the initial gs :

GLOBAL(initial_gs)
.quad INIT_PER_CPU_VAR(irq_stack_union)

We pass irq_stack_union symbol to the INIT_PER_CPU_VAR macro which just concatenates the init_per_cpu__ prefix with
the given symbol. In our case we will get the init_per_cpu__irq_stack_union symbol. Let's look at the linker script. There we

can see following definition:

#define INIT_PER_CPU(x) init_per_cpu__##x = x + __per_cpu_load
INIT_PER_CPU(irg_stack_union);

It tells us that the address of the init_per_cpu__irqg_stack_union will be irq_stack_union + __per_cpu_load . Now we need
to understand where init_per_cpu__irq_stack_union and _ per_cpu_load are what they mean. The first irq_stack_union is
defined in the arch/x86/include/asm/processor.h with the DECLARE_INIT_PER_cPU macro which expands to call the

init_per_cpu_var macro:

DECLARE_INIT_PER_CPU(irq_stack_union);

#define DECLARE_INIT_PER_CPU(var) \
extern typeof(per_cpu_var(var)) init_per_cpu_var(var)

#define init_per_cpu_var(var) 1init_per_cpu__##var

If we expand all macros we will get the same init_per_cpu__irq_stack_union as we got after expanding the INIT_PER_CPU
macro, but you can note that it is not just a symbol, but a variable. Let's look at the typeof(per_cpu_var(var)) expression. Our

var is irg_stack_union andthe per_cpu_var macro is defined in the arch/x86/include/asm/percpu.h:

#define PER_CPU_VAR(var) %__percpu_seg:var
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where:

#ifdef CONFIG_X86_64
#define __percpu_seg gs
endif

So, we are accessing gs:irq_stack_union and getting its type which is irq_union . Ok, we defined the first variable and know
its address, now let's look at the second __per_cpu_load symbol. There are a couple of per-cpu variables which are located

after this symbol. The __per_cpu_load is defined in the include/asm-generic/sections.h:

extern char __per_cpu_load[], __per_cpu_start[], __per_cpu_end[];

and presented base address of the per-cpu variables from the data area. So, we know the address of the irq_stack_union ,
__per_cpu_load and we know that init_per_cpu__irq_stack_union must be placed right after _ per_cpu_load . And we can

see it in the System.map:

FFFfffff819edo60 D _ init_begin
fFFfffff819edo6® D _ per_cpu_load
FFfFffff819edoo® A init_per_cpu__irq_stack_union

Now we know about initial_gs , so let's look at the code:

movl $MSR_GS_BASE, %ecx

movl initial_gs(%rip),%eax
movl initial_gs+4(%rip), %edx
wrmsr

Here we specified a model specific register with MsR_GSs_BASE , put the 64-bit address of the initial gs tothe edx:eax pair
and execute the wrmsr instruction for filling the gs register with the base address of the init_per_cpu__irq_stack_union
which will be at the bottom of the interrupt stack. After this we will jump to the C code on the x86_64_start_kernel from the
arch/x86/kernel/head64.c. In the x86_64_start_kernel function we do the last preparations before we jump into the generic and
architecture-independent kernel code and one of these preparations is filling the early Interrupt Descriptor Table with the
interrupts handlers entries or early_idt_handlers . You can remember it, if you have read the part about the Early interrupt and

exception handling and can remember following code:

for (1 = 0; 1 < NUM_EXCEPTION_VECTORS; i++)
set_intr_gate(i, early_idt_handlers[i]);

load_idt((const struct desc_ptr *)&idt_descr);

but I wrote Early interrupt and exception handling part when Linux kernel version was - 3.18 . For this day actual version
of the Linux kernel is 4.1.0-rc6+ and Andy Lutomirski sent the patch and soon it will be in the mainline kernel that changes
behaviour for the early_idt_handlers . NOTE While I wrote this part the patch already turned in the Linux kernel source code.

Let's look on it. Now the same part looks like:

for (i = 0; i < NUM_EXCEPTION_VECTORS; i++)
set_intr_gate(i, early_idt_handler_array[i]);

load_idt((const struct desc_ptr *)&idt_descr);
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AS you can see it has only one difference in the name of the array of the interrupts handlers entry points. Now it is

early_idt_handler_arry

extern const char early_idt_handler_array[NUM_EXCEPTION_VECTORS][EARLY_IDT_HANDLER_SIZE];

where NUM_EXCEPTION_VECTORS and EARLY_IDT_HANDLER_SIZE are defined as:

#define NUM_EXCEPTION_VECTORS 32
#define EARLY_IDT_HANDLER_SIZE 9

So, the early_idt_handler_array is an array of the interrupts handlers entry points and contains one entry point on every nine
bytes. You can remember that previous early_idt_handlers was defined in the arch/x86/kernel/head_64.S. The

early_idt_handler_array is defined in the same source code file too:

ENTRY(early_idt_handler_array)

ENDPROC(early_idt_handler_common)

It fills early_idt_handler_arry withthe .rept NUM_EXCEPTION_VECTORS and contains entry of the early_make_pgtable
interrupt handler (more about its implementation you can read in the part about Early interrupt and exception handling). For now
we come to the end of the x86_64 architecture-specific code and the next part is the generic kernel code. Of course you already
can know that we will return to the architecture-specific code in the setup_arch function and other places, but this is the end of
the x86_64 early code.

Setting stack canary for the interrupt stack

The next stop after the arch/x86/kernel/head_64.S is the biggest start_kernel function from the init/main.c. If you've read the
previous chapter about the Linux kernel initialization process, you must remember it. This function does all initialization stuff
before kernel will launch first init process with the pid - 1 . The first thing that is related to the interrupts and exceptions

handling is the call of the boot_init_stack_canary function.

This function sets the canary value to protect interrupt stack overflow. We already saw a little some details about implementation
of the boot_init_stack_canary in the previous part and now let's take a closer look on it. You can find implementation of this
function in the arch/x86/include/asm/stackprotector.h and its depends on the CONFIG_cc_STACKPROTECTOR kernel configuration

option. If this option is not set this function will not do anything:

#ifdef CONFIG_CC_STACKPROTECTOR

#else
static inline void boot_init_stack_canary(void
{

}
#endif

If the conFIG_cc_sTACKPROTECTOR kernel configuration option is set, the boot_init_stack_canary function starts from the

check stat irq_stack_union that represents per-cpu interrupt stack has offset equal to forty bytes from the stack_canary value:

#ifdef CONFIG_X86_64
BUILD_BUG_ON(offsetof(union irq_stack_union, stack_canary) != );
#endif
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As we can read in the previous part the irg_stack_union represented by the following union:

union irg_stack_union {
char irqg_stack[IRQ_STACK_SIZE];

struct {
char gs_base[40];
unsigned long stack_canary;
};
};

which defined in the arch/x86/include/asm/processor.h. We know that union in the C programming language is a data structure
which stores only one field in a memory. We can see here that structure has first field - gs_base which is 40 bytes size and
represents bottom of the irq_stack . So, after this our check with the BurLbp_BuG_oN macro should end successfully. (you can

read the first part about Linux kernel initialization process if you're interesting about the BUILD_BUG_ON macro).

After this we calculate new canary value based on the random number and Time Stamp Counter:

get_random_bytes(&canary, sizeof(canary));
tsc = __native_read_tsc();
canary += tsc + (tsc << L);

and write canary value to the irq_stack_union withthe this_cpu_write macro:

this_cpu_write(irg_stack_union.stack_canary, canary);

more about this_cpu_* operation you can read in the Linux kernel documentation.

Disabling/Enabling local interrupts

The next step in the init/main.c which is related to the interrupts and interrupts handling after we have set the canary value to
the interrupt stack - is the call of the local_irq_disable macro.

This macro defined in the include/linux/irqflags.h header file and as you can understand, we can disable interrupts for the CPU
with the call of this macro. Let's look on its implementation. First of all note that it depends on the

CONFIG_TRACE_IRQFLAGS_SUPPORT kernel configuration option:

#ifdef CONFIG_TRACE_IRQFLAGS_SUPPORT

#define local_irq_disable() \
do { raw_local_irq_disable(); trace_hardirqgs_off(); } while (0)

#else
#define local_irq_disable() do { raw_local _irg_disable(); } while (0)
#endif
They are both similar and as you can see have only one difference: the local irq_disable macro contains call of the
trace_hardirgs_off when CONFIG_TRACE_IRQFLAGS_SUPPORT is enabled. There is special feature in the lockdep subsystem -
irg-flags tracing fortracing hardirq and softirq state. In our case lockdep subsystem can give us interesting

information about hard/soft irgs on/off events which are occurs in the system. The trace_hardirgs_off function defined in the

kernel/locking/lockdep.c:

void trace_hardirqs_off(void

{
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trace_hardirqgs_off_caller (CALLER_ADDRO);

}
EXPORT_SYMBOL (trace_hardirqs_off);

and just calls trace_hardirgs_off_caller function. The trace_hardirgs_off_caller checksthe hardirgs_enabled field of
the current process and increases the redundant_hardirgs_off if call of the local irq_disable was redundant or the
hardirgs_off_events if it was not. These two fields and other lockdep statistic related fields are defined in the

kernel/locking/lockdep_insides.h and located in the lockdep_stats structure:

struct lockdep_stats {

int softirgs_off_events;
int redundant_softirqgs_off;
}

If you will set conFIe_pEBUG_LOCKDEP kernel configuration option, the lockdep_stats_debug_show function will write all

tracing information to the /proc/lockdep :

static void lockdep_stats_debug_show(struct

{
#ifdef CONFIG_DEBUG_LOCKDEP

unsigned long long hil = debug_atomic_read(hardirgs_on_events),
hi2 = debug_atomic_read(hardirqgs_off_events),
hrl = debug_atomic_read(redundant_hardirqgs_on),

seq_printf(m, " hardirqg on events: %1111u\n", hi1);

seq_printf(m, " hardirq off events: %1111u\n", hi2);
seq_printf(m, " redundant hardirqg ons: %1111u\n", hr1);
#endif

}

and you can see its result with the:

$ sudo cat /proc/lockdep

hardirqg on events: 12838248974
hardirq off events: 12838248979
redundant hardirq ons: 67792
redundant hardirq offs: 3836339146
softirg on events: 38002159
softirg off events: 38002187
redundant softirq ons: ¢}
redundant softirq offs: ¢}

Ok, now we know a little about tracing, but more info will be in the separate part about lockdep and tracing . You can see that
the both 1local_disable_irq macros have the same part - raw_local_irq_disable . This macro defined in the

arch/x86/include/asm/irgflags.h and expands to the call of the:

static inline void native_irq_disable(void

{

asm volatile("cli" "memory"
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And you already must remember that cli instruction clears the IF flag which determines ability of a processor to handle an
interrupt or an exception. Besides the local_irq_disable , as you already can know there is an inverse macro -
local_irg_enable . This macro has the same tracing mechanism and very similar on the local irg_enable , but as you can

understand from its name, it enables interrupts with the sti instruction:

static inline void native_irq_enable(void

{

asm volatile("sti" "memory");

Now we know how local_irq_disable and local_irq_enable work. It was the first call of the local_irq_disable macro,
but we will meet these macros many times in the Linux kernel source code. But for now we are in the start_kernel function
from the init/main.c and we just disabled 1local interrupts. Why local and why we did it? Previously kernel provided a method
to disable interrupts on all processors and it was called c1i . This function was removed and now we have

local_irg_{enabled,disable} to disable or enable interrupts on the current processor. After we've disabled the interrupts with
the local_irg_disable macro, we set the:

early_boot_irqgs_disabled = 5

The early_boot_irgs_disabled variable defined in the include/linux/kernel.h:

extern bool early_ boot_irqgs_disabled;

and used in the different places. For example it used in the smp_call_function_many function from the kernel/smp.c for the

checking possible deadlock when interrupts are disabled:

WARN_ON_ONCE(cpu_online(this_cpu) && irgs_disabled()
&& !'oops_in_progress && !early_ boot_irqgs_disabled);

Early trap initialization during kernel initialization

The next functions after the local disable_irq are boot_cpu_init and page_address_init , but they are not related to the
interrupts and exceptions (more about this functions you can read in the chapter about Linux kernel initialization process). The
next is the setup_arch function. As you can remember this function located in the arch/x86/kernel/setup.c source code file and
makes initialization of many different architecture-dependent stuff. The first interrupts related function which we can see in the
setup_arch isthe- early_trap_init function. This function defined in the arch/x86/kernel/traps.c and fills Interrupt

Descriptor Table with the couple of entries:

void __init early_ trap_init(void
{
set_intr_gate_ist(X86_TRAP_DB, &debug, DEBUG_STACK);
set_system_intr_gate_ist(X86_TRAP_BP, &int3, DEBUG_STACK);
#ifdef CONFIG_X86_32
set_intr_gate(X86_TRAP_PF, page_fault);
#endif
load_idt(&idt_descr);

Here we can see calls of three different functions:

® set_intr_gate_ist
® set_system_intr_gate_ist

® set_intr_gate
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All of these functions defined in the arch/x86/include/asm/desc.h and do the similar thing but not the same. The first

set_intr_gate_ist function inserts new an interrupt gate in the 1DT . Let's look on its implementation:

static inline void set_intr_gate_ist(int void unsigned
{

BUG_ON( (unsigned)n > );

_set_gate(n, GATE_INTERRUPT, addr, ©, ist, __ KERNEL_CS);
}

First of all we can see the check that n which is vector number of the interrupt is not greater than exff or 255. We need to
check it because we remember from the previous part that vector number of an interrupt must be between e and 255 . In the

next step we can see the call of the _set_gate function that sets a given interrupt gate to the IpT table:

static inline void _set_gate(int gate, unsigned type, void *addr,
unsigned dpl, unsigned ist, unsigned seg)

{
gate_desc s;
pack_gate(&s, type, (unsigned long)addr, dpl, ist, seg);
write_idt_entry(idt_table, gate, &s);
write_trace_idt_entry(gate, &s);

}

Here we start from the pack_gate function which takes clean 1bT entry represented by the gate_desc structure and fills it
with the base address and limit, Interrupt Stack Table, Privilege level, type of an interrupt which can be one of the following

values:

® GATE_INTERRUPT
® GATE_TRAP
® GATE_CALL

® GATE_TASK

and set the present bit for the given 1DT entry:

static inline void pack_gate unsigned unsigned long
unsigned unsigned unsigned
{
gate->offset_low = PTR_LOW(func);
gate->segment = __KERNEL_CS;
gate->ist = ist;
gate->p =1,
gate->dpl = dpl;

gate->zero0 = 0;
gate->zerol = 0;

gate->type = type;
gate->offset_middle = PTR_MIDDLE(func);
gate->offset_high = PTR_HIGH(func);

After this we write just filled interrupt gate to the 10T with the write_idt_entry macro which expands to the

native_write_idt_entry and just copy the interrupt gate to the idt_table table by the given index:

#define write_idt_entry(dt, entry, g) native_write_idt_entry(dt, entry, g)
static inline void native _write_idt_entry int const
{

(&idt[entry], gate, sizeof(*gate));
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where idt_table is justarray of gate_desc :

extern gate_desc idt_table[];

That's all. The second set_system_intr_gate_ist function has only one difference from the set_intr_gate_ist :

static inline void set_system_intr_gate_ist(int void unsigned

{
BUG_ON( (unsigned)n > )
_set_gate(n, GATE_INTERRUPT, addr, , ist, __KERNEL_CS);

Do you see it? Look on the fourth parameter of the _set_gate .Itis ox3 .Inthe set_intr_gate itwas oxe . We know that
this parameter represent DPL or privilege level. We also know that o is the highest privilege level and 3 is the lowest.Now
we know how set_system_intr_gate_ist , set_intr_gate_ist , set_intr_gate are work and we can return to the

early_trap_init function. Let's look on it again:

set_intr_gate_ist(X86_TRAP_DB, &debug, DEBUG_STACK);
set_system_intr_gate_ist(X86_TRAP_BP, &int3, DEBUG_STACK);

We set two 1IDT entries for the #pB interrupt and int3 . These functions takes the same set of parameters:

e vector number of an interrupt;
e address of an interrupt handler;

e interrupt stack table index.

That's all. More about interrupts and handlers you will know in the next parts.

Conclusion

It is the end of the second part about interrupts and interrupt handling in the Linux kernel. We saw the some theory in the previous
part and started to dive into interrupts and exceptions handling in the current part. We have started from the earliest parts in the
Linux kernel source code which are related to the interrupts. In the next part we will continue to dive into this interesting theme

and will know more about interrupt handling process.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 3.

Exception Handling

This is the third part of the chapter about an interrupts and an exceptions handling in the Linux kernel and in the previous part we

stopped at the setup_arch function from the arch/x86/kernel/setup.c source code file.

We already know that this function executes initialization of architecture-specific stuff. In our case the setup_arch function
does x86_64 architecture related initializations. The setup_arch is big function, and in the previous part we stopped on the
setting of the two exceptions handlers for the two following exceptions:

e #DB - debug exception, transfers control from the interrupted process to the debug handler;

e #BP - breakpoint exception, caused by the int 3 instruction.
These exceptions allow the x86_64 architecture to have early exception processing for the purpose of debugging via the kgdb.

As you can remember we set these exceptions handlers in the early_trap_init function:

void __init void

{
set_intr_gate_ist(X86_TRAP_DB, &debug, DEBUG_STACK);
set_system_intr_gate_ist(X86_TRAP_BP, &int3, DEBUG_STACK);
load_idt(&idt_descr);

from the arch/x86/kernel/traps.c. We already saw implementation of the set_intr_gate_ist and set_system_intr_gate_ist

functions in the previous part and now we will look on the implementation of these two exceptions handlers.

Debug and Breakpoint exceptions

Ok, we setup exception handlers in the early_trap_init function for the #pB and #BP exceptions and now time is to

consider their implementations. But before we will do this, first of all let's look on details of these exceptions.

The first exceptions - #DB or debug exception occurs when a debug event occurs. For example - attempt to change the contents
of a debug register. Debug registers are special registers that were presented in x86 processors starting from the Intel 80386

processor and as you can understand from name of this CPU extension, main purpose of these registers is debugging.

These registers allow to set breakpoints on the code and read or write data to trace it. Debug registers may be accessed only in the
privileged mode and an attempt to read or write the debug registers when executing at any other privilege level causes a general
protection fault exception. That's why we have used set_intr_gate_ist for the #DB exception, but not the

set_system_intr_gate_ist .

The verctor number of the #DB exceptions is 1 (we pass it as x86_TRAP_DB ) and as we may read in specification, this

exception has no error code:
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The second exception is #BP or breakpoint exception occurs when processor executes the int 3 instruction. Unlike the b8
exception, the #BP exception may occur in userspace. We can add it anywhere in our code, for example let's look on the simple

program:

#include <stdio.h>

int {
int i;
while (i < 6){
("1 equal to: %d\n", 1i);
__asm__("int3");

++1;

If we will compile and run this program, we will see following output:

$ gcc breakpoint.c -o breakpoint
i equal to: 0
Trace/breakpoint trap

But if will run it with gdb, we will see our breakpoint and can continue execution of our program:

$ gdb breakpoint

(gdb) run
Starting program: /home/alex/breakpoints
i equal to: ©

Program received signal SIGTRAP, Trace/breakpoint trap.

0x0000000000400585 in main ()

=> Ox0000000000400585 <main+31>: 83 45 fc 01 add DWORD PTR [rbp-0x4],6x1
(gdb) ¢

Continuing.

i equal to: 1

Program received signal SIGTRAP, Trace/breakpoint trap.

0x0000000000400585 in main ()

=> Ox0000000000400585 <main+31>: 83 45 fc 01 add DWORD PTR [rbp-0x4],0x1
(gdb) c

Continuing.

i equal to: 2

Program received signal SIGTRAP, Trace/breakpoint trap.
0x0000000000400585 in main ()
=> Ox0000000000400585 <main+31>: 83 45 fc 01 add DWORD PTR [rbp-0x4],0x1

From this moment we know a little about these two exceptions and we can move on to consideration of their handlers.

Preparation before an exception handler

As you may note before, the set_intr_gate_ist and set_system_ intr_gate_ist functions takes an addresses of exceptions

handlers in theirs second parameter. In or case our two exception handlers will be:
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e debug ;

e int3 .

You will not find these functions in the C code. all of that could be found in the kernel's *.c/*.h files only definition of these

functions which are located in the arch/x86/include/asm/traps.h kernel header file:

asmlinkage void debug(void);

and

asmlinkage void int3(void);

You may note asmlinkage directive in definitions of these functions. The directive is the special specificator of the gcc. Actually
fora c functions which are called from assembly, we need in explicit declaration of the function calling convention. In our case,

if function made with asmlinkage descriptor, then gcc will compile the function to retrieve parameters from stack.

So, both handlers are defined in the arch/x86/entry/entry 64.S assembly source code file with the idtentry macro:

idtentry debug do_debug has_error_code=0 paranoid=1 shift_ist=DEBUG_STACK

and

idtentry int3 do_int3 has_error_code=0 paranoid=1 shift_ist=DEBUG_STACK

Each exception handler may be consists from two parts. The first part is generic part and it is the same for all exception handlers.
An exception handler should to save general purpose registers on the stack, switch to kernel stack if an exception came from
userspace and transfer control to the second part of an exception handler. The second part of an exception handler does certain
work depends on certain exception. For example page fault exception handler should find virtual page for given address, invalid

opcode exception handler should send s1eILL signal and etc.

As we just saw, an exception handler starts from definition of the idtentry macro from the arch/x86/kernel/entry_64.S
assembly source code file, so let's look at implementation of this macro. As we may see, the idtentry macro takes five

arguments:

o sym - defines global symbol with the .globl name which will be an an entry of exception handler;
® do_sym -symbol name which represents a secondary entry of an exception handler;

e has_error_code - information about existence of an error code of exception.
The last two parameters are optional:

® paranoid - shows us how we need to check current mode (will see explanation in details later);

e shift_ist -shows us is an exception running at Interrupt Stack Table .

Definition of the .idtentry macro looks:
.macro idtentry sym do_sym has_error_code:req paranoid=0 shift_ist=-1

ENTRY (\sym)

END(\sym)
.endm
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Before we will consider internals of the idtentry macro, we should to know state of stack when an exception occurs. As we
may read in the Intel® 64 and IA-32 Architectures Software Developer’s Manual 3A, the state of stack when an exception occurs

is following:

fococscsocoss +
+40 | %SS |
+32 | %RSP |
+24 | %RFLAGS |
+16 | %CS |
+8 | %RIP |

® | ERROR CODE | <-- %RSP
Pococccoconcos +

Now we may start to consider implementation of the idtmacro . Both #bB and BP exception handlers are defined as:

idtentry debug do_debug has_error_code=0 paranoid=1 shift_ist=DEBUG_STACK
idtentry int3 do_int3 has_error_code=0 paranoid=1 shift_ist=DEBUG_STACK

If we will look at these definitions, we may know that compiler will generate two routines with debug and int3 names and
both of these exception handlers will call do_debug and do_int3 secondary handlers after some preparation. The third
parameter defines existence of error code and as we may see both our exception do not have them. As we may see on the diagram
above, processor pushes error code on stack if an exception provides it. In our case, the debug and int3 exception do not have
error codes. This may bring some difficulties because stack will look differently for exceptions which provides error code and for
exceptions which not. That's why implementation of the idtentry macro starts from putting a fake error code to the stack if an

exception does not provide it:

.ifeq \has_error_code
pushq $-1
.endif

But it is not only fake error-code. Moreover the -1 also represents invalid system call number, so that the system call restart

logic will not be triggered.

The last two parameters of the idtentry macro shift_ist and paranoid allow to know do an exception handler runned at
stack from Interrupt Stack Table or not. You already may know that each kernel thread in the system has own stack. In
addition to these stacks, there are some specialized stacks associated with each processor in the system. One of these stacks is -
exception stack. The x86_64 architecture provides special feature which is called - 1Interrupt Stack Table . This feature allows
to switch to a new stack for designated events such as an atomic exceptions like double fault and etc. Sothe shift_ist

parameter allows us to know do we need to switch on 1sT stack for an exception handler or not.

The second parameter - paranoid defines the method which helps us to know did we come from userspace or not to an
exception handler. The easiest way to determine this is to via CPL or current Privilege Level in cS segment register. If it is

equal to 3 , we came from userspace, if zero we came from kernel space:

testl $3,CS(%rsp)
jnz userspace

// we are from the kernel space

But unfortunately this method does not give a 100% guarantee. As described in the kernel documentation:

if we are in an NMI/MCE/DEBUG/whatever super-atomic entry context, which might have triggered right after a normal
entry wrote CS to the stack but before we executed SWAPGS, then the only safe way to check for GS is the slower
method: the RDMSR.
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In other words for example NMI could happen inside the critical section of a swapgs instruction. In this way we should check
value of the MsrR_Gs_Base model specific register which stores pointer to the start of per-cpu area. So to check did we come from
userspace or not, we should to check value of the Msr_es_sase model specific register and if it is negative we came from kernel

space, in other way we came from userspace:

movl $MSR_GS_BASE, %ecx
rdmsr

testl %edx, %edx

js 1f

In first two lines of code we read value of the msr_Gs_BAase model specific register into edx:eax pair. We can't set negative

value to the gs from userspace. But from other side we know that direct mapping of the physical memory starts from the
oxffffege000000000 virtual address. In this way, MSR_GS_BASE will contain an address from oxffffg880000000000 to
oxffffc7FFfFFFfrff . After the rdmsr instruction will be executed, the smallest possible value in the %edx register will be -
oxffffggee whichis -30720 in unsigned 4 bytes. That's why kernel space gs which points to start of per-cpu area will

contain negative value.

After we pushed fake error code on the stack, we should allocate space for general purpose registers with:

ALLOC_PT_GPREGS_ON_STACK

macro which is defined in the arch/x86/entry/calling.h header file. This macro just allocates 15*8 bytes space on the stack to

preserve general purpose registers:

.macro ALLOC_PT_GPREGS_ON_STACK addskip=0
addq $-(15*8+\addskip), %rsp
.endm

So the stack will look like this after execution of the ALLOC_PT_GPREGS_ON_STACK :

+160
+152
+144
+136
+128
+120

%RSP
%RFLAGS
%CS

%RIP

ERROR CODE

+112 |
+104 |
+96 |
+88 |
+80 |
+72 |
+64 |
+56 |
+48 |
+40 |
+32 |
+24 |
+16 |
+8 |

|

+0 <- %RSP

After we allocated space for general purpose registers, we do some checks to understand did an exception come from userspace or

not and if yes, we should move back to an interrupted process stack or stay on exception stack:
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.if \paranoid
.if \paranoid ==
testb $3, CS(%rsp)

jnz 1f
.endif
call paranoid_entry
.else
call error_entry
.endif

Let's consider all of these there cases in course.

An exception occured in userspace

In the first let's consider a case when an exception has paranoid=1 like our debug and int3 exceptions. In this case we check
selector from cs segment register and jump at 1f label if we came from userspace or the paranoid_entry will be called in

other way.

Let's consider first case when we came from userspace to an exception handler. As described above we should jump at 1 label.
The 1 label starts from the call of the

call error_entry

routine which saves all general purpose registers in the previously allocated area on the stack:

SAVE_C_REGS 8
SAVE_EXTRA_REGS 8

These both macros are defined in the arch/x86/entry/calling.h header file and just move values of general purpose registers to a

certain place at the stack, for example:

.macro SAVE_EXTRA_REGS offset=0
movqg %ri5, 0*8+\offset(%rsp)
movqg %ri4, 1*8+\offset(%rsp)
movqg %ri13, 2*8+\offset(%rsp)
movqg %ri12, 3*8+\offset(%rsp)
movqg %rbp, 4*8+\offset(%rsp)
movqg %rbx, 5*8+\offset(%rsp)

.endm

After execution of SAVE_c_REGS and SAVE_EXTRA_REGS the stack will look:

docococoocosooo +
+160 | %SS |
+152 | %RSP |
+144 | %RFLAGS |
+136 | %CS |
+128 | %RIP |
+120 | ERROR CODE |
Jeemcconcsses |

+112 | %RDI |
+104 | %RSI |
+96 | %RDX |
+88 | %RCX |
+80 | %RAX |
+72 | %R8 |
+64 | %R9 |
+56 | %R10 |
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+48 | %R11 |

+40 | %RBX |

+32 | %RBP |

+24 | %R12 |

+16 | %R13 |

+8 | %R14 |

+0 | %R15 | <- %RSP
Poccscosas=zas +

After the kernel saved general purpose registers at the stack, we should check that we came from userspace space again with:

testb $3, CS+8(%rsp)
jz .Lerror_kernelspace

because we may have potentially fault if as described in documentation truncated %RIP was reported. Anyway, in both cases the
SWAPGS instruction will be executed and values from MSR_KERNEL_GS_BASE and MsSR_GS_BASE will be swapped. From this
moment the %gs register will point to the base address of kernel structures. So, the swaApGs instruction is called and it was main

point of the error_entry routing.

Now we can back to the idtentry macro. We may see following assembler code after the call of error_entry :

movq %rsp, %rdi
call sync_regs

Here we put base address of stack pointer %rdi register which will be first argument (according to x86_64 ABI) of the

sync_regs function and call this function which is defined in the arch/x86/kernel/traps.c source code file:

asmlinkage __visible notrace struct pt_regs *sync_regs(struct

{
struct pt_regs *regs = task_pt_regs(current);
*regs = *eregs;
return regs;

}

This function takes the result of the task_ptr_regs macro which is defined in the arch/x86/include/asm/processor.h header file,
stores it in the stack pointer and return it. The task_ptr_regs macro expands to the address of thread.spe which represents

pointer to the normal kernel stack:

#define task_pt_regs(tsk) ((struct pt_regs *)(tsk)->thread.sp® - 1)

As we came from userspace, this means that exception handler will run in real process context. After we got stack pointer from the

sync_regs we switch stack:

movq %rax, %rsp

The last two steps before an exception handler will call secondary handler are:

1. Passing pointer to pt_regs structure which contains preserved general purpose registers to the %rdi register:

movq %rsp, %rdi

as it will be passed as first parameter of secondary exception handler.

1. Pass error code to the %rsi register as it will be second argument of an exception handler and set it to -1 on the stack for

the same purpose as we did it before - to prevent restart of a system call:
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.if \has_error_code
movq ORIG_RAX(%rsp), %rsi
movq $-1, ORIG_RAX(%rsp)
.else
xorl %esi, %esi
.endif

Additionally you may see that we zeroed the %esi register above in a case if an exception does not provide error code.
In the end we just call secondary exception handler:

call \do_sym

which:

dotraplinkage void struct long B

will be for debug exception and:

dotraplinkage void notrace struct long 2

will be for int 3 exception. In this part we will not see implementations of secondary handlers, because of they are very

specific, but will see some of them in one of next parts.

We just considered first case when an exception occurred in userspace. Let's consider last two.

An exception with paranoid > 0 occurred in kernelspace

In this case an exception was occurred in kernelspace and idtentry macro is defined with paranoid=1 for this exception. This
value of paranoid means that we should use slower way that we saw in the beginning of this part to check do we really came
from kernelspace or not. The paranoid_entry routing allows us to know this:

ENTRY(paranoid_entry)
cld
SAVE_C_REGS 8
SAVE_EXTRA_REGS 8
movl $1, %ebx
movl $MSR_GS_BASE, %ecx

rdmsr

testl %edx, %edx

js 1f

SWAPGS

xorl %ebx, %ebx
.3 ret

END(paranoid_entry)

As you may see, this function represents the same that we covered before. We use second (slow) method to get information about
previous state of an interrupted task. As we checked this and executed swaApPGs in a case if we came from userspace, we should to
do the same that we did before: We need to put pointer to a structure which holds general purpose registers to the %rdi (which
will be first parameter of a secondary handler) and put error code if an exception provides it to the %rsi (which will be second

parameter of a secondary handler):

movq %rsp, %rdi

.if \has_error_code
movq ORIG_RAX(%rsp), %rsi



movq $-1, ORIG_RAX(%rsp)
.else

xorl %esi, %esi
.endif

The last step before a secondary handler of an exception will be called is cleanup of new 1sT stack fram:

Lif \shift_ist != -1
subg $EXCEPTION_STKSZ, CPU_TSS_IST(\shift_ist)
.endif

You may remember that we passed the shift_ist asargument of the idtentry macro. Here we check its value and if its not

equal to -1, we get pointer to a stack from Interrupt Stack Table by shift_ist index and setup it.

In the end of this second way we just call secondary exception handler as we did it before:

call \do_sym

The last method is similar to previous both, but an exception occured with paranoid=e and we may use fast method

determination of where we are from.

Exit from an exception handler

After secondary handler will finish its works, we will return to the idtentry macro and the next step will be jump to the

error_exit

jmp error_exit

routine. The error_exit function defined in the same arch/x86/entry/entry_64.S assembly source code file and the main goal of
this function is to know where we are from (from userspace or kernelspace) and execute swPAGs depends on this. Restore

registers to previous state and execute iret instruction to transfer control to an interrupted task.

That's all.

Conclusion

It is the end of the third part about interrupts and interrupt handling in the Linux kernel. We saw the initialization of the Interrupt
descriptor table in the previous part with the #bB and #BP gates and started to dive into preparation before control will be
transferred to an exception handler and implementation of some interrupt handlers in this part. In the next part we will continue to

dive into this theme and will go next by the setup_arch function and will try to understand interrupts handling related stuff.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 4.

Initialization of non-early interrupt gates

This is fourth part about an interrupts and exceptions handling in the Linux kernel and in the previous part we saw first early

#bB and #BP exceptions handlers from the arch/x86/kernel/traps.c. We stopped on the right after the early_trap_init
function that called in the setup_arch function which defined in the arch/x86/kernel/setup.c. In this part we will continue to dive
into an interrupts and exceptions handling in the Linux kernel for x86_64 and continue to do it from the place where we left off
in the last part. First thing which is related to the interrupts and exceptions handling is the setup of the #PF or page fault handler

with the early_trap_pf_init function. Let's start from it.

Early page fault handler

The early_trap_pf_init function defined in the arch/x86/kernel/traps.c. It uses set_intr_gate macro that fills Interrupt

Descriptor Table with the given entry:

void __init early_trap_pf_init(void
{
#ifdef CONFIG_X86_64
set_intr_gate(X86_TRAP_PF, page_fault);
#endif

}

This macro defined in the arch/x86/include/asm/desc.h. We already saw macros like this in the previous part -
set_system_intr_gate and set_intr_gate_ist . This macro checks that given vector number is not greater than 255

(maximum vector number) and calls _set_gate functionas set_system_intr_gate and set_intr_gate_ist did it:

#define set_intr_gate(n, addr) \
do { \
BUG_ON( (unsigned)n > OxFF); \
_set_gate(n, GATE_INTERRUPT, (void *)addr, 0, 0, \
__KERNEL_CS); \
_trace_set_gate(n, GATE_INTERRUPT, (void *)trace_##addr,\
®, 0, _ KERNEL_CS);
} while (0)

The set_intr_gate macro takes two parameters:

e vector number of a interrupt;

e address of an interrupt handler;
In our case they are:

® X86_TRAP_PF - 14 ;

e page_fault - the interrupt handler entry point.

The x86_TRAP_PF is the element of enum which defined in the arch/x86/include/asm/traprs.h:

enum {

X86_TRAP_PF, /* 14, Page Fault */
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When the early_trap_pf_init will be called, the set_intr_gate will be expanded to the call of the _set_gate which will

fill the 10T with the handler for the page fault. Now let's look on the implementation of the page_fault handler. The

page_fault handler defined in the arch/x86/kernel/entry 64.S assembly source code file as all exceptions handlers. Let's look on

it:

trace_idtentry page_fault do_page_fault has_error_code=1

We saw in the previous part how #bB and #BP handlers defined. They were defined with the idtentry macro, but here we
can see trace_idtentry . This macro defined in the same source code file and depends on the conNFIG_TRACING kernel

configuration option:

#ifdef CONFIG_TRACING

.macro trace_idtentry sym do_sym has_error_code:req

idtentry trace(\sym) trace(\do_sym) has_error_code=\has_error_code
idtentry \sym \do_sym has_error_code=\has_error_code

.endm

#else

.macro trace_idtentry sym do_sym has_error_code:req

idtentry \sym \do_sym has_error_code=\has_error_code

.endm

#endif

We will not dive into exceptions Tracing now. If CONFIG_TRACING is not set, we can see that trace_idtentry macro just
expands to the normal idtentry . We already saw implementation of the idtentry macro in the previous part, so let's start
from the page_fault exception handler.

As we can see in the idtentry definition, the handler of the page_fault is do_page_fault function which defined in the

arch/x86/mm/fault.c and as all exceptions handlers it takes two arguments:

e regs - pt_regs structure that holds state of an interrupted process;

e error_code - error code of the page fault exception.

Let's look inside this function. First of all we read content of the cr2 control register:

dotraplinkage void notrace
do_page_fault(struct unsigned long

{

unsigned long address = read_cr2();

This register contains a linear address which caused page fault . In the next step we make a call of the exception_enter
function from the include/linux/context_tracking.h. The exception_enter and exception_exit are functions from context
tracking subsystem in the Linux kernel used by the RCU to remove its dependency on the timer tick while a processor runs in

userspace. Almost in the every exception handler we will see similar code:

enum ctx_state prev_state;
prev_state = exception_enter();

. // exception handler here
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exception_exit(prev_state);

The exception_enter function checks that context tracking is enabled with the context_tracking_is_enabled and if it is

in enabled state, we get previous context with the this_cpu_read (more about this_cpu_* operations you can read in the

Documentation). After this it calls context_tracking_user_exit function which informs the context tracking that the processor

is exiting userspace mode and entering the kernel:

static inline enum ctx_state exception_enter(void

{

enum ctx_state prev_ctx;

if (!context_tracking_is_enabled())
return 0;

prev_ctx = this_cpu_read(context_tracking.state);
context_tracking_user_exit();

return prev_ctx;

The state can be one of the:

enum ctx_state {
IN_KERNEL =
IN_USER,

} state;

’

And in the end we return previous context. Between the exception_enter
handler:

__do_page_fault(regs, error_code, address);

and exception_exit we call actual page fault

The __do_page_fault is defined in the same source code file as do_page_fault - arch/x86/mm/fault.c. In the beginning of the

__do_page_fault we check state of the kmemcheck checker. The kmemcheck detects warns about some uses of uninitialized

memory. We need to check it because page fault can be caused by kmemcheck:

if (kmemcheck_active(regs))
kmemcheck_hide(regs);
prefetchw(&mm->mmap_sem);

After this we can see the call of the prefetchw which executes instruction with the same name which fetches

X86_FEATURE_3DNOW to get exclusive cache line. The main purpose of prefetching is to hide the latency of a memory access.

In the next step we check that we got page fault not in the kernel space with the following condition:

if (unlikely(fault_in_kernel_space(address))) {

where fault_in_kernel_space is:

static int fault_in_kernel_space(unsigned long

{
return address >= TASK_SIZE_MAX;
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The TAsk_s1ze_max macro expands to the:

#define TASK_SIZE MAX  ((1UL << 47) - PAGE_SIZE)

or 0xe0e07ffffffffoee .Pay attention on unlikely macro. There are two macros in the Linux kernel:

#define likely(x) _ _builtin_expect(!!(x), 1)
#define unlikely(x) _ _builtin_expect(!!(x), 0)

You can often find these macros in the code of the Linux kernel. Main purpose of these macros is optimization. Sometimes this
situation is that we need to check the condition of the code and we know that it will rarely be true or false . With these

macros we can tell to the compiler about this. For example

static int proc_root_readdir(struct struct

{
if (ctx->pos < FIRST_PROCESS_ENTRY) {
int error = proc_readdir(file, ctx);
if (unlikely(error <= 0))
return error;

Here we can see proc_root_readdir function which will be called when the Linux VFS needs to read the root directory
contents. If condition marked with unlikely , compiler can put false code right after branching. Now let's back to the our
address check. Comparison between the given address and the oxeeee7fffrffffoee will give us to know, was page fault in the
kernel mode or user mode. After this check we know it. After this _ do_page_fault routine will try to understand the problem
that provoked page fault exception and then will pass address to the appropriate routine. It can be kmemcheck fault, spurious
fault, kprobes fault and etc. Will not dive into implementation details of the page fault exception handler in this part, because we
need to know many different concepts which are provided by the Linux kernel, but will see it in the chapter about the memory

management in the Linux kernel.

Back to start_kernel

There are many different function calls after the early trap_pf_init inthe setup_arch function from different kernel
subsystems, but there are no one interrupts and exceptions handling related. So, we have to go back where we came from -

start_kernel function from the init/main.c. The first things after the setup_arch isthe trap_init function from the
arch/x86/kernel/traps.c. This function makes initialization of the remaining exceptions handlers (remember that we already setup 3
handlers for the #pB - debug exception, #BP - breakpoint exception and #PF - page fault exception). The trap_init

function starts from the check of the Extended Industry Standard Architecture:

#ifdef CONFIG_EISA
void __iomem *p = early_ioremap( ; 4);

if (readl(p) == 'E' + ('I'<<8) + ('S'<<16) + ('A'<<24))
EISA_bus = 1;
early_iounmap(p, 4);
#endif

Note that it depends on the conFIG_EISA kernel configuration parameter which represents EISA support. Here we use
early ioremap functiontomap I/0 memory on the page tables. We use readl function to read first 4 bytes from the
mapped region and if they are equal to EISA string we set EISA_bus to one. In the end we just unmap previously mapped

region. More about early_ioremap you can read in the part which describes Fix-Mapped Addresses and ioremap.
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After this we start to fill the Interrupt Descriptor Table with the different interrupt gates. First of all we set #DE or Divide

Error and #NMI oOr Non-maskable Interrupt

set_intr_gate(X86_TRAP_DE, divide_error);
set_intr_gate_ist(X86_TRAP_NMI, &nmi, NMI_STACK);

We use set_intr_gate macro to set the interrupt gate for the #pe exception and set_intr_gate_ist for the #NmI . You can
remember that we already used these macros when we have set the interrupts gates for the page fault handler, debug handler and

etc, you can find explanation of it in the previous part. After this we setup exception gates for the following exceptions:

set_system_intr_gate(X86_TRAP_OF, &overflow);
set_intr_gate(X86_TRAP_BR, bounds);
set_intr_gate(X86_TRAP_UD, invalid_op);
set_intr_gate(X86_TRAP_NM, device_not_available);

Here we can see:

e #0F or overflow exception. This exception indicates that an overflow trap occurred when an special INTO instruction
was executed;

e #BR Or BOUND Range exceeded exception. This exception indicates that a BOUND-range-exceed fault occurred when a
BOUND instruction was executed,;

e #UD or Invalid opcode exception. Occurs when a processor attempted to execute invalid or reserved opcode, processor
attempted to execute instruction with invalid operand(s) and etc;

e #\M Or Device Not Available exception. Occurs when the processor tries to execute x87 FPu floating point instruction

while em flag in the control register cre was set.

In the next step we set the interrupt gate for the #DF or Double fault exception:

set_intr_gate_ist(X86_TRAP_DF, &double_fault, DOUBLEFAULT_STACK);

This exception occurs when processor detected a second exception while calling an exception handler for a prior exception. In
usual way when the processor detects another exception while trying to call an exception handler, the two exceptions can be

handled serially. If the processor cannot handle them serially, it signals the double-fault or #pF exception.

The following set of the interrupt gates is:

set_intr_gate(X86_TRAP_OLD_MF, &coprocessor_segment_overrun);
set_intr_gate(X86_TRAP_TS, &invalid_TSS);
set_intr_gate(X86_TRAP_NP, &segment_not_present);
set_intr_gate_ist(X86_TRAP_SS, &stack_segment, STACKFAULT_STACK);
set_intr_gate(X86_TRAP_GP, &general_protection);
set_intr_gate(X86_TRAP_SPURIOUS, &spurious_interrupt_bug);
set_intr_gate(X86_TRAP_MF, &coprocessor_error);
set_intr_gate(X86_TRAP_AC, &alignment_check);

Here we can see setup for the following exception handlers:

® #CSO Or Coprocessor Segment Overrun - this exception indicates that math coprocessor of an old processor detected a
page or segment violation. Modern processors do not generate this exception

e #TS or Invalid TSS exception - indicates that there was an error related to the Task State Segment.

e #NP Or Segment Not Present exception indicates thatthe present flag of a segment or gate descriptor is clear during
attempt to load one of cs, ds, es, fs,or gs register.

e #SS or Stack Fault exception indicates one of the stack related conditions was detected, for example a not-present stack
segment is detected when attempting to load the ss register.

e #GP Or General Protection exception indicates that the processor detected one of a class of protection violations called
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general-protection violations. There are many different conditions that can cause general-protection exception. For example
loading the ss, ds, es, fs,or gs register with a segment selector for a system segment, writing to a code segment
or a read-only data segment, referencing an entry in the Interrupt Descriptor Table (following an interrupt or exception)
that is not an interrupt, trap, or task gate and many many more.

e Spurious Interrupt - a hardware interrupt that is unwanted.

® #MF Or x87 FPU Floating-Point Error exception caused when the x87 FPU has detected a floating point error.

e #AC or Alignment Check exception Indicates that the processor detected an unaligned memory operand when alignment

checking was enabled.

After that we setup this exception gates, we can see setup of the Machine-Check exception:

#ifdef CONFIG_X86_MCE
set_intr_gate_ist(X86_TRAP_MC, &machine_check, MCE_STACK);
#endif

Note that it depends on the conrFI1G_xse_Mce kernel configuration option and indicates that the processor detected an internal
machine error or a bus error, or that an external agent detected a bus error. The next exception gate is for the SIMD Floating-Point

exception:

set_intr_gate(X86_TRAP_XF, &simd_coprocessor_error);

which indicates the processor has detected an sse or sse2 or sse3 SIMD floating-point exception. There are six classes of

numeric exception conditions that can occur while executing an SIMD floating-point instruction:

e Invalid operation
e Divide-by-zero

e Denormal operand
e Numeric overflow
e Numeric underflow

e Inexact result (Precision)

In the next step we fill the used_vectors array which defined in the arch/x86/include/asm/desc.h header file and represents

bitmap :

DECLARE_BITMAP(used_vectors, NR_VECTORS);

of the first 32 interrupts (more about bitmaps in the Linux kernel you can read in the part which describes cpumasks and

bitmaps)

for (1 = 0; 1 < FIRST_EXTERNAL_VECTOR; i++)
set_bit(i, used_vectors)

where FIRST_EXTERNAL_VECTOR is:

#define FIRST_EXTERNAL_VECTOR 0x20

After this we setup the interrupt gate for the ia32_syscall and add ex8e tothe used_vectors bitmap:

#ifdef CONFIG_IA32_EMULATION
set_system_intr_gate(IA32_SYSCALL_VECTOR, ia32_syscall);
set_bit(IA32_SYSCALL_VECTOR, used_vectors);

#endif
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There is conFIG_1A32_EMULATION kernel configuration option on x86_64 Linux kernels. This option provides ability to execute
32-bit processes in compatibility-mode. In the next parts we will see how it works, in the meantime we need only to know that

there is yet another interrupt gate in the 1pT with the vector number oxse . In the next step we maps IpT to the fixmap area:

__set_fixmap(FIX_RO_IDT, __pa_symbol(idt_table), PAGE_KERNEL_RO);
idt_descr.address = fix_to_virt(FIX_RO_IDT);

and write its address to the idt_descr.address (more about fix-mapped addresses you can read in the second part of the Linux
kernel memory management chapter). After this we can see the call of the cpu_init function that defined in the
arch/x86/kernel/cpu/common.c. This function makes initialization of the all per-cpu state. In the beginning of the cpu_init
we do the following things: First of all we wait while current cpu is initialized and than we call the cr4_init_shadow function
which stores shadow copy of the cr4 control register for the current cpu and load CPU microcode if need with the following

function calls:

wait_for_master_cpu(cpu);
cr4_init_shadow();
load_ucode_ap();

Next we get the Task state Segment for the current cpu and orig_ist structure which represents origin Interrupt Stack

Table values with the:

t = &per_cpu(cpu_tss, cpu);
oist = &per_cpu(orig_ist, cpu);

As we got values of the Task state Segment and Interrupt Stack Table for the current processor, we clear following bits in

the cr4 control register:

cr4_clear_bits(X86_CR4_VME|X86_CR4_PVI|X86_CR4_TSD|X86_CR4_DE);

with this we disable vmgé extension, virtual interrupts, timestamp (RDTSC can only be executed with the highest privilege) and

debug extension. After this we reload the Global Descriptor Table and Interrupt Descriptor table with the:

switch_to_new_gdt(cpu);
loadsegment(fs, 0);
load_current_idt();

After this we setup array of the Thread-Local Storage Descriptors, configure NX and load CPU microcode. Now is time to setup
and load per-cpu Task State Segments. We are going in a loop through the all exception stack which is N_EXCEPTION_STACKS

or 4 and fill it with Interrupt Stack Tables :

if (loist->ist[0]) {
char *estacks = per_cpu(exception_stacks, cpu);

for (v = 0; v < N_EXCEPTION_STACKS; v++) {
estacks += exception_stack_sizes[v];
oist->ist[v] = t->x86_tss.ist[v] =
(unsigned long)estacks;
if (v == DEBUG_STACK-1)
per_cpu(debug_stack_addr, cpu) = (unsigned long)estacks;

As we have filled Task state Segments with the Interrupt Stack Tables we canset Tss descriptor for the current

processor and load it with the:
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set_tss_desc(cpu, t);
load_TR_desc();

where set_tss_desc macro from the arch/x86/include/asm/desc.h writes given descriptor to the Global Descriptor Table of

the given processor:

#define set_tss_desc(cpu, addr) __set_tss_desc(cpu, GDT_ENTRY_TSS, addr)
static inline void __set_tss_desc(unsigned cpu, unsigned int entry, void *addr)

{
struct desc_struct *d = get_cpu_gdt_table(cpu);
tss_desc tss;
set_tssldt_descriptor(&tss, (unsigned long)addr, DESC_TSS,
I0O_BITMAP_OFFSET + IO_BITMAP_BYTES +
sizeof(unsigned long) - 1);
write_gdt_entry(d, entry, &tss, DESC_TSS);
}

and load_TR_desc macro expands to the 1tr or Load Task Register instruction:

#define load_TR_desc() native_load_tr_desc()
static inline void native_load_tr_desc(void)
{

asm volatile("ltr %w0"::"qg" (GDT_ENTRY_TSS*8));

In the end of the trap_init function we can see the following code:

set_intr_gate_ist(X86_TRAP_DB, &debug, DEBUG_STACK);
set_system_intr_gate_ist(X86_TRAP_BP, &int3, DEBUG_STACK);

#ifdef CONFIG_X86_64
(&nmi_idt_table, &idt_table, IDT_ENTRIES * );
set_nmi_gate(X86_TRAP_DB, &debug);
set_nmi_gate(X86_TRAP_BP, &int3);
#endif

Here we copy idt_table tothe nmi_dit_table and setup exception handlers for the #DB or Debug exception and #BR or
Breakpoint exception . You can remember that we already set these interrupt gates in the previous part, so why do we need to
setup it again? We setup it again because when we initialized it before in the early_trap_init function, the Task State

segment was not ready yet, but now it is ready after the call of the cpu_init function.

That's all. Soon we will consider all handlers of these interrupts/exceptions.

Conclusion

It is the end of the fourth part about interrupts and interrupt handling in the Linux kernel. We saw the initialization of the Task
State Segment in this part and initialization of the different interrupt handlers as pivide Error , Page Fault exception and etc.
You can note that we saw just initialization stuff, and will dive into details about handlers for these exceptions. In the next part we

will start to do it.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Initialization of non-early interrupt gates

Links

e page fault

e Interrupt Descriptor Table

e Tracing

e cr2

e RCU

o thiscpu* operations

e kmemcheck

e prefetchw

e 3DNow

e CPU caches

e VES

e Linux kernel memory management
e Fix-Mapped Addresses and ioremap
e Extended Industry Standard Architecture
e [NT isntruction

e INTO

e BOUND

e opcode

e control register

e x87 FPU

e MCE exception

e SIMD

e cpumasks and bitmaps

o NX

e Task State Segment

e Previous part
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Interrupts and Interrupt Handling. Part 5.

Implementation of exception handlers

This is the fifth part about an interrupts and exceptions handling in the Linux kernel and in the previous part we stopped on the
setting of interrupt gates to the Interrupt descriptor Table. We did it in the trap_init function from the arch/x86/kernel/traps.c
source code file. We saw only setting of these interrupt gates in the previous part and in the current part we will see
implementation of the exception handlers for these gates. The preparation before an exception handler will be executed is in the

arch/x86/entry/entry_64.S assembly file and occurs in the idtentry macro that defines exceptions entry points:

idtentry divide_error do_divide_error has_error_code=0
idtentry overflow do_overflow has_error_code=0
idtentry invalid_op do_invalid_op has_error_code=0
idtentry bounds do_bounds has_error_code=0
idtentry device_not_available do_device_not_available has_error_code=0
idtentry coprocessor_segment_overrun do_coprocessor_segment_overrun has_error_code=0
idtentry invalid_TSS do_invalid_TSS has_error_code=1
idtentry segment_not_present do_segment_not_present has_error_code=1
idtentry spurious_interrupt_bug do_spurious_interrupt_bug has_error_code=0
idtentry coprocessor_error do_coprocessor_error has_error_code=0
idtentry alignment_check do_alignment_check has_error_code=1
idtentry simd_coprocessor_error do_simd_coprocessor_error has_error_code=0

The idtentry macro does following preparation before an actual exception handler ( do_divide_error forthe divide_error ,

do_overflow forthe overflow and etc.) will get control. In another words the idtentry macro allocates place for the
registers (pt_regs structure) on the stack, pushes dummy error code for the stack consistency if an interrupt/exception has no error
code, checks the segment selector in the cs segment register and switches depends on the previous state(userspace or

kernelspace). After all of these preparations it makes a call of an actual interrupt/exception handler:
.macro idtentry sym do_sym has_error_code:req paranoid=0 shift_ist=-1
ENTRY (\sym)

call \do_sym

END(\sym)
.endm

After an exception handler will finish its work, the idtentry macro restores stack and general purpose registers of an interrupted

task and executes iret instruction:

ENTRY(paranoid_exit)

RESTORE_EXTRA_REGS
RESTORE_C_REGS
REMOVE_PT_GPREGS_FROM_STACK 8
INTERRUPT_RETURN
END(paranoid_exit)

where INTERRUPT_RETURN is:
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#define INTERRUPT_RETURN jmp native_iret

ENTRY(native_iret)

.global native_irq_return_iret
native_irg_return_iret:

iretq

More about the idtentry macro you can read in the third part of the https://Oxax.gitbooks.io/linux-
insides/content/Interrupts/linux-interrupts-3.html chapter. Ok, now we saw the preparation before an exception handler will be

executed and now time to look on the handlers. First of all let's look on the following handlers:

e divide_error

e overflow

e invalid_op

® COprocessor_segment_overrun
e invalid_TSS

e segment_not_present

e stack_segment

e alignment_check

All these handlers defined in the arch/x86/kernel/traps.c source code file with the po_ERROR macro:

DO_ERROR(X86_TRAP_DE, SIGFPE, '"divide error", divide_error)
DO_ERROR(X86_TRAP_OF, SIGSEGV, "overflow", overflow)
DO_ERROR(X86_TRAP_UD, SIGILL, "invalid opcode", invalid_op)
DO_ERROR(X86_TRAP_OLD_MF, SIGFPE, '"coprocessor segment overrun', coprocessor_segment_overrun)
DO_ERROR(X86_TRAP_TS, SIGSEGV, "invalid TSS", invalid_TSS)
DO_ERROR(X86_TRAP_NP, SIGBUS, '"segment not present", segment_not_present)
DO_ERROR(X86_TRAP_SS, SIGBUS, '"stack segment", stack_segment)
DO_ERROR(X86_TRAP_AC, SIGBUS, "alignment check", alignment_check)

As we can see the Do_ERROR macro takes 4 parameters:

e Vector number of an interrupt;
e Signal number which will be sent to the interrupted process;
e String which describes an exception;

e Exception handler entry point.

This macro defined in the same source code file and expands to the function with the do_handler name:

#define DO_ERROR(trapnr, signr, str, name) \
dotraplinkage void do_##name(struct pt_regs *regs, long error_code) \
{ \

do_error_trap(regs, error_code, str, trapnr, signr); \
}

Note on the ## tokens. This is special feature - GCC macro Concatenation which concatenates two given strings. For example,

first po_ERROR in our example will expands to the:

dotraplinkage void do_divide_error(struct pt_regs *regs, long error_code) \

{

We can see that all functions which are generated by the Do_ERROR macro just make a call of the do_error_trap function from

the arch/x86/kernel/traps.c. Let's look on implementation of the do_error_trap function.


https://0xax.gitbooks.io/linux-insides/content/Interrupts/linux-interrupts-3.html
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/traps.c
https://gcc.gnu.org/onlinedocs/cpp/Concatenation.html#Concatenation
https://github.com/torvalds/linux/tree/master/arch/x86/kernel/traps.c

Trap handlers

The do_error_trap function starts and ends from the two following functions:

enum ctx_state prev_state = exception_enter();

exception_exit(prev_state);

from the include/linux/context_tracking.h. The context tracking in the Linux kernel subsystem which provide kernel boundaries
probes to keep track of the transitions between level contexts with two basic initial contexts: user or kernel . The
exception_enter function checks that context tracking is enabled. After this if it is enabled, the exception_enter reads
previous context and compares it with the CONTEXT_KERNEL . If the previous contextis user , wecall context_tracking_exit
function from the kernel/context_tracking.c which inform the context tracking subsystem that a processor is exiting user mode and

entering the kernel mode:

if (!context_tracking_is_enabled())
return 0;

prev_ctx = this_cpu_read(context_tracking.state);
if (prev_ctx != CONTEXT_KERNEL)
context_tracking_exit(prev_ctx);

return prev_ctx;

If previous context is non user , we just return it. The pre_ctx has enum ctx_state type which defined in the

include/linux/context_tracking_state.h and looks as:

enum ctx_state {
CONTEXT_KERNEL = 0,
CONTEXT_USER,
CONTEXT_GUEST,

} state;

The second function is exception_exit defined in the same include/linux/context_tracking.h file and checks that context

tracking is enabled and call the contert_tracking_enter function if the previous context was user :

static inline void exception_exit(enum

{
if (context_tracking_is_enabled()) {
if (prev_ctx != CONTEXT_KERNEL)
context_tracking_enter(prev_ctx);
}
}

The context_tracking_enter function informs the context tracking subsystem that a processor is going to enter to the user mode

from the kernel mode. We can see the following code between the exception_enter and exception_exit :

if (notify_die(DIE_TRAP, str, regs, error_code, trapnr, signr) !=
NOTIFY_STOP) {
conditional_sti(regs);
do_trap(trapnr, signr, str, regs, error_code,
fill trap_info(regs, signr, trapnr, &info));


https://github.com/torvalds/linux/tree/master/include/linux/context_tracking.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/kernel/context_tracking.c
https://github.com/torvalds/linux/tree/master/include/linux/context_tracking_state.h
https://github.com/torvalds/linux/tree/master/include/linux/context_tracking.h

First of all it calls the notify_die function which defined in the kernel/notifier.c. To get notified for kernel panic, kernel oops,
Non-Maskable Interrupt or other events the caller needs to insert itself in the notify die chain and the notify die function
does it. The Linux kernel has special mechanism that allows kernel to ask when something happens and this mechanism called
notifiers or notifier chains . This mechanism used for example for the use hotplug events (look on the
drivers/usb/core/notity.c), for the memory hotplug (look on the include/linux/memory.h, the hotplug_memory_notifier macro
and etc...), system reboots and etc. A notifier chain is thus a simple, singly-linked list. When a Linux kernel subsystem wants to be
notified of specific events, it fills out a special notifier_block structure and passes it to the notifier_chain_register
function. An event can be sent with the call of the notifier call chain function. First of all the notify die function fills

die_args structure with the trap number, trap string, registers and other values:

struct die_args args = {

.regs = regs,
.str = str,
.err = err,

.trapnr = trap,
.signr = sig,

and returns the result of the atomic_notifier_call_chain function with the die_chain :

static ATOMIC_NOTIFIER_HEAD ;
return atomic_notifier_call chain(&die_chain, val, &args);

which just expands to the atomic_notifier_head structure that contains lock and notifier_block :

struct atomic_notifier_head {
spinlock_t lock;
struct notifier_block __rcu *head;

3

The atomic_notifier_call chain function calls each function in a notifier chain in turn and returns the value of the last notifier
function called. If the notify_die inthe do_error_trap doesnotreturn NOTIFY_STOP we execute conditional_sti function

from the arch/x86/kernel/traps.c that checks the value of the interrupt flag and enables interrupt depends on it:

static inline void conditional_sti(struct

{
if (regs->flags & X86_EFLAGS_IF)
local_irq_enable();

more about local irq_enable macro you can read in the second part of this chapter. The next and last call in the
do_error_trap isthe do_trap function. First of all the do_trap function defined the tsk variable which has task_struct
type and represents the current interrupted process. After the definition of the tsk , we can see the call of the

do_trap_no_signal function:

struct task_struct *tsk = current;
if (!'do_trap_no_signal(tsk, trapnr, str, regs, error_code))
return;
The do_trap_no_signal function makes two checks:

o Did we come from the Virtual 8086 mode;

e Did we come from the kernelspace.
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if (v8086_mode(regs)) {

if (luser_mode(regs)) {

return 8

We will not consider first case because the long mode does not support the Virtual 8086 mode. In the second case we invoke

fixup_exception function which will try to recover a fault and die if we can't:

if (!fixup_exception(regs)) {
tsk->thread.error_code = error_code;
tsk->thread.trap_nr = trapnr;
die(str, regs, error_code);

The die function defined in the arch/x86/kernel/dumpstack.c source code file, prints useful information about stack, registers,
kernel modules and caused kernel oops. If we came from the userspace the do_trap_no_signal function will return -1 and the
execution of the do_trap function will continue. If we passed through the do_trap_no_signal function and did not exit from
the do_trap after this, it means that previous context was - user . Most exceptions caused by the processor are interpreted by
Linux as error conditions, for example division by zero, invalid opcode and etc. When an exception occurs the Linux kernel sends
a signal to the interrupted process that caused the exception to notify it of an incorrect condition. So, in the do_trap function we
need to send a signal with the given number ( s16rFPe for the divide error, sieILL for the overflow exception and etc...). First of
all we save error code and vector number in the current interrupts process with the filling thread.error_code and

thread_trap_nr :

tsk->thread.error_code = error_code;
tsk->thread.trap_nr = trapnr;

After this we make a check do we need to print information about unhandled signals for the interrupted process. We check that
show_unhandled_signals variable is set, that unhandled_signal function from the kernel/signal.c will return unhandled

signal(s) and printk rate limit:

#ifdef CONFIG_X86_64
if (show_unhandled_signals && unhandled_signal(tsk, signr) &&
printk_ratelimit()) {
pr_info("%s[%d] trap %s ip:%lx sp:%lx error:%lx",
tsk->comm, tsk->pid, str,
regs->ip, regs->sp, error_code);
print_vma_addr(" in ", regs->ip);
pr_cont("\n");
}
#endif

And send a given signal to interrupted process:

force_sig_info(signr, info ?: SEND_SIG_PRIV, tsk);

This is the end of the do_trap . We just saw generic implementation for eight different exceptions which are defined with the

DO_ERROR macro. Now let's look on another exception handlers.

Double fault
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The next exception is #DF or Double fault . This exception occurs when the processor detected a second exception while

calling an exception handler for a prior exception. We set the trap gate for this exception in the previous part:

set_intr_gate_ist(X86_TRAP_DF, &double_fault, DOUBLEFAULT_STACK);

Note that this exception runs on the DouBLEFAULT_STACK Interrupt Stack Table which has index - 1 :

#define DOUBLEFAULT_STACK 1

The double_fault is handler for this exception and defined in the arch/x86/kernel/traps.c. The double_fault handler starts

from the definition of two variables: string that describes exception and interrupted process, as other exception handlers:

static const char str[] = "double fault";
struct task_struct *tsk = current;

The handler of the double fault exception split on two parts. The first part is the check which checks that a faultisa non-1sT
fault on the espfix64 stack. Actually the iret instruction restores only the bottom 16 bits when returningtoa 16 bit
segment. The espfix feature solves this problem. So if the non-1sT fault on the espfix64 stack we modify the stack to make it

look like General Protection Fault

struct pt_regs *normal_regs = task_pt_regs(current);
memmove (&normal_regs->ip, (void *)regs->sp, 5*3);
ormal_regs->orig_ax = 0;

regs->ip = (unsigned long)general_protection;

regs->sp = (unsigned long)&normal_regs->orig_ax;
return;

In the second case we do almost the same that we did in the previous exception handlers. The first is the call of the ist_enter

function that discards previous context, user in our case:

ist_enter(regs);

And after this we fill the interrupted process with the vector number of the Double fault exception and error code as we did it

in the previous handlers:

tsk->thread.error_code = error_code;
tsk->thread.trap_nr = X86_TRAP_DF;

Next we print useful information about the double fault (PTD number, registers content):

#ifdef CONFIG_DOUBLEFAULT
df_debug(regs, error_code);
#endif

And die:

for (;7)
die(str, regs, error_code);

That's all.
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Device not available exception handler

The next exception is the #NM or Device not available . The Device not available exception can occur depending on these

things:

e The processor executed an x87 FPU floating-point instruction while the EM flag in control register cre was set;
e The processor executed a wait or fwait instruction whilethe mp and Ts flags of register cro were set;
e The processor executed an x87 FPU, MMX or SSE instruction while the Ts flag in control register cre was set and the

em flag is clear.

The handler of the Device not available exception isthe do_device not_available function and it defined in the
arch/x86/kernel/traps.c source code file too. It starts and ends from the getting of the previous context, as other traps which we

saw in the beginning of this part:

enum ctx_state prev_state;
prev_state = exception_enter();

exception_exit(prev_state);

In the next step we check that FpPu is not eager:

BUG_ON(use_eager_fpu());

When we switch into a task or interrupt we may avoid loading the Fpu state. If a task will use it, we catch pevice not
Available exception exception. If we loading the Fpu state during task switching, the FpPu is eager. In the next step we check

cre control register on the em flag which can show usis x87 floating point unit present (flag clear) or not (flag set):

#ifdef CONFIG_MATH_EMULATION
if (read_cro() & X86_CRO_EM) {
struct math_emu_info info = { };

conditional_sti(regs);

info.regs = regs;
math_emulate(&info);
exception_exit(prev_state);
return;

}
#endif

If the x87 floating point unit not presented, we enable interrupts with the conditional_sti , fill the math_emu_info (defined
in the arch/x86/include/asm/math_emu.h) structure with the registers of an interrupt task and call math_emulate function from
the arch/x86/math-emu/fpu_entry.c. As you can understand from function's name, it emulates x87 FPU unit (more about the
x87 we will know in the special chapter). In other way, if x86_cre_EM flag is clear which means that x87 FPu unit is
presented, we call the fpu__restore function from the arch/x86/kernel/fpu/core.c which copies the Fpu registers from the

fpustate to the live hardware registers. After this Fpu instructions can be used:

fpu__restore(&current->thread.fpu);

General protection fault exception handler
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The next exception is the #GP or General protection fault . This exception occurs when the processor detected one of a class

of protection violations called general-protection violations . It can be:

e Exceeding the segment limit when accessing the cs , ds , es, fs or gs segments;
e Toadingthe ss, ds, es, fs or gs register with a segment selector for a system segment.;
e Violating any of the privilege rules;

e and other...

The exception handler for this exception is the do_general_protection from the arch/x86/kernel/traps.c. The
do_general_protection function starts and ends as other exception handlers from the getting of the previous context:

prev_state = exception_enter();

exception_exit(prev_state);

After this we enable interrupts if they were disabled and check that we came from the Virtual 8086 mode:

conditional_sti(regs);

if (v8086_mode(regs)) {
local_irq_enable();
handle_vm86_fault((struct kernel_vm86_regs *) regs, error_code);
goto ;

As long mode does not support this mode, we will not consider exception handling for this case. In the next step check that
previous mode was kernel mode and try to fix the trap. If we can't fix the current general protection fault exception we fill the

interrupted process with the vector number and error code of the exception and add it to the notify_die chain:

if ('user_mode(regs)) {
if (fixup_exception(regs))
goto g

tsk->thread.error_code = error_code;
tsk->thread.trap_nr = X86_TRAP_GP;
if (notify_die(DIE_GPF, "general protection fault", regs, error_code,
X86_TRAP_GP, SIGSEGV) != NOTIFY_STOP)
die("general protection fault", regs, error_code);
goto g

If we can fix exception we go to the exit label which exits from exception state:

exception_exit(prev_state);

If we came from user mode we send s1GSEGV signal to the interrupted process from user mode as we did it in the do_trap

function:

if (show_unhandled_signals && unhandled_signal(tsk, SIGSEGV) &&
printk_ratelimit()) {
pr_info("%s[%d] general protection ip:%lx sp:%lx error:%1lx",
tsk->comm, task_pid_nr(tsk),
regs->ip, regs->sp, error_code);
print_vma_addr(" in ", regs->ip);
pr_cont("\n");

force_sig_info(SIGSEGV, SEND_SIG_PRIV, tsk);
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That's all.

Conclusion

It is the end of the fifth part of the Interrupts and Interrupt Handling chapter and we saw implementation of some interrupt
handlers in this part. In the next part we will continue to dive into interrupt and exception handlers and will see handler for the

Non-Maskable Interrupts, handling of the math coprocessor and SIMD coprocessor exceptions and many many more.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 6.

Non-maskable interrupt handler

It is sixth part of the Interrupts and Interrupt Handling in the Linux kernel chapter and in the previous part we saw implementation
of some exception handlers for the General Protection Fault exception, divide exception, invalid opcode exceptions and etc. As I
wrote in the previous part we will see implementations of the rest exceptions in this part. We will see implementation of the

following handlers:

e Non-Maskable interrupt;
e BOUND Range Exceeded Exception;
e Coprocessor exception;

e SIMD coprocessor exception.

in this part. So, let's start.

Non-Maskable interrupt handling

A Non-Maskable interrupt is a hardware interrupt that cannot be ignored by standard masking techniques. In a general way, a non-

maskable interrupt can be generated in either of two ways:

e External hardware asserts the non-maskable interrupt pin on the CPU.

e The processor receives a message on the system bus or the APIC serial bus with a delivery mode NmI .

When the processor receives a nvI  from one of these sources, the processor handles it immediately by calling the nm1 handler
pointed to by interrupt vector which has number 2 (see table in the first part). We already filled the Interrupt Descriptor Table

with the vector number, address of the nmi interrupt handler and NmI_sTAck Interrupt Stack Table entry:

set_intr_gate_ist(X86_TRAP_NMI, &nmi, NMI_STACK);

inthe trap_init function which defined in the arch/x86/kernel/traps.c source code file. In the previous parts we saw that entry

points of the all interrupt handlers are defined with the:
.macro idtentry sym do_sym has_error_code:req paranoid=0 shift_ist=-1

ENTRY (\sym)

END(\sym)
.endm

macro from the arch/x86/entry/entry_64.S assembly source code file. But the handler of the Non-Maskable interrupts is not

defined with this macro. It has own entry point:

ENTRY (nmi)
END(nmi)

in the same arch/x86/entry/entry 64.S assembly file. Lets dive into it and will try to understand how Non-Maskable interrupt

handler works. The nmi handlers starts from the call of the:
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PARAVIRT_ADJUST_EXCEPTION_FRAME

macro but we will not dive into details about it in this part, because this macro related to the Paravirtualization stuff which we will

see in another chapter. After this save the content of the rdx register on the stack:

pushq %rdx

And allocated check that cs was not the kernel segment when an non-maskable interrupt occurs:

cmpl $__ KERNEL_CS, 16(%rsp)
jne first_nmi

The _ kerneL_cs macro defined in the arch/x86/include/asm/segment.h and represented second descriptor in the Global

Descriptor Table:

#define GDT_ENTRY_KERNEL_CS 2
#define _ KERNEL_CS (GDT_ENTRY_KERNEL_CS*8)

more about DT you can read in the second part of the Linux kernel booting process chapter. If cs is not kernel segment, it
means that it is not nested nmI and we jump on the first_nmi label. Let's consider this case. First of all we put address of the

current stack pointer to the rdx and pushes 1 to the stack inthe first_nmi label:

first_nmi:
movq (%rsp), %rdx
pushq $1

Why do we push 1 on the stack? As the comment says: we allow breakpoints in NMIs . On the x86_64, like other
architectures, the CPU will not execute another nm1 until the first nmI is completed. A nmI interrupt finished with the iret
instruction like other interrupts and exceptions do it. If the nm1 handler triggers either a page fault or breakpoint or another
exception which are use iret instruction too. If this happens while in nmI context, the CPU will leave NMI context and a new
NMI may come in. The iret used to return from those exceptions will re-enable nNwmIs and we will get nested non-maskable
interrupts. The problem the ~m1 handler will not return to the state that it was, when the exception triggered, but instead it will
return to a state that will allow new NMIs to preempt the running nmi handler. If another nMI comes in before the first NMI
handler is complete, the new NMI will write all over the preempted nmIs stack. We can have nested nNwis where the next nmI
is using the top of the stack of the previous NI . It means that we cannot execute it because a nested non-maskable interrupt will
corrupt stack of a previous non-maskable interrupt. That's why we have allocated space on the stack for temporary variable. We
will check this variable that it was set when a previous NMI is executing and clear if it is not nested nNMI . We push 1 here to
the previously allocated space on the stack to denote that a non-maskable interrupt executed currently. Remember that when and

NMI - or another exception occurs we have the following stack frame:

Pooccoosooosooscooooasonna +
| Ss |
| RSP |
| RFLAGS |
| cs |
| RIP |
Pooccosococooscooooasanna +
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| RFLAGS |
| cs [
| RIP |
| RDX |
| [

In the next step we allocate yet another 40 bytes on the stack:

subq $(5*8), %rsp

and pushes the copy of the original stack frame after the allocated space:

.rept
pushq
.endr

*8(%rsp)

with the .rept assembly directive. We need in the copy of the original stack frame. Generally we need in two copies of the
interrupt stack. First is copied interrupts stack: saved stack frame and copied stack frame. Now we pushes original stack
frame to the saved stack frame which locates after the just allocated 4e bytes ( copied stack frame). This stack frame is used
to fixup the copied stack frame that a nested NMI may change. The second - copied stack frame modified by any nested

NMIs to let the first nMI know that we triggered a second nmI and we should repeat the first nmi handler. Ok, we have made

first copy of the original stack frame, now time to make second copy:

addq $(10*8), %rsp
.rept 5

pushq -6*8(%rsp)
.endr

subq $(5*8), %rsp

After all of these manipulations our stack frame will be like this:
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After this we push dummy error code on the stack as we did it already in the previous exception handlers and allocate space for

the general purpose registers on the stack:


http://tigcc.ticalc.org/doc/gnuasm.html#SEC116

pushq $-1
ALLOC_PT_GPREGS_ON_STACK

We already saw implementation of the ALLoC_PT_GREGS_ON_STACK macro in the third part of the interrupts chapter. This macro
defined in the arch/x86/entry/calling.h and yet another allocates 126 bytes on stack for the general purpose registers, from the
rdi tothe ris :

.macro ALLOC_PT_GPREGS_ON_STACK addskip=0
addq $-(15*8+\addskip), %rsp
.endm

After space allocation for the general registers we can see call of the paranoid_entry :

call paranoid_entry

We can remember from the previous parts this label. It pushes general purpose registers on the stack, reads MsrR_Gs_ase Model
Specific register and checks its value. If the value of the MSR_GS_BASE is negative, we came from the kernel mode and just return
from the paranoid_entry , in other way it means that we came from the usermode and need to execute swapgs instruction

which will change user gs with the kernel gs :

ENTRY(paranoid_entry)
cld
SAVE_C_REGS 8
SAVE_EXTRA_REGS 8
movl $1, %ebx
movl $MSR_GS_BASE, %ecx

rdmsr

testl %edx, %edx

js 1f

SWAPGS

xorl %ebx, %ebx
1: ret

END(paranoid_entry)

Note that after the swapgs instruction we zeroed the ebx register. Next time we will check content of this register and if we
executed swapgs than ebx must contain @ and 1 in other way. In the next step we store value of the cr2 control register

to the ri2 register, because the nwm1 handler can cause page fault and corrupt the value of this control register:

movq %Cr2, %ri2

Now time to call actual ~vm1 handler. We push the address of the pt_regs tothe rdi , error code to the rsi and call the

do_nmi handler:

movq %rsp, %rdi
movq $-1, %rsi
call do_nmi

We will back to the do_nmi little later in this part, but now let's look what occurs after the do_nmi will finish its execution.
After the do_nmi handler will be finished we check the cr2 register, because we can got page fault during do_nmi performed
and if we got it we restore original cr2 , in other way we jump on the label 1 . After this we test content of the ebx register
(remember it must contain o if we have used swapgs instruction and 1 if we didn't use it) and execute

SWAPGS_UNSAFE_STACK if it contains 1 or jump to the nmi_restore label. The SWAPGS_UNSAFE_STACK macro just expands to
the swapgs instruction. Inthe nmi_restore label we restore general purpose registers, clear allocated space on the stack for this

registers, clear our temporary variable and exit from the interrupt handler with the INTERRUPT_RETURN macro:
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movq %Cr2, %rcx
cmpq %rex, %ri2
je 1f

movq %ril2, %cr2

testl %ebx, %ebx
jnz nmi_restore
nmi_swapgs:
SWAPGS_UNSAFE_STACK
nmi_restore:
RESTORE_EXTRA_REGS
RESTORE_C_REGS
/* Pop the extra iret frame at once */
REMOVE_PT_GPREGS_FROM_STACK 6*8
/* Clear the NMI executing stack variable */
movq $0, 5*8(%rsp)
INTERRUPT_RETURN

where INTERRUPT_RETURN is defined in the arch/x86/include/irgflags.h and just expands to the iret instruction. That's all.

Now let's consider case when another ~mI interrupt occurred when previous NMI interrupt didn't finish its execution. You can
remember from the beginning of this part that we've made a check that we came from userspace and jump on the first_nmi in
this case:

cmpl $__KERNEL_CS, 16(%rsp)
jne first_nmi

Note that in this case it is first nMI every time, because if the first nmI catched page fault, breakpoint or another exception it

will be executed in the kernel mode. If we didn't come from userspace, first of all we test our temporary variable:

cmpl $1, -8(%rsp)
je nested_nmi

and if itis setto 1 we jump to the nested_nmi label. If itisnot 1 , we test the 1sT stack. In the case of nested NMIs we
check that we are above the repeat_nmi . In this case we ignore it, in other way we check that we above than end_repeat_nmi

and jump on the nested_nmi_out label.

Now let's look on the do_nmi exception handler. This function defined in the arch/x86/kernel/nmi.c source code file and takes

two parameters:

e address of the pt_regs ;

e error code.

as all exception handlers. The do_nmi starts from the call of the nmi_nesting_preprocess function and ends with the call of the

nmi_nesting_postprocess . The nmi_nesting_preprocess function checks that we likely do not work with the debug stack and
if we on the debug stack set the update_debug_stack per-cpu variableto 1 and call the debug_stack_set_zero function from
the arch/x86/kernel/cpu/common.c. This function increases the debug_stack_use_ctr per-cpu variable and loads new

Interrupt Descriptor Table

static inline void nmi_nesting_preprocess(struct
{
if (unlikely(is_debug_stack(regs->sp))) {
debug_stack_set_zero();
this_cpu_write(update_debug_stack, 1);
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The nmi_nesting_postprocess function checks the update_debug_stack per-cpu variable which we set in the
nmi_nesting_preprocess and resets debug stack or in another words it loads origin Interrupt Descriptor Table . After the

call of the nmi_nesting preprocess function, we can see the call of the nmi_enter inthe do_nmi .The nmi_enter increases
lockdep_recursion field of the interrupted process, update preempt counter and informs the RCU subsystem about NMI . There

isalso nmi_exit function that does the same stuff as nmi_enter , but vice-versa. After the nmi_enter we increase
__nmi_count inthe irqg_stat structure and call the default do_nmi function. First of all in the default_do_nmi we check

the address of the previous nmi and update address of the last nmi to the actual:

if (regs->ip == __this_cpu_read(last_nmi_rip))
b2b = ;

else
__this_cpu_write(swallow_nmi, ),

__this_cpu_write(last_nmi_rip, regs->ip);

After this first of all we need to handle CPU-specific nmIs :

handled = nmi_handle(NMI_LOCAL, regs, b2b);
__this_cpu_add(nmi_stats.normal, handled);

And then non-specific nMIs depends on its reason:

reason = x86_platform.get_nmi_reason();
if (reason & NMI_REASON_MASK) {
if (reason & NMI_REASON_SERR)
pci_serr_error(reason, regs);
else if (reason & NMI_REASON_IOCHK)
io_check_error(reason, regs);

this_cpu_add(nmi_stats.external, 1);
return;

That's all.

Range Exceeded Exception

The next exception is the BounD range exceeded exception. The Bounp instruction determines if the first operand (array index)
is within the bounds of an array specified the second operand (bounds operand). If the index is not within bounds, a Bounp range
exceeded exception or #BR is occurred. The handler of the #BR exception is the do_bounds function that defined in the
arch/x86/kernel/traps.c. The do_bounds handler starts with the call of the exception_enter function and ends with the call of

the exception_exit

prev_state = exception_enter();

if (notify_die(DIE_TRAP, "bounds", regs, error_code,
X86_TRAP_BR, SIGSEGV) == NOTIFY_STOP)
goto ;

exception_exit(prev_state);
return;
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After we have got the state of the previous context, we add the exception to the notify_die chain and if it will return
NOTIFY_SToP we return from the exception. More about notify chains and the context tracking functions you can read in the
previous part. In the next step we enable interrupts if they were disabled with the contidional_sti function that checks IF

flag and call the local_irqg_enable depends on its value:

conditional_sti(regs);

if (!user_mode(regs))
die("bounds", regs, error_code);

and check that if we didn't came from user mode we send s1GseGv signal with the die function. After this we check is MPX

enabled or not, and if this feature is disabled we jump on the exit_trap label:

if (!cpu_feature_enabled(X86_FEATURE_MPX)) {
goto exit_trap;

where we execute “do_trap®™ function (more about it you can find in the previous part):

“c
exit_trap:
do_trap(X86_TRAP_BR, SIGSEGV, "bounds", regs, error_code, );
exception_exit(prev_state);

If mpx feature is enabled we check the BNDSTATUS with the get_xsave_field_ptr function and if it is zero, it means that the

MPX was not responsible for this exception:

bndcsr = get_xsave_field_ptr(XSTATE_BNDCSR);
if (!bndcsr)
goto exit_trap;

After all of this, there is still only one way when Mpx is responsible for this exception. We will not dive into the details about

Intel Memory Protection Extensions in this part, but will see it in another chapter.

Coprocessor exception and SIMD exception

The next two exceptions are x87 FPU Floating-Point Error exception or #MF and SIMD Floating-Point Exception or #xF . The
first exception occurs when the x87 Fpu has detected floating point error. For example divide by zero, numeric overflow and etc.
The second exception occurs when the processor has detected SSE/SSE2/SSE3 simp floating-point exception. It can be the same
as for the x87 Fpu . The handlers for these exceptions are do_coprocessor_error and do_simd_coprocessor_error are
defined in the arch/x86/kernel/traps.c and very similar on each other. They both make a call of the math_error function from the
same source code file but pass different vector number. The do_coprocessor_error passes x86_TRAP_MF vector number to the

math_error

dotraplinkage void do_coprocessor_error(struct long

{

enum ctx_state prev_state;
prev_state = exception_enter();

math_error(regs, error_code, X86_TRAP_MF);
exception_exit(prev_state);

and do_simd_coprocessor_error passes X86_TRAP_XF tothe math_error function:
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dotraplinkage void
do_simd_coprocessor_error(struct long

{

enum ctx_state prev_state;

prev_state = exception_enter();
math_error(regs, error_code, X86_TRAP_XF);
exception_exit(prev_state);

First of all the math_error function defines current interrupted task, address of its fpu, string which describes an exception, add

itto the notify die chain and return from the exception handler if it will return NoOTIFY_STOP :

struct task_struct *task = current;

struct fpu *fpu = &task->thread.fpu;

siginfo_t info;

char *str = (trapnr == X86_TRAP_MF) ? "fpu exception"
"simd exception";

if (notify_die(DIE_TRAP, str, regs, error_code, trapnr, SIGFPE) == NOTIFY_STOP)
return;

After this we check that we are from the kernel mode and if yes we will try to fix an exception with the fixup_exception

function. If we cannot we fill the task with the exception's error code and vector number and die:

if (!user_mode(regs)) {
if (!fixup_exception(regs)) {
task->thread.error_code = error_code;
task->thread.trap_nr = trapnr;
die(str, regs, error_code);
}

return;

If we came from the user mode, we save the fpu state, fill the task structure with the vector number of an exception and

siginfo_t with the number of signal, errno , the address where exception occurred and signal code:

fpu__save(fpu);

task->thread.trap_nr = trapnr;
task->thread.error_code = error_code;
info.si_signo = SIGFPE;
info.si_errno = 0;

info.si_addr = (void __user *)uprobe_get_trap_addr(regs);
info.si_code = fpu__exception_code(fpu, trapnr);

After this we check the signal code and if it is non-zero we return:

if (!info.si_code)
return;

Or send the sIGFPE signal in the end:

force_sig_info(SIGFPE, &info, task);

That's all.



Conclusion

It is the end of the sixth part of the Interrupts and Interrupt Handling chapter and we saw implementation of some exception
handlers in this part, like non-maskable interrupt, SIMD and x87 FPU floating point exception. Finally we have finsihed with
the trap_init function in this part and will go ahead in the next part. The next our point is the external interrupts and the

early_irg_init function from the init/main.c.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 7.

Introduction to external interrupts

This is the seventh part of the Interrupts and Interrupt Handling in the Linux kernel chapter and in the previous part we have

finished with the exceptions which are generated by the processor. In this part we will continue to dive to the interrupt handling

and will start with the external hardware interrupt handling. As you can remember, in the previous part we have finished with the
trap_init function from the arch/x86/kernel/trap.c and the next step is the call of the early_irq_init function from the

init/main.c.

Interrupts are signal that are sent across IRQ or Interrupt Request Line by a hardware or software. External hardware
interrupts allow devices like keyboard, mouse and etc, to indicate that it needs attention of the processor. Once the processor
receives the Interrupt Request , it will temporary stop execution of the running program and invoke special routine which
depends on an interrupt. We already know that this routine is called interrupt handler (or how we will call it 1SR or Interrupt
Service Routine from this part). The ISR or Interrupt Handler Routine can be found in Interrupt Vector table that is
located at fixed address in the memory. After the interrupt is handled processor resumes the interrupted process. At the
boot/initialization time, the Linux kernel identifies all devices in the machine, and appropriate interrupt handlers are loaded into
the interrupt table. As we saw in the previous parts, most exceptions are handled simply by the sending a Unix signal to the
interrupted process. That's why kernel is can handle an exception quickly. Unfortunately we can not use this approach for the
external hardware interrupts, because often they arrive after (and sometimes long after) the process to which they are related has
been suspended. So it would make no sense to send a Unix signal to the current process. External interrupt handling depends on

the type of an interrupt:

e I/0 interrupts;
e Timer interrupts;

e Interprocessor interrupts.
I will try to describe all types of interrupts in this book.

Generally, a handler of an 1/0 interrupt must be flexible enough to service several devices at the same time. For example in the
PCI bus architecture several devices may share the same 1RrQ line. In the simplest way the Linux kernel must do following thing

when an 1/0 interrupt occurred:

e Save the value of an 1RQ and the register's contents on the kernel stack;
e Send an acknowledgment to the hardware controller which is servicing the 1rqQ line;
e Execute the interrupt service routine (next we will call it 1srR ) which is associated with the device;

e Restore registers and return from an interrupt;

Ok, we know a little theory and now let's start with the early_irg_init function. The implementation of the early irq_init
function is in the kernel/irg/irqdesc.c. This function make early initialization of the irq_desc structure. The irq_desc structure
is the foundation of interrupt management code in the Linux kernel. An array of this structure, which has the same name -
irq_desc , keeps track of every interrupt request source in the Linux kernel. This structure defined in the include/linux/irqdesc.h
and as you can note it depends on the conFIc_sPARSE_IRQ kernel configuration option. This kernel configuration option enables

support for sparse irqs. The irqg_desc structure contains many different files:

e irg_common_data - per irq and chip data passed down to chip functions;

e status_use_accessors - contains status of the interrupt source which is combination of the values from the enum from the
include/linux/irq.h and different macros which are defined in the same source code file;

® kstat_irgs - irq stats per-cpu;

e handle_irq - highlevel irg-events handler;

e action -identifies the interrupt service routines to be invoked when the IRQ occurs;
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e irg_count - counter of interrupt occurrences on the IRQ line;

e depth - o if the IRQ line is enabled and a positive value if it has been disabled at least once;

e last_unhandled - aging timer for unhandled count;

e irgs_unhandled - count of the unhandled interrupts;

e lock -aspinlock used to serialize the accesses to the 1rRQ descriptor;

e pending_mask - pending rebalanced interrupts;

e owner -anowner of interrupt descriptor. Interrupt descriptors can be allocated from modules. This field is need to proved
refcount on the module which provides the interrupts;

e and etc.

Of course it is not all fields of the irq_desc structure, because it is too long to describe each field of this structure, but we will
see it all soon. Now let's start to dive into the implementation of the early irq_init function.

Early external interrupts initialization

Now, let's look on the implementation of the early irq_init function. Note that implementation of the early irq_init
function depends on the conFIG_SPARSE_IRQ kernel configuration option. Now we consider implementation of the
early_irg_init function when the coNFIG_SPARSE_IRQ kernel configuration option is not set. This function starts from the
declaration of the following variables: irq descriptors counter, loop counter, memory node and the irq_desc descriptor:
int __init void
{

int count, i, node = first_online_node;
struct irqg_desc *desc;

The node is an online NUMA node which depends on the max_numnobes value which depends on the CONFIG_NODES_SHIFT

kernel configuration parameter:

#define MAX_NUMNODES (1 << NODES_SHIFT)

#ifdef CONFIG_NODES_SHIFT

#define NODES_SHIFT CONFIG_NODES_SHIFT
#else

#define NODES_SHIFT ¢}
#endif

As I already wrote, implementation of the first_online_node macro depends on the MAX_NUMNODES value:

#1f MAX_NUMNODES > 1

#define first_online_node first_node(node_states[N_ONLINE])
#else
#define first_online_node c]

The node_states is the enum which defined in the include/linux/nodemask.h and represent the set of the states of a node. In our
case we are searching an online node and it will be @ if MAX_NUMNODES is one or zero. If the MAX_NUMNODES is greater than one,
the node_states[N_ONLINE] will return 1 andthe first_node macro will be expands to the call of the _ first_node

function which will return minimal or the first online node:

#define first_node(src) __first_node(&(src))
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static inline int __first_node(const nodemask_t *srcp)

{
return min_t(int, MAX_NUMNODES, find_first_bit(srcp->bits, MAX_NUMNODES));

More about this will be in the another chapter about the NumA . The next step after the declaration of these local variables is the
call of the:

init_irg_default_affinity();

function. The init_irq default_affinity function defined in the same source code file and depends on the conFIG_smp

kernel configuration option allocates a given cpumask structure (in our case it is the irq_default_affinity ):

#if defined(CONFIG_SMP)
cpumask_var_t irg_default_affinity;

static void __init init_irq_default_affinity(void

{
alloc_cpumask_var(&irq_default_affinity, GFP_NOWAIT);
cpumask_setall(irg_default_affinity);

}

#else

static void __init init_irq_default_affinity(void

{

}

#endif

We know that when a hardware, such as disk controller or keyboard, needs attention from the processor, it throws an interrupt.
The interrupt tells to the processor that something has happened and that the processor should interrupt current process and handle
an incoming event. In order to prevent multiple devices from sending the same interrupts, the IRQ) system was established where
each device in a computer system is assigned its own special IRQ so that its interrupts are unique. Linux kernel can assign certain
IRQs to specific processors. This is known as sMp IRQ affinity , and it allows you control how your system will respond to
various hardware events (that's why it has certain implementation only if the conFic_swp kernel configuration option is set).

After we allocated irq_default_affinity cpumask, we cansee printk output:

printk (KERN_INFO "NR IRQS:%d\n", NR_IRQS);

which prints NR_IRQS :

~$ dmesg | grep NR_IRQS
[ ] NR_IRQS:

The NR_IRQS is the maximum number of the irq descriptors or in another words maximum number of interrupts. Its value
depends on the state of the conFIc_x86_10_ApIc kernel configuration option. If the CONFIG_x86_I0_APIC is not set and the

Linux kernel uses an old PIC chip, the NR_IRQsS is:

#define NR_IRQS_LEGACY 16
#ifdef CONFIG_X86_IO0_APIC
#else

# define NR_IRQS NR_IRQS_LEGACY
#endif
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In other way, when the conFIG_xs6_10_APIC kernel configuration option is set, the NR_IRQS depends on the amount of the

processors and amount of the interrupt vectors:

#define CPU_VECTOR_LIMIT (64 * NR_CPUS)
#define NR_VECTORS 256
#define IO_APIC_VECTOR_LIMIT ( 32 * MAX_IO_APICS )
#define MAX_IO_APICS 128
# define NR_IRQS \
(CPU_VECTOR_LIMIT > IO_APIC_VECTOR_LIMIT ? \
(NR_VECTORS + CPU_VECTOR_LIMIT) : \

(NR_VECTORS + IO_APIC_VECTOR_LIMIT))

We remember from the previous parts, that the amount of processors we can set during Linux kernel configuration process with

the conFIG_NR_cPus configuration option:

File Edit Wiew Search Terminal Help

.config - Linux/x86 4.2.0-rcl Kernel Configuration
> Processor type and features
Processor type and features
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N=> excludes, <M> modularizes features. Press <Esc=><Esc> to
exit, <?> for Help, </= for Search. Legend: [*] built-in [ ]

Frocessor family (Generic-x86-64) --->

Supported processor vendors ---=

Enable DMI scanning

IBM Calgary IOMMU support

Enable Maximum number of SMP Processors and NUMA Nodes

SMT (Hyperthreading) scheduler support

Multi-core scheduler support

Freemption Model (Voluntary Kernel Preemption (Desktop))
[*] Reroute for broken boot IRQs

ERExIE & < Help > < Save > < Load >

In the first case ( CPU_VECTOR_LIMIT > IO_APIC_VECTOR_LIMIT ), the NR_IRQs will be 4352 , in the second case
( CPU_VECTOR_LIMIT < IO_APIC_VECTOR_LIMIT ),the NR_IRQS will be 768 .In my casethe NR_cPus is 8 as you can see in the
my configuration, the cPu_VECTOR_LIMIT is 512 andthe IO_APIC_VECTOR_LIMIT is 4096 .So NR_IRQS for my configuration

is 4352 :

~$ dmesg | grep NR_IRQS
[ 0.000000] NR_IRQS:4352

In the next step we assign array of the IRQ descriptors to the irq_desc variable which we defined in the start of the

early irg_init function and calculate count of the irq_desc array with the ARRAY_SIZE macro:

desc = irqg_desc;
count = ARRAY_SIZE(irqg_desc);

The irg_desc array defined in the same source code file and looks like:



struct irg_desc irg_desc[NR_IRQS] __cacheline_aligned_in_smp = {

[O® ... NR_IRQS-1] = {

.handle_irq = handle_bad_irq,

.depth =1,

.lock = __RAW_SPIN_LOCK_UNLOCKED(irqg_desc->lock),
3

The irq_desc isarray of the irq descriptors. It has three already initialized fields:

e handle_irq - as I already wrote above, this field is the highlevel irg-event handler. In our case it initialized with the
handle_bad_irq function that defined in the kernel/irq/handle.c source code file and handles spurious and unhandled irgs;
e depth - o if the IRQ line is enabled and a positive value if it has been disabled at least once;

e lock - A spinlock used to serialize the accesses to the IRQ descriptor.

As we calculated count of the interrupts and initialized our irq_desc array, we start to fill descriptors in the loop:

for (1 = 0; i < count; i++) {
desc[i].kstat_irqgs = alloc_percpu(unsigned int);
alloc_masks(&desc[i], GFP_KERNEL, node);
raw_spin_lock_init(&desc[i].lock);
lockdep_set_class(&desc[i].lock, &irg_desc_lock_class);
desc_set_defaults(i, &desc[i], node, );

We are going through the all interrupt descriptors and do the following things:

First of all we allocate percpu variable for the irq kernel statistic with the alloc_percpu macro. This macro allocates one
instance of an object of the given type for every processor on the system. You can access kernel statistic from the userspace via

/proc/stat :

~$ cat /proc/stat

cpu 207907 68 53904 5427850 14394 0 394 0 0 0
cpu® 25881 11 6684 679131 1351 0 18 0 0 0

cpul 24791 16 5894 679994 2285 0 24 0 0 0

cpu2 26321 4 7154 678924 664 0 71 0 0 O

cpu3 26648 8 6931 678891 414 0 244 0 0 0

Where the sixth column is the servicing interrupts. After this we allocate cpumask for the given irq descriptor affinity and
initialize the spinlock for the given interrupt descriptor. After this before the critical section, the lock will be acquired with a call
of the raw_spin_lock and unlocked with the call of the raw_spin_unlock . In the next step we call the lockdep_set_class
macro which set the Lock validator irq_desc_lock_class class for the lock of the given interrupt descriptor. More about

lockdep , spinlock and other synchronization primitives will be described in the separate chapter.

In the end of the loop we call the desc_set_defaults function from the kernel/irg/irqdesc.c. This function takes four parameters:

e number of a irq;

e interrupt descriptor;

e online NUMA node;

e owner of interrupt descriptor. Interrupt descriptors can be allocated from modules. This field is need to proved refcount on

the module which provides the interrupts;

and fills the rest of the irq_desc fields. The desc_set_defaults function fills interrupt number, irq chip, platform-specific
per-chip private data for the chip methods, per-IRQ data for the irq_chip methods and MSI descriptor for the per irq and
irq chip data:
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desc->irq_data.irq = irq;
desc->irq_data.chip = &no_irq_chip;
desc->irg_data.chip_data = 8
desc->irg_data.handler_data = 8
desc->irg_data.msi_desc = 5

The irq_data.chip structure provides general API like the irq_set_chip , irq_set_irq_type and etc, for the irq controller

drivers. You can find it in the kernel/irg/chip.c source code file.

After this we set the status of the accessor for the given descriptor and set disabled state of the interrupts:

irg_settings_clr_and_set(desc, ~0, _IRQ_DEFAULT_INIT_FLAGS);
irqd_set(&desc->irq_data, IRQD_IRQ_DISABLED);

In the next step we set the high level interrupt handlers to the handle_bad_irq which handles spurious and unhandled irgs (as the
hardware stuff is not initialized yet, we set this handler), set irq_desc.desc to 1 which means that an 1RQ is disabled, reset

count of the unhandled interrupts and interrupts in general:

desc->handle_irq = handle_bad_irq;
desc->depth = 1;

desc->irg_count = 0;
desc->irgs_unhandled = 0;
desc->name = ;

desc->owner = owner;

After this we go through the all possible processor with the for_each_possible_cpu helper and set the kstat_irgs to zero for the

given interrupt descriptor:

for_each_possible_cpu(cpu)
*per_cpu_ptr(desc->kstat_irqs, cpu) = 0;

and call the desc_smp_init function from the kernel/irg/irqdesc.c that initializes NuMA node of the given interrupt descriptor,
sets default smp affinity and clears the pending_mask of the given interrupt descriptor depends on the value of the

CONFIG_GENERIC_PENDING_IRQ kernel configuration option:

static void desc_smp_init(struct int

{
desc->irq_data.node = node;
cpumask_copy(desc->irq_data.affinity, irq_default_affinity);

#ifdef CONFIG_GENERIC_PENDING_IRQ
cpumask_clear(desc->pending_mask);

#endif

}
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In the end of the early irq init function we return the return value of the arch_early irq_init function:

return arch_early_irqg_init();

This function defined in the kernel/apic/vector.c and contains only one call of the arch_early_ioapic_init function from the

kernel/apic/io_apic.c. As we can understand from the arch_early_ioapic_init function's name, this function makes early

initialization of the I/O APIC. First of all it make a check of the number of the legacy interrupts with the call of the
nr_legacy_irgs function. If we have no legacy interrupts with the Intel 8259 programmable interrupt controller we set

io_apic_irgs tothe OxfFffffffffffffff :

if (!nr_legacy_irqgs())
io_apic_irgs = ~0UL;

After this we are going through the all 1/0 ApIcs and allocate space for the registers with the call of the

alloc_ioapic_saved_registers

for_each_ioapic(1i)
alloc_ioapic_saved_registers(i);

And in the end of the arch_early ioapic_init function we are going through the all legacy irqs (from 1rRQe to IRQ15 ) in the

loop and allocate space for the irq_cfg which represents configuration of an irq on the given NumA node:

for (1 = 0; i < nr_legacy_irqgs(); i++) {
cfg = alloc_irqg_and_cfg_at(i, node);
cfg-> = IRQO_VECTOR + i;
cpumask_setall(cfg->domain);
}
That's all.

Sparse IRQs

We already saw in the beginning of this part that implementation of the early irq_init function depends on the
CONFIG_SPARSE_IRQ kernel configuration option. Previously we saw implementation of the early irq_init function when the
CONFIG_SPARSE_IRQ configuration option is not set, now let's look on the its implementation when this option is set.

Implementation of this function very similar, but little differ. We can see the same definition of variables and call of the

init_irq_default_affinity in the beginning of the early irq_init function:

#ifdef CONFIG_SPARSE_IRQ
int __init early_irq_init(void

{
int i, initcnt, node = first_online_node;
struct irq_desc *desc;
init_irq_default_affinity();

}

#else

But after this we can see the following call:
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initcnt = arch_probe_nr_irqgs();

The arch_probe_nr_irgs function defined in the arch/x86/kernel/apic/vector.c and calculates count of the pre-allocated irgs and
update nr_irgs with its number. But stop. Why there are pre-allocated irqs? There is alternative form of interrupts called -
Message Signaled Interrupts available in the PCI. Instead of assigning a fixed number of the interrupt request, the device is
allowed to record a message at a particular address of RAM, in fact, the display on the Local APIC. msI permits a device to
allocate 1, 2, 4, 8, 16 or 32 interruptsand MSI-x permits a device to allocate up to 2048 interrupts. Now we know
that irgs can be pre-allocated. More about Ms1 will be in a next part, but now let's look on the arch_probe_nr_irgs function.
We can see the check which assign amount of the interrupt vectors for the each processor in the system to the nr_irgs ifitis

greater and calculate the nr which represents number of MsI interrupts:

int nr_irgs = NR_IRQS;

if (nr_irgs > (NR_VECTORS * nr_cpu_ids))
nr_irgs = NR_VECTORS * nr_cpu_ids;

nr = (gsi_top + nr_legacy_irqgs()) + * nr_cpu_ids;

Take a look on the gsi_top variable. Each Apic is identified with its own 1p and with the offset where its 1RQ starts. It is
called es1 base or Global System Interrupt base. Sothe gsi_top represents it. We get the Global System Interrupt base
from the MultiProcessor Configuration Table table (you can remember that we have parsed this table in the sixth part of the Linux

Kernel initialization process chapter).

After this we update the nr depends on the value of the gsi_top :

#1f defined(CONFIG_PCI_MSI) || defined(CONFIG_HT_IRQ)
if (gsi_top <= NR_IRQS_LEGACY)
nr += * nr_cpu_ids;
else
nr += gsi top * 16;
#endif

Update the nr_irgs if it lessthan nr and return the number of the legacy irgs:

if (nr < nr_irgs)
nr_irgs = nr;

return nr_legacy_irgs();

}

The next after the arch_probe_nr_irgs is printing information about number of 1IRrQs :

printk (KERN_INFO "NR_IRQS:%d nr_irqgs:%d %d\n", NR_IRQS, nr_irgs, initcnt);

We can find it in the dmesg output:

$ dmesg | grep NR_IRQS
[ 0.000000] NR_IRQS:4352 nr_irqs:488 16

After this we do some checks that nr_irgs and initent values is not greater than maximum allowable number of irgs :

if (WARN_ON(nr_irgs > IRQ_BITMAP_BITS))
nr_irqs = IRQ_BITMAP_BITS;

if (WARN_ON(initcnt > IRQ_BITMAP_BITS))


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/apic/vector.c
https://en.wikipedia.org/wiki/Message_Signaled_Interrupts
https://en.wikipedia.org/wiki/Conventional_PCI
https://en.wikipedia.org/wiki/Advanced_Programmable_Interrupt_Controller#Integrated_local_APICs
https://en.wikipedia.org/wiki/MultiProcessor_Specification
https://proninyaroslav.gitbooks.io/linux-insides-ru/content/Initialization/linux-initialization-6.html
https://en.wikipedia.org/wiki/Dmesg

initcnt = IRQ_BITMAP_BITS;

where IRQ BITMAP_BITS isequal tothe NR_IRQS if the CONFIG_SPARSE_IRQ isnotsetand NR_IRQS + 8196 in other way. In
the next step we are going over all interrupt descriptors which need to be allocated in the loop and allocate space for the descriptor

and insert to the irg_desc_tree radix tree:

for (i = 0; i < initent; i++) {
desc = alloc_desc(i, node, );
set_bit(i, allocated_irqgs);
irg_insert_desc(i, desc);

In the end of the early_irq_init function we return the value of the call of the arch_early_irq_init function as we did it

already in the previous variant when the CONFIG_SPARSE_IRQ option was not set:

return arch_early_irqg_init();

That's all.

Conclusion

It is the end of the seventh part of the Interrupts and Interrupt Handling chapter and we started to dive into external hardware
interrupts in this part. We saw early initialization of the irq_desc structure which represents description of an external interrupt
and contains information about it like list of irq actions, information about interrupt handler, interrupt's owner, count of the

unhandled interrupt and etc. In the next part we will continue to research external interrupts.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 8.

Non-early initialization of the IRQs

This is the eighth part of the Interrupts and Interrupt Handling in the Linux kernel chapter and in the previous part we started to
dive into the external hardware interrupts. We looked on the implementation of the early_irq_init function from the
kernel/irg/irqdesc.c source code file and saw the initialization of the irq_desc structure in this function. Remind that irq_desc
structure (defined in the include/linux/irqdesc.h is the foundation of interrupt management code in the Linux kernel and represents
an interrupt descriptor. In this part we will continue to dive into the initialization stuff which is related to the external hardware

interrupts.

Right after the call of the early irq_init function in the init/main.c we can see the call of the init_IrQ function. This
function is architecture-specific and defined in the arch/x86/kernel/irginit.c. The init_IRQ function makes initialization of the

vector_irq percpu variable that defined in the same arch/x86/kernel/irginit.c source code file:

DEFINE_PER_CPU(vector_irg_t, vector_irq) = {
[0 ... NR_VECTORS - 1] = ’
Y

and represents percpu array of the interrupt vector numbers. The vector_irq_t defined in the arch/x86/include/asm/hw_irq.h

and expands to the:

typedef int vector_irqg_t[NR_VECTORS];

where NR_VECTORS is count of the vector number and as you can remember from the first part of this chapter itis 256 for the
x86_64:

#define NR_VECTORS 256

So, in the start of the init_IrRQ function we fill the vector_irq percpu array with the vector number of the legacy interrupts:

void __init init_IRQ(void

{
int i;
for (1 = 0; i < nr_legacy_irqs(); i++)
per_cpu(vector_irqg, ©)[IRQO_VECTOR + i] = i;
}

This vector_irg will be used during the first steps of an external hardware interrupt handling in the do_IrQ function from the

arch/x86/kernel/irq.c:

__visible unsigned int __irq_entry do_IRQ(struct

{

irg = __this_cpu_read(vector_irq[ 1);
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if (!'handle_irq(irq, regs)) {

exiting_irq();

return 1;

Why is legacy here? Actually all interrupts are handled by the modern I0-APIC controller. But these interrupts (from eox3e to
ox3f ) by legacy interrupt-controllers like Programmable Interrupt Controller. If these interrupts are handled by the 1/0 ApIC
then this vector space will be freed and re-used. Let's look on this code closer. First of all the nr_legacy_irqgs defined in the

arch/x86/include/asm/i8259.h and just returns the nr_legacy_irgs field from the legacy pic structure:

static inline int nr_legacy_irqgs(void

{

return legacy_pic->nr_legacy_irgs;

This structure defined in the same header file and represents non-modern programmable interrupts controller:

struct legacy_pic {
int nr_legacy_irqgs;
struct irg_chip *chip;
void (*mask)(unsigned int irq);
void (*unmask)(unsigned int irq);
void (*mask_all)(void);
void (*restore_mask)(void);
void (*init)(int auto_eoi);
int (*irqg_pending)(unsigned int irq);
void (*make_irq)(unsigned int irq);

3

Actual default maximum number of the legacy interrupts represented by the NR_IRQ_LEGACY macro from the

arch/x86/include/asm/irq_vectors.h:

#define NR_IRQS_LEGACY 16

In the loop we are accessing the vecto_irq per-cpu array with the per_cpu macro by the 1RQe_VECTOR + i index and write
the legacy vector number there. The 1rRQe_VEcTOR macro defined in the arch/x86/include/asm/irq_vectors.h header file and

expands to the ©x30 :

#define FIRST_EXTERNAL_VECTOR 0x20

#define IRQO_VECTOR ((FIRST_EXTERNAL_VECTOR + 16) & ~15)

Why is ex3e here? You can remember from the first part of this chapter that first 32 vector numbers from o to 31 are
reserved by the processor and used for the processing of architecture-defined exceptions and interrupts. Vector numbers from
ox30 to ox3f are reserved for the ISA. So, it means that we fill the vector_irq from the 1IRQe_VECTOR which is equal to the

32 tothe 1RQe_VECTOR + 16 (before the ox3e ).

In the end of the init_IrRQ function we can see the call of the following function:

x86_init.irgs.intr_init();


https://en.wikipedia.org/wiki/Advanced_Programmable_Interrupt_Controller#I.2FO_APICs
https://en.wikipedia.org/wiki/Programmable_Interrupt_Controller
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/i8259.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/irq_vectors.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/irq_vectors.h
https://0xax.gitbooks.io/linux-insides/content/Interrupts/linux-interrupts-1.html
https://en.wikipedia.org/wiki/Industry_Standard_Architecture

from the arch/x86/kernel/x86_init.c source code file. If you have read chapter about the Linux kernel initialization process, you
can remember the x86_init structure. This structure contains a couple of files which are points to the function related to the
platform setup ( x86_64 in our case), for example resources - related with the memory resources, mpparse - related with the
parsing of the MultiProcessor Configuration Table table and etc.). As we can see the x86_init also contains the irgs field

which contains three following fields:

struct x86_init_ops x86_init __initdata

{
.irgs = {
.pre_vector_init = init_ISA irgs,
.intr_init = native_init_IRQ,
.trap_init = x86_1init_noop,
H
}

Now, we are interesting in the native_init_IRQ . As we can note, the name of the native_init_IRQ function contains the
native_ prefix which means that this function is architecture-specific. It defined in the arch/x86/kernel/irginit.c and executes

general initialization of the Local APIC and initialization of the ISA irgs. Let's look on the implementation of the
native_init_IRQ function and will try to understand what occurs there. The native_init_IRQ function starts from the

execution of the following function:

x86_init.irqgs.pre_vector_init();

As we can see above, the pre_vector_init points to the init_ISA_irgs function that defined in the same source code file and
as we can understand from the function's name, it makes initialization of the 1sA related interrupts. The init_ISA irgs

function starts from the definition of the chip variable which hasa irq_chip type:

void __init init_ISA_irqgs(void
{

struct irg_chip *chip = legacy_pic->chip;

The irq_chip structure defined in the include/linux/irq.h header file and represents hardware interrupt chip descriptor. It

contains:

e name -name of a device. Used in the /proc/interrupts :

$ cat /proc/interrupts

CPUO CPU1 CPU2 CPU3 CPU4 CPU5S CPU6 CPU7
I0-APIC -edge
timer
I0-APIC -edge
ig8e42
I0-APIC -edge

rtco

look on the last column;

® (*irqg_mask)(struct irg_data *data) -mask an interrupt source;
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® (*irg_ack)(struct irq_data *data) - start of a new interrupt;
® (*irqg_startup)(struct irq_data *data) - startup ﬂieinterrupu
® (*irg_shutdown)(struct irq_data *data) - shutdown the interrupt

e and etc.

fields. Note that the irq_data structure represents set of the per irq chip data passed down to chip functions. It contains mask -
precomputed bitmask for accessing the chip registers, irq - interrupt number, hwirq - hardware interrupt number, local to the

interrupt domain chip low level interrupt hardware access and etc.

After this depends on the conrFIG_x86_64 and CONFIG_x86_LOCAL_APIC kernel configuration option call the init_bsp_APIC

function from the arch/x86/kernel/apic/apic.c:

#if defined(CONFIG_X86_64) || defined(CONFIG_X86_LOCAL_APIC)
init_bsp_APIC();
#endif

This function makes initialization of the APIC of bootstrap processor (or processor which starts first). It starts from the check

that we found SMP config (read more about it in the sixth part of the Linux kernel initialization process chapter) and the processor

has apIcC :
if (smp_found_config || !cpu_has_apic)
return;

In other way we return from this function. In the next step we call the clear_local ApIc function from the same source code file
that shutdowns the local Apic (more about it will be in the chapter about the Advanced Programmable Interrupt Controller )

and enable Apic of the first processor by the setting unsigned int value tothe APIC_SPIV_APIC_ENABLED :

value = apic_read(APIC_SPIV);
value &= ~APIC_VECTOR_MASK;
value |= APIC_SPIV_APIC_ENABLED;

and writing it with the help of the apic_write function:

apic_write(APIC_SPIV, value);

After we have enabled Apic for the bootstrap processor, we return to the init_ISA_irgs function and in the next step we

initialize legacy Programmable Interrupt Controller and set the legacy chip and handler for the each legacy irq:

legacy_pic->init(0);

for (1 = 0; 1 < nr_legacy_irqgs(); i++)
irg_set_chip_and_handler (i, chip, handle_level _irq);

Where can we find init function? The legacy_pic defined in the arch/x86/kernel/i8259.c and it is:

struct legacy_pic *legacy_pic = &default_legacy_pic;

Where the default_legacy_pic is:

struct legacy_pic default_legacy_pic = {

.init = init_8259A,
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The init_8259A function defined in the same source code file and executes initialization of the Intel 8259 “Programmable

Interrupt Controller (more about it will be in the separate chapter about Programmable Interrupt Controllers and APIC ).

Now we can return to the native_init_IRQ function, after the init_ISA_irgs function finished its work. The next step is the
call of the apic_intr_init function that allocates special interrupt gates which are used by the SMP architecture for the Inter-
processor interrupt. The alloc_intr_gate macro from the arch/x86/include/asm/desc.h used for the interrupt descriptor

allocation:

#define alloc_intr_gate(n, addr)
do {
alloc_system_vector(n);

O

set_intr_gate(n, addr);
} while (0)

As we can see, first of all it expands to the call of the alloc_system_vector function that checks the given vector number in the
used_vectors bitmap (read previous part about it) and if it is not set in the used_vectors bitmap we set it. After this we test

that the first_system_vector is greater than given interrupt vector number and if it is greater we assign it:

if (!test_bit( , used_vectors)) {
set_bit( , used_vectors);
if (first_system_vector > )
first_system_vector = H
} else {
BUG();
}

We already saw the set_bit macro, now let's look on the test_bit andthe first_system vector . The first test_bit
macro defined in the arch/x86/include/asm/bitops.h and looks like this:

#define test_bit(nr, addr) \
(__builtin_constant_p((nr)) \
? constant_test_bit((nr), (addr)) \

: variable_test_bit((nr), (addr)))

We can see the ternary operator here make a test with the gcc built-in function __builtin_constant_p tests that given vector
number ( nr ) is known at compile time. If you're feeling misunderstanding of the _ builtin_constant_p , we can make simple

test:

#include <stdio.h>
#define PREDEFINED_VAL 1
int main {
int i = 5;
("_builtin_constant_p(i) is %d\n", __builtin_constant_p(i));
("__builtin_constant_p(PREDEFINED_VAL) is %d\n", __builtin_constant_p(PREDEFINED_VAL));

("_builtin_constant_p(1600) is %d\n", __builtin_constant_p( ),

return 0;

and look on the result:

$ gcc test.c -0 test
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$ ./test

__builtin_constant_p(i) is ©
__builtin_constant_p(PREDEFINED_VAL) is 1
__builtin_constant_p(100) is 1

Now I think it must be clear for you. Let's get back to the test_bit macro. If the _ builtin_constant_p

we call constant_test_bit function:

static inline int constant_test_bit(int

{
const u32 *p = (const u32 *)addr;

return ((1UL << (nr & )) & (p[nr >>

and the variable_test_bit in other way:

static inline int variable_test_bit(int

{
ug v;
const u32 *p = (const u32 *)addr;

const void

1) =05

const void

asm("btl %2,%1; setc %0" : "=gm" (v) : "m" (*p), "Ir" (nr));

return v;

will return non-zero,

What's the difference between two these functions and why do we need in two different functions for the same purpose? As you

already can guess main purpose is optimization. If we will write simple example with these functions:

#define CONST 25

int main {
int nr = 2
variable_test_bit(nr, (int*)
constant_test_bit(CONST, (int*)
return 0;

and will look on the assembly output of our example we will see following assembly code:

pushq %rbp
movq %rsp, %rbp

movl $268435456, %esi

movl $25, %edi
call constant_test_bit

for the constant_test_bit , and:

pushq %rbp
movq %rsp, %rbp

subq $16, %rsp
movl $24, -4(%rbp)

movl -4(%rbp), %eax
movl $268435456, %esi
movl %eax, %edi

call variable_test_bit

)i



for the variable_test_bit . These two code listings starts with the same part, first of all we save base of the current stack frame
inthe %rbp register. But after this code for both examples is different. In the first example we put $268435456 (here the
$268435456 is our second parameter - 0x10000000 ) to the esi and $25 (our first parameter) to the edi register and call
constant_test_bit . We put function parameters to the esi and edi registers because as we are learning Linux kernel for the
x86_64 architecture we use System vV AMD64 ABI calling convention. All is pretty simple. When we are using predefined
constant, the compiler can just substitute its value. Now let's look on the second part. As you can see here, the compiler can not
substitute value from the nr variable. In this case compiler must calculate its offset on the program's stack frame. We subtract
16 fromthe rsp register to allocate stack for the local variables data and put the $24 (value of the nr wvariable) to the rbp

with offset -4 . Our stack frame will be like this:

<- stack grows

| nr [-1 [-1 [-1 arge |

After this we put this value to the eax ,so eax register now contains value of the nr . In the end we do the same that in the
first example, we put the $268435456 (the first parameter of the variable_test_bit function) and the value of the eax (value

of nr )tothe edi register (the second parameter of the variable_test_bit function ).

The next step after the apic_intr_init function will finish its work is the setting interrupt gates from the

FIRST_EXTERNAL_VECTOR Or 0x20 tothe ox256

i = FIRST_EXTERNAL_VECTOR;

#ifndef CONFIG_X86_LOCAL_APIC
#define first_system_vector NR_VECTORS
#endif

for_each_clear_bit_from(i, used_vectors, first_system_vector) {
set_intr_gate(i, irqg_entries_start + * (1 - FIRST_EXTERNAL_VECTOR))

But as we are using the for_each_clear_bit_from helper, we set only non-initialized interrupt gates. After this we use the same

for_each_clear_bit_from helper to fill the non-filled interrupt gates in the interrupt table with the spurious_interrupt :

#ifdef CONFIG_X86_LOCAL_APIC

for_each_clear_bit_from(i, used_vectors, NR_VECTORS)
set_intr_gate(i, spurious_interrupt);

#endif

Where the spurious_interrupt function represent interrupt handler for the spurious interrupt. Here the used_vectors is the
unsigned long that contains already initialized interrupt gates. We already filled first 32 interrupt vectors in the trap_init

function from the arch/x86/kernel/setup.c source code file:

for (i = 0; i < FIRST_EXTERNAL_VECTOR; i++)
set_bit(i, used_vectors);

You can remember how we did it in the sixth part of this chapter.

In the end of the native_init_IRQ function we can see the following check:
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if (!acpi_ioapic && 'of_ioapic && nr_legacy_irqgs())
setup_irq(2, &irqg2);

First of all let's deal with the condition. The acpi_ioapic variable represents existence of I/O APIC. It defined in the
arch/x86/kernel/acpi/boot.c. This variable set in the acpi_set_irg_model_ioapic function that called during the processing
Multiple APIC Description Table . This occurs during initialization of the architecture-specific stuff in the
arch/x86/kernel/setup.c (more about it we will know in the other chapter about APIC). Note that the value of the acpi_ioapic
variable depends on the conFIG_AcPI and CONFIG_x86_LOCAL_APIC Linux kernel configuration options. If these options did not

set, this variable will be just zero:

#define acpi_ioapic 0

The second condition - !of_ioapic && nr_legacy_irgs() checks that we do not use Open Firmware 1/0 APIC and legacy
interrupt controller. We already know about the nr_legacy_irgs . The second is of_ioapic variable defined in the
arch/x86/kernel/devicetree.c and initialized in the dtb_ioapic_setup function that build information about Apics in the
devicetree. Note that of_ioapic variable depends on the conrFIG_oF Linux kernel configuration option. If this option is not set,

the value of the of_ioapic will be zero too:

#ifdef CONFIG_OF
extern int of_ioapic;

#else
#define of_ioapic 0

#endif

If the condition will return non-zero value we call the:

setup_irq(2, &irqg2);

function. First of all about the irq2 . The irqg2 isthe irgaction structure that defined in the arch/x86/kernel/irqinit.c source

code file and represents IRQ 2 line that is used to query devices connected cascade:

static struct irqaction irq2 = {
.handler = no_action,
.name = '"cascade",
.flags = IRQF_NO_THREAD,

}i

Some time ago interrupt controller consisted of two chips and one was connected to second. The second chip that was connected
to the first chip via this 1rQ 2 line. This chip serviced lines from 8 to 15 and after this lines of the first chip. So, for example

Intel 8259A has following lines:

e IRQ 0 - system time;

e 1IRQ 1 - keyboard;

e 1IRQ 2 -used for devices which are cascade connected;
e 1IRQ 8 -RTC;

e IRQ 9 -reserved;

e IRQ 10 -reserved;

e IRQ 11 -reserved;
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e IRQ 12 - ps/2 MOUSE;

e IRQ 13 - COProcessor;

e IRQ 14 - hard drive controller;
e IRQ 1 -reserved;

e IRQ 3 - coM2 and coM4 ;

e IRQ 4 - comi and cOM3 ;

e IRQ5 - LPT2;

e 1IRQ 6 - drive controller;

e IRQ 7 - LPT1.
The setup_irg function defined in the kernel/irqg/manage.c and takes two parameters:

e vector number of an interrupt;

e irgaction structure related with an interrupt.

This function initializes interrupt descriptor from the given vector number at the beginning:

struct irq_desc *desc = irq_to_desc(irq);

And call the __setup_irq function that setups given interrupt:

chip_bus_lock(desc);

retval = _ _setup_irq(irq, desc, act);
chip_bus_sync_unlock(desc);

return retval;

Note that the interrupt descriptor is locked during __setup_irq function will work. The __setup_irq function makes many
different things: It creates a handler thread when a thread function is supplied and the interrupt does not nest into another interrupt

thread, sets the flags of the chip, fills the irgaction structure and many many more.

All of the above it creates /prov/vector_number directory and fills it, but if you are using modern computer all values will be

zero there:

$ cat /proc/irq/2/node
0]

$cat /proc/irq/2/affinity_hint
00

cat /proc/irq/2/spurious
count 0

unhandled 0
last_unhandled 0 ms

because probably apic handles interrupts on the our machine.

That's all.

Conclusion

It is the end of the eighth part of the Interrupts and Interrupt Handling chapter and we continued to dive into external hardware
interrupts in this part. In the previous part we started to do it and saw early initialization of the 1RQs . In this part we already saw
non-early interrupts initialization in the init_IrRQ function. We saw initialization of the vector_irq per-cpu array which is
store vector numbers of the interrupts and will be used during interrupt handling and initialization of other stuff which is related to

the external hardware interrupts.
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In the next part we will continue to learn interrupts handling related stuff and will see initialization of the softirgs .
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 9.

Introduction to deferred interrupts (Softirqg, Tasklets and
Workqueues)

It is the nine part of the Interrupts and Interrupt Handling in the Linux kernel chapter and in the previous Previous part we saw
implementation of the init_IRQ from that defined in the arch/x86/kernel/irqinit.c source code file. So, we will continue to dive

into the initialization stuff which is related to the external hardware interrupts in this part.
Interrupts may have different important characteristics and there are two among them:

e Handler of an interrupt must execute quickly;

e Sometime an interrupt handler must do a large amount of work.

As you can understand, it is almost impossible to make so that both characteristics were valid. Because of these, previously the

handling of interrupts was split into two parts:

e Top half;
e Bottom half;

Once the Linux kernel was one of the ways the organization postprocessing, and which was called: the bottom half of the
processor, but now it is already not actual. Now this term has remained as a common noun referring to all the different ways of
organizing deferred processing of an interrupt.The deferred processing of an interrupt suggests that some of the actions for an
interrupt may be postponed to a later execution when the system will be less loaded. As you can suggests, an interrupt handler can
do large amount of work that is impermissible as it executes in the context where interrupts are disabled. That's why processing of
an interrupt can be split on two different parts. In the first part, the main handler of an interrupt does only minimal and the most
important job. After this it schedules the second part and finishes its work. When the system is less busy and context of the

processor allows to handle interrupts, the second part starts its work and finishes to process remaining part of a deferred interrupt.
There are three types of deferred interrupts in the Linux kernel:

® softirgs ;
® tasklets ;

® workqueues ;

And we will see description of all of these types in this part. As I said, we saw only a little bit about this theme, so, now is time to

dive deep into details about this theme.

Softirgs

With the advent of parallelisms in the Linux kernel, all new schemes of implementation of the bottom half handlers are built on
the performance of the processor specific kernel thread that called ksoftirqd (will be discussed below). Each processor has its
own thread that is called ksoftirqd/n where the n is the number of the processor. We can see it in the output of the systemd-

cgls util:

$ systemd-cgls -k | grep ksoft
- 3 [ksoftirqd/0]
= 13 [ksoftirqgd/1]
|- 18 [ksoftirqgd/2]
|~ 23 [ksoftirqd/3]
|- 28 [ksoftirqd/4]
|~ 33 [ksoftirqd/5]
|- 38 [ksoftirqd/6]
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- 43 [ksoftirqd/7]

The spawn_ksoftirqd function starts this these threads. As we can see this function called as early initcall:

early_initcall(spawn_ksoftirqd);

Softirgs are determined statically at compile-time of the Linux kernel and the open_softirq function takes care of softirq

initialization. The open_softirq function defined in the kernel/softirq.c:

void open_softirq(int nr, void (*action)(struct softirqg_action *))

{

softirg_vec[nr].action = action;

and as we can see this function uses two parameters:

o the index of the softirq_vec array;

e a pointer to the softirq function to be executed;

First of all let's look on the softirq_vec array:

static struct softirg_action softirq_vec[NR_SOFTIRQS] __cacheline_aligned_in_smp;

it defined in the same source code file. As we can see, the softirq_vec array may contain NR_SOFTIRQS or 10 types of
softirgs that has type softirq_action . First of all about its elements. In the current version of the Linux kernel there are ten
softirq vectors defined; two for tasklet processing, two for networking, two for the block layer, two for timers, and one each for

the scheduler and read-copy-update processing. All of these kinds are represented by the following enum:

enum

HI_SOFTIRQ=0,
TIMER_SOFTIRQ,
NET_TX_SOFTIRQ,
NET_RX_SOFTIRQ,
BLOCK_SOFTIRQ,
BLOCK_IOPOLL_SOFTIRQ,
TASKLET_SOFTIRQ,
SCHED_SOFTIRQ,
HRTIMER_SOFTIRQ,
RCU_SOFTIRQ,
NR_SOFTIRQS

i

All names of these kinds of softirgs are represented by the following array:

const char * const softirg_to_name[NR_SOFTIRQS] = {
"HI", "TIMER", "NET_TX", "NET_RX", "BLOCK", "BLOCK_IOPOLL"
"TASKLET", "SCHED", "HRTIMER", "RCU"

Or we can see it in the output of the /proc/softirgs :

~$ cat /proc/softirqgs

CPUO CPU1 CPU2 CPU3 CPU4 CPU5 CPU6 CPU7

HI: 5 (0] (0] 0 0 0 (0] (0]
TIMER: 332519 310498 289555 272913 282535 279467 282895 270979
NET_TX: 2320 (0] (0] 2 1 1 (0] (0]

NET_RX: 270221 225 338 281 311 262 430 265
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BLOCK: 134282 32 40 10 12 7 8 8

BLOCK_IOPOLL: [¢] (0] (0] 0 0 [} [¢] (0]
TASKLET: 196835 2 3 0 0 [} [¢] (0]
SCHED: 161852 146745 129539 126064 127998 128014 120243 117391
HRTIMER: [¢] (0] (0] 0 0 [} [¢] (0]

RCU: 337707 289397 251874 239796 254377 254898 267497 256624

As we can see the softirq_vec array has softirg_action types. This is the main data structure related to the softirq
mechanism, so all softirgs represented by the softirq_action structure. The softirg_action structure consists a single

field only: an action pointer to the softirq function:

struct softirg_action

{

void (*action)(struct softirg_action *);

3

So, after this we can understand that the open_softirq function fills the softirq_vec array with the given softirq_action .
The registered deferred interrupt (with the call of the open_softirg function) for it to be queued for execution, it should be
activated by the call of the raise_softirg function. This function takes only one parameter -- a softirq index nr . Let's look on

its implementation:

void raise_softirq(unsigned int

{
unsigned long flags;
local_irqg_save(flags);
raise_softirg_irqoff(nr);
local_irq_restore(flags);
}

Here we can see the call of the raise_softirq_irqoff function between the local_irg_save andthe local_irqg_restore
macros. The local_irq_save defined in the include/linux/irgflags.h header file and saves the state of the IF flag of the eflags
register and disables interrupts on the local processor. The local_irq_restore macro defined in the same header file and does
the opposite thing: restores the interrupt flag and enables interrupts. We disable interrupts here because a softirq interrupt

runs in the interrupt context and that one softirq (and no others) will be run.

The raise_softirg_irqoff function marks the softirq as deffered by setting the bit corresponding to the given index nr in the

softirg bit mask ( __softirqg_pending ) of the local processor. It does it with the help of the:

__raise_softirg_irqoff(nr);

macro. After this, it checks the result of the in_interrupt thatreturns irq_count value. We already saw the irq_count in the
first part of this chapter and it is used to check if a CPU is already on an interrupt stack or not. We just exit from the
raise_softirq_irqoff , restore IF flag and enable interrupts on the local processor, if we are in the interrupt context,

otherwise we call the wakeup_softirqd :

if (!in_interrupt())
wakeup_softirqd();

Where the wakeup_softirqd function activates the ksoftirqd kernel thread of the local processor:

static void wakeup_softirqd(void

{

struct task_struct *tsk = __this_cpu_read(ksoftirqd);

if (tsk && tsk->state != TASK_RUNNING)
wake_up_process(tsk);
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Each ksoftirqd kernel thread runs the run_ksoftirqd function that checks existence of deferred interrupts and calls the

__do_softirq function depending on the result of the check. This function reads the __softirq_pending softirq bit mask of the

local processor and executes the deferrable functions corresponding to every bit set. During execution of a deferred function, new

pending softirgs might occur. The main problem here that execution of the userspace code can be delayed for a long time

while the __do_softirq function will handle deferred interrupts. For this purpose, it has the limit of the time when it must be
finished:

unsigned long end = jiffies + MAX_SOFTIRQ_TIME;

restart:
while ((softirqg_bit = ffs(pending))) {

h->action(h);

pending = local_softirq_pending();
if (pending) {

if (time_before(jiffies, end) && !need_resched() &&
--max_restart)
goto restart;

Checks of the existence of the deferred interrupts are performed periodically. There are several points where these checks occur.

The main point is the call of the do_1rQ function defined in arch/x86/kernel/irq.c, which provides the main means for actual

interrupt processing in the Linux kernel. When do_1rQ finishes handling an interrupt, it calls the exiting_irq function from

the arch/x86/include/asm/apic.h that expands to the call of the irq_exit function. irq_exit checks for deferred interrupts and

the current context and calls the invoke_softirq function:

if (!in_interrupt() && local_softirqg_pending())

invoke_softirq();

that also executes __do_softirg . To summarize, each softirq goes through the following stages:

Registration of a softirq with the open_softirq function.

Activation of a softirq by marking it as deferred with the raise_softirq function.

After this, all marked softirgs will be triggered in the next time the Linux kernel schedules a round of executions of
deferrable functions.

And execution of the deferred functions that have the same type.

As I already wrote, the softirgs are statically allocated and it is a problem for a kernel module that can be loaded. The second

concept that built on top of softirq --the tasklets solves this problem.

Tasklets

If you read the source code of the Linux kernel that is related to the softirq , you notice that it is used very rarely. The

preferable way to implement deferrable functions are tasklets . As I already wrote above the tasklets are built on top of the

softirg concept and generally on top of two softirgs :
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® TASKLET_SOFTIRQ ,

® HI_SOFTIRQ .

In short words, tasklets are softirgs that can be allocated and initialized at runtime and unlike softirgs , tasklets that have
the same type cannot be run on multiple processors at a time. Ok, now we know a little bit about the softirgs , of course
previous text does not cover all aspects about this, but now we can directly look on the code and to know more about the

softirgs step by step on practice and to know about tasklets . Let's return back to the implementation of the softirg_init
function that we talked about in the beginning of this part. This function is defined in the kernel/softirq.c source code file, let's
look on its implementation:

void __init softirg_init(void

{
int cpu;
for_each_possible_cpu(cpu) {
per_cpu(tasklet_vec, cpu).tail =
&per_cpu(tasklet_vec, cpu).head;
per_cpu(tasklet_hi_vec, cpu).tail =
&per_cpu(tasklet_hi_vec, cpu).head;
3
open_softirq(TASKLET_SOFTIRQ, tasklet_action);
open_softirq(HI_SOFTIRQ, tasklet_hi_action);
}

We can see definition of the integer cpu variable at the beginning of the softirg_init function. Next we will use it as
parameter for the for_each_possible_cpu macro that goes through the all possible processors in the system. If the possible
processor is the new terminology for you, you can read more about it the CPU masks chapter. In short words, possible cpus

is the set of processors that can be plugged in anytime during the life of that system boot. All possible processors stored in the

cpu_possible_bits bitmap, you can find its definition in the kernel/cpu.c:

static DECLARE_BITMAP __read_mostly;

const struct cpumask *const cpu_possible_mask = to_cpumask(cpu_possible_bits);

Ok, we defined the integer cpu variable and go through the all possible processors with the for_each_possible_cpu macro and

makes initialization of the two following per-cpu variables:

® tasklet_vec ;

® tasklet_hi_vec ;

These two per-cpu variables defined in the same source code file as the softirq_init function and represent two

tasklet_head structures:

static DEFINE_PER_CPU(struct
static DEFINE_PER_CPU(struct

Where tasklet_head structure represents a list of Tasklets and contains two fields, head and tail:

struct tasklet_head {
struct tasklet_struct *head;
struct tasklet_struct **tail;
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The tasklet_struct structure is defined in the include/linux/interrupt.h and represents the Tasklet . Previously we did not see
this word in this book. Let's try to understand what the tasklet is. Actually, the tasklet is one of mechanisms to handle deferred

interrupt. Let's look on the implementation of the tasklet_struct structure:

struct tasklet_struct

{
struct tasklet_struct *next;
unsigned long state;
atomic_t count;
void (*func)(unsigned long);
unsigned long data;

3

As we can see this structure contains five fields, they are:

e Next tasklet in the scheduling queue;

e State of the tasklet;

e Represent current state of the tasklet, active or not;
e Main callback of the tasklet;

e Parameter of the callback.

In our case, we set only for initialize only two arrays of tasklets in the softirq_init function: the tasklet_vec and the
tasklet_hi_vec . Tasklets and high-priority tasklets are stored in the tasklet_vec and tasklet_hi_vec arrays, respectively.
So, we have initialized these arrays and now we can see two calls of the open_softirq function that is defined in the

kernel/softirq.c source code file:

open_softirq(TASKLET_SOFTIRQ, tasklet_action);
open_softirq(HI_SOFTIRQ, tasklet_hi_action);

at the end of the softirq_init function. The main purpose of the open_softirg function is the initialization of softirq .

Let's look on the implementation of the open_softirg function.

, in our case they are: tasklet_action andthe tasklet_hi_action orthe softirq function associated with the HI_SOFTIRQ
softirq is named tasklet_hi_action and softirq function associated with the TASKLET_SOFTIRQ is named tasklet_action .
The Linux kernel provides API for the manipulating of tasklets . First of all it is the tasklet_init function that takes

tasklet_struct , function and parameter for it and initializes the given tasklet_struct with the given data:

void tasklet_init(struct tasklet_struct *t,
void (*func)(unsigned long), unsigned long data)

{
t->next = NULL;
t->state = 0;
atomic_set(&t->count, 0);
t->func = func;
t->data = data;

}

There are additional methods to initialize a tasklet statically with the two following macros:

DECLARE_TASKLET (name, func, data);
DECLARE_TASKLET_DISABLED(name, func, data);

The Linux kernel provides three following functions to mark a tasklet as ready to run:

void tasklet_schedule(struct ]
void tasklet_hi_schedule(struct f
void tasklet_hi_schedule_first(struct f


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/interrupt.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/kernel/softirq.c

The first function schedules a tasklet with the normal priority, the second with the high priority and the third out of turn.
Implementation of the all of these three functions is similar, so we will consider only the first -- tasklet_schedule . Let's look on

its implementation:

static inline void tasklet_schedule(struct

{
if (!test_and_set_bit(TASKLET_STATE_SCHED, &t->state))

__tasklet_schedule(t);

}

void __tasklet_schedule(struct tasklet_struct *t)

{
unsigned long flags;
local_irqg_save(flags);
t->next = H
*__this_cpu_read(tasklet_vec.tail) = t;
__this_cpu_write(tasklet_vec.tail, &(t->next));
raise_softirg_irqoff (TASKLET_SOFTIRQ);
local_irq_restore(flags);

}

As we can see it checks and sets the state of the given tasklet to the TASKLET_STATE_SCHED and executes the
__tasklet_schedule with the given tasklet. The _ tasklet_schedule looks very similar to the raise_softirg function that
we saw above. It saves the interrupt flag and disables interrupts at the beginning. After this, it updates tasklet_vec with the
new tasklet and calls the raise_softirg_irqoff function that we saw above. When the Linux kernel scheduler will decide to run
deferred functions, the tasklet action function will be called for deferred functions which are associated with the
TASKLET_SOFTIRQ and tasklet_hi_action for deferred functions which are associated with the HI_sorFTIRQ . These functions
are very similar and there is only one difference between them -- tasklet_action uses tasklet_vec and tasklet_hi_action

uses tasklet_hi_vec

Let's look on the implementation of the tasklet_action function:

static void tasklet_action(struct

{
local_irq_disable();
= __this_cpu_read(tasklet_vec.head);
__this_cpu_write(tasklet_vec.head, )
__this_cpu_write(tasklet_vec.tail, this_cpu_ptr(&tasklet_vec.head));
local_irq_enable();
while ( ) {
if (tasklet_trylock(t)) {
t->func(t->data);
tasklet_unlock(t);
3
}
}

In the beginning of the tasklet_action function, we disable interrupts for the local processor with the help of the

local irg_disable macro (you can read about this macro in the second part of this chapter). In the next step, we take a head of
the list that contains tasklets with normal priority and set this per-cpu list to nuLL because all tasklets must be executed in a
generally way. After this we enable interrupts for the local processor and go through the list of tasklets in the loop. In every
iteration of the loop we call the tasklet_trylock function for the given tasklet that updates state of the given tasklet on

TASKLET_STATE_RUN
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static inline int tasklet_trylock(struct

{
return !test_and_set_bit(TASKLET_STATE_RUN, &(t)->state);

If this operation was successful we execute tasklet's action (it was set in the tasklet_init )and call the tasklet_unlock
function that clears tasklet's TASKLET_STATE_RUN state.

In general, that's all about tasklets concept. Of course this does not cover full tasklets , butI think that it is a good point

from where you can continue to learn this concept.

The tasklets are widely used concept in the Linux kernel, but as I wrote in the beginning of this part there is third mechanism

for deferred functions -- workqueue . In the next paragraph we will see what it is.

Workqueues

The workqueue is another concept for handling deferred functions. It is similar to tasklets with some differences. Workqueue
functions run in the context of a kernel process, but tasklet functions run in the software interrupt context. This means that
workqueue functions must not be atomic as tasklet functions. Tasklets always run on the processor from which they were

originally submitted. Workqueues work in the same way, but only by default. The workqueue concept represented by the:

struct worker_pool {

spinlock_t lock;

int cpu;

int node;

int id;
unsigned int flags;
struct list_head worklist;
int nr_workers;

structure that is defined in the kernel/workqueue.c source code file in the Linux kernel. I will not write the source code of this

structure here, because it has quite a lot of fields, but we will consider some of those fields.

In its most basic form, the work queue subsystem is an interface for creating kernel threads to handle work that is queued from
elsewhere. All of these kernel threads are called -- worker threads . The work queue are maintained by the work_struct that

defined in the include/linux/workqueue.h. Let's look on this structure:

struct work_struct {
atomic_long_t data;
struct list_head entry;
work_func_t func;
#ifdef CONFIG_LOCKDEP
struct lockdep_map lockdep_map;
#endif
}

Here are two things that we are interested: func -- the function that will be scheduled by the workqueue and the data -

parameter of this function. The Linux kernel provides special per-cpu threads that are called kworker :

systemd-cgls -k | grep kworker
- 5 [kworker/0:0H]
= 15 [kworker/1:0H]
|- 20 [kworker/2:0H]
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|—= 25 [kworker/3:0H]
|—= 30 [kworker/4:0H]

This process can be used to schedule the deferred functions of the workqueues (as ksoftirqd for softirgs ). Besides this we
can create new separate worker thread for a workqueue . The Linux kernel provides following macros for the creation of

workqueue:

#define DECLARE_WORK(n, f) \
struct work_struct n = _ WORK_INITIALIZER(n, f)

for static creation. It takes two parameters: name of the workqueue and the workqueue function. For creation of workqueue in

runtime, we can use the:

#define INIT_WORK(_work, _func) \
__INIT_WORK((_work), (_func), 0)

#define __ INIT_WORK(_work, _func, _onstack) \
do { \
__init_work((_work), _onstack); \
(_work)->data = (atomic_long_t) WORK_DATA_INIT(); \
INIT_LIST_HEAD(&(_work)->entry); \
(_work)->func = (_func); \

} while (0)

macro that takes work_struct structure that has to be created and the function to be scheduled in this workqueue. After a work
was created with the one of these macros, we need to put it to the workqueue . We can do it with the help of the queue_work or

the queue_delayed_work functions:

static inline bool queue_work(struct
struct

return queue_work_on(WORK_CPU_UNBOUND, wqg, work);

The queue_work function just calls the queue_work_on function that queue work on specific processor. Note that in our case we
pass the WORK_CPU_UNBOUND to the queue_work_on function. It is a part of the enum that is defined in the
include/linux/workqueue.h and represents workqueue which are not bound to any specific processor. The queue_work_on
function tests and set the WORK_STRUCT_PENDING_BIT bit of the given work and executes the _ queue_work function with the

workqueue for the given processor and given work :

bool queue_work_on(int struct
struct

bool ret = f
if (!'test_and_set_bit(WORK_STRUCT_PENDING_BIT, work_data_bits(work))) {

__queue_work(cpu, wq, work);
ret = A

return ret;
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The __queue_work function gets the work pool . Yes, the work pool not workqueue . Actually, all works are not placed in
the workqueue , but to the work pool that is represented by the worker_pool structure in the Linux kernel. As you can see
above, the workqueue_struct structure has the pwgs field which is list of worker_pools . When we create a workqueue , it
stands out for each processor the pool workqueue . Each pool_workqueue associated with worker_pool , which is allocated on
the same processor and corresponds to the type of priority queue. Through them workqueue interacts with worker_pool . So in
the __queue_work function we set the cpu to the current processor with the raw_smp_processor_id (you can find information
about this macro in the fourth part of the Linux kernel initialization process chapter), getting the pool_workqueue for the given

workqueue_struct and insert the given work to the given workqueue :

static void __queue_work(int cpu, struct workqueue_struct *wq,
struct work_struct *work)

if (req_cpu == WORK_CPU_UNBOUND)
cpu = raw_smp_processor_id();

if (!(wqg->flags & WQ_UNBOUND))
pwq = per_cpu_ptr(wg->cpu_pwqgs, cpu);
else
pwg = unbound_pwg_by_node(wq, cpu_to_node(cpu));

insert_work(pwqg, work, worklist, work_flags);

As we can create works and workqueue , we need to know when they are executed. As I already wrote, all works are executed
by the kernel thread. When this kernel thread is scheduled, it starts to execute works from the given workqueue . Each worker
thread executes a loop inside the worker_thread function. This thread makes many different things and part of these things are

similar to what we saw before in this part. As it starts executing, it removes all work_struct or works fromits workqueue .

That's all.

Conclusion

It is the end of the ninth part of the Interrupts and Interrupt Handling chapter and we continued to dive into external hardware
interrupts in this part. In the previous part we saw initialization of the IrQs and main irq_desc structure. In this part we saw

three concepts: the softirq , tasklet and workqueue that are used for the deferred functions.

The next part will be last part of the Interrupts and Interrupt Handling chapter and we will look on the real hardware driver

and will try to learn how it works with the interrupts subsystem.
If you have any questions or suggestions, write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Interrupts and Interrupt Handling. Part 10.

Last part

This is the tenth part of the chapter about interrupts and interrupt handling in the Linux kernel and in the previous part we saw a
little about deferred interrupts and related concepts like softirq , tasklet and workgeue . In this part we will continue to dive

into this theme and now it's time to look at real hardware driver.

Let's consider serial driver of the Strong ARM** SA-110/21285 Evaluation Board board for example and will look how this driver
requests an [RQ line, what happens when an interrupt is triggered and etc. The source code of this driver is placed in the

drivers/tty/serial/21285.c source code file. Ok, we have source code, let's start.

Initialization of a kernel module

We will start to consider this driver as we usually did it with all new concepts that we saw in this book. We will start to consider it
from the intialization. As you already may know, the Linux kernel provides two macros for initialization and finalization of a

driver or a kernel module:

® module_init ;

® module_exit .

And we can find usage of these macros in our driver source code:

module_init(serial21285_init);
module_exit(serial21285_exit);

The most part of device drivers can be compiled as a loadable kernel module or in another way they can be statically linked into
the Linux kernel. In the first case initialization of a device driver will be produced via the module_init and module_exit

macros that are defined in the include/linux/init.h:

#define module_init(initfn) \
static inline initcall t __inittest(void) \
{ return initfn; } \

int init_module(void) __attribute__((alias(#initfn)));

#define module_exit(exitfn) \
static inline exitcall t __exittest(void) \
{ return exitfn; } \

void cleanup_module(void) __attribute__((alias(#exitfn)));

and will be called by the initcall functions:

® early initcall

® pure_initcall

® core_initcall

® postcore_initcall
® arch_initcall

® subsys_initcall

e fs_initcall

® rootfs_initcall

® device_initcall
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® late_initcall

that are called in the do_initcalls from the init/main.c. Otherwise, if a device driver is statically linked into the Linux kernel,

implementation of these macros will be following:

#define module_init(x) __initcall(x);
#define module_exit(x) __exitcall(x);

In this way implementation of module loading placed in the kernel/module.c source code file and initialization occurs in the
do_init_module function. We will not dive into details about loadable modules in this chapter, but will see it in the special
chapter that will describe Linux kernel modules. Ok, the module_init macro takes one parameter - the serial21285_init in

our case. As we can understand from function's name, this function does stuff related to the driver initialization. Let's look at it:

static int __init serial21285_init(void

{
int ret;
printk (KERN_INFO "Serial: 21285 driver\n");
serial21285_setup_ports();
ret = uart_register_driver(&serial21285_reg);
if (ret == 0)
uart_add_one_port(&serial21285_reg, &serial21285_port);
return ret;
}

As we can see, first of all it prints information about the driver to the kernel buffer and the call of the serial21285_setup_ports

function. This function setups the base uart clock of the serial21285 port device:

unsigned int mem_fclk_21285 = 2
static void serial21285_setup_ports(void
{
serial21285_port.uartclk = mem_fclk_21285 / 4;

Here the serial2i1285 is the structure that describes uart driver:

static struct uvart_driver serial21285_reg = {

.owner = THIS_MODULE,
.driver_name = "ttyFB",

.dev_name = "ttyFB",

.major = SERIAL_21285_MAJOR,
.minor = SERIAL_21285_MINOR,
.nr =1,

.cons = SERIAL_21285_CONSOLE,

If the driver registered successfully we attach the driver-defined port serial21285_port structure with the uart_add_one_port

function from the drivers/tty/serial/serial_core.c source code file and return from the serial21285_init function:

if (ret == 0)
uart_add_one_port(&serial21285_reg, &serial21285 port);

return ret;
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That's all. Our driver is initialized. When an uart port will be opened with the call of the uart_open function from the
drivers/tty/serial/serial core.c, it will call the uart_startup function to start up the serial port. This function will call the

startup function that is part of the uart_ops structure. Each uart driver has the definition of this structure, in our case it is:

static struct uart_ops serial21285_ops = {

.startup = serial21285_startup,

serial21285 structure. As we can see the .strartup field references onthe serial21285_startup function. Implementation

of this function is very interesting for us, because it is related to the interrupts and interrupt handling.

Requesting irq line
Let's look at the implementation of the serial21285 function:

static int serial21285 startup(struct

{

int ret;

tx_enabled(port) = 1;

rx_enabled(port) 2

ret = request_irq(IRQ_CONRX, serial21285_rx_chars, ©,
serial21285_name, port);
if (ret == 0) {
ret = request_irq(IRQ_CONTX, serial21285_tx_chars, 0,
serial21285_name, port);
if (ret)
free_irq(IRQ_CONRX, port);

return ret;

First of all about Tx and Rx . A serial bus of a device consists of just two wires: one for sending data and another for receiving.
As such, serial devices should have two serial pins: the receiver - Rx , and the transmitter - Tx . With the call of first two
macros: tx_enabled and rx_enabled , we enable these wires. The following part of these function is the greatest interest for us.
Note on request_irq functions. This function registers an interrupt handler and enables a given interrupt line. Let's look at the
implementation of this function and get into the details. This function defined in the include/linux/interrupt.h header file and looks

as:

static inline int __must_check

request_irq(unsigned int unsigned long
const char void
{
return request_threaded_irq(irqg, handler, , flags, name, dev);
}

As we can see, the request_irq function takes five parameters:

® irq - the interrupt number that being requested;
® handler - the pointer to the interrupt handler;

e flags - the bitmask options;

e name -the name of the owner of an interrupt;

e dev -the pointer used for shared interrupt lines;
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Now let's look at the calls of the request_irq functions in our example. As we can see the first parameter is IRQ_CONRX . We
know that it is number of the interrupt, but what is it conrx ? This macro defined in the arch/arm/mach-
footbridge/include/mach/irgs.h header file. We can find the full list of interrupts that the 21285 board can generate. Note that in
the second call of the request_irq function we pass the IRQ_conTx interrupt number. Both these interrupts will handle Rx

and Tx eventin our driver. Implementation of these macros is easy:

#define IRQ_CONRX _DC21285_TRQ(0)
#define IRQ_CONTX _DC21285_TRQ(1)
#define _DC21285 IRQ(X) (16 + (x))

The ISA IRQs on this board are from e to 15 , so, our interrupts will have first two numbers: 16 and 17 . Second parameters
for two calls of the request_irq functions are serial21285_rx_chars and serial21285_tx_chars . These functions will be
called when an Rx or Tx interrupt occurred. We will not dive in this part into details of these functions, because this chapter
covers the interrupts and interrupts handling but not device and drivers. The next parameter - flags and as we can see, it is zero
in both calls of the request_irq function. All acceptable flags are defined as IRQF_* macros in the include/linux/interrupt.h.
Some of it:

e IRQF_SHARED - allows sharing the irq among several devices;

e IRQF_PERCPU - an interrupt is per cpu;

e IRQF_NO_THREAD - an interrupt cannot be threaded;

® IRQF_NOBALANCING - excludes this interrupt from irq balancing;
e IRQF_IRQPOLL - an interrupt is used for polling;

e and etc.

In our case we pass o , so it will be 1RQF_TRIGGER_NONE . This flag means that it does not imply any kind of edge or level

triggered interrupt behaviour. To the fourth parameter ( name ), we pass the serial21285_name that defined as:

static const char serial21285_name[] = "Footbridge UART";

and will be displayed in the output of the /proc/interrupts . And in the last parameter we pass the pointer to the our main
vart_port structure. Now we know a little about request_irq function and its parameters, let's look at its implemenetation.

As we can see above, the request_irq function just makes a call of the request_threaded_irq function inside. The
request_threaded_irq function defined in the kernel/irqg/manage.c source code file and allocates a given interrupt line. If we

will look at this function, it starts from the definition of the irqaction andthe irg_desc :

int request_threaded_irq(unsigned int

unsigned long

const char void
{
struct irgaction *action;
struct irg_desc *desc;
int retval;
}

We arelady saw the irgaction andthe irq_desc structures in this chapter. The first structure represents per interrupt action
descriptor and contains pointers to the interrupt handler, name of the device, interrupt number, etc. The second structure represents

a descriptor of an interrupt and contains pointer to the irgaction , interrupt flags, etc. Note that the request_threaded_irq
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function called by the request_irq with the additioanal parameter: irq_handler_t thread_fn . If this parameter is not NULL ,
the irq thread will be created and the given irq handler will be executed in this thread. In the next step we need to make

following checks:

if (((irqflags & IRQF_SHARED) && !dev_id) ||
(!(irgflags & IRQF_SHARED) && (irqflags & IRQF_COND_SUSPEND)) ||
((irgflags & IRQF_NO_SUSPEND) && (irqgflags & IRQF_COND_SUSPEND)))
return -EINVAL;

First of all we check that real dev_id is passed for the shared interrupt and the IRQF_coND_susPenD only makes sense for shared
interrupts. Otherwise we exit from this function with the -eInvAL error. After this we convert the given irq number to the
irg descriptor wit the help of the irq_to_desc function that defined in the kernel/irg/irqdesc.c source code file and exit from

this function with the -EINVAL error if it was not successful:

desc = irqg_to_desc(irq);
if (!desc)
return -EINVAL;

The irg_to_desc function checks that given irq number is less than maximum number of IRQs and returns the irq descriptor

where the irq number is offset from the irq_desc array:

struct irq_desc *irq_to_desc(unsigned int

{

return (irq < NR_IRQS) ? irqg_desc + irq : 7

As we have converted irq numberto the irq descriptor we make the check the status of the descriptor that an interrupt can be

requested:

if (!irg_settings_can_request(desc) || WARN_ON(irqg_settings_is_per_cpu_devid(desc)))
return -EINVAL;

and exit with the -EINvAL in othre way. After this we check the given interrupt handler. If it was not passed to the request_irq
function, we check the thread_fn . If both handlers are NuLL , we return with the -gInvAL . If an interrupt handler was not

passed to the request_irq function, but the thread_fn is not null, we set handler to the irq_default_primary_handler :

if (!'handler) {
if (!'thread_fn)
return -EINVAL;
handler = irq_default_primary_handler;

In the next step we allocate memory for our irgaction with the kzalloc function and return from the function if this operation

was not successful:

action = kzalloc(sizeof(struct irgaction), GFP_KERNEL);
if (laction)
return -ENOMEM;

More about kzalloc will be in the separate chapter about memory management in the Linux kernel. As we allocated space for

the irgaction , we start to initialize this structure with the values of interrupt handler, interrupt flags, device name, etc:

action->handler = handler;
action->thread_fn = thread_fn;
action->flags = irgflags;
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action->name = devname;
action->dev_id = dev_id;

In the end of the request_threaded_irq function we call the __setup_irq function from the kernel/irg/manage.c and registers

agiven irqaction .Release memory for the irgaction and return:

chip_bus_lock(desc);
retval = __setup_irq(irq, desc, action);
chip_bus_sync_unlock(desc);

if (retval)
kfree(action);

return retval;

Note that the call of the __setup_irq function is placed between the chip_bus_lock and the chip_bus_sync_unlock

functions. These functions locl/unlock access to slow bus (like i2¢) chips. Now let's look at the implementation of the
__setup_irq function. In the beginning of the __setup_irq function we can see a couple of different checks. First of all we

check that the given interrupt descriptor is not NuLL , irgchip isnot NuLL and that given interrupt descriptor module owner is

not NuLL . After this we check is interrupt nest into another interrupt thread or not, and if it is nested we replace the

irg_default_primary_handler with the irg_nested_primary_handler

In the next step we create an irq handler thread with the kthread_create function, if the given interrupt is not nested and the

thread_fn isnot NULL :

if (new->thread_fn && !nested) {
struct task_struct *t;
t = kthread_create(irq_thread, new, "irqg/%d-%s'", irq, new->name);

And fill the rest of the given interrupt descriptor fields in the end. So, our 16 and 17 interrupt request lines are registered and
the serial21285_rx_chars and serial21285_tx_chars functions will be invoked when an interrupt controller will get event

releated to these interrupts. Now let's look at what happens when an interrupt occurs.

Prepare to handle an interrupt

In the previous paragraph we saw the requesting of the irq line for the given interrupt descriptor and registration of the

irgaction structure for the given interrupt. We already know that when an interrupt event occurs, an interrupt controller notifies
the processor about this event and processor tries to find appropriate interrupt gate for this interrupt. If you have read the eighth
part of this chapter, you may remember the native_init_IRQ function. This function makes initialization of the local APIC. The

following part of this function is the most interesting part for us right now:

for_each_clear_bit_from(i, used_vectors, first_system_vector) {
set_intr_gate(i, irqg_entries_start +
* (i - FIRST_EXTERNAL_VECTOR));

Here we iterate over all the cleared bit of the used_vectors bitmap starting at first_system_vector that is:

int first_system_vector = FIRST_SYSTEM_VECTOR; // Oxef
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and set interrupt gates with the i vector number and the irq_entries_start + 8 * (i - FIRST_EXTERNAL_VECTOR) start
address. Only one things is unclear here - the irg_entries_start . This symbol defined in the arch/x86/entry/entry 64.S

assembly file and provides irq entries. Let's look at it:

.align 8
ENTRY(irg_entries_start)
vector=FIRST_EXTERNAL_VECTOR
.rept (FIRST_SYSTEM_VECTOR - FIRST_EXTERNAL_VECTOR)
pushq $(~vector+0x80)
vector=vector+1

jmp common_interrupt
.align 8
.endr

END(irg_entries_start)

Here we can see the GNU assembler .rept instruction which repeats the sequence of lines that are before .endr -
FIRST_SYSTEM_VECTOR - FIRST_EXTERNAL_VECTOR times. As we already know, the FIRST_SYSTEM_VECTOR is oxef , and the

FIRST_EXTERNAL_VECTOR is equal to ©x2e . So, it will work:

times. In the body of the .rept instruction we push entry stubs on the stack (note that we use negative numbers for the interrupt
vector numbers, because positive numbers already reserved to identify system calls), increase the vector variable and jump on
the common_interrupt label. Inthe common_interrupt we adjust vector number on the stack and execute interrupt number

with the do_IRQ parameter:

common_interrupt:
addq $-0x80, (%rsp)
interrupt do_IRQ

The macro interrupt defined in the same source code file and saves general purpose registers on the stack, change the
userspace gs on the kernel with the swaApGs assembler instruction if need, increase per-cpu - irq_count variable that shows
that we are in interrupt and call the do_1rQ function. This function defined in the arch/x86/kernel/irq.c source code file and
handles our device interrupt. Let's look at this function. The do_IrqQ function takes one parameter - pt_regs structure that

stores values of the userspace registers:n

__visible unsigned int __irq_entry do_IRQ(struct

{
struct pt_regs *old_regs = set_irq_regs(regs);
unsigned = ~regs->orig_ax;
unsigned irq;
irg_enter();
exit_idle();
}

At the beginning of this function we can see call of the set_irq_regs function that returns saved per-cpu irq register pointer
and the calls of the irq_enter and exit_idle functions. The first function irq_enter enters to an interrupt context with the
updating _ preempt_count variable and the second function - exit_idle checks that current processis idle with pid- e

and notify the idle_notifier withthe IDLE_END .

In the next step we read the irq for the current cpu and call the handle_irq function:
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irq = __this_cpu_read(vector_irq[ 1);

if (!handle_irq(irq, regs)) {

The handle_irq function defined in the arch/x86/kernel/irq_64.c source code file, checks the given interrupt descriptor and call

the generic_handle_irq_desc

desc = irqg_to_desc(irq);
if (unlikely(!desc))
return ;
generic_handle_irqg_desc(irq, desc);

Where the generic_handle_irq_desc calls the interrupt handler:

static inline void generic_handle_irq_desc(unsigned int struct

{

desc->handle_irq(irqg, desc);

But stop... What is it handle_irq and why do we call our interrupt handler from the interrupt descriptor when we know that
irgaction points to the actual interrupt handler? Actually the irq_desc->handle_irq is a high-level API for the calling

interrupt handler routine. It setups during initialization of the device tree and APIC initialization. The kernel selects correct

function and call chain of the irqg->action(s) there. In this way, the serial21285_tx_chars orthe serial21285_rx_chars

function will be executed after an interrupt will occur.

In the end of the do_1rRQ function we call the irq_exit function that will exit from the interrupt context, the set_irq_regs

with the old userspace registers and return:

irg_exit();
set_irq_regs(old_regs);
return 1;

We already know that when an 1RrQ finishes its work, deferred interrupts will be executed if they exist.

Exit from interrupt

Ok, the interrupt handler finished its execution and now we must return from the interrupt. When the work of the do_1RQ
function will be finsihed, we will return back to the assembler code in the arch/x86/entry/entry_64.S to the ret_from_intr label.
First of all we disable interrupts with the DISABLE_INTERRUPTS macro that expands to the cli instruction and decreases value of

the irg_count per-cpu variable. Remember, this variable had value - 1 , when we were in interrupt context:

DISABLE_INTERRUPTS(CLBR_NONE)
TRACE_IRQS_OFF
decl PER_CPU_VAR(irg_count)

In the last step we check the previous context (user or kernel), restore it in a correct way and exit from an interrupt with the:

INTERRUPT_RETURN
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where the INTERRUPT_RETURN macro is:

#define INTERRUPT_RETURN jmp native_iret

and

ENTRY(native_iret)

.global native_irq_return_iret
native_irg_return_iret:
iretq

That's all.

Conclusion

It is the end of the tenth part of the Interrupts and Interrupt Handling chapter and as you have read in the beginning of this part - it
is the last part of this chapter. This chapter started from the explanation of the theory of interrupts and we have learned what is it
interrupt and kinds of interrupts, then we saw exceptions and handling of this kind of interrupts, deferred interrupts and finally we
looked on the hardware interrupts and the handling of theirs in this part. Of course, this part and even this chapter does not cover
full aspects of interrupts and interrupt handling in the Linux kernel. It is not realistic to do this. At least for me. It was the big part,
I don't know how about you, but it was really big for me. This theme is much bigger than this chapter and I am not sure that
somewhere there is a book that covers it. We have missed many part and aspects of interrupts and interrupt handling, but I think it

will be good point to dive in the kernel code related to the interrupts and interrupts handling.
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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System calls

This chapter describes the system call concept in the linux kernel.

e Introduction to system call concept - this part is introduction to the system call concept in the Linux kernel.

e How the Linux kernel handles a system call - this part describes how the Linux kernel handles a system call from a userspace
application.

e vsyscall and vDSO - third part describes vsyscall and vDsSo concepts.

e How the Linux kernel runs a program - this part describes startup process of a program.

e Implementation of the open system call - this part describes implementation of the open system call.

e Limits on resources in Linux - this part describes implementation of the getrlimit/setrlimit system calls.
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System calls in the Linux kernel. Part 1.

Introduction

This post opens up a new chapter in linux-insides book, and as you may understand from the title, this chapter will be devoted to
the System call concept in the Linux kernel. The choice of topic for this chapter is not accidental. In the previous chapter we saw
interrupts and interrupt handling. The concept of system calls is very similar to that of interrupts. This is because the most
common way to implement system calls is as software interrupts. We will see many different aspects that are related to the system
call concept. For example, we will learn what's happening when a system call occurs from userspace. We will see an

implementation of a couple system call handlers in the Linux kernel, VDSO and vsyscall concepts and many many more.

Before we dive into Linux system call implementation, it is good to know some theory about system calls. Let's do it in the

following paragraph.

System call. What is it?

A system call is just a userspace request of a kernel service. Yes, the operating system kernel provides many services. When your
program wants to write to or read from a file, start to listen for connections on a socket, delete or create directory, or even to finish
its work, a program uses a system call. In other words, a system call is just a C kernel space function that user space programs call

to handle some request.

The Linux kernel provides a set of these functions and each architecture provides its own set. For example: the x86_64 provides
322 system calls and the x86 provides 358 different system calls. Ok, a system call is just a function. Let's look on a simple Hello

world example that's written in the assembly programming language:

.data

msg:
.ascii "Hello, world!\n"
len = . - msg

.text

.global _start

_start:
movg $1, %rax
movg $1, %rdi
movq $msg, %rsi
movg $len, %rdx
syscall

movg $60, %rax
xorq %rdi, %rdi
syscall

We can compile the above with the following commands:

$ gcc -c test.S
$ 1d -0 test test.o

and run it as follows:

./test
Hello, world!
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Ok, what do we see here? This simple code represents Hello world assembly program for the Linux x86_64 architecture. We

can see two sections here:

o .data

[ .text

The first section - .data stores initialized data of our program ( Hello world string and its length in our case). The second

section - .text contains the code of our program. We can split the code of our program into two parts: first part will be before
the first syscall instruction and the second part will be between first and second syscall instructions. First of all what does
the syscall instruction do in our code and generally? As we can read in the 64-ia-32-architectures-software-developer-vol-2b-

manual:

SYSCALL invokes an 0S system-call handler at privilege level 0. It does so by
loading RIP from the IA32_LSTAR MSR (after saving the address of the instruction
following SYSCALL into RCX). (The WRMSR instruction ensures that the

IA32_LSTAR MSR always contain a canonical address.)

SYSCALL loads the CS and SS selectors with values derived from bits 47:32 of the
IA32_STAR MSR. However, the CS and SS descriptor caches are not loaded from the
descriptors (in GDT or LDT) referenced by those selectors.

Instead, the descriptor caches are loaded with fixed values. It is the respon-
sibility of 0S software to ensure that the descriptors (in GDT or LDT) referenced
by those selector values correspond to the fixed values loaded into the descriptor
caches; the SYSCALL instruction does not ensure this correspondence.

To summarize, the syscall instruction jumps to the address stored in the MsrR_LSTAR Model specific register (Long system
target address register). The kernel is responsible for providing its own custom function for handling syscalls as well as writing
the address of this handler function to the MSR_LSTAR register upon system startup. The custom function is entry_SYSCALL_64 ,
which is defined in arch/x86/entry/entry_64.S. The address of this syscall handling function is written to the MSR_LSTAR register

during startup in arch/x86/kernel/cpu/common.c.

wrmsrl(MSR_LSTAR, entry_SYSCALL_64);

So, the syscall instruction invokes a handler of a given system call. But how does it know which handler to call? Actually it
gets this information from the general purpose registers. As you can see in the system call table, each system call has a unique
number. In our example the first system call is write , which writes data to the given file. Let's look in the system call table and
try to find the write system call. As we can see, the write system call has number 1 . We pass the number of this system call
through the rax register in our example. The next general purpose registers: %rdi , %rsi ,and %rdx take the three

parameters of the write syscall. In our case, they are:

e File descriptor ( 1 is stdout in our case)
e Pointer to our string

e Size of data

Yes, you heard right. Parameters for a system call. As I already wrote above, a system call is a just ¢ function in the kernel

space. In our case first system call is write. This system call defined in the fs/read_write.c source code file and looks like:

SYSCALL_DEFINE3(write, unsigned int, fd, const char __user *, buf,
size_t, count)
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Or in other words:

ssize_t write(int fd, const void *buf, size_t nbytes);

Don't worry about the syscALL_DEFINE3 macro for now, we'll come back to it.

The second part of our example is the same, but we call another system call. In this case we call the exit system call. This system

call gets only one parameter:
e Return value

and handles the way our program exits. We can pass the program name of our program to the strace util and we will see our

system calls:

$ strace test

execve("./test", ["./test"], [/* 62 vars */]) = 0
write(1, "Hello, world!\n", 14Hello, world!

) = 14

_exit(0) =2

+++ exited with 0@ +++

In the first line of the strace output, we can see the execve system call that executes our program, and the second and third are
system calls that we have used in our program: write and exit . Note that we pass the parameter through the general purpose
registers in our example. The order of the registers is not accidental. The order of the registers is defined by the following
agreement - x86-64 calling conventions. This, and the other agreement for the x86_64 architecture are explained in the special
document - System V Application Binary Interface. PDF. In a general way, argument(s) of a function are placed either in registers

or pushed on the stack. The right order is:

® rdi
® rsi
® rdx
® rcx
® 8
® r9

for the first six parameters of a function. If a function has more than six arguments, the remaining parameters will be placed on the

stack.

We do not use system calls in our code directly, but our program uses them when we want to print something, check access to a

file or just write or read something to it.

For example:

#include <stdio.h>

int main(int char

{
FILE *fp;
char buff[ 1;

fp = fopen("test.txt", "r");

fgets(buff, , p);
("%s\n", buff);

fclose(fp);

return 0;
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There are no fopen , fgets , printf ,and fclose system calls in the Linux kernel, but open , read , write ,and close
instead. I think you know that fopen , fgets , printf ,and fclose are defined inthe c¢ standard library. Actually, these
functions are just wrappers for the system calls. We do not call system calls directly in our code, but instead use these wrapper
functions from the standard library. The main reason of this is simple: a system call must be performed quickly, very quickly. As a
system call must be quick, it must be small. The standard library takes responsibility to perform system calls with the correct
parameters and makes different checks before it will call the given system call. Let's compile our program with the following

command:

$ gcc test.c -o test

and examine it with the ltrace util:

$ ltrace ./test

_ libc_start_main([ "./test" ] <unfinished ...>
fopen("test.txt", "r") = 0x602010
fgets("Hello World!\n", 255, 0x602010) = Ox7ffd2745e700

puts("Hello World!\n"Hello World!

) =14
fclose(0x602010) =0
+++ exited (status 0) +++

The 1trace util displays a set of userspace calls of a program. The fopen function opens the given text file, the fgets
function reads file content to the buf buffer, the puts function prints the buffer to stdout , and the fclose function closes
the file given by the file descriptor. And as I already wrote, all of these functions call an appropriate system call. For example,

puts calls the write system call inside, we can see it if we will add -s option to the 1trace program:

write@SYS(1, "Hello World!\n\n", 14) = 14

Yes, system calls are ubiquitous. Each program needs to open/write/read files and network connections, allocate memory, and
many other things that can be provided only by the kernel. The proc file system contains special files in a format:

/proc/pid/systemcall that exposes the system call number and argument registers for the system call currently being executed
by the process. For example, pid 1 is systemd for me:

$ sudo cat /proc/1/comm
systemd

$ sudo cat /proc/1/syscall

232 0x4 ox7ffdf82e11b0 Ox1f oxffffffff 0x100 Ox7ffdf82ellbf Ox7ffdf82el1a® O0x7f9114681193

the system call with number - 232 which is epoll_wait system call that waits for an I/O event on an epoll file descriptor. Or for

example emacs editor where I'm writing this part:

$ ps ax | grep emacs
2093 ? Sl 2:40 emacs

$ sudo cat /proc/2093/comm
emacs

$ sudo cat /proc/2093/syscall
270 Oxf Ox7fffo68a5a90 Ox7Tff068a5h10 0x0 Ox7FffO68a59cO Ox7fffO68a59d0 Ox7fffO68a59b0 Ox7f777dd8813c
the system call with the number 270 which is sys_pselect6 system call that allows emacs to monitor multiple file descriptors.

Now we know a little about system call, what is it and why we need in it. So let's look at the write system call that our program

used.
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Implementation of write system call

Let's look at the implementation of this system call directly in the source code of the Linux kernel. As we already know, the

write system call is defined in the fs/read write.c source code file and looks like this:

SYSCALL_DEFINE3(write, unsigned int, fd, const char __user *, buf,
size_t, count)

{
struct fd f = fdget_pos(fd);
ssize t ret = -EBADF;
if (f.file) {
loff_t pos = file_pos_read(f.file);
ret = vfs_write(f.file, buf, count, &pos);
if (ret >= 0)
file_pos_write(f.file, pos);
fdput_pos(f);
}
return ret;
}

First of all, the syscALL_DEFINE3 macro is defined in the include/linux/syscalls.h header file and expands to the definition of the

sys_name(...) function. Let's look at this macro:

#define SYSCALL_DEFINE3(name, ...) SYSCALL_DEFINEx(3, _##name, _ VA _ARGS__)
#define SYSCALL_DEFINEX(X, sname, ...) \
SYSCALL_METADATA(sname, X, _ VA _ARGS__) \

__SYSCALL_DEFINEX(x, sname, __ VA_ARGS_ )

As we can see the SYsSCALL_DEFINE3 macro takes name parameter which will represent name of a system call and variadic
number of parameters. This macro just expands to the syscALL_DEFINEx macro that takes the number of the parameters the given
system call, the _##name stub for the future name of the system call (more about tokens concatenation with the ## you can read

in the documentation of gcc). Next we can see the SsyscALL_DEFINEx macro. This macro expands to the two following macros:

®  SYSCALL_METADATA ;

® _ SYSCALL_DEFINEx

Implementation of the first macro syscALL_METADATA depends on the CONFIG_FTRACE_SYSCALLS kernel configuration option. As
we can understand from the name of this option, it allows to enable tracer to catch the syscall entry and exit events. If this kernel
configuration option is enabled, the SYSCALL_METADATA macro executes initialization of the syscall metadata structure that
defined in the include/trace/syscall.h header file and contains different useful fields as name of a system call, number of a system

call in the system call table, number of parameters of a system call, list of parameter types and etc:

#define SYSCALL_METADATA(sname, nb, ...) \
\
\
boa \
struct syscall _metadata __used \
__syscall meta_##sname = { \
.name = "sys'"#sname, \
.syscall nr = -1, \
.nb_args = nb, \
.types = nb ? types_##sname : NULL, \
.args = nb ? args_##sname : NULL, \
.enter_event = &event_enter_##sname, \
.exit_event = &event_exit_##sname, \
.enter_fields = LIST_HEAD_INIT(__syscall meta_##sname.enter_fields), \

} \
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static struct syscall_metadata __used \
__attribute__((section("__syscalls metadata"))) \
*__p_syscall meta_##sname = & _syscall_meta_##sname;

If the coNFIG_FTRACE_SYSCALLS Kkernel option is not enabled during kernel configuration, the SyscALL_METADATA macro expands

to an empty string:

#define SYSCALL_METADATA(sname, nb, ...)

The second macro __syscALL_DEFINEx expands to the definition of the five following functions:

#define __ SYSCALL_DEFINEx(x, name, ...) \
asmlinkage long sys##name(__MAP(x,__SC_DECL,__VA_ARGS__)) \
__attribute_ ((alias(__stringify(SyS##name)))); \

\

static inline long SYSC##name(__MAP(Xx,__SC_DECL,__VA_ARGS__)); \
\

asmlinkage long SyS##name(__MAP(x,__SC_LONG, __VA_ARGS_ )); \
\

asmlinkage long SyS##name(__MAP(Xx,__SC_LONG, VA _ARGS__)) \
{ \
long ret = SYSC##name(__MAP(x,__SC_CAST,__VA _ARGS__)); \
__MAP(X,__SC_TEST,__VA_ARGS__); \
__PROTECT(x, ret,_ MAP(x,__SC_ARGS,__VA_ARGS_ )); \

return ret; \

3 \
\

static inline long SYSC##name(__MAP(x,__SC_DECL,__VA_ARGS__))

The first sys##name is definition of the syscall handler function with the given name - sys_system_call_name . The
__sc_pecL macro takes the _ vA_ARGS__ and combines call input parameter system type and the parameter name, because the

macro definition is unable to determine the parameter types. And the __MAP macro applies __sc_DEcL macro to the
__VA_ARGS__ arguments. The other functions that are generated by the __syscALL_DEFINEx macro are need to protect from the

CVE-2009-0029 and we will not dive into details about this here. Ok, as result of the SYyScALL_DEFINE3 macro, we will have:

asmlinkage long sys_write(unsigned int const char ;

Now we know a little about the system call's definition and we can go back to the implementation of the write system call. Let's

look on the implementation of this system call again:

SYSCALL_DEFINE3(write, unsigned int, fd, const char __user *, buf,
size_t, count)

struct fd f = fdget_pos(fd);
ssize t ret = -EBADF;

if (f.file) {
loff_t pos = file_pos_read(f.file);
ret = vfs_write(f.file, buf, count, &pos);
if (ret >= 0)
file_pos_write(f.file, pos);
fdput_pos(f);

return ret;

As we already know and can see from the code, it takes three arguments:


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0029

e fd - file descriptor;
e buf - buffer to write;

e count -length of buffer to write.

and writes data from a buffer declared by the user to a given device or a file. Note that the second parameter buf , defined with
the __user attribute. The main purpose of this attribute is for checking the Linux kernel code with the sparse util. It is defined in
the include/linux/compiler.h header file and depends on the _ cHecker__ definition in the Linux kernel. That's all about useful
meta-information related to our sys_write system call, let's try to understand how this system call is implemented. As we can
see it starts from the definition of the f structure that has fd structure type that represents file descriptor in the Linux kernel
and we put the result of the call of the fdget_pos function. The fdget_pos function defined in the same source code file and

just expands the call of the __to_fd function:

static inline struct fd fdget _pos(int

{
return __to_fd(__fdget_pos(fd));

The main purpose of the fdget_pos is to convert the given file descriptor which is just a number to the fd structure. Through
the long chain of function calls, the fdget_pos function gets the file descriptor table of the current process, current->files ,
and tries to find a corresponding file descriptor number there. As we got the fd structure for the given file descriptor number,
we check it and return if it does not exist. We get the current position in the file with the call of the file_pos_read function that

just returns f_pos field of our file:

static inline loff_t file_pos_read(struct

{

return file->f_pos;

and calls the vfs_write function. The vfs_write function defined in the fs/read_write.c source code file and does the work for
us - writes given buffer to the given file starting from the given position. We will not dive into details about the vfs_write
function, because this function is weakly related to the system call concept but mostly about Virtual file system concept which

we will see in another chapter. After the vfs_write has finished its work, we check the result and if it was finished successfully

we change the position in the file with the file_pos_write function:

if (ret >= 0)
file_pos_write(f.file, pos);

that just updates f_pos with the given position in the given file:

static inline void file_pos_write(struct

{

file->f_pos = pos;

At the end of the our write system call handler, we can see the call of the following function:
fdput_pos(f);

unlocks the f_pos_lock mutex that protects file position during concurrent writes from threads that share file descriptor.

That's all.
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We have seen the partial implementation of one system call provided by the Linux kernel. Of course we have missed some parts
in the implementation of the write system call, because as I mentioned above, we will see only system calls related stuff in this

chapter and will not see other stuff related to other subsystems, such as Virtual file system.

Conclusion

This concludes the first part covering system call concepts in the Linux kernel. We have covered the theory of system calls so far

and in the next part we will continue to dive into this topic, touching Linux kernel code related to system calls.
If you have questions or suggestions, feel free to ping me in twitter OxAX, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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System calls in the Linux kernel. Part 2.

How does the Linux kernel handle a system call

The previous part was the first part of the chapter that describes the system call concepts in the Linux kernel. In the previous part
we learned what a system call is in the Linux kernel, and in operating systems in general. This was introduced from a user-space
perspective, and part of the write system call implementation was discussed. In this part we continue our look at system calls,

starting with some theory before moving onto the Linux kernel code.

A user application does not make the system call directly from our applications. We did not write the Hello world! program
like:

int int char
{

sys_write(fd1, buf, (buf));
}

We can use something similar with the help of C standard library and it will look something like this:

#include <unistd.h>

int int char
{

write(fdi, buf, (buf));
}

But anyway, write is not a direct system call and not a kernel function. An application must fill general purpose registers with
the correct values in the correct order and use the syscall instruction to make the actual system call. In this part we will look at

what occurs in the Linux kernel when the syscall instruction is met by the processor.

Initialization of the system calls table

From the previous part we know that system call concept is very similar to an interrupt. Furthermore, system calls are
implemented as software interrupts. So, when the processor handles a syscall instruction from a user application, this
instruction causes an exception which transfers control to an exception handler. As we know, all exception handlers (or in other
words kernel C functions that will react on an exception) are placed in the kernel code. But how does the Linux kernel search for
the address of the necessary system call handler for the related system call? The Linux kernel contains a special table called the
system call table . The system call table is represented by the sys_call_table array in the Linux kernel which is defined in

the arch/x86/entry/syscall_64.c source code file. Let's look at its implementation:

asmlinkage const sys call ptr_t sys_call_table[__NR_syscall max+1] = {
[0 ... _NR_syscall max] = &sys_ni_syscall,
#include <asm/syscalls_64.h>
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As we can see, the sys_call table isanarray of _ NR_syscall max + 1 size where the _ NR_syscall max macro represents
the maximum number of system calls for the given architecture. This book is about the x86_64 architecture, so for our case the
__NR_syscall_max is 322 and this is the correct number at the time of writing (current Linux kernel version is 4.2.0-rcs+ ).

We can see this macro in the header file generated by Kbuild during kernel compilation - include/generated/asm-offsets.h™:

#define _ NR_syscall_max 322

There will be the same number of system calls in the arch/x86/entry/syscalls/syscall_64.tbl for the x86_64 . There are two
important topics here; the type of the sys_call table array, and the initialization of elements in this array. First of all, the type.
The sys_call ptr_t represents a pointer to a system call table. It is defined as typedef for a function pointer that returns nothing

and does not take arguments:

typedef void void);

The second thing is the initialization of the sys_call_table array. As we can see in the code above, all elements of our array
that contain pointers to the system call handlers point to the sys_ni_syscall . The sys_ni_syscall function represents not-
implemented system calls. To start with, all elements of the sys_call table array point to the not-implemented system call.
This is the correct initial behaviour, because we only initialize storage of the pointers to the system call handlers, it is populated

later on. Implementation of the sys_ni_syscall is pretty easy, it just returns -errno or -ENOSYS in our case:

asmlinkage long sys_ni_syscall(void
{

return -ENOSYS;

The -enosys error tells us that:

ENOSYS Function not implemented (POSIX.1)

Also anote on ... in the initialization of the sys_call table . We can do it with a GCC compiler extension called -

Designated Initializers. This extension allows us to initialize elements in non-fixed order. As you can see, we include the
asm/syscalls_64.h header at the end of the array. This header file is generated by the special script at

arch/x86/entry/syscalls/syscalltbl.sh and generates our header file from the syscall table. The asm/syscalls_64.h contains

definitions of the following macros:

__SYSCALL_COMMON(©O, sys_read, sys_read)
__SYSCALL_COMMON(1, sys_write, sys_write)
__SYSCALL_COMMON(2, sys_open, sys_open)
__SYSCALL_COMMON(3, sys_close, sys_close)
__SYSCALL_COMMON(5, sys_newfstat, sys_newfstat)

The __syscALL_coMMoN macro is defined in the same source code file and expands to the __syscALL_64 macro which expands

to the function definition:

#define __ _SYSCALL_COMMON(nr, sym, compat) __ SYSCALL_64(nr, sym, compat)
#define __ _SYSCALL_64(nr, sym, compat) [nr] = sym,

So, after this, our sys_call table takes the following form:
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asmlinkage const sys call ptr_t sys_call_table[_ NR_syscall max+1] = {
. __NR_syscall max] = &sys_ni_syscall,

= sys_read,

sys_write,

—_ —, .
—_
1 -

= sys_open,

3

After this all elements that point to the non-implemented system calls will contain the address of the sys_ni_syscall function

that just returns -ENosYs as we saw above, and other elements will point to the sys_syscall name functions.

At this point, we have filled the system call table and the Linux kernel knows where each system call handler is. But the Linux
kernel does not call a sys_syscall name function immediately after it is instructed to handle a system call from a user space
application. Remember the chapter about interrupts and interrupt handling. When the Linux kernel gets the control to handle an
interrupt, it had to do some preparations like save user space registers, switch to a new stack and many more tasks before it will
call an interrupt handler. There is the same situation with the system call handling. The preparation for handling a system call is
the first thing, but before the Linux kernel will start these preparations, the entry point of a system call must be initialized and only
the Linux kernel knows how to perform this preparation. In the next paragraph we will see the process of the initialization of the
system call entry in the Linux kernel.

Initialization of the system call entry

When a system call occurs in the system, where are the first bytes of code that starts to handle it? As we can read in the Intel

manual - 64-ia-32-architectures-software-developer-vol-2b-manual:

SYSCALL invokes an 0S system-call handler at privilege level 0.
It does so by loading RIP from the IA32_LSTAR MSR

it means that we need to put the system call entry in to the 1A32_LSTAR model specific register. This operation takes place during
the Linux kernel initialization process. If you have read the fourth part of the chapter that describes interrupts and interrupt
handling in the Linux kernel, you know that the Linux kernel calls the trap_init function during the initialization process. This
function is defined in the arch/x86/kernel/setup.c source code file and executes the initialization of the non-early exception
handlers like divide error, coprocessor error etc. Besides the initialization of the non-early exceptions handlers, this function
calls the cpu_init function from the arch/x86/kernel/cpu/common.c source code file which besides initialization of per-cpu

state, calls the syscall_init function from the same source code file.

This function performs the initialization of the system call entry point. Let's look on the implementation of this function. It does

not take parameters and first of all it fills two model specific registers:

wrmsr1(MSR_STAR, ((u64)__USER32_CS)<< | ((ub4)__KERNEL_CS)<<32);
wrmsr1(MSR_LSTAR, entry_SYSCALL_64);

The first model specific register - MSR_STAR contains 63:48 bits of the user code segment. These bits will be loaded to the cs
and ss segment registers for the sysret instruction which provides functionality to return from a system call to user code with
the related privilege. Also the MSR_STAR contains 47:32 bits from the kernel code that will be used as the base selector for cs
and ss segment registers when user space applications execute a system call. In the second line of code we fill the MSR_LSTAR
register with the entry_syscaLL_64 symbol that represents system call entry. The entry_syscALL_64 is defined in the
arch/x86/entry/entry_64.S assembly file and contains code related to the preparation performed before a system call handler will
be executed (I already wrote about these preparations, read above). We will not consider the entry_syscaLL_64 now, but will

return to it later in this chapter.
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After we have set the entry point for system calls, we need to set the following model specific registers:

e MSR_CSTAR -target rip for the compatibility mode callers;
® MSR_IA32_SYSENTER_CS -target cs forthe sysenter instruction;
® MSR_IA32_SYSENTER_ESP - target esp forthe sysenter instruction;

® MSR_IA32_SYSENTER_EIP -target eip forthe sysenter instruction.

The values of these model specific register depend on the conFI6_1A32_eMULATION kernel configuration option. If this kernel
configuration option is enabled, it allows legacy 32-bit programs to run under a 64-bit kernel. In the first case, if the

CONFIG_IA32_EMULATION kernel configuration option is enabled, we fill these model specific registers with the entry point for the
system calls the compatibility mode:

wrmsrl(MSR_CSTAR, entry_SYSCALL_compat);

and with the kernel code segment, put zero to the stack pointer and write the address of the entry_SYSENTER_compat symbol to

the instruction pointer:

wrmsrl_safe(MSR_IA32_SYSENTER_CS, (u64)__KERNEL_CS);
wrmsrl_safe(MSR_IA32_SYSENTER_ESP, LL);
wrmsrl_safe(MSR_IA32_SYSENTER_EIP, (u64)entry_SYSENTER_compat);

In another way, if the conFiG_1A32_EMuLATION kernel configuration option is disabled, we write ignore_sysret symbol to the

MSR_CSTAR

wrmsrl(MSR_CSTAR, ignore_sysret);

that is defined in the arch/x86/entry/entry_64.S assembly file and just returns -enosys error code:

ENTRY(ignore_sysret)
mov $-ENOSYS, %eax
sysret
END(ignore_sysret)

Now we need to fill MSR_IA32_SYSENTER_CS , MSR_IA32_SYSENTER_ESP , MSR_IA32_SYSENTER_EIP model specific registers as we
did in the previous code when the conrFI1G_1A32_EMULATION kernel configuration option was enabled. In this case (when the
CONFIG_IA32_EMULATION configuration option is not set) we fill the MSR_1A32_SYSENTER_ESP and the MSR_IA32_SYSENTER_EIP

with zero and put the invalid segment of the Global Descriptor Table to the MSR_IA32_SYSENTER_cS model specific register:

wrmsrl_safe(MSR_IA32_SYSENTER_CS, (u64)GDT_ENTRY_INVALID_SEG);
wrmsrl_safe(MSR_IA32_SYSENTER_ESP, LL);
wrmsrl_safe(MSR_IA32_SYSENTER_EIP, LL);

You can read more about the Global Descriptor Table in the second part of the chapter that describes the booting process of

the Linux kernel.

At the end of the syscall init function, we just mask flags in the flags register by writing the set of flags to the

MSR_SYSCALL_MASK model specific register:

wrmsr1(MSR_SYSCALL_MASK,
X86_EFLAGS_TF | X86_EFLAGS_DF | X86_EFLAGS_IF |
X86_EFLAGS_IOPL |X86_EFLAGS_AC|X86_EFLAGS_NT);

These flags will be cleared during syscall initialization. That's all, it is the end of the syscall init function and it means that

system call entry is ready to work. Now we can see what will occur when a user application executes the syscall instruction.
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Preparation before system call handler will be called

As I already wrote, before a system call or an interrupt handler will be called by the Linux kernel we need to do some
preparations. The idtentry macro performs the preparations required before an exception handler will be executed, the
interrupt macro performs the preparations required before an interrupt handler will be called and the entry_syscaLL_64 will

do the preparations required before a system call handler will be executed.

The entry_svscaLL_64 is defined in the arch/x86/entry/entry_64.S assembly file and starts from the following macro:

SWAPGS_UNSAFE_STACK

This macro is defined in the arch/x86/include/asm/irqflags.h header file and expands to the swapgs instruction:

#define SWAPGS_UNSAFE_STACK swapgs

which exchanges the current GS base register value with the value contained in the MSR_KERNEL_GS_BASE model specific register.
In other words we moved it on to the kernel stack. After this we point the old stack pointer to the rsp_scratch per-cpu variable

and setup the stack pointer to point to the top of stack for the current processor:

movq %rsp, PER_CPU_VAR(rsp_scratch)
movq PER_CPU_VAR(cpu_current_top_of_stack), %rsp

In the next step we push the stack segment and the old stack pointer to the stack:

pushq $___USER_DS
pushq PER_CPU_VAR(rsp_scratch)

After this we enable interrupts, because interrupts are off on entry and save the general purpose registers (besides bp , bx

and from r12 to ri15 ), flags, -eEnosys for the non-implemented system call and code segment register on the stack:

ENABLE_INTERRUPTS(CLBR_NONE)

pushq %ril

pushq $_ USER_CS
pushq %rcX

pushq %rax

pushq %rdi

pushq %rsi

pushq %rdx

pushq %rcXx

pushq $-ENOSYS
pushq %r8

pushq %r9

pushq %ri10

pushq %ril

sub $(6*8), %rsp

When a system call occurs from the user's application, general purpose registers have the following state:

e rax - contains system call number;

® rcx - contains return address to the user space;

e ri11 - contains register flags;

e rdi - contains first argument of a system call handler;

® rsi - contains second argument of a system call handler;

® rdx - contains third argument of a system call handler;
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e ri10 - contains fourth argument of a system call handler;
e r8 - contains fifth argument of a system call handler;

e r9 - contains sixth argument of a system call handler;

Other general purpose registers (as rbp , rbx and from ri2 to ris5 ) are callee-preserved in C ABI). So we push register
flags on the top of the stack, then user code segment, return address to the user space, system call number, first three arguments,

dump error code for the non-implemented system call and other arguments on the stack.

In the next step we check the _TIF_WORK_SYSCALL_ENTRY in the current thread_info :

testl $_TIF_WORK_SYSCALL_ENTRY, ASM_THREAD_INFO(TI_flags, %rsp, SIZEOF_PTREGS)
jnz tracesys

The _TIF_WORK_SYSCALL_ENTRY macro is defined in the arch/x86/include/asm/thread_info.h header file and provides set of the

thread information flags that are related to the system calls tracing:

#define _TIF_WORK_SYSCALL_ENTRY \

(_TIF_SYSCALL_TRACE | _TIF_SYSCALL_EMU | _TIF_SYSCALL_AUDIT | \
_TIF_SECCOMP | _TIF_SINGLESTEP | _TIF_SYSCALL_TRACEPOINT | \
_TIF_NOHZ)

We will not consider debugging/tracing related stuff in this chapter, but will see it in the separate chapter that will be devoted to
the debugging and tracing techniques in the Linux kernel. After the tracesys label, the next label is the

entry_SYSCALL_64_fastpath . Inthe entry SYSCALL_64_fastpath we check the __syscaLL_MAsk that is defined in the
arch/x86/include/asm/unistd.h header file and

# ifdef CONFIG_X86_X32_ABI

# define __SYSCALL_MASK (~(__X32_SYSCALL_BIT))
# else

# define _ SYSCALL_MASK (~0)

# endif

where the _ X32_SYSCALL_BIT is

#define __X32_SYSCALL_BIT 0x40000000

As we can see the __syscaLL_MAsk depends on the conFic_x86_x32_ABI kernel configuration option and represents the mask
for the 32-bit ABI in the 64-bit kernel.

So we check the value of the __syscALL_MAsk and if the conNF1G_x86_x32_ABI is disabled we compare the value of the rax
register to the maximum syscall number ( __NR_syscall max ), alternatively if the coNFIG_x86_x32_ABI is enabled we mask the

eax register with the _ x32_syscaLL_BIT and do the same comparison:

#if _ SYSCALL_MASK == ~0

cmpq $__NR_syscall _max, %rax
#else

andl $__ SYSCALL_MASK, %eax

cmpl $__NR_syscall_max, %eax
#endif

After this we check the result of the last comparison with the ja instruction that executes if cF and zr flags are zero:

ja 1f
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and if we have the correct system call for this, we move the fourth argument from the rie tothe rcx tokeep x86_64 C ABI

compliant and execute the call instruction with the address of a system call handler:

movq %ri0, %rcx
call *sys_call_table(, %rax, 8)

Note, the sys_call table is an array that we saw above in this part. As we already know the rax general purpose register
contains the number of a system call and each element of the sys_call_table is 8-bytes. So we are using *sys_call_table(,

%rax, 8) this notation to find the correct offset in the sys_call table array for the given system call handler.

That's all. We did all the required preparations and the system call handler was called for the given interrupt handler, for example
sys_read , sys_write or other system call handler that is defined with the syscALL_DEFINE[N] macro in the Linux kernel

code.

Exit from a system call

After a system call handler finishes its work, we will return back to the arch/x86/entry/entry_64.S, right after where we have

called the system call handler:

call *sys_call_table(, %rax, 8)

The next step after we've returned from a system call handler is to put the return value of a system handler on to the stack. We
know that a system call returns the result to the user program in the general purpose rax register, so we are moving its value on

to the stack after the system call handler has finished its work:

movq %rax, RAX(%rsp)

on the RAx place.

After this we can see the call of the LockpEP_SYS_EXIT macro from the arch/x86/include/asm/irgflags.h:

LOCKDEP_SYS_EXIT

The implementation of this macro depends on the conFIG_DEBUG_LOCK_ALLOC kernel configuration option that allows us to debug
locks on exit from a system call. And again, we will not consider it in this chapter, but will return to it in a separate one. In the end
of the entry_syscaLL_64 function we restore all general purpose registers besides rcx and ri1 , because the rcx register
must contain the return address to the application that called system call and the ri11 register contains the old flags register.
After all general purpose registers are restored, we fill rcx with the return address, r11 register with the flags and rsp with

the old stack pointer:

RESTORE_C_REGS_EXCEPT_RCX_R11
movq RIP(%rsp), %rcx
movq EFLAGS(%rsp), %rii

movq RSP(%rsp), %rsp

USERGS_SYSRET64

In the end we just call the USERGS_SYSRET64 macro that expands to the call of the swapgs instruction which exchanges again

the user 6s and kernel 6s andthe sysretq instruction which executes on exit from a system call handler:

#define USERGS_SYSRET64 \
swapgs; \
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sysretq;

Now we know what occurs when a user application calls a system call. The full path of this process is as follows:

e User application contains code that fills general purpose register with the values (system call number and arguments of this
system call);

e Processor switches from the user mode to kernel mode and starts execution of the system call entry - entry_SYSCALL_64 ;

e entry_syscALL_64 switches to the kernel stack and saves some general purpose registers, old stack and code segment, flags
and etc... on the stack;

e entry_syscALL_64 checks the system call number in the rax register, searches a system call handler in the

sys_call_table and calls it, if the number of a system call is correct;

e If a system call is not correct, jump on exit from system call;

e After a system call handler will finish its work, restore general purpose registers, old stack, flags and return address and exit
from the entry_syscALL_64 with the sysretq instruction.

That's all.

Conclusion

This is the end of the second part about the system calls concept in the Linux kernel. In the previous part we saw theory about this
concept from the user application view. In this part we continued to dive into the stuff which is related to the system call concept

and saw what the Linux kernel does when a system call occurs.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes
please send me PR to linux-insides.
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System calls in the Linux kernel. Part 3.

vsyscalls and vDSO

This is the third part of the chapter that describes system calls in the Linux kernel and we saw preparations after a system call
caused by a userspace application and process of handling of a system call in the previous part. In this part we will look at two

concepts that are very close to the system call concept, they are called vsyscall and vdso .

We already know what system call s are. They are special routines in the Linux kernel which userspace applications ask to do
privileged tasks, like to read or to write to a file, to open a socket, etc. As you may know, invoking a system call is an expensive
operation in the Linux kernel, because the processor must interrupt the currently executing task and switch context to kernel
mode, subsequently jumping again into userspace after the system call handler finishes its work. These two mechanisms -
vsyscall and vdso are designed to speed up this process for certain system calls and in this part we will try to understand how

these mechanisms work.

Introduction to vsyscalls

The vsyscall or virtual system call is the first and oldest mechanism in the Linux kernel that is designed to accelerate
execution of certain system calls. The principle of work of the vsyscall concept is simple. The Linux kernel maps into user
space a page that contains some variables and the implementation of some system calls. We can find information about this
memory space in the Linux kernel documentation for the x86_64:

FFFFFFFFFfe00000 - FFFFFFFFFFAFFFFF (=8 MB) vsyscalls

or:

~$ sudo cat /proc/1/maps | grep vsyscall
frffffffff600000-ffffffffff601000 r-xp 00000000 00:00 O [vsyscall]

After this, these system calls will be executed in userspace and this means that there will not be context switching. Mapping of the
vsyscall page occurs in the map_vsyscall function that is defined in the arch/x86/entry/vsyscall/vsyscall_64.c source code
file. This function is called during the Linux kernel initialization in the setup_arch function that is defined in the

arch/x86/kernel/setup.c source code file (we saw this function in the fifth part of the Linux kernel initialization process chapter).

Note that implementation of the map_vsyscall function depends on the CONFIG_x86_VSYSCALL_EMULATION kernel configuration

option:

#ifdef CONFIG_X86_VSYSCALL_EMULATION
extern void map_vsyscall(void);

#else

static inline void map_vsyscall(void) {}
#endif

As we can read in the help text, the CONFIG_X86_VSYSCALL_EMULATION configuration option: Enable vsyscall emulation . Why
emulate vsyscall ? Actually, the vsyscall is alegacy ABI due to security reasons. Virtual system calls have fixed addresses,
meaning that vsyscall page is still at the same location every time and the location of this page is determined in the

map_vsyscall function. Let's look on the implementation of this function:

void __init map_vsyscall(void

{
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extern char __vsyscall_page;
unsigned long physaddr_vsyscall = _ pa_symbol(&__vsyscall page);

As we can see, at the beginning of the map_vsyscall function we get the physical address of the vsyscall page with the
__pa_symbol macro (we already saw implementation if this macro in the fourth path of the Linux kernel initialization process).
The _ vsyscall page symbol defined in the arch/x86/entry/vsyscall/vsyscall_emu_64.S assembly source code file and have the

following virtual address:

ffffffff81881000 D _ vsyscall page

inthe .data..page_aligned, aw section and contains call of the three following system calls:

® gettimeofday ;

® time ;
® getcpu
Or:

__vsyscall_page:
mov $__NR_gettimeofday, %rax
syscall
ret

.balign 1024, 0xcc
mov $_ NR_time, %rax
syscall

ret

.balign 1024, 0xcc

mov $__NR_getcpu, %rax
syscall

ret

Let's go back to the implementation of the map_vsyscall function and return to the implementation of the __vsyscall page
later. After we received the physical address of the __vsyscall_page , we check the value of the vsyscall_mode variable and

set the fix-mapped address for the vsyscall page with the _ set_fixmap macro:

if (vsyscall_mode != NONE)
__set_fixmap(VSYSCALL_PAGE, physaddr_vsyscall,
vsyscall mode == NATIVE
? PAGE_KERNEL_VSYSCALL
: PAGE_KERNEL_VVAR);

The _ set_fixmap takes three arguments: The first is index of the fixed_addresses enum. In our case VSYSCALL_PAGE is the

first element of the fixed_addresses enum for the x86_64 architecture:
enum fixed_addresses {
#ifdef CONFIG_X86_VSYSCALL_EMULATION

VSYSCALL_PAGE = (FIXADDR_TOP - VSYSCALL_ADDR) >> PAGE_SHIFT,
#endif
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It equal to the 511 . The second argument is the physical address of the page that has to be mapped and the third argument is the
flags of the page. Note that the flags of the vsyscaLL_paGe depend on the vsyscall mode variable. It will be
PAGE_KERNEL_VSYSCALL if the vsyscall mode variableis NATIVE and the PAGE_KERNEL_VVAR otherwise. Both macros (the

PAGE_KERNEL_VSYSCALL and the PAGE_KERNEL_VVAR ) will be expanded to the following flags:

#define __ PAGE_KERNEL_VSYSCALL (__PAGE_KERNEL_RX | _PAGE_USER)
#define __ PAGE_KERNEL_VVAR (__PAGE_KERNEL_RO | _PAGE_USER)

that represent access rights to the vsyscall page. Both flags have the same _paGe_user flags that means that the page can be
accessed by a user-mode process running at lower privilege levels. The second flag depends on the value of the vsyscall mode
variable. The first flag ( __PAGE_KERNEL_vsyScALL ) will be set in the case where vsyscall mode is NATIVE . This means virtual
system calls will be native syscall instructions. In other way the vsyscall will have PAGE_KERNEL_WVAR if the vsyscall mode
variable will be emulate . In this case virtual system calls will be turned into traps and are emulated reasonably. The

vsyscall mode variable gets its value in the vsyscall setup function:

static int __init vsyscall setup(char

{
if (str) {
if (! ("emulate", str))
vsyscall _mode = EMULATE;
else if (! ("native", str))
vsyscall _mode = NATIVE;
else if (! "none", str))
vsyscall _mode = NONE;
else
return -EINVAL;
return 0;
}
return -EINVAL;
}

That will be called during early kernel parameters parsing:

early_param('"vsyscall", vsyscall_setup);

More about early param macro you can read in the sixth part of the chapter that describes process of the initialization of the

Linux kernel.

In the end of the vsyscall_map function we just check that virtual address of the vsyscall page is equal to the value of the
vsyscALL_ADDR with the BUILD_BUG_ON macro:

BUILD_BUG_ON((unsigned long)__fix_to_virt(VSYSCALL_PAGE) !=
(unsigned long)VSYSCALL_ADDR);

That's all. vsyscall page is set up. The result of the all the above is the following: If we pass vsyscall=native parameter to
the kernel command line, virtual system calls will be handled as native syscall instructions in the
arch/x86/entry/vsyscall/vsyscall_emu_64.S. The glibc knows addresses of the virtual system call handlers. Note that virtual

system call handlers are aligned by 1024 (or ex4ee ) bytes:

__vsyscall page:
mov $__NR_gettimeofday, %rax
syscall
ret
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.balign 1024, Oxcc
mov $__NR_time, %rax
syscall

ret

.balign 1024, 0xcc

mov $__NR_getcpu, %rax
syscall

ret

And the start address of the vsyscall page isthe ffffffffffeeeeee every time. So, the glibc knows the addresses of the all

virtual system call handlers. You can find definition of these addresses in the glibc source code:

#define VSYSCALL_ADDR_vgettimeofday OxFfffffffffe00000
#define VSYSCALL_ADDR_vtime OxFfffffffffe00400
#define VSYSCALL_ADDR_vgetcpu OxFfffffffffe00800

All virtual system call requests will fall into the __vsyscall page + VSYSCALL_ADDR_vsyscall name offset, put the number of a

virtual system call to the rax general purpose register and the native for the x86_64 syscall instruction will be executed.

In the second case, if we pass vsyscall=emulate parameter to the kernel command line, an attempt to perform virtual system
call handler will cause a page fault exception. Of course, remember, the vsyscall page has _ PAGE_KERNEL_VVAR access rights
that forbid execution. The do_page_fault function isthe #PF or page fault handler. It tries to understand the reason of the last
page fault. And one of the reason can be situation when virtual system call called and vsyscall mode is emulate . In this case

vsyscall will be handled by the emulate_vsyscall function that defined in the arch/x86/entry/vsyscall/vsyscall 64.c source
code file.

The emulate_vsyscall function gets the number of a virtual system call, checks it, prints error and sends segmentation fault

simply:

vsyscall nr = addr_to_vsyscall nr(address);

if (vsyscall_nr < 0) {
warn_bad_vsyscall(KERN_WARNING, regs, "misaligned vsyscall...);
goto sigsegv;

sigsegv:
force_sig(SIGSEGV, current);
reutrn true;

As it checked number of a virtual system call, it does some yet another checks like access_ok violations and execute system call

function depends on the number of a virtual system call:

switch (vsyscall _nr) {
case
ret = sys_gettimeofday (
(struct timeval __user *)regs->di,
(struct timezone __user *)regs->si);
break;
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In the end we put the result of the sys_gettimeofday or another virtual system call handler to the ax general purpose register,
as we did it with the normal system calls and restore the instruction pointer register and add 8 bytes to the stack pointer register.

This operation emulates ret instruction.

regs->ax = ret;

do_ret:
regs->ip = caller;
regs->sp += 3;
return 2

That's all. Now let's look on the modern concept - vbso .

Introduction to vDSO

As I already wrote above, vsyscall is an obsolete concept and replaced by the vbso or virtual dynamic shared object .
The main difference between the vsyscall and vbso mechanisms is that vbso maps memory pages into each process in a
shared object form, but vsyscall is static in memory and has the same address every time. For the x86_64 architecture it is
called - linux-vdso.so.1 . All userspace applications that dynamically link to glibc will use the vbso automatically. For

example:

~$ 1ldd /bin/uname
linux-vdso.so.1 (Ox00007ffe014b7000)
libc.so.6 => /1ib64/1ibc.so0.6 (0x00007fbfee2fe000)
/1ib64/1d-1inux-x86-64.s50.2 (0x00005559aab7c000)

Or:

~$ sudo cat /proc/1/maps | grep vdso
7fff39f73000-7fff39f75000 r-xp 00000000 00:00 O [vdso]

Here we can see that uname util was linked with the three libraries:

® linux-vdso.so.1 ;
® libc.so.6 ;

® 1d-linux-x86-64.s0.2

The first provides vbso functionality, the second is ¢ standard library and the third is the program interpreter (more about this
you can read in the part that describes linkers). So, the vbso solves limitations of the vsyscall . Implementation of the vbso

is similar to vsyscall .

Initialization of the vbso occurs in the init_vdso function that defined in the arch/x86/entry/vdso/vma.c source code file. This
function starts from the initialization of the vbso images for 32-bits and 64-bits depends on the conNFIG_x86_x32_ABI kernel

configuration option:

static int __init init_vdso(void

{

init_vdso_image(&vdso_image_64);

#ifdef CONFIG_X86_X32_ABI
init_vdso_image(&vdso_image_x32);
#endif
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Both functions initialize the vdso_image structure. This structure is defined in the two generated source code files: the
arch/x86/entry/vdso/vdso-image-64.c and the arch/x86/entry/vdso/vdso-image-64.c. These source code files generated by the
vdso2c program from the different source code files, represent different approaches to call a system call like int oxse ,

sysenter and etc. The full set of the images depends on the kernel configuration.

For example for the x86_64 Linux kernel it will contain vdso_image_64 :

#ifdef CONFIG_X86_64
extern const struct vdso_image vdso_image_64;
#endif

But for the x86 - vdso_image_32 :

#ifdef CONFIG_X86_X32
extern const struct vdso_image vdso_image_x32;
#endif

If our kernel is configured for the x86 architecture or for the x86_64 and compatibility mode, we will have ability to call a
system call with the int exse interrupt, if compatibility mode is enabled, we will be able to call a system call with the native

syscall instruction oOr sysenter instruction in other way:

#if defined CONFIG_X86_32 || defined CONFIG_COMPAT
extern const struct vdso_image vdso_image_32_int80;
#ifdef CONFIG_COMPAT
extern const struct vdso_image vdso_image_32_syscall;
#endif
extern const struct vdso_image vdso_image_32_sysenter;
#endif

As we can understand from the name of the vdso_image structure, it represents image of the vpso for the certain mode of the
system call entry. This structure contains information about size in bytes of the vbso area that always a multiple of PAGE_SIZE
( 4096 bytes), pointer to the text mapping, start and end address of the alternatives (set of instructions with better alternatives

for the certain type of the processor) and etc. For example vdso_image_64 looks like this:

const struct vdso_image vdso_image_64 = {
.data = raw_data,

.size = ,

.text_mapping = {
.name = "[vdso]",
.pages = pages,

i

.alt = 0

.alt_len = o

.sym_vvar_start = 0
.sym_vvar_page = ’
.sym_hpet_page = 7

Where the raw_data contains raw binary code of the 64-bit vbso system calls which are 2 page size:

static struct page *pages[2];

or 8 Kilobytes.

The init_vdso_image function is defined in the same source code file and just initializes the vdso_image.text_mapping.pages .
First of all this function calculates the number of pages and initializes each vdso_image.text_mapping.pages[number_of_page]

with the virt_to_page macro that converts given address to the page structure:
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void __init init_vdso_image(const struct

{
int i;
int npages = (image->size) / PAGE_SIZE;
for (1 = 0; i < npages; i++)
image->text_mapping.pages[i] =
virt_to_page(image->data + i*PAGE_SIZE);
}

The init_vdso function passed to the subsys_initcall macro adds the given function to the initcalls list. All functions

from this list will be called in the do_initcalls function from the init/main.c source code file:

subsys_initcall(init_vdso);

Ok, we just saw initialization of the vbso and initialization of page structures that are related to the memory pages that contain
vDsSo system calls. But to where do their pages map? Actually they are mapped by the kernel, when it loads binary to the
memory. The Linux kernel calls the arch_setup_additional_pages function from the arch/x86/entry/vdso/vma.c source code

file that checks that vbso enabled for the x86_64 and calls the map_vdso function:

int arch_setup_additional_pages(struct int
{
if (!vdso64_enabled)
return 0;
return map_vdso(&vdso_image_64, )

The map_vdso function is defined in the same source code file and maps pages for the vbso and for the shared vbso
variables. That's all. The main differences between the vsyscall andthe vbso concepts isthat vsyscall has a static address

of freFffffffeeeeee and implements 3 system calls, whereas the vbso loads dynamically and implements four system calls:

® _ vdso_clock_gettime ;
® _ vdso_getcpu ;
® _ vdso_gettimeofday ;
® _ vdso_time .
That's all.
L
Conclusion

This is the end of the third part about the system calls concept in the Linux kernel. In the previous part we discussed the
implementation of the preparation from the Linux kernel side, before a system call will be handled and implementation of the
exit process from a system call handler. In this part we continued to dive into the stuff which is related to the system call

concept and learned two new concepts that are very similar to the system call - the vsyscall andthe vpso .

After all of these three parts, we know almost all things that are related to system calls, we know what system call is and why user
applications need them. We also know what occurs when a user application calls a system call and how the kernel handles system

calls.
The next part will be the last part in this chapter and we will see what occurs when a user runs the program.

If you have questions or suggestions, feel free to ping me in twitter 0OxA X, drop me email or just create issue.
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Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes
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System calls in the Linux kernel. Part 4.

How does the Linux kernel run a program

This is the fourth part of the chapter that describes system calls in the Linux kernel and as I wrote in the conclusion of the

previous - this part will be last in this chapter. In the previous part we stopped at the two new concepts:

® vsyscall ;

® VvDSO ;
that are related and very similar on system call concept.

This part will be last part in this chapter and as you can understand from the part's title - we will see what does occur in the Linux

kernel when we run our programs. So, let's start.

how do we launch our programs?

There are many different ways to launch an application from a user perspective. For example we can run a program from the shell
or double-click on the application icon. It does not matter. The Linux kernel handles application launch regardless how we do

launch this application.

In this part we will consider the way when we just launch an application from the shell. As you know, the standard way to launch
an application from shell is the following: We just launch a terminal emulator application and just write the name of the program

and pass or not arguments to our program, for example:

~% 1ls --version

1ls (GNU coreutils) 8.23

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Written by Richard M. Stallman and David MacKenzie.

Let's consider what does occur when we launch an application from the shell, what does shell do when we write program name,
what does Linux kernel do etc. But before we will start to consider these interesting things, I want to warn that this book is about
the Linux kernel. That's why we will see Linux kernel insides related stuff mostly in this part. We will not consider in details what

does shell do, we will not consider complex cases, for example subshells etc.

My default shell is - bash, so I will consider how do bash shell launches a program. So let's start. The bash shell as well as any
program that written with C programming language starts from the main function. If you will look on the source code of the
bash shell, you will find the main function in the shell.c source code file. This function makes many different things before the

main thread loop of the bash started to work. For example this function:

e checks and tries to open /dev/tty ;

o check that shell running in debug mode;

e parses command line arguments;

e reads shell environment;

e Joads .bashrc , .profile and other configuration files;

e and many many more.
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After all of these operations we can see the call of the reader_loop function. This function defined in the eval.c source code file
and represents main thread loop or in other words it reads and executes commands. As the reader_loop function made all
checks and read the given program name and arguments, it calls the execute_command function from the execute_cmd.c source

code file. The execute_command function through the chain of the functions calls:

execute_command

--> execute_command_internal
----> execute_simple_command
------ > execute_disk_command
-------- > shell_execve

makes different checks like do we need to start subshell , was it builtin bash function or not etc. As I already wrote above, we
will not consider all details about things that are not related to the Linux kernel. In the end of this process, the shell_execve

function calls the execve system call:

execve (command, args, env);

The execve system call has the following signature:

int execve(const char *filename, char *const argv [], char *const envp[]);

and executes a program by the given filename, with the given arguments and environment variables. This system call is the first in

our case and only, for example:

$ strace 1s
execve("/bin/1s", ["1s"], [/* 62 vars */]) = 0

$ strace echo
execve("/bin/echo", ["echo"], [/* 62 vars */]) = 0

$ strace uname

execve("/bin/uname", ["uname"], [/* 62 vars */]) = 0

So, a user application ( bash in our case) calls the system call and as we already know the next step is Linux kernel.

execve system call

We saw preparation before a system call called by a user application and after a system call handler finished its work in the
second part of this chapter. We stopped at the call of the execve system call in the previous paragraph. This system call defined

in the fs/exec.c source code file and as we already know it takes three arguments:

SYSCALL_DEFINE3(execve,
const char __user *, filename,
const char __user *const __user *, argv,
const char __user *const __user *, envp)

return do_execve(getname(filename), argv, envp);

Implementation of the execve is pretty simple here, as we can see it just returns the result of the do_execve function. The

do_execve function defined in the same source code file and do the following things:

e [Initialize two pointers on a userspace data with the given arguments and environment variables;

e return the result of the do_execveat_common .
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We can see its implementation:

struct user_arg_ptr argv = { .ptr.native = __argv };
struct user_arg_ptr envp = { .ptr.native = __envp };
return do_execveat_common(AT_FDCwWD, filename, argv, envp, 0);

The do_execveat_common function does main work - it executes a new program. This function takes similar set of arguments, but
as you can see it takes five arguments instead of three. The first argument is the file descriptor that represent directory with our
application, in our case the AT_rbcwp means that the given pathname is interpreted relative to the current working directory of
the calling process. The fifth argument is flags. In our case we passed o tothe do_execveat_common . We will check in a next

step, so will see it latter.

First of all the do_execveat_common function checks the filename pointer and returns if itis ~uLL . After this we check flags

of the current process that limit of running processes is not exceed:

if (IS_ERR(filename))
return PTR_ERR(filename);

if ((current->flags & PF_NPROC_EXCEEDED) &&
atomic_read(&current_user()->processes) > rlimit(RLIMIT_NPROC)) {
retval = -EAGAIN;
goto out_ret;

current->flags &= ~PF_NPROC_EXCEEDED;

If these two checks were successful we unset pF_nPrRoc_exCEEDED flag in the flags of the current process to prevent fail of the
execve . You can see that in the next step we call the unshare_files function that defined in the kernel/fork.c and unshares the
files of the current task and check the result of this function:

retval = unshare_files(&displaced);
if (retval)
goto out_ret;

We need to call this function to eliminate potential leak of the execve'd binary's file descriptor. In the next step we start
preparation of the bprm that represented by the struct linux_binprm structure (defined in the include/linux/binfmts.h header
file). The 1inux_binprm structure is used to hold the arguments that are used when loading binaries. For example it contains

vma field which has vm_area_struct type and represents single memory area over a contiguous interval in a given address
space where our application will be loaded, mm field which is memory descriptor of the binary, pointer to the top of memory and

many other different fields.

First of all we allocate memory for this structure with the kzalloc function and check the result of the allocation:

bprm = kzalloc(sizeof(*bprm), GFP_KERNEL);
if ('bprm)
goto out_files;

After this we start to prepare the binprm credentials with the call of the prepare_bprm_creds function:

retval = prepare_bprm_creds(bprm);
if (retval)
goto out_free;

check_unsafe_exec(bprm);
current->in_execve = 1;
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Initialization of the binprm credentials in other words is initialization of the cred structure that stored inside of the
linux_binprm structure. The cred structure contains the security context of a task for example real uid of the task, real guid of

the task, uid and guid for the virtual file system operations etc. In the next step as we executed preparation of the bprm

credentials we check that now we can safely execute a program with the call of the check_unsafe_exec function and set the

current process to the in_execve state.

After all of these operations we call the do_open_execat function that checks the flags that we passed to the
do_execveat_common function (remember that we have o inthe flags ) and searches and opens executable file on disk,

checks that our we will load a binary file from noexec mount points (we need to avoid execute a binary from filesystems that do

not contain executable binaries like proc or sysfs), initializes file structure and returns pointer on this structure. Next we can

see the call the sched_exec after this:

file = do_open_execat(fd, filename, flags);
retval = PTR_ERR(file);
if (IS_ERR(file))

goto out_unmark;

sched_exec();

The sched_exec function is used to determine the least loaded processor that can execute the new program and to migrate the

current process to it.

After this we need to check file descriptor of the give executable binary. We try to check does the name of the our binary file
starts from the / symbol or does the path of the given executable binary is interpreted relative to the current working directory

of the calling process or in other words file descriptor is AT_Fpcwp (read above about this).

If one of these checks is successful we set the binary parameter filename:

bprm->file = file;

if (fd == AT_FDCWD || filename->name[0] == '/') {
bprm->filename = filename->name;

Otherwise if the filename is empty we set the binary parameter filename to the /dev/fd/%d or /dev/fd/%d/%s depends on the

filename of the given executable binary which means that we will execute the file to which the file descriptor refers:

} else {
if (filename->name[0] == '\0'")
pathbuf = kasprintf(GFP_TEMPORARY, "/dev/fd/%d", fd);
else

pathbuf = kasprintf(GFP_TEMPORARY, "/dev/fd/%d/%s",
fd, filename->name);
if (!'pathbuf) {
retval = -ENOMEM;
goto out_unmark;

bprm->filename = pathbuf;

bprm->interp = bprm->filename;

Note that we set not only the bprm->filename butalso bprm->interp that will contain name of the program interpreter. For
now we just write the same name there, but later it will be updated with the real name of the program interpreter depends on
binary format of a program. You can read above that we already prepared cred forthe linux_binprm . The next step is

initialization of other fields of the 1inux_binprm . First of all we call the bprm_mm_init function and pass the bprm to it:
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retval = bprm_mm_init(bprm);
if (retval)
goto out_unmark;

The bprm_mm_init defined in the same source code file and as we can understand from the function's name, it makes
initialization of the memory descriptor or in other words the bprm_mm_init function initializes mm_struct structure. This
structure defined in the include/linux/mm_types.h header file and represents address space of a process. We will not consider
implementation of the bprm_mm_init function because we do not know many important stuff related to the Linux kernel memory
manager, but we just need to know that this function initializes mm_struct and populate it with a temporary stack

vm_area_struct

After this we calculate the count of the command line arguments which are were passed to the our executable binary, the count of

the environment variables and set it to the bprm->argc and bprm->envc respectively:

bprm->argc = count(argv, MAX_ARG_STRINGS);
if ((retval = bprm->argc) < 0)
goto out;

bprm->envc = count(envp, MAX_ARG_STRINGS);
if ((retval = bprm->envc) < 0)
goto out;

As you can see we do this operations with the help of the count function that defined in the same source code file and calculates
the count of strings in the argv array. The MAX_ARG_STRINGS macro defined in the include/uapi/linux/binfmts.h header file and
as we can understand from the macro's name, it represents maximum number of strings that were passed to the execve system

call. The value of the MAX_ARG_STRINGS :

#define MAX_ARG_STRINGS Ox7FFFFFFF

After we calculated the number of the command line arguments and environment variables, we call the prepare_binprm
function. We already call the function with the similar name before this moment. This function is called prepare_binprm_cred

and we remember that this function initializes cred structure in the linux_bprm . Now the prepare_binprm function:

retval = prepare_binprm(bprm);
if (retval < 0)
goto out;

fills the linux_binprm structure with the uid from inode and read 128 bytes from the binary executable file. We read only
first 128 from the executable file because we need to check a type of our executable. We will read the rest of the executable file
in the later step. After the preparation of the 1inux_bprm structure we copy the filename of the executable binary file, command

line arguments and environment variables to the linux_bprm with the call of the copy_strings_kernel function:

retval = copy_strings_kernel(1l, &bprm->filename, bprm);
if (retval < 0)
goto out;

retval = copy_strings(bprm->envc, envp, bprm);
if (retval < 0)
goto out;

retval = copy_strings(bprm->argc, argv, bprm);

if (retval < 0)
goto out;

And set the pointer to the top of new program's stack that we set in the bprm_mm_init function:
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bprm->exec = bprm->p;

The top of the stack will contain the program filename and we store this filename to the exec field of the linux_bprm structure.

Now we have filled 1inux_bprm structure, we call the exec_binprm function:

retval = exec_binprm(bprm);
if (retval < 0)
goto out;

First of all we store the pid and pid that seen from the namespace of the current task in the exec_binprm :

old_pid = current->pid;

rcu_read_lock();

old_vpid = task_pid_nr_ns(current, task_active_pid_ns(current->parent));
rcu_read_unlock();

and call the:

search_binary_handler (bprm);

function. This function goes through the list of handlers that contains different binary formats. Currently the Linux kernel supports
following binary formats:

e binfmt_script - support for interpreted scripts that are starts from the #! line;

e binfmt_misc - support different binary formats, according to runtime configuration of the Linux kernel;
e binfmt_elf - support elf format;

e binfmt_aout - support a.out format;

e binfmt_flat - support for flat format;

e binfmt_elf_fdpic - Support for elf FDPIC binaries;

e binfmt_ems8e - support for Intel elf binaries running on Alpha machines.

So, the search_binary_handler tries to call the load_binary function and pass linux_binprm to it. If the binary handler

supports the given executable file format, it starts to prepare the executable binary for execution:

int search_binary_handler(struct

{

list_for_each_entry(fmt, &formats, 1lh) {
retval = fmt->load_binary(bprm);
if (retval < 0 && !bprm->mm) {
force_sigsegv(SIGSEGV, current);
return retval;

return retval;

Where the load_binary for example for the elf checks the magic number (each elf binary file contains magic number in the
header) in the 1inux_bprm buffer (remember that we read first 128 bytes from the executable binary file): and exit if it is not

elf binary:

static int load_elf_binary(struct

{
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loc->elf_ex = *((struct elfhdr *)bprm->buf);

if ( (elf_ex.e_ident, ELFMAG, SELFMAG) != 0)
goto out;

If the given executable file is in elf format, the load_elf_binary continues to execute. The load_elf_binary does many

different things to prepare on execution executable file. For example it checks the architecture and type of the executable file:

if (loc->elf_ex.e_type != ET_EXEC && loc->elf_ex.e_type != ET_DYN)
goto out;

if (!elf_check_arch(&loc->elf_ex))
goto out;

and exit if there is wrong architecture and executable file non executable non shared. Tries to load the program header table :

elf_phdata = load_elf_phdrs(&loc->elf_ex, bprm->file);
if (!elf_phdata)
goto out;

that describes segments. Read the program interpreter and libraries that linked with the our executable binary file from disk
and load it to memory. The program interpreter specified inthe .interp section of the executable file and as you can read in
the part that describes Linkers itis - /1ib64/1d-1inux-x86-64.s0.2 forthe x86_e4 . It setups the stack and map elf binary
into the correct location in memory. It maps the bss and the brk sections and does many many other different things to prepare
executable file to execute.

In the end of the execution of the load_elf_binary we call the start_thread function and pass three arguments to it:

start_thread(regs, elf_entry, bprm->p);
retval = 0;
out:
kfree(loc);
out_ret:
return retval;

These arguments are:

e Set of registers for the new task;
e Address of the entry point of the new task;
e Address of the top of the stack for the new task.

As we can understand from the function's name, it starts new thread, but it is not so. The start_thread function just prepares

new task's registers to be ready to run. Let's look on the implementation of this function:

void
start_thread(struct unsigned long unsigned long
{
start_thread_common(regs, new_ip, new_sp,
__USER_CS, __USER_DS, 0);
}

As we can see the start_thread function just makes a call of the start_thread_common function that will do all for us:

static void
start_thread_common(struct unsigned long
unsigned long
unsigned int unsigned int unsigned int
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loadsegment(fs, 0);
loadsegment(es, _ds);
loadsegment(ds, _ds);
load_gs_index(0);

regs->ip = new_ip;
regs->sp = new_sp;
regs->cs = _cs;

regs->ss = _ss;
regs->flags = X86_EFLAGS_IF;

force_iret();

The start_thread_common function fills fs segment register with zero and es and ds with the value of the data segment
register. After this we set new values to the instruction pointer, cs segments etc. In the end of the start_thread_common
function we can see the force_iret macro that force a system call return via iret instruction. Ok, we prepared new thread to
run in userspace and now we can return from the exec_binprm and now we are in the do_execveat_common again. After the

exec_binprm will finish its execution we release memory for structures that was allocated before and return.

After we returned from the execve system call handler, execution of our program will be started. We can do it, because all
context related information already configured for this purpose. As we saw the execve system call does not return control to a
process, but code, data and other segments of the caller process are just overwritten of the program segments. The exit from our
application will be implemented through the exit system call.

That's all. From this point our program will be executed.

Conclusion

This is the end of the fourth and last part of the about the system calls concept in the Linux kernel. We saw almost all related stuff
to the system call concept in these four parts. We started from the understanding of the system call concept, we have

learned what is it and why do users applications need in this concept. Next we saw how does the Linux handle a system call from
a user application. We met two similar concepts to the system call concept, they are vsyscall and vbso and finally we saw

how does Linux kernel run a user program.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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How does the open system call work

Introduction

This is the fi

fth part of the chapter that describes system calls mechanism in the Linux kernel. Previous parts of this chapter

described this mechanism in general. Now I will try to describe implementation of different system calls in the Linux kernel.

Previous parts from this chapter and parts from other chapters of the books describe mostly deep parts of the Linux kernel that are

faintly visible or fully invisible from the userspace. But the Linux kernel code is not only about itself. The vast of the Linux kernel

code provides ability to our code. Due to the linux kernel our programs can read/write from/to files and don't know anything about

sectors, tracks and other parts of a disk structures, we can send data over network and don't build encapsulated network packets by

hand and etc

I don't know

how about you, but it is interesting to me not only how an operating system works, but how do my software interacts

with it. As you may know, our programs interacts with the kernel through the special mechanism which is called system call. So,

I've decided

to write series of parts which will describe implementation and behavior of system calls which we are using every

day like read , write , open , close , dup and etc.

I have decided to start from the description of the open system call. if you have written at least one ¢ program, you should know

that before we are able to read/write or execute other manipulations with a file we need to open it with the open function:

#include
#include
#include
#include
#include
#include

int main

i

i

@

C
r

<fcntl.h>
<stdio.h>
<stdlib.h>
<unistd.h>
<sys/stat.h>
<sys/types.h>

int char {
nt fd = open("test", O_RDONLY);

f fd < {
perror("Opening of the file is failed\n");
1se {
("file sucessfully opened\n");
lose(fd);
eturn 0O;

In this case, the open is the function from standard library, but not system call. The standard library will call related system call

for us. The

open call will return a file descriptor which is just an unique number within our process which is associated with the

opened file. Now as we opened a file and got file descriptor as result of open call, we may start to interact with this file. We can

write into, read from it and etc. List of opened file by a process is available via proc filesystem:

$ sudo 1s

0 10 12
63 67 8
1 11 13
65 7 9

/proc/1/fd/

14 16 2 21 23 25 27 29 30 32 34 36 38 4 41 43 45 47 49 50 53 55 58 6 61

15 19 20 22 24 26 28 3 31 33 35 37 39 40 42 44 46 48 5 51 54 57 59 60 62

I am not going to describe more details about the open routine from the userspace view in this post, but mostly from the kernel

side. if you are not very familiar with, you can get more info in the man page.
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So let's start.

Definition of the open system call

If you have read the fourth part of the linux-insides book, you should know that system calls are defined with the help of

SYSCALL_DEFINE macro. So, the open system call is not exception.

Definition of the open system call is located in the fs/open.c source code file and looks pretty small for the first view:

SYSCALL_DEFINE3(open, const char __user *, filename, int, flags, umode_t, mode)

{
if (force_o_largefile())
flags |= O_LARGEFILE;
return do_sys_open(AT_FDCWD, filename, flags, mode);
}

As you may guess, the do_sys_open function from the same source code file does the main job. But before this function will be

called, let's consider the if clause from which the implementation of the open system call starts:

if (force_o_largefile())
flags |= O_LARGEFILE;

Here we apply the o_LARGEFILE flag to the flags which were passed to open system call in a case when the

force_o_largefile() will return true. What is 0_LARGEFILE ? We may read this in the man page for the open(2) system call:

O_LARGEFILE
(LFS) Allow files whose sizes cannot be represented in an off_t (but can be represented in an off64_t) to be opened.

As we may read in the GNU C Library Reference Manual:
off _t
This is a signed integer type used to represent file sizes. In the GNU C Library, this type is no narrower than int. If the
source is compiled with _FILE_OFFSET_BITS == 64 this type is transparently replaced by off64._t.

and
off64_t

This type is used similar to off_t. The difference is that even on 32 bit machines, where the off_t type would have 32 bits,
off64_t has 64 bits and so is able to address files up to 2A63 bytes in length. When compiling with _FILE_OFFSET_BITS

== 64 this type is available under the name off_t.

So it is not hard to guess that the off_t , offé4_t and O_LARGEFILE are about a file size. In the case of the Linux kernel, the
O_LARGEFILE is used to disallow opening large files on 32bit systems if the caller didn't specify o_rARGeEFILE flag during
opening of a file. On 64bit systems we force on this flag in open system call. And the force_o_largefile macro from the

include/linux/fentl.h linux kernel header file confirms this:

#ifndef force_o_largefile
#define force_o_largefile() (BITS_PER_LONG != 32)
#endif

This macro may be architecture-specific as for example for IA-64 architecture, but in our case the x86_64 does not provide

definition of the force_o_largefile and it will be used from include/linux/fentl.h.
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So, as we may see the force_o_largefile is justamacro which expands to the true value in our case of x86_64 architecture.
As we are considering 64-bit architecture, the force_o_largefile will be expandedto true andthe o_LARGEFILE flag will be

added to the set of flags which were passed to the open system call.

Now as we considered meaning of the o_LARGEFILE flag and force_o_largefile macro, we can proceed to the consideration
of the implementation of the do_sys_open function. As I wrote above, this function is defined in the same source code file and

looks:

long do_sys_open(int const char int
{

struct open_flags op;

int fd = build_open_flags(flags, mode, &op);

struct filename *tmp;

if (fd)
return fd;

tmp = getname(filename);
if (IS_ERR(tmp))
return PTR_ERR(tmp);

fd = get_unused_fd_flags(flags);
if (fd >= 0) {
struct file *f = do_filp_open(dfd, tmp, &op);
if (IS_ERR(F)) {
put_unused_fd(fd);
fd = PTR_ERR(F);
} else {
fsnotify_open(f);
fd_install(fd, f);

}
putname(tmp);
return fd;

Let's try to understand how the do_sys_open works step by step.

open(2) flags

As you know the open system call takes set of flags as second argument that control opening a file and mode as third
argument that specifies permission the permissions of a file if it is created. The do_sys_open function starts from the call of the
build_open_flags function which does some checks that set of the given flags is valid and handles different conditions of flags

and mode.

Let's look at the implementation of the build_open_flags . This function is defined in the same kernel file and takes three

arguments:

o flags - flags that control opening of a file;

e mode - permissions for newly created file;

The last argument - op is represented with the open_flags structure:

struct open_flags {
int open_flag;
umode_t mode;
int acc_mode;
int intent;
int lookup_flags;
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which is defined in the fs/internal.h header file and as we may see it holds information about flags and access mode for internal
kernel purposes. As you already may guess the main goal of the build_open_flags function is to fill an instance of this

structure.

Implementation of the build_open_flags function starts from the definition of local variables and one of them is:

int acc_mode = ACC_MODE(flags);

This local variable represents access mode and its initial value will be equal to the value of expanded Acc_mope macro. This

macro is defined in the include/linux/fs.h and looks pretty interesting:

#define ACC_MODE(x) ("\004\002\006\006"[(x)&0_ACCMODE])
#define O_ACCMODE 00000003

The "\e04\002\006\006" is an array of four chars:

"\004\002\006\006" == {'\004', '\002', '\006', '\006'}

So, the Acc_MobE macro just expands to the accession to this array by [(x) & o_AccMobE] index. As we just saw, the
0_ACCMODE is 00000003 . By applying x & o_AccMobE we will take the two least significant bits which are represents read ,

write Or read/write access modes:

#define O_RDONLY 00000000
#define O_WRONLY 00000001
#define O_RDWR 00000002

After getting value from the array by the calculated index, the Acc_mope will be expanded to access mode mask of a file which

will hold MAY_wRITE , MAY_READ and other information.

We may see following condition after we have calculated initial access mode:

if (flags & (O_CREAT | _ O_TMPFILE))
op->mode = (mode & S_IALLUGO) | S_IFREG;
else
op->mode = 0;

Here we reset permissions in open_flags instance if a opened file wasn't temporary and wasn't open for creation. This is

because:
if neither O_CREAT nor O_TMPFILE is specified, then mode is ignored.

In other case if 0_CREAT or o_TMPFILE were passed we canonicalize it to a regular file because a directory should be created

with the opendir system call.

At the next step we check that a file is not tried to be opened via fanotify and without the o_cLoexec flag:

flags &= ~FMODE_NONOTIFY & ~O_CLOEXEC;

We do this to not leak a file descriptor. By default, the new file descriptor is set to remain open across an execve system call, but
the open system call supports o_cLoexec flag that can be used to change this default behaviour. So we do this to prevent
leaking of a file descriptor when one thread opens a file to set o_cLoexec flag and in the same time the second process does a

fork) + execve) and as you may remember that child will have copies of the parent's set of open file descriptors.

At the next step we check that if our flags contains o_sync flag, we apply o_psync flag too:
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if (flags & __0_SYNC)
flags |= O_DSYNC;

The o_sync flag guarantees that the any write call will not return before all data has been transferred to the disk. The o_psync
islike o_sync except that there is no requirement to wait for any metadata (like atime , mtime and etc.) changes will be

written. We apply o_bpsync ina case of __o_sync because it is implemented as __0_sync|o_bpsync in the Linux kernel.

After this we must be sure that if a user wants to create temporary file, the flags should contain o_TMPFILE_MASK or in other

words it should contain or 0_CREAT or 0_TMPFILE or both and also it should be writeable:

if (flags & __O_TMPFILE) {
if ((flags & O_TMPFILE_MASK) != O_TMPFILE)
return -EINVAL;
if (!(acc_mode & MAY_WRITE))
return -EINVAL;
} else if (flags & O_PATH) {
flags &= O_DIRECTORY | O_NOFOLLOW | O_PATH;
acc_mode = 0;

as it is written in in the manual page:
O_TMPFILE must be specified with one of O_RDWR or O_WRONLY

If we didn't pass o_TMpFILE for creation of a temporary file, we check the o_pATH flag at the next condition. The o_pATH flag

allows us to obtain a file descriptor that may be used for two following purposes:

e to indicate a location in the filesystem tree;

e to perform operations that act purely at the file descriptor level.

So, in this case the file itself is not opened, but operations like dup , fcntl and other can be used. So, if all file content related
operations like read , write and other are permitted, only 0_DIRECTORY | 0_NoFoLLow | 0_PATH flags can be used. We have
finished with flags for this moment in the build_open_flags for this moment and we may fill our open_flags->open_flag with

them:

op->open_flag = flags;

Now we have filled open_flag field which represents flags that will control opening of a file and mode that will represent
umask of a new file if we open file for creation. There are still to fill last flags in the our open_flags structure. The nextis op-
>acc_mode which represents access mode to a opened file. We already filled the acc_mode local variable with the initial value at

the beginning of the build_open_flags and now we check last two flags related to access mode:

if (flags & O_TRUNC)
acc_mode |= MAY_WRITE;
if (flags & O_APPEND)
acc_mode |= MAY_APPEND;
op->acc_mode = acc_mode;

These flags are - o_TRuNc that will truncate an opened file to length e if it existed before we open it and the o_appEND flag

allows to open a file in append mode . So the opened file will be appended during write but not overwritten.

The next field of the open_flags structure is - intent . It allows us to know about our intention or in other words what do we
really want to do with file, open it, create, rename it or something else. So we set it to zero if our flags contains the o_pATH flag

as we can't do anything related to a file content with this flag:

op->intent = flags & O_PATH ? : LOOKUP_OPEN;



orjustto LOOKUP_OPEN intention. Additionally we set LooKuP_CREATE intention if we want to create new file and to be sure that

a file didn't exist before with o_gxcL flag:

if (flags & O_CREAT) {
op->intent |= LOOKUP_CREATE;
if (flags & O_EXCL)
op->intent |= LOOKUP_EXCL;

The last flag of the open_flags structure is the lookup_flags :

if (flags & O_DIRECTORY)
lookup_flags |= LOOKUP_DIRECTORY;

if (!(flags & O_NOFOLLOW))
lookup_flags |= LOOKUP_FOLLOW;

op->lookup_flags = lookup_flags;

return 0;

We fill it with LookuP_bIRECTORY if we want to open a directory and Lookup_roLLow if we don't want to follow (open) symlink.
That's all. It is the end of the build_open_flags function. The open_flags structure is filled with modes and flags for a file
opening and we can return back to the do_sys_open .

Actual opening of a file

At the next step after build_open_flags function is finished and we have formed flags and modes for our file we should get the

filename structure with the help of the getname function by name of a file which was passed to the open system call:

tmp = getname(filename);
if (IS_ERR(tmp))
return PTR_ERR(tmp);

The getname function is defined in the fs/namei.c source code file and looks:

struct filename *
getname(const char

{

return getname_flags(filename, ©, )8

So, it just calls the getname_flags function and returns its result. The main goal of the getname_flags function is to copy a file
path given from userland to kernel space. The filename structure is defined in the include/linux/fs.h linux kernel header file and

contains following fields:

e name - pointer to a file path in kernel space;
e uptr - original pointer from userland;

e aname - filename from audit context;

e refcnt - reference counter;

e iname - a filename in a case when it will be less than PATH_MAX .

As I already wrote above, the main goal of the getname_flags function is to copy name of a file which was passed to the open
system call from user space to kernel space with the strncpy_from_user function. The next step after a filename will be copied to

kernel space is getting of new non-busy file descriptor:

fd = get_unused_fd_flags(flags);
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The get_unused_fd_flags function takes table of open files of the current process, minimum ( e ) and maximum
( RLIMIT_NOFILE ) possible number of a file descriptor in the system and flags that we have passed to the open system call and
allocates file descriptor and mark it busy in the file descriptor table of the current process. The get_unused_fd_flags function

sets or clears the o_cLoexec flag depends on its state in the passed flags.

The last and main step in the do_sys_open isthe do_filp_open function:

struct file *f = do_filp_open(dfd, tmp, &op);

if (IS_ERR(F)) {
put_unused_fd(fd);
fd = PTR_ERR(f);

} else {
fsnotify_open(f);
fd_install(fd, f);

The main goal of this function is to resolve given path name into file structure which represents an opened file of a process. If
something going wrong and execution of the do_filp_open function will be failed, we should free new file descriptor with the
put_unused_fd or in other way the file structure returned by the do_filp_open will be stored in the file descriptor table of

the current process.

Now let's take a short look at the implementation of the do_filp_open function. This function is defined in the fs/namei.c linux
kernel source code file and starts from initialization of the nameidata structure. This structure will provide a link to a file inode.
Actually this is one of the main point of the do_filp_open function to acquire an inode by the filename given to open system

call. After the nameidata structure will be initialized, the path_openat function will be called:

filp = path_openat(&nd, op, flags | LOOKUP_RCU);

if (unlikely(filp == ERR_PTR(-ECHILD)))
filp = path_openat(&nd, op, flags);
if (unlikely(filp == ERR_PTR(-ESTALE)))
filp = path_openat(&nd, op, flags | LOOKUP_REVAL);

Note that it is called three times. Actually, the Linux kernel will open the file in RCU mode. This is the most efficient way to open
a file. If this try will be failed, the kernel enters the normal mode. The third call is relatively rare, only in the nfs file system is
likely to be used. The path_openat function executes path lookup or in other words it tries to find a dentry (what the Linux

kernel uses to keep track of the hierarchy of files in directories) corresponding to a path.

The path_openat function starts from the call of the get_empty_flip() function that allocates a new file structure with
some additional checks like do we exceed amount of opened files in the system or not and etc. After we have got allocated new
file structure we call the do_tmpfile or do_o_path functions in a case if we have passed O0_TMPFILE | O_CREATE oOr
o_pATH flags during call of the open system call. These both cases are quite specific, so let's consider quite usual case when we

want to open already existed file and want to read/write from/to it.

In this case the path_init function will be called. This function performs some preporatory work before actual path lookup.
This includes search of start position of path traversal and its metadata like inode of the path, dentry inode and etc. This can
be root directory - / or current directory as in our case, because we use AT_cwD as starting point (see call of the

do_sys_open at the beginning of the post).

The next step after the path_init is the loop which executes the 1ink_path_walk and do_last . The first function executes
name resolution or in other words this function starts process of walking along a given path. It handles everything step by step
except the last component of a file path. This handling includes checking of a permissions and getting a file component. As a file

component is gotten, it is passed to walk_component that updates current directory entry from the dcache or asks underlying
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filesystem. This repeats before all path's components will not be handled in such way. After the 1link_path_walk will be
executed, the do_last function will populate a file structure based on the result of the link_path_walk . As we reached last

component of the given file path the vfs_open function from the do_last will be called.

This function is defined in the fs/open.c linux kernel source code file and the main goal of this function is to call an open

operation of underlying filesystem.

That's all for now. We didn't consider full implementation of the open system call. We skip some parts like handling case when
we want to open a file from other filesystem with different mount point, resolving symlinks and etc., but it should be not so hard
to follow this stuff. This stuff does not included in generic implementation of open system call and depends on underlying

filesystem. If you are interested in, you may lookup the file_operations.open callback function for a certain filesystem.

Conclusion

This is the end of the fifth part of the implementation of different system calls in the Linux kernel. If you have questions or
suggestions, ping me on twitter OxA X, drop me an email, or just create an issue. In the next part, we will continue to dive into

system calls in the Linux kernel and see the implementation of the read system call.

Please note that English is not my first language and I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Limits on resources in Linux

Each process in the system uses certain amount of different resources like files, CPU time, memory and so on.

Such resources are not infinite and each process and we should have an instrument to manage it. Sometimes it is useful to know
current limits for a certain resource or to change it's value. In this post we will consider such instruments that allow us to get

information about limits for a process and increase or decrease such limits.
We will start from userspace view and then we will look how it is implemented in the Linux kernel.
There are three main fundamental system calls to manage resource limit for a process:

e getrlimit
e setrlimit

e prlimit

The first two allows a process to read and set limits on a system resource. The last one is extension for previous functions. The

prlimit allows to set and read the resource limits of a process specified by PID. Definitions of these functions looks:

The getrlimit is:

int getrlimit(int struct ;

The setrlimit is:

int setrlimit(int const struct ;

And the definition of the prlimit is:

int prlimit int const struct
struct g
In the first two cases, functions takes two parameters:

e resource -represents resource type (we will see available types later);

e rlim -combination of soft and hard limits.
There are two types of limits:

e soft

® hard

The first provides actual limit for a resource of a process. The second is a ceiling value of a soft limit and can be set only by

superuser. So, soft limit can never exceed related hard limit.

Both these values are combined in the rlimit structure:

struct rlimit {
rlim_t rlim_cur;
rlim_t rlim_max;

Y

The last one function looks a little bit complex and takes 4 arguments. Besides resource argument, it takes:

e pid - specifies an ID of a process on which the prlimit should be executed;
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e new_limit - provides new limits values if it is not NuLL ;

e old_limit -current soft and hard limits will be placed here if it is not NuLL .

Exactly prlimit function is used by ulimit util. We can verify this with the help of strace util.

For example:

~$ strace ulimit -s 2>&1 | grep rl

prlimit64(0, RLIMIT_NPROC, NULL, {rlim_cur=63727, rlim_max=63727}) = 0
prlimit64(0, RLIMIT_NOFILE, NULL, {rlim_cur=1024, rlim_max=4*1024}) = 0
prlimit64(0, RLIMIT_STACK, NULL, {rlim_cur=8192*1024, rlim_max=RLIM64_INFINITY}) = 0O

Here we can see prlimité4 , but notthe prlimit . The fact is that we see underlying system call here instead of library call.

Now let's look at list of available resources:

Resource
RLIMIT_CPU
RLIMIT_FSIZE
RLIMIT_DATA
RLIMIT_STACK
RLIMIT_CORE
RLIMIT_RSS
RLIMIT_NPROC
RLIMIT_NOFILE
RLIMIT_MEMLOCK
RLIMIT_AS
RLIMIT_LOCKS
RLIMIT_SIGPENDING
RLIMIT_MSGQUEUE
RLIMIT_NICE

RLIMIT_RTPRIO

RLIMIT_RTTIME

Description
CPU time limit given in seconds
the maximum size of files that a process may create
the maximum size of the process's data segment
the maximum size of the process stack in bytes
the maximum size of a core file.
the number of bytes that can be allocated for a process in RAM
the maximum number of processes that can be created by a user
the maximum number of a file descriptor that can be opened by a process
the maximum number of bytes of memory that may be locked into RAM by mlock.
the maximum size of virtual memory in bytes.
the maximum number flock and locking related fcntl calls
maximum number of signals that may be queued for a user of the calling process
the number of bytes that can be allocated for POSIX message queues
the maximum nice value that can be set by a process
maximum real-time priority value

maximum number of microseconds that a process may be scheduled under real-time
scheduling policy without making blocking system call

If you're looking into source code of open source projects, you will note that reading or updating of a resource limit is quite

widely used operation.

For example: systemd

/* Don't limit the coredump size */
(void) setrlimit(RLIMIT_CORE, &RLIMIT_MAKE_CONST(RLIM_INFINITY));

Or haproxy:

getrlimit (RLIMIT_NOFILE, &limit);
if (limit.rlim_cur < global.maxsock) {

Warning("[%s.main()] FD limit (%d) too low for maxconn=%d/maxsock=%d. Please raise

'ulimit-n' to %d or more
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to avoid any trouble.\n",
argv[0], (int)limit.rlim_cur, global.maxconn, global.maxsock, global.maxsock);

We've just saw a little bit about resources limits related stuff in the userspace, now let's look at the same system calls in the Linux
kernel.

Limits on resource in the Linux kernel

Both implementation of getrlimit system call and setrlimit looks similar. Both they execute do_prlimit function that is

core implementation of the prlimit system call and copy from/to given rlimit from/to userspace:

The getrlimit

SYSCALL_DEFINE2(getrlimit, unsigned int, resource, struct rlimit __user *, rlim)

{
struct rlimit value;
int ret;
ret = do_prlimit(current, resource, , &value);
if (!ret)
ret = copy_to_user(rlim, &value, sizeof(*rlim)) ? -EFAULT : 0O;
return ret;
}

and setrlimit

SYSCALL_DEFINE2(setrlimit, unsigned int, resource, struct rlimit __user *, rlim)

{
struct rlimit new_rlim;
if (copy_from_user(&new_rlim, rlim, sizeof(*rlim)))
return -EFAULT;
return do_prlimit(current, resource, &new_rlim, );
}

Implementations of these system calls are defined in the kernel/sys.c kernel source code file.

First of all the do_prlimit function executes a check that the given resource is valid:

if (resource >= RLIM_NLIMITS)
return -EINVAL;

and in a failure case returns -EINVAL error. After this check will pass successfully and new limits was passed as non NULL

value, two following checks:

if (new_rlim) {
if (new_rlim->rlim_cur > new_rlim->rlim_max)
return -EINVAL;
if (resource == RLIMIT_NOFILE &&
new_rlim->rlim_max > sysctl nr_open)
return -EPERM;
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check that the given soft limit does not exceed hard limit and in a case when the given resource is the maximum number of a
file descriptors that hard limit is not greater than sysctl_nr_open value. The value of the sysctl nr_open can be found via

procfs:

~$ cat /proc/sys/fs/nr_open
1048576

After all of these checks we lock tasklist to be sure that signal handlers related things will not be destroyed while we updating

limits for a given resource:

read_lock(&tasklist_lock);

read_unlock(&tasklist_lock);

We need to do this because prlimit system call allows us to update limits of another task by the given pid. As task list is

locked, we take the rlimit instance that is responsible for the given resource limit of the given process:

rlim = tsk->signal->rlim + resource;

where the tsk->signal->rlim is just array of struct rlimit that represents certain resources. And if the new_rlim is not

NULL we just update its value. If old_rlim isnot nuLL we fill it:

if (old_rlim)
*old_rlim = *rlim,;

That's all.

Conclusion

This is the end of the second part that describes implementation of the system calls in the Linux kernel. If you have questions or

suggestions, ping me on Twitter 0xAX, drop me an email, or just create an issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you find any mistakes

please send me PR to linux-insides.
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Timers and time management

This chapter describes timers and time management related concepts in the linux kernel.

e [ntroduction - An introduction to the timers in the Linux kernel.

e [ntroduction to the clocksource framework - Describes clocksource framework in the Linux kernel.

e The tick broadcast framework and dyntick - Describes tick broadcast framework and dyntick concept.

e [ntroduction to timers - Describes timers in the Linux kernel.

e Introduction to the clockevents framework - Describes yet another clock/time management related framework :
clockevents .

e x86 related clock sources - Describes x86_64 related clock sources.

e Time related system calls in the Linux kernel - Describes time related system calls.



Timers and time management in the Linux kernel. Part 1.

Introduction

This is yet another post that opens a new chapter in the linux-insides book. The previous part described system call concepts, and
now it's time to start new chapter. As one might understand from the title, this chapter will be devoted to the timers and time
management in the Linux kernel. The choice of topic for the current chapter is not accidental. Timers (and generally, time
management) are very important and widely used in the Linux kernel. The Linux kernel uses timers for various tasks, for example
different timeouts in the TCP implementation, the kernel knowing current time, scheduling asynchronous functions, next event

interrupt scheduling and many many more.

So, we will start to learn implementation of the different time management related stuff in this part. We will see different types of

timers and how different Linux kernel subsystems use them. As always, we will start from the earliest part of the Linux kernel and
go through the initialization process of the Linux kernel. We already did it in the special chapter which describes the initialization

process of the Linux kernel, but as you may remember we missed some things there. And one of them is the initialization of

timers.

Let's start.

Initialization of non-standard PC hardware clock

After the Linux kernel was decompressed (more about this you can read in the Kernel decompression part) the architecture non-
specific code starts to work in the init/main.c source code file. After initialization of the lock validator, initialization of cgroups

and setting canary value we can see the call of the setup_arch function.

As you may remember, this function (defined in the arch/x86/kernel/setup.c) prepares/initializes architecture-specific stuff (for
example it reserves a place for bss section, reserves a place for initrd, parses kernel command line, and many, many other things).

Besides this, we can find some time management related functions there.

The first is:

x86_init.timers.wallclock_init();

We already saw x86_init structure in the chapter that describes initialization of the Linux kernel. This structure contains
pointers to the default setup functions for the different platforms like Intel MID, Intel CE4100, etc. The x86_init structure is

defined in the arch/x86/kernel/x86_init.c, and as you can see it determines standard PC hardware by default.

As we can see, the x86_init structure has the x86_init_ops type that provides a set of functions for platform specific setup
like reserving standard resources, platform specific memory setup, initialization of interrupt handlers, etc. This structure looks
like:

struct x86_init_ops {

struct x86_init_resources resources;
struct x86_init_mpparse mpparse;
struct x86_init_irqgs irgs;
struct x86_init_oem oem;
struct x86_init_paging paging;
struct x86_1init_timers timers;
struct x86_init_iommu iommu;
struct x86_init_pci pci;
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Note the timers field that has the x86_init_timers type. We can understand by its name that this field is related to time

management and timers. x86_init_timers contains four fields which are all functions that returns pointer on void:

® setup_percpu_clockev - setup the per cpu clock event device for the boot cpu;
e tsc_pre_init - platform function called before TSC init;
® timer_init - initialize the platform timer;

® wallclock_init - initialize the wallclock device.
So, as we already know, in our case the wallclock_init executes initialization of the wallclock device. If we look on the

x86_init structure, we see that wallclock_init points to the x86_init_noop :

struct x86_init_ops x86_init __initdata = {

.timers = {
.wallclock_init = x86_1init_noop,

Iy

Where the x86_init_noop is just a function that does nothing:

void __cpuinit x86_init_noop(void) { }

for the standard PC hardware. Actually, the wallclock_init function is used in the Intel MID platform. Initialization of the
x86_init.timers.wallclock_init is located in the arch/x86/platform/intel-mid/intel-mid.c source code file in the

x86_intel_mid_early_setup function:

void __init x86_intel _mid_early setup(void

{

X86_init.timers.wallclock_init = intel _mid_rtc_init;

Implementation of the intel mid_rtc_init function is in the arch/x86/platform/intel-mid/intel_mid_vrtc.c source code file and
looks pretty simple. First of all, this function parses Simple Firmware Interface M-Real-Time-Clock table for getting such devices

tothe sfi_mrtc_array array and initialization of the set_time and get_time functions:

void _ init intel_mid_rtc_init(void

{
unsigned long vrtc_paddr;
sfi_table_parse(SFI_SIG_MRTC, 5 , sfi_parse_mrtc);
vrtc_paddr = sfi_mrtc_array[0].phys_addr;
if (!sfi_mrtc_num || !vrtc_paddr)

return;

vrtc_virt_base = (void __iomem *)set_fixmap_offset_nocache(FIX_LNW_VRTC,
vrtc_paddr);

x86_platform.get_wallclock = vrtc_get_time;
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x86_platform.set_wallclock = vrtc_set_mmss;

That's all, after this a device based on 1Intel mip will be able to get time from the hardware clock. As I already wrote, the
standard PC x86_64 architecture does not support x86_init_noop and just do nothing during call of this function. We just saw
initialization of the real time clock for the Intel MID architecture, now it's time to return to the general x86_64 architecture and

will look on the time management related stuff there.

Acquainted with jiffies

If we return to the setup_arch function (which is located, as you remember, in the arch/x86/kernel/setup.c source code file), we

see the next call of the time management related function:

register_refined_jiffies(CLOCK_TICK_RATE);

Before we look at the implementation of this function, we must know about jiffy. As we can read on wikipedia:

Jiffy is an informal term for any unspecified short period of time

This definition is very similar to the jiffy in the Linux kernel. There is global variable with the jiffies which holds the

number of ticks that have occurred since the system booted. The Linux kernel sets this variable to zero:

extern unsigned long volatile __jiffy_data jiffies;

during initialization process. This global variable will be increased each time during timer interrupt. Besides this, near the

jiffies variable we can see the definition of the similar variable

extern u64 jiffies_64;

Actually, only one of these variables is in use in the Linux kernel, and it depends on the processor type. For the x86_64 it will be

ue4 use and for the x86 it's unsigned long . We see this looking at the arch/x86/kernel/vmlinux.lds.S linker script:

#ifdef CONFIG_X86_32
ji%fies = jiffies_64;
selse
ji%fies_64 = jiffies;
pendif

In the case of x86_32 the jiffies will be the lower 32 bits of the jiffies_64 variable. Schematically, we can imagine it as

follows
jiffies_64
o 5 C 00000000000 CCEO0O 0000500000000 0C0000o000000000 +
| | |
| | |
| | jiffies on "x86_32"
| | |
| | |
4o 5 C 00000000000 CCEO0NO 00005 CCo00O000000C0000o000000000 +
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Now we know a little theory about jiffies and can return to our function. There is no architecture-specific implementation for
our function - the register_refined_jiffies . This function is located in the generic kernel code - kernel/time/jiffies.c source
code file. Main point of the register_refined_jiffies is registration of the jiffy clocksource . Before we look on the
implementation of the register_refined_jiffies function, we must know what clocksource is. As we can read in the

comments:

The “clocksource’ is hardware abstraction for a free-running counter.

I'm not sure about you, but that description didn't give a good understanding about the clocksource concept. Let's try to
understand what is it, but we will not go deeper because this topic will be described in a separate part in much more detail. The
main point of the clocksource is timekeeping abstraction or in very simple words - it provides a time value to the kernel. We
already know about the jiffies interface that represents number of ticks that have occurred since the system booted. It is
represented by a global variable in the Linux kernel and increases each timer interrupt. The Linux kernel can use jiffies for
time measurement. So why do we need in separate context like the clocksource ? Actually, different hardware devices provide
different clock sources that are varied in their capabilities. The availability of more precise techniques for time intervals

measurement is hardware-dependent.

For example x86 has on-chip a 64-bit counter that is called Time Stamp Counter and its frequency can be equal to processor
frequency. Or for example the High Precision Event Timer, that consists of a 64-bit counter of at least 10 MHz frequency.
Two different timers and they are both for x86 . If we will add timers from other architectures, this only makes this problem

more complex. The Linux kernel provides the clocksource concept to solve the problem.

The clocksource concept is represented by the clocksource structure in the Linux kernel. This structure is defined in the
include/linux/clocksource.h header file and contains a couple of fields that describe a time counter. For example, it contains -
name field which is the name of a counter, flags field that describes different properties of a counter, pointers to the suspend

and resume functions, and many more.

Let's look at the clocksource structure for jiffies that is defined in the kernel/time/jiffies.c source code file:

static struct clocksource clocksource_jiffies = {

.name = "jiffies",

.rating = i,

.read = jiffies_read,

.mask S ,

.mult = NSEC_PER_JIFFY << JIFFIES_SHIFT,
.shift = JIFFIES_SHIFT,

.max_cycles = ,

We can see the definition of the default name here - jiffies . The nextis the rating field, which allows the best registered
clock source to be chosen by the clock source management code available for the specified hardware. The rating may have

following value:

e 1-99 - Only available for bootup and testing purposes;
e 100-199 - Functional for real use, but not desired.

® 200-299 - A correct and usable clocksource.

e 300-399 - A reasonably fast and accurate clocksource.

® 400-499 - The ideal clocksource. A must-use where available;

For example, rating of the time stamp counter is 30e , but rating of the high precision event timer is 25e . The next field is
read - it is pointer to the function that allows it to read clocksource's cycle value; or in other words, it just returns jiffies

variable with cycle_t type:

static cycle_t jiffies_read(struct

{

return (cycle_t) jiffies;
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that is just 64-bit unsigned type:

typedef u64 cycle t;

The next field is the mask value, which ensures that subtraction between counters values from non 64 bit counters do not
need special overflow logic. In our case the mask is oxffffffff anditis 32 bits. This means that jiffy wraps around to

zero after 42 seconds:

# 42 nanoseconds

>>> 42 * pow(10, -9)

# 43 nanoseconds
>>> 43 * pow(10, -9)

The next two fields mult and shift are used to convert the clocksource's period to nanoseconds per cycle. When the kernel
calls the clocksource.read function, this function returns a value in machine time units represented with cycle_t data type
that we saw just now. To convert this return value to nanoseconds we need these two fields: mult and shift . The

clocksource provides the clocksource_cyc2ns function that will do it for us with the following expression:

((u64) cycles * mult) >> shift;

As we can see the mult field is equal:

NSEC_PER_JIFFY << JIFFIES_SHIFT

#define NSEC_PER_JIFFY ((NSEC_PER_SEC+HZ/2)/HZ)
#define NSEC_PER_SEC 10000000001

by default, and the shift is

#if HZ < 34

#define JIFFIES_SHIFT 6
#elif HZ < 67

#define JIFFIES_SHIFT 7
#else

#define JIFFIES_SHIFT 8
#endif

The jiffies clock source usesthe NSec_PER_JIFFY multiplier conversion to specify the nanosecond over cycle ratio. Note that
values of the JIFFIES_SHIFT and NSEC_PER_JIFFY depend on Hz value. The Hz represents the frequency of the system
timer. This macro defined in the include/asm-generic/param.h and depends on the conF1c_Hz kernel configuration option. The

value of Hz differs for each supported architecture, but for x86 it's defined like:

#define HZ CONFIG_Hz

Where conrFIG_Hz can be one of the following values:
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This means that in our case the timer interrupt frequency is 256 Hz or occurs 250 times per second or one timer interrupt each

4ms .

The last field that we can see in the definition of the clocksource_jiffies structure is the - max_cycles that holds the

maximum cycle value that can safely be multiplied without potentially causing an overflow.

Ok, we just saw definition of the clocksource_jiffies structure, also we know a little about jiffies and clocksource , now

it is time to get back to the implementation of the our function. In the beginning of this part we have stopped on the call of the:

register_refined_jiffies(CLOCK_TICK_RATE);

function from the arch/x86/kernel/setup.c source code file.

As 1 already wrote, the main purpose of the register_refined_jiffies function is to register refined_jiffies clocksource.
We already saw the clocksource_jiffies structure represents standard jiffies clock source. Now, if you look in the

kernel/time/jiffies.c source code file, you will find yet another clock source definition:

struct clocksource refined_jiffies;

There is one difference between refined_jiffies and clocksource_jiffies : The standard jiffies based clock source is
the lowest common denominator clock source which should function on all systems. As we already know, the jiffies global
variable will be increased during each timer interrupt. This means the that standard jiffies based clock source has the same

resolution as the timer interrupt frequency. From this we can understand that standard jiffies based clock source may suffer

from inaccuracies. The refined_jiffies uses CLOCK_TICK_RATE as the base of jiffies shift.

Let's look at the implementation of this function. First of all, we can see that the refined_jiffies clock source based on the

clocksource_jiffies structure:

int register_refined_jiffies(long cycles_per_second)

{
u64 nsec_per_tick, shift_hz;
long cycles_per_tick;

refined_jiffies = clocksource_jiffies;
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refined_jiffies.name = "refined-jiffies";
refined_jiffies.rating++;

Here we can see that we update the name of the refined_jiffies to refined-jiffies and increase the rating of this structure.
As you remember, the clocksource_jiffies hasrating- 1 ,soour refined_jiffies clocksource will have rating - 2 . This

means that the refined_jiffies will be the best selection for clock source management code.

In the next step we need to calculate number of cycles per one tick:

cycles_per_tick = (cycles_per_second + HZ/2)/HZ;

Note that we have used NSEC_PER_SEC macro as the base of the standard jiffies multiplier. Here we are using the
cycles_per_second which is the first parameter of the register_refined_jiffies function. We've passed the
CLOCK_TICK_RATE macro to the register_refined_jiffies function. This macro is defined in the arch/x86/include/asm/timex.h

header file and expands to the:

#define CLOCK_TICK_RATE PIT_TICK_RATE

where the PIT_TICK_RATE macro expands to the frequency of the Intel 8253:

#define PIT_TICK_RATE 1193182ul

After this we calculate shift_hz forthe register_refined_jiffies that will store hz << 8 or in other words frequency of
the system timer. We shift left the cycles_per_second or frequency of the programmable interval timer on 8 in order to get

extra accuracy:

shift_hz = (u64)cycles_per_second << §;
shift_hz += cycles_per_tick/2;
do_div(shift_hz, cycles_per_tick);

In the next step we calculate the number of seconds per one tick by shifting left the NSEc_PER_SEC on 8 too as we did it with

the shift_hz and do the same calculation as before:

nsec_per_tick = (u64)NSEC_PER_SEC << §;
nsec_per_tick += (u32)shift_hz/2;
do_div(nsec_per_tick, (u32)shift_hz);

refined_jiffies.mult = ((u32)nsec_per_tick) << JIFFIES_SHIFT;

In the end of the register_refined_jiffies function we register new clock source with the __clocksource_register function

that is defined in the include/linux/clocksource.h header file and return:

__clocksource_register(&refined_jiffies);
return 0;

The clock source management code provides the API for clock source registration and selection. As we can see, clock sources are
registered by calling the _ clocksource_register function during kernel initialization or from a kernel module. During
registration, the clock source management code will choose the best clock source available in the system using the

clocksource.rating field which we already saw when we initialized clocksource structure for jiffies .
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Using the jiffies

We just saw initialization of two jiffies based clock sources in the previous paragraph:

e standard jiffies based clock source;

o refined jiffies based clock source;

Don't worry if you don't understand the calculations here. They look frightening at first. Soon, step by step we will learn these
things. So, we just saw initialization of jiffies based clock sources and also we know that the Linux kernel has the global
variable jiffies that holds the number of ticks that have occurred since the kernel started to work. Now, let's look how to use it.
Touse jiffies we justcan usethe jiffies global variable by its name or with the call of the get_jiffies_64 function. This

function defined in the kernel/time/jiffies.c source code file and just returns full 64-bit value of the jiffies :

u64 get_jiffies_ 64(void

{
unsigned long seq;
ué4 ret;
do {
seq = read_segbegin(&jiffies_lock);
ret = jiffies_64;
} while (read_seqretry(&jiffies_lock, seq));
return ret;
}

EXPORT_SYMBOL (get_jiffies_64);

Note that the get_jiffies_64 function does not implemented as jiffies_read for example:

static cycle_t jiffies_read(struct

{

return (cycle_t) jiffies;

We can see that implementation of the get_jiffies_64 is more complex. The reading of the jiffies_64 variable is

implemented using seqlocks. Actually this is done for machines that cannot atomically read the full 64-bit values.

If we can access the jiffies orthe jiffies_64 variable we can convertitto human time units. To get one second we can use

following expression:

jiffies / Hz

So, if we know this, we can get any time units. For example:

/* Thirty seconds from now */
jiffies + *HZ

/* Two minutes from now */
jiffies + *HZ

/* One millisecond from now */

jiffies + Hz /

That's all.

Conclusion


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/kernel/time/jiffies.c
https://en.wikipedia.org/wiki/Seqlock

This concludes the first part covering time and time management related concepts in the Linux kernel. We first met two concepts
and their initialization: jiffies and clocksource . In the next part we will continue to dive into this interesting theme, and as I

already wrote in this part, we will try to understand the insides of these and other time management concepts in the Linux kernel.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Timers and time management in the Linux kernel. Part 2.

Introduction to the clocksource framework

The previous part was the first part in the current chapter that describes timers and time management related stuff in the Linux

kernel. We got acquainted with two concepts in the previous part:

e jiffies

e clocksource

The first is the global variable that is defined in the include/linux/jiffies.h header file and represents the counter that is increased

during each timer interrupt. So if we can access this global variable and we know the timer interrupt rate we can convert
jiffies to the human time units. As we already know the timer interrupt rate represented by the compile-time constant that is

called Hz in the Linux kernel. The value of Hz is equal to the value of the conFiG_Hz kernel configuration option and if we

will look into the arch/x86/configs/x86_64_defconfig kernel configuration file, we will see that:

CONFIG_HZ_1000=y

kernel configuration option is set. This means that value of conFic_Hz will be 1000 by default for the x86 64 architecture. So,

if we divide the value of jiffies by the value of Hz :

jiffies / HZ

we will get the amount of seconds that elapsed since the beginning of the moment the Linux kernel started to work or in other
words we will get the system uptime. Since Hz represents the amount of timer interrupts in a second, we can set a value for some

time in the future. For example:

unsigned long later = jiffies + *HZ;
unsigned long later = jiffies + 5*60*HZ;

This is a very common practice in the Linux kernel. For example, if you will look into the arch/x86/kernel/smpboot.c source code
file, you will find the do_boot_cpu function. This function boots all processors besides bootstrap processor. You can find a

snippet that waits ten seconds for a response from the application processor:

if (!'boot_error) {
timeout = jiffies + *HZ;
while (time_before(jiffies, timeout)) {

udelay ( );

We assign jiffies + 10*Hz value to the timeout variable here. As I think you already understood, this means a ten seconds
timeout. After this we are entering a loop where we use the time_before macro to compare the current jiffies value and our

timeout.
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Or for example if we look into the sound/isa/sscape.c source code file which represents the driver for the Ensoniq Soundscape
Elite sound card, we will see the obp_startup_ack function that waits upto a given timeout for the On-Board Processor to return

its start-up acknowledgement sequence:

static int obp_startup_ack(struct unsigned

{

unsigned long end_time = jiffies + msecs_to_jiffies(timeout);

do {

X = host_read_unsafe(s->io_base);

if (x == [l x == )

return 1;
msleep(10);

} while (time_before(jiffies, end_time));

return 0;

As you can see, the jiffies variable is very widely used in the Linux kernel code. As I already wrote, we met yet another new
time management related concept in the previous part - clocksource . We have only seen a short description of this concept and

the API for a clock source registration. Let's take a closer look in this part.

Introduction to clocksource

The clocksource concept represents the generic API for clock sources management in the Linux kernel. Why do we need a
separate framework for this? Let's go back to the beginning. The time concept is the fundamental concept in the Linux kernel
and other operating system kernels. And the timekeeping is one of the necessities to use this concept. For example Linux kernel
must know and update the time elapsed since system startup, it must determine how long the current process has been running for
every processor and many many more. Where the Linux kernel can get information about time? First of all it is Real Time Clock
or RTC that represents by the a nonvolatile device. You can find a set of architecture-independent real time clock drivers in the
Linux kernel in the drivers/rtc directory. Besides this, each architecture can provide a driver for the architecture-dependent real
time clock, for example - cmos/RTc - arch/x86/kernel/rtc.c for the x86 architecture. The second is system timer - timer that

excites interrupts with a periodic rate. For example, for IBM PC compatibles it was - programmable interval timer.

We already know that for timekeeping purposes we can use jiffies in the Linux kernel. The jiffies can be considered as
read only global variable which is updated with Hz frequency. We know that the Hz is a compile-time kernel parameter whose
reasonable range is from 100 to 1000 Hz. So, it is guaranteed to have an interface for time measurement with 1 - 1e
milliseconds resolution. Besides standard jiffies , we saw the refined_jiffies clock source in the previous part that is based
on the i8253/i8254 programmable interval timer tick rate which is almost 1193182 hertz. So we can get something about 1
microsecond resolution with the refined_jiffies . In this time, nanoseconds are the favorite choice for the time value units of

the given clock source.

The availability of more precise techniques for time intervals measurement is hardware-dependent. We just knew a little about

x86 dependent timers hardware. But each architecture provides own timers hardware. Earlier each architecture had own
implementation for this purpose. Solution of this problem is an abstraction layer and associated API in a common code framework
for managing various clock sources and independent of the timer interrupt. This common code framework became -

clocksource framework.
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Generic timeofday and clock source management framework moved a lot of timekeeping code into the architecture independent
portion of the code, with the architecture-dependent portion reduced to defining and managing low-level hardware pieces of
clocksources. It takes a large amount of funds to measure the time interval on different architectures with different hardware, and
it is very complex. Implementation of the each clock related service is strongly associated with an individual hardware device and

as you can understand, it results in similar implementations for different architectures.

Within this framework, each clock source is required to maintain a representation of time as a monotonically increasing value. As
we can see in the Linux kernel code, nanoseconds are the favorite choice for the time value units of a clock source in this time.
One of the main point of the clock source framework is to allow an user to select clock source among a range of available
hardware devices supporting clock functions when configuring the system and selecting, accessing and scaling different clock

sources.

The clocksource structure

The fundamental of the clocksource framework isthe clocksource structure that defined in the include/linux/clocksource.h
header file. We already saw some fields that are provided by the clocksource structure in the previous part. Let's look on the

full definition of this structure and try to describe all of its fields:

struct clocksource {
cycle t (*read)(struct clocksource *cs);
cycle_t mask;
u32 mult;
u32 shift;
u64 max_idle_ns;
u32 maxadj;
#ifdef CONFIG_ARCH_CLOCKSOURCE_DATA
struct arch_clocksource_data archdata;
#endif
u64 max_cycles;
const char *name;
struct list_head 5
int rating;
int (*enable)(struct clocksource *cs);
void (*disable)(struct clocksource *cs);
unsigned long flags;
void (*suspend)(struct clocksource *cs);
void (*resume)(struct clocksource *cs);
#ifdef CONFIG_CLOCKSOURCE_WATCHDOG
struct list_head wd_list;
cycle_t cs_last;
cycle t wd_last;
#endif
struct module *owner;
} ___ cacheline_aligned;

We already saw the first field of the clocksource structure in the previous part - it is pointer to the read function that returns

best counter selected by the clocksource framework. For example we use jiffies_read functiontoread jiffies value:

static struct clocksource clocksource_jiffies = {

.read = jiffies_read,

where jiffies_read justreturns:

static cycle_t jiffies_read(struct

{

return (cycle_t) jiffies;
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Orthe read_tsc function:

static struct clocksource clocksource_tsc = {

.read = read_tsc,

for the time stamp counter reading.

The next field is mask that allows to ensure that subtraction between counters values from non 64 bit counters do not need
special overflow logic. After the mask field, we can see two fields: mult and shift . These are the fields that are base of
mathematical functions that are provide ability to convert time values specific to each clock source. In other words these two

fields help us to convert an abstract machine time units of a counter to nanoseconds.

After these two fields we can see the 64 bits max_idle_ns field represents max idle time permitted by the clocksource in
nanoseconds. We need in this field for the Linux kernel with enabled conF1e_no_Hz kernel configuration option. This kernel
configuration option enables the Linux kernel to run without a regular timer tick (we will see full explanation of this in other part).
The problem that dynamic tick allows the kernel to sleep for periods longer than a single tick, moreover sleep time could be

unlimited. The max_idle_ns field represents this sleeping limit.

The next field after the max_idle_ns isthe maxadj field which is the maximum adjustment value to mult . The main formula

by which we convert cycles to the nanoseconds:

((u64) cycles * mult) >> shift;

isnot 100% accurate. Instead the number is taken as close as possible to a nanosecond and maxadj helps to correct this and
allows clocksource API to avoid mult values that might overflow when adjusted. The next four fields are pointers to the

function:

® enable - optional function to enable clocksource;
e disable - optional function to disable clocksource;
e suspend - suspend function for the clocksource;

e resume -resume function for the clocksource;

The next field is the max_cycles and as we can understand from its name, this field represents maximum cycle value before
potential overflow. And the last field is owner represents reference to a kernel module that is owner of a clocksource. This is all.
We just went through all the standard fields of the clocksource structure. But you can noted that we missed some fields of the
clocksource structure. We can divide all of missed field on two types: Fields of the first type are already known for us. For
example, they are name field that represents name of a clocksource ,the rating field that helps to the Linux kernel to select
the best clocksource and etc. The second type, fields which are dependent from the different Linux kernel configuration options.

Let's look on these fields.

The first field is the archdata . This field has arch_clocksource_data type and depends on the
CONFIG_ARCH_CLOCKSOURCE_DATA kernel configuration option. This field is actual only for the x86 and IA64 architectures for this
moment. And again, as we can understand from the field's name, it represents architecture-specific data for a clock source. For

example, it represents vbso clock mode:

struct arch_clocksource_data {
int vclock_mode;

Y

for the x86 architectures. Where the vbso clock mode can be one of the:
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#define VCLOCK_NONE 0O
#define VCLOCK_TSC 1
#define VCLOCK_HPET 2
#define VCLOCK_PVCLOCK 3

The last three fields are wd_list , cs_last andthe wd_last depends onthe CONFIG_CLOCKSOURCE_WATCHDOG kernel
configuration option. First of all let's try to understand what is it watchdog . In a simple words, watchdog is a timer that is used
for detection of the computer malfunctions and recovering from it. All of these three fields contain watchdog related data that is
used by the clocksource framework. If we will grep the Linux kernel source code, we will see that only arch/x86/KConfig
kernel configuration file contains the CoNFIG_cLOCKSOURCE_WATCHDOG kernel configuration option. So, why do x8é and

x86_64 need in watchdog? You already may know that all x86 processors has special 64-bit register - time stamp counter. This
register contains number of cycles since the reset. Sometimes the time stamp counter needs to be verified against another clock

source. We will not see initialization of the watchdog timer in this part, before this we must learn more about timers.

That's all. From this moment we know all fields of the clocksource structure. This knowledge will help us to learn insides of the

clocksource framework.

New clock source registration

We saw only one function from the clocksource framework in the previous part. This function was -
__clocksource_register . This function defined in the include/linux/clocksource.h header file and as we can understand from

the function's name, main point of this function is to register new clocksource. If we will look on the implementation of the
__clocksource_register function, we will see that it just makes call of the __clocksource_register_scale function and

returns its result:

static inline int __clocksource_register(struct clocksource *cs)

{

return __clocksource_register_scale(cs, 1, 0);

Before we will see implementation of the _clocksource_register_scale function, we can see that clocksource provides

additional API for a new clock source registration:

static inline int clocksource_register_hz(struct

{
return __clocksource_register_scale(cs, 1, hz);
}
static inline int clocksource_register_khz(struct
{
return __clocksource_register_scale(cs, , khz);
}

And all of these functions do the same. They return value of the __clocksource_register_scale function but with different set
of parameters. The _ clocksource_register_scale function defined in the kernel/time/clocksource.c source code file. To
understand difference between these functions, let's look on the parameters of the clocksource_register_khz function. As we

can see, this function takes three parameters:

e cs -clocksource to be installed;
® scale - scale factor of a clock source. In other words, if we will multiply value of this parameter on frequency, we will get
hz of a clocksource;

e freq - clock source frequency divided by scale.

Now let's look on the implementation of the __clocksource_register_scale function:
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int __clocksource_register_scale(struct clocksource *cs, u32 scale, u32 freq)
{

__clocksource_update_freq_scale(cs, scale, freq);

mutex_lock(&clocksource_mutex);

clocksource_enqueue(cs);

clocksource_enqueue_watchdog(cs);

clocksource_select();

mutex_unlock(&clocksource_mutex);

return 0;

First of all we can see that the __clocksource_register_scale function starts from the call of the
__clocksource_update_freq_scale function that defined in the same source code file and updates given clock source with the
new frequency. Let's look on the implementation of this function. In the first step we need to check given frequency and if it was

not passed as zero , we need to calculate mult and shift parameters for the given clock source. Why do we need to check
value of the frequency ? Actually it can be zero. if you attentively looked on the implementation of the

__clocksource_register function, you may have noticed that we passed frequency as o . We will do it only for some clock
sources that have self defined mult and shift parameters. Look in the previous part and you will see that we saw calculation
of the mult and shift for jiffies .The __clocksource_update_freq_scale function will do it for us for other clock

sources.

So in the start of the __clocksource_update_freq_scale function we check the value of the frequency parameter and if is not

zero we need to calculate mult and shift for the given clock source. Let's look on the mult and shift calculation:

void __clocksource_update_freq_scale(struct clocksource *cs, u32 scale, u32 freq)

{

ué4 sec;

if (freq) {
sec = cs->mask;
do_div(sec, freq);
do_div(sec, scale);

if (!sec)
sec = 1;

else if (sec > && cs->mask > UINT_MAX)
sec = 5

clocks_calc_mult_shift(&cs->mult, &cs->shift, freq,
NSEC_PER_SEC / scale, sec * scale);

Here we can see calculation of the maximum number of seconds which we can run before a clock source counter will overflow.

First of all we fill the sec variable with the value of a clock source mask. Remember that a clock source's mask represents

maximum amount of bits that are valid for the given clock source. After this, we can see two division operations. At first we

divide our sec variable on a clock source frequency and then on scale factor. The freq parameter shows us how many timer

interrupts will be occurred in one second. So, we divide mask value that represents maximum number of a counter (for example
jiffy ) on the frequency of a timer and will get the maximum number of seconds for the certain clock source. The second

division operation will give us maximum number of seconds for the certain clock source depends on its scale factor which can be
1 hertzor 1 kilohertz (103 Hz).

After we have got maximum number of seconds, we check this value and setitto 1 or 6ee depends on the result at the next
step. These values is maximum sleeping time for a clocksource in seconds. In the next step we can see call of the

clocks_calc_mult_shift . Main point of this function is calculation of the mult and shift values for a given clock source. In
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the end of the __clocksource_update_freq_scale function we check that just calculated mult value of a given clock source
will not cause overflow after adjustment, update the max_idle_ns and max_cycles values of a given clock source with the

maximum nanoseconds that can be converted to a clock source counter and print result to the kernel buffer:

pr_info("%s: mask: 0x%1llx max_cycles: 0x%1lx, max_idle_ns: %1ld ns\n",
cs->name, cs->mask, cs->max_cycles, cs->max_idle_ns);

that we can see in the dmesg output:

$ dmesg | grep "clocksource:"

[ 0.000000] clocksource: refined-jiffies: mask: Oxffffffff max_cycles: OxFffffffff, max_idle_ns: 191096994039
1419 ns

[ 0.000000] clocksource: hpet: mask: Oxffffffff max_cycles: Oxffffffff, max_idle_ns: 133484882848 ns

[ 0.094084] clocksource: jiffies: mask: Oxffffffff max_cycles: Oxffffffff, max_idle_ns: 1911260446275000 ns
[ 0.205302] clocksource: acpi_pm: mask: Oxffffff max_cycles: Oxffffff, max_idle_ns: 2085701024 ns

[ 1.452979] clocksource: tsc: mask: OxFfffffffffffffff max_cycles: 0x7350b459580, max_idle_ns: 881591204237
ns

Afterthe __clocksource_update_freq_scale function will finish its work, we can return back to the
__clocksource_register_scale function that will register new clock source. We can see the call of the following three

functions:

mutex_lock(&clocksource_mutex);
clocksource_enqueue(cs);
clocksource_enqueue_watchdog(cs);
clocksource_select();
mutex_unlock(&clocksource_mutex);

Note that before the first will be called, we lock the clocksource_mutex mutex. The point of the clocksource_mutex mutex is
to protect curr_clocksource variable which represents currently selected clocksource and clocksource_list variable which

represents list that contains registered clocksources . Now, let's look on these three functions.

The first clocksource_enqueue function and other two defined in the same source code file. We go through all already registered
clocksources or in other words we go through all elements of the clocksource_list and tries to find best place for a given

clocksource

static void clocksource_enqueue(struct

{
struct list_head *entry = &clocksource_list;
struct clocksource *tmp;
list_for_each_entry(tmp, &clocksource_list, )
if (tmp->rating >= cs->rating)
entry = &tmp-> ’
list_add(&cs-> , entry);
}

In the end we just insert new clocksource to the clocksource_list . The second function - clocksource_enqueue_watchdog
does almost the same that previous function, but it inserts new clock source to the wd_list depends on flags of a clock source
and starts new watchdog timer. As I already wrote, we will not consider watchdog related stuff in this part but will do it in next

parts.

The last function is the clocksource_select . As we can understand from the function's name, main point of this function - select

the best clocksource from registered clocksources. This function consists only from the call of the function helper:

static void clocksource_select(void

{

return __clocksource_select( )8
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Note that the __clocksource_select function takes one parameter ( false in our case). This bool parameter shows how to

traverse the clocksource_list . In our case we pass false thatis meant that we will go through all entries of the
clocksource_list . We already know that clocksource with the best rating will the first in the clocksource_list after the

call of the clocksource_enqueue function, so we can easily get it from this list. After we found a clock source with the best

rating, we switch to it:

if (curr_clocksource != best && !timekeeping_notify(best)) {
pr_info("Switched to clocksource %s\n", best->name);
curr_clocksource = best;

The result of this operation we can see in the dmesg output:

$ dmesg | grep Switched
[ 0.199688] clocksource: Switched to clocksource hpet
[ 2.452966] clocksource: Switched to clocksource tsc

Note that we can see two clock sources in the dmesg output ( hpet and tsc in our case). Yes, actually there can be many
different clock sources on a particular hardware. So the Linux kernel knows about all registered clock sources and switches to a

clock source with a better rating each time after registration of a new clock source.

If we will look on the bottom of the kernel/time/clocksource.c source code file, we will see that it has sysfs interface. Main
initialization occurs in the init_clocksource_sysfs function which will be called during device initcalls . Let's look on the

implementation of the init_clocksource_sysfs function:

static struct bus_type clocksource_subsys = {
.name = "clocksource",
.dev_name = "clocksource",

3

static int __init init_clocksource_sysfs(void
{

int error = subsys_system_register(&clocksource_subsys, )8

if ('error)
error = device_register(&device_clocksource);
if ('error)
error = device_create_file(
&device_clocksource,
&dev_attr_current_clocksource);
if ('error)
error = device_create_file(&device_clocksource,
&dev_attr_unbind_clocksource);
if ('error)
error = device_create_file(
&device_clocksource,
&dev_attr_available_clocksource);
return error;
}

device_initcall(init_clocksource_sysfs);

First of all we can see that it registers a clocksource subsystem with the call of the subsys_system_register function. In other

words, after the call of this function, we will have following directory:

$ pwd
/sys/devices/system/clocksource
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After this step, we can see registration of the device_clocksource device which is represented by the following structure:

static struct device device_clocksource = {
.id =0,
.bus = &clocksource_subsys,

3

and creation of three files:

® dev_attr_current_clocksource ;
® dev_attr_unbind_clocksource ;

® dev_attr_available_clocksource .

These files will provide information about current clock source in the system, available clock sources in the system and interface

which allows to unbind the clock source.

After the init_clocksource_sysfs function will be executed, we will be able find some information about available clock

sources in the:

$ cat /sys/devices/system/clocksource/clocksource®@/available_clocksource
tsc hpet acpi_pm

Or for example information about current clock source in the system:

$ cat /sys/devices/system/clocksource/clocksource®@/current_clocksource
tsc

In the previous part, we saw API for the registration of the jiffies clock source, but didn't dive into details about the

clocksource framework. In this part we did it and saw implementation of the new clock source registration and selection of a
clock source with the best rating value in the system. Of course, this is not all API that clocksource framework provides. There
a couple additional functions like clocksource_unregister for removing given clock source from the clocksource_list and
etc. But I will not describe this functions in this part, because they are not important for us right now. Anyway if you are

interesting in it, you can find it in the kernel/time/clocksource.c.

That's all.

Conclusion

This is the end of the second part of the chapter that describes timers and timer management related stuff in the Linux kernel. In
the previous part got acquainted with the following two concepts: jiffies and clocksource . In this part we saw some

examples of the jiffies usage and knew more details about the clocksource concept.
If you have questions or suggestions, feel free to ping me in twitter 0OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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o x86
e x86_64
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e Ensoniq Soundscape Elite
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Timers and time management in the Linux kernel. Part 3.

The tick broadcast framework and dyntick

This is third part of the chapter which describes timers and time management related stuff in the Linux kernel and we stopped on
the clocksource framework in the previous part. We have started to consider this framework because it is closely related to the
special counters which are provided by the Linux kernel. One of these counters which we already saw in the first part of this

chapter is - jiffies . AsI already wrote in the first part of this chapter, we will consider time management related stuff step by

step during the Linux kernel initialization. Previous step was call of the:

register_refined_jiffies(CLOCK_TICK_RATE);

function which defined in the kernel/time/jiffies.c source code file and executes initialization of the refined_jiffies clock
source for us. Recall that this function is called from the setup_arch function that defined in the
https://github.com/torvalds/linux/blob/16£73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/kernel/setup.c source code and
executes architecture-specific (x86_64 in our case) initialization. Look on the implementation of the setup_arch and you will

note that the call of the register_refined_jiffies is the last step before the setup_arch function will finish its work.

There are many different x86_64 specific things already configured after the end of the setup_arch execution. For example
some early interrupt handlers already able to handle interrupts, memory space reserved for the initrd, DMI scanned, the Linux

kernel log buffer is already set and this means that the printk function is able to work, e820 parsed and the Linux kernel already
knows about available memory and and many many other architecture specific things (if you are interesting, you can read more

about the setup_arch function and Linux kernel initialization process in the second chapter of this book).

Now, the setup_arch finished its work and we can back to the generic Linux kernel code. Recall that the setup_arch function

was called from the start_kernel function which is defined in the init/main.c source code file. So, we shall return to this

function. You can see that there are many different function are called right after setup_arch function inside of the
start_kernel function, but since our chapter is devoted to timers and time management related stuff, we will skip all code

which is not related to this topic. The first function which is related to the time management in the Linux kernel is:

tick_init();

inthe start_kernel . The tick_init function defined in the kernel/time/tick-common.c source code file and does two things:

o Initialization of tick broadcast framework related data structures;

e Initialization of full tickless mode related data structures.

We didn't see anything related to the tick broadcast framework in this book and didn't know anything about tickless mode in

the Linux kernel. So, the main point of this part is to look on these concepts and to know what are they.

The idle process

First of all, let's look on the implementation of the tick_init function. As I already wrote, this function defined in the

kernel/time/tick-common.c source code file and consists from the two calls of following functions:

void __init tick_init(void
{
tick_broadcast_init();
tick_nohz_init();
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As you can understand from the paragraph's title, we are interesting only in the tick_broadcast_init function for now. This
function defined in the kernel/time/tick-broadcast.c source code file and executes initialization of the tick broadcast
framework related data structures. Before we will look on the implementation of the tick_broadcast_init function and will try

to understand what does this function do, we need to know about tick broadcast framework.

Main point of a central processor is to execute programs. But sometimes a processor may be in a special state when it is not being

used by any program. This special state is called - idle. When the processor has no anything to execute, the Linux kernel launches
idle task. We already saw a little about this in the last part of the Linux kernel initialization process. When the Linux kernel

will finish all initialization processes in the start_kernel function from the init/main.c source code file, it will call the
rest_init function from the same source code file. Main point of this function is to launch kernel init thread and the
kthreadd thread, to call the schedule function to start task scheduling and to go to sleep by calling the cpu_idle_loop

function that defined in the kernel/sched/idle.c source code file.

The cpu_idle_loop function represents infinite loop which checks the need for rescheduling on each iteration. After the
scheduler finds something to execute, the idle process will finish its work and the control will be moved to a new runnable task

with the call of the schedule_preempt_disabled function:

static void cpu_idle_ loop(void

{
while (1) {
while (!need_resched()) {
/* the main idle function */
cpuidle_idle_call();
}
schedule_preempt_disabled();
}

Of course, we will not consider full implementation of the cpu_idle_loop function and details of the idle state in this part,
because it is not related to our topic. But there is one interesting moment for us. We know that the processor can execute only one
task in one time. How does the Linux kernel decide to reschedule and stop idle process if the processor executes infinite loop in
the cpu_idle_loop ? The answer is system timer interrupts. When an interrupt occurs, the processor stops the idle thread and
transfers control to an interrupt handler. After the system timer interrupt handler will be handled, the need_resched will return
true and the Linux kernel will stop idle process and will transfer control to the current runnable task. But handling of the
system timer interrupts is not effective for power management, because if a processor is in idle state, there is little point in

sending it a system timer interrupt.

By default, there is the conF16_Hz_PERIODIC kernel configuration option which is enabled in the Linux kernel and tells to handle
each interrupt of the system timer. To solve this problem, the Linux kernel provides two additional ways of managing scheduling-

clock interrupts:

The first is to omit scheduling-clock ticks on idle processors. To enable this behaviour in the Linux kernel, we need to enable the
CONFIG_NO_HZ_IDLE kernel configuration option. This option allows Linux kernel to avoid sending timer interrupts to idle
processors. In this case periodic timer interrupts will be replaced with on-demand interrupts. This mode is called - dyntick-idle

mode. But if the kernel does not handle interrupts of a system timer, how can the kernel decide if the system has nothing to do?

Whenever the idle task is selected to run, the periodic tick is disabled with the call of the tick_nohz_idle_enter function that
defined in the kernel/time/tick-sched.c source code file and enabled with the call of the tick_nohz_idle_exit function. There is
special concept in the Linux kernel which is called - clock event devices that are used to schedule the next interrupt. This
concept provides API for devices which can deliver interrupts at a specific time in the future and represented by the
clock_event_device structure in the Linux kernel. We will not dive into implementation of the clock_event_device structure

now. We will see it in the next part of this chapter. But there is one interesting moment for us right now.
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The second way is to omit scheduling-clock ticks on processors that are either in idle state or that have only one runnable task
or in other words busy processor. We can enable this feature with the conFIc_no_Hz_FuLL kernel configuration option and it

allows to reduce the number of timer interrupts significantly.

Besides the cpu_idle_loop , idle processor can be in a sleeping state. The Linux kernel provides special cpuidle framework.
Main point of this framework is to put an idle processor to sleeping states. The name of the set of these states is - c-states . But
how does a processor will be woken if local timer is disabled? The linux kernel provides tick broadcast framework for this.
The main point of this framework is assign a timer which is not affected by the c-states . This timer will wake a sleeping

processor.

Now, after some theory we can return to the implementation of our function. Let's recall that the tick_init function just calls

two following functions:

void __init tick_init(void

{
tick_broadcast_init();
tick_nohz_init();

Let's consider the first function. The first tick_broadcast_init function defined in the kernel/time/tick-broadcast.c source code
file and executes initialization of the tick broadcast framework related data structures. Let's look on the implementation of the

tick_broadcast_init function:

void _ _init tick_broadcast_init(void

{
zalloc_cpumask_var (&tick_broadcast_mask, GFP_NOWAIT);
zalloc_cpumask_var (&tick_broadcast_on, GFP_NOWAIT);
zalloc_cpumask_var (&tmpmask, GFP_NOWAIT);

#ifdef CONFIG_TICK_ONESHOT
zalloc_cpumask_var (&tick_broadcast_oneshot_mask, GFP_NOWAIT);
zalloc_cpumask_var (&tick_broadcast_pending_mask, GFP_NOWAIT);
zalloc_cpumask_var (&tick_broadcast_force_mask, GFP_NOWAIT);

#endif

}

As we can see, the tick_broadcast_init function allocates different cpumasks with the help of the zalloc_cpumask_var
function. The zalloc_cpumask_var function defined in the lib/cpumask.c source code file and expands to the call of the

following function:

bool zalloc_cpumask_var

{

return alloc_cpumask_var(mask, flags | __ GFP_ZERO);

Ultimately, the memory space will be allocated for the given cpumask with the certain flags with the help of the kmalloc_node

function:

*mask = kmalloc_node(cpumask_size(), flags, node);

Now let's look on the cpumasks that will be initialized in the tick_broadcast_init function. As we can see, the
tick_broadcast_init function will initialize six cpumasks , and moreover, initialization of the last three cpumasks will be

depended on the conFIG_TICK_ONESHOT kernel configuration option.
The first three cpumasks are:

e tick_broadcast_mask - the bitmap which represents list of processors that are in a sleeping mode;

e tick_broadcast_on - the bitmap that stores numbers of processors which are in a periodic broadcast state;
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e tmpmask - this bitmap for temporary usage.

As we already know, the next three cpumasks depends on the CONFIG_TICK_ONESHOT kernel configuration option. Actually each

clock event devices can be in one of two modes:

e periodic - clock events devices that support periodic events;

e oneshot - clock events devices that capable of issuing events that happen only once.

The linux kernel defines two mask for such clock events devices in the include/linux/clockchips.h header file:

#define CLOCK_EVT_FEAT_PERIODIC 0x000001
#define CLOCK_EVT_FEAT_ONESHOT 0x000002

So, the last three cpumasks are:

® tick_broadcast_oneshot_mask - stores numbers of processors that must be notified;
® tick_broadcast_pending_mask - stores numbers of processors that pending broadcast;

® tick_broadcast_force_mask - stores numbers of processors with enforced broadcast.

We have initialized six cpumasks inthe tick broadcast framework, and now we can proceed to implementation of this

framework.

The tick broadcast framework

Hardware may provide some clock source devices. When a processor sleeps and its local timer stopped, there must be additional
clock source device that will handle awakening of a processor. The Linux kernel uses these special clock source devices which
can raise an interrupt at a specified time. We already know that such timers called clock events devices in the Linux kernel.
Besides clock events devices, each processor in the system has its own local timer which is programmed to issue interrupt at
the time of the next deferred task. Also these timers can be programmed to do a periodical job, like updating jiffies and etc.
These timers represented by the tick_device structure in the Linux kernel. This structure defined in the kernel/time/tick-sched.h
header file and looks:

struct tick_device {
struct clock_event_device *evtdev;
enum tick_device_mode mode;

Note, that the tick_device structure contains two fields. The first field - evtdev represents pointer to the
clock_event_device structure that defined in the include/linux/clockchips.h header file and represents descriptor of a clock
event device. A clock event device allows to register an event that will happen in the future. As I already wrote, we will not

consider clock_event_device structure and related API in this part, but will see it in the next part.

The second field of the tick_device structure represents mode of the tick_device . As we already know, the mode can be one
of the:

enum tick_device_mode {
TICKDEV_MODE_PERIODIC,
TICKDEV_MODE_ONESHOT,

Each clock events device in the system registers itself by the call of the clockevents_register_device function or
clockevents_config_and_register function during initialization process of the Linux kernel. During the registration of a new
clock events device, the Linux kernel calls the tick_check_new_device function that defined in the kernel/time/tick-

common.c source code file and checks the given clock events device should be used by the Linux kernel. After all checks, the

tick_check_new_device function executes a call of the:
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tick_install_broadcast_device(newdev);

function that checks that the given clock event device can be broadcast device and install it, if the given device can be

broadcast device. Let's look on the implementation of the tick_install broadcast_device function:

void tick_install broadcast_device(struct

{

struct clock_event_device *cur = tick_broadcast_device.evtdev;

if (!'tick_check_broadcast_device(cur, dev))
return;

if (!try_module_get(dev->owner))
return;

clockevents_exchange_device(cur, dev);

if (cur)
cur->event_handler = clockevents_handle_noop;

tick_broadcast_device.evtdev = dev;

if (!'cpumask_empty(tick_broadcast_mask))
tick_broadcast_start_periodic(dev);

if (dev->features & CLOCK_EVT_FEAT_ONESHOT)
tick_clock_notify();

First of all we get the current clock event device from the tick_broadcast_device . The tick_broadcast_device defined in

the kernel/time/tick-common.c source code file:

static struct tick_device tick_broadcast_device;

and represents external clock device that keeps track of events for a processor. The first step after we got the current clock device
is the call of the tick_check_broadcast_device function which checks that a given clock events device can be utilized as
broadcast device. The main point of the tick_check_broadcast_device function is to check value of the features field of the
given clock events device. As we can understand from the name of this field, the features field contains a clock event
device features. Available values defined in the include/linux/clockchips.h header file and can be one of the
CLOCK_EVT_FEAT_PERIODIC - which represents a clock events device which supports periodic events and etc. So, the
tick_check_broadcast_device function check features flags for CLOCK_EVT_FEAT_ONESHOT , CLOCK_EVT_FEAT_DUMMY and
other flags and returns false if the given clock events device has one of these features. In other way the
tick_check_broadcast_device function compares ratings of the given clock event device and current clock event device and

returns the best.

After the tick_check_broadcast_device function, we can see the call of the try_module_get function that checks module
owner of the clock events. We need to do it to be sure that the given clock events device was correctly initialized. The next
step is the call of the clockevents_exchange_device function that defined in the kernel/time/clockevents.c source code file and

will release old clock events device and replace the previous functional handler with a dummy handler.

In the last step of the tick_install broadcast_device function we check that the tick_broadcast_mask is notempty and start

the given clock events device in periodic mode with the call of the tick_broadcast_start_periodic function:

if (!cpumask_empty(tick_broadcast_mask))
tick_broadcast_start_periodic(dev);

if (dev->features & CLOCK_EVT_FEAT_ONESHOT)
tick_clock_notify();
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The tick_broadcast_mask filled inthe tick_device_uses_broadcast function thatchecksa clock events device during

registration of this clock events device:

int cpu = smp_processor_id();

int tick_device_uses_broadcast(struct int

{

if (!tick_device_is_functional(dev)) {

cpumask_set_cpu(cpu, tick_broadcast_mask);

More about the smp_processor_id macro you can read in the fourth part of the Linux kernel initialization process chapter.

The tick_broadcast_start_periodic function check the given clock event device and call the tick_setup_periodic

function:

static void tick_broadcast_start_periodic(struct clock_event_device *bc)

{
if (bc)
tick_setup_periodic(bc, 1);

that defined in the kernel/time/tick-common.c source code file and sets broadcast handler for the given clock event device by

the call of the following function:

tick_set_periodic_handler(dev, broadcast);

This function checks the second parameter which represents broadcast state ( on or off ) and sets the broadcast handler depends

on its value:

void tick_set_periodic_handler(struct int
{
if (!broadcast)
dev->event_handler = tick_handle_periodic;
else
dev->event_handler = tick_handle_periodic_broadcast;

When an clock event device will issue an interrupt, the dev->event_handler will be called. For example, let's look on the

interrupt handler of the high precision event timer which is located in the arch/x86/kernel/hpet.c source code file:

static irqreturn_t hpet_interrupt_handler(int void
{
struct hpet_dev *dev = (struct hpet_dev *)data;
struct clock_event_device *hevt = &dev->evt;

if ('hevt->event_handler) {
printk (KERN_INFO "Spurious HPET timer interrupt on HPET timer %d\n"
dev->num);
return IRQ_HANDLED;
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hevt->event_handler(hevt);
return IRQ_HANDLED;

The hpet_interrupt_handler gets the irq specific data and check the event handler of the clock event device. Recall that we
just set in the tick_set_periodic_handler function. Sothe tick_handler_periodic_broadcast function will be called in the

end of the high precision event timer interrupt handler.

The tick handler_periodic_broadcast function calls the

bc_local = tick_do_periodic_broadcast();

function which stores numbers of processors which have asked to be woken up in the temporary cpumask and call the

tick_do_broadcast function:

cpumask_and(tmpmask, cpu_online_mask, tick_broadcast_mask);
return tick_do_broadcast (tmpmask);

The tick_do_broadcast callsthe broadcast function of the given clock events which sends IPI interrupt to the set of the

processors. In the end we can call the event handler of the given tick_device :

if (bc_local)
td->evtdev->event_handler(td->evtdev);

which actually represents interrupt handler of the local timer of a processor. After this a processor will wake up. That is all about
tick broadcast framework in the Linux kernel. We have missed some aspects of this framework, for example reprogramming
of a clock event device and broadcast with the oneshot timer and etc. But the Linux kernel is very big, it is not real to cover all

aspects of it. I think it will be interesting to dive into with yourself.

If you remember, we have started this part with the call of the tick_init function. We just consider the tick_broadcast_init
function and related theory, but the tick_init function contains another call of a function and this function is -

tick_nohz_init . Let's look on the implementation of this function.

Initialization of dyntick related data structures

We already saw some information about dyntick concept in this part and we know that this concept allows kernel to disable
system timer interrupts in the idle state. The tick_nohz_init function makes initialization of the different data structures
which are related to this concept. This function defined in the kernel/time/tick-sched.c source code file and starts from the check
of the value of the tick_nohz_full_running variable which represents state of the tick-less mode for the idle state and the

state when system timer interrups are disabled during a processor has only one runnable task:

if (!'tick_nohz_full_running) {
if (tick_nohz_init_all() < 0)
return;

If this mode is not running we call the tick_nohz_init_all function that defined in the same source code file and check its
result. The tick_nohz_init_all function tries to allocate the tick_nohz_full_mask with the call of the alloc_cpumask_var
that will allocate space for a tick_nohz_full_mask . The tick_nohz_full mask will store numbers of processors that have
enabled full No_Hz . After successful allocation of the tick_nohz_full_mask we set all bits in the tick_nohz_full_mask , set

the tick_nohz_full_running and return result to the tick_nohz_init function:
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static int tick_nohz_init_all(void

{
int err = ;
#ifdef CONFIG_NO_HZ_ FULL_ALL
if (!alloc_cpumask_var(&tick_nohz_full _mask, GFP_KERNEL)) {
WARN(1, "NO_HZ: Can't allocate full dynticks cpumask\n");
return err;

}

err = 0;
cpumask_setall(tick_nohz_full_mask);
tick_nohz_full_running = 2

#endif
return err;

In the next step we try to allocate a memory space for the housekeeping_mask :

if (!alloc_cpumask_var(&housekeeping_mask, GFP_KERNEL)) {
WARN(1, "NO_HZ: Can't allocate not-full dynticks cpumask\n");
cpumask_clear(tick_nohz_full_mask);
tick_nohz_full_running =
return;

’

This cpumask will store number of processor for housekeeping or in other words we need at least in one processor that will not
bein No_Hz mode, because it will do timekeeping and etc. After this we check the result of the architecture-specific

arch_irq_work_has_interrupt function. This function checks ability to send inter-processor interrupt for the certain
architecture. We need to check this, because system timer of a processor will be disabled during No_Hz mode, so there must be at
least one online processor which can send inter-processor interrupt to awake offline processor. This function defined in the

arch/x86/include/asm/irq_work.h header file for the x86_64 and just checks that a processor has APIC from the CPUID:

static inline bool arch_irg_work_has_interrupt(void
{

return cpu_has_apic;

If a processor has not Apic , the Linux kernel prints warning message, clears the tick_nohz_full mask cpumask, copies

numbers of all possible processors in the system to the housekeeping_mask and resets the value of the tick_nohz_full running
variable:

if (tarch_irg_work_has_interrupt()) {
pr_warning("NO_HZ: Can't run full dynticks because arch doesn't "
"support irq work self-IPIs\n");
cpumask_clear(tick_nohz_full_mask);
cpumask_copy(housekeeping_mask, cpu_possible_mask);
tick_nohz_full_running =
return;

’

After this step, we get the number of the current processor by the call of the smp_processor_id and check this processor in the

tick_nohz_full_mask .If the tick_nohz_full mask contains a given processor we clear appropriate bit in the

tick_nohz_full_mask :

cpu = smp_processor_id();

if (cpumask_test_cpu(cpu, tick_nohz_full _mask)) {
pr_warning("NO_HZ: Clearing %d from nohz_full range for timekeeping\n", cpu);
cpumask_clear_cpu(cpu, tick_nohz_full mask);
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Because this processor will be used for timekeeping. After this step we put all numbers of processors that are in the

cpu_possible mask and notinthe tick_nohz_full mask

cpumask_andnot (housekeeping_mask,
cpu_possible_mask, tick_nohz_full_mask);

After this operation, the housekeeping_mask will contain all processors of the system except a processor for timekeeping. In the
last step of the tick_nohz_init_all function, we are going through all processors that are defined in the tick_nohz_full_mask

and call the following function for an each processor:

for_each_cpu(cpu, tick_nohz_full_mask)
context_tracking_cpu_set(cpu);

The context_tracking_cpu_set function defined in the kernel/context_tracking.c source code file and main point of this
function is to set the context_tracking.active percpu variableto true . When the active field will be setto true for the

certain processor, all context switches will be ignored by the Linux kernel context tracking subsystem for this processor.

That's all. This is the end of the tick_nohz_init function. After this No_Hz related data structures will be initialized. We didn't

see API of the No_Hz mode, but will see it soon.

Conclusion

This is the end of the third part of the chapter that describes timers and timer management related stuff in the Linux kernel. In the
previous part got acquainted with the clocksource concept in the Linux kernel which represents framework for managing
different clock source in a interrupt and hardware characteristics independent way. We continued to look on the Linux kernel
initialization process in a time management context in this part and got acquainted with two new concepts for us: the tick
broadcast framework and tick-less mode. The first concept helps the Linux kernel to deal with processors which are in deep

sleep and the second concept represents the mode in which kernel may work to improve power management of idle processors.

In the next part we will continue to dive into timer management related things in the Linux kernel and will see new concept for us

- timers .
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Timers and time management in the Linux kernel. Part 4.

Timers

This is fourth part of the chapter which describes timers and time management related stuff in the Linux kernel and in the previous
part we knew about the tick broadcast framework and No_Hz mode in the Linux kernel. We will continue to dive into the
time management related stuff in the Linux kernel in this part and will be acquainted with yet another concept in the Linux kernel
- timers . Before we will look at timers in the Linux kernel, we have to learn some theory about this concept. Note that we will

consider software timers in this part.

The Linux kernel provides a software timer concept to allow to kernel functions could be invoked at future moment. Timers
are widely used in the Linux kernel. For example, look in the net/netfilter/ipset/ip_set_list_set.c source code file. This source code

file provides implementation of the framework for the managing of groups of IP addresses.

We can find the 1ist_set structure that contains gc filed in this source code file:

struct list_set {
struct timer_list gc;

3

Not that the gc filed has timer_1ist type. This structure defined in the include/linux/timer.h header file and main point of this
structure is to store dynamic timers in the Linux kernel. Actually, the Linux kernel provides two types of timers called dynamic
timers and interval timers. First type of timers is used by the kernel, and the second can be used by user mode. The timer_list
structure contains actual dynamic timers. The list_set contains gc timer in our example represents timer for garbage

collection. This timer will be initialized in the 1ist_set_gc_init function:

static void
list_set_gc_init(struct ip_set *set, void (*gc)(unsigned long ul_set))

{

struct list_set *map = set->data;

map->gc.function = gc;

map->gc.expires = jiffies + IPSET_GC_PERIOD(set->timeout) * HZ;
}

A function that is pointed by the gc pointer, will be called after timeout which is equal to the map->gc.expires .

Ok, we will not dive into this example with the netfilter, because this chapter is not about network related stuff. But we saw that

timers are widely used in the Linux kernel and learned that they represent concept which allows to functions to be called in future.

Now let's continue to research source code of Linux kernel which is related to the timers and time management stuff as we did it

in all previous chapters.

Introduction to dynamic timers in the Linux kernel


https://0xax.gitbooks.io/linux-insides/content/Timers/index.html
https://0xax.gitbooks.io/linux-insides/content/Timers/linux-timers-3.html
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/net/netfilter/ipset/ip_set_list_set.c
https://en.wikipedia.org/wiki/Internet_Protocol
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/timer.h
https://en.wikipedia.org/wiki/Netfilter
https://en.wikipedia.org/wiki/Computer_network

As I already wrote, we knew about the tick broadcast framework and No_Hz mode in the previous part. They will be

initialized in the init/main.c source code file by the call of the tick_init function. If we will look at this source code file, we

will see that the next time management related function is:

init_timers();

This function defined in the kernel/time/timer.c source code file and contains calls of four functions:

void __init init_timers(void

{

init_timer_cpus();

init_timer_stats();

timer_register_cpu_notifier();
open_softirq(TIMER_SOFTIRQ, run_timer_softirq);

Let's look on implementation of each function. The first function is init_timer_cpus defined in the same source code file and

just calls the init_timer_cpu function for each possible processor in the system:

static void __init init_timer_cpus(void

{

int cpu;

for_each_possible_cpu(cpu)
init_timer_cpu(cpu);

If you do not know or do not remember what is it a possible cpu, you can read the special part of this book which describes

cpumask concept in the Linux kernel. In short words, a possible processor is a processor which can be plugged in anytime

during the life of the system.

The init_timer_cpu function does main work for us, namely it executes initialization of the tvec_base structure for each

processor. This structure defined in the kernel/time/timer.c source code file and stores data related to a dynamic timer for a

certain processor. Let's look on the definition of this structure:

struct tvec_base {
spinlock_t lock;
struct timer_list *running_timer;

unsigned
unsigned
unsigned
unsigned

int cpu;
bool migration_enabled;
bool nohz_active;

struct
struct
struct
struct
struct

tvec_

tvec
tvec
tvec
tvec

} cacheline

long timer_jiffies;
long next_timer;
long active_timers;
long all_timers;

root tvi;
tv2;
tv3;
tv4;
tvs;
aligned;

The thec_base structure contains following fields: The lock for tvec_base protection, the next running_timer field points

to the currently running timer for the certain processor, the timer_jiffies fields represents the earliest expiration time (it will

be used by the Linux kernel to find already expired timers). The next field - next_timer contains the next pending timer for a

next timer interrupt in a case when a processor goes to sleep and the No_Hz mode is enabled in the Linux kernel. The

active_timers field provides accounting of non-deferrable timers or in other words all timers that will not be stopped during a
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processor will go to sleep. The all_timers field tracks total number of timers or active_timers + deferrable timers. The cpu
field represents number of a processor which owns timers. The migration_enabled and nohz_active fields are represent

opportunity of timers migration to another processor and status of the No_Hz mode respectively.

The last five fields of the tvec_base structure represent lists of dynamic timers. The first tvi field has:

#define TVR_SIZE (1 << TVR_BITS)
#define TVR_BITS (CONFIG_BASE_SMALL ? 6 : 8)

struct tvec_root {
struct hlist_head vec[TVR_SIZE];
Y

type. Note that the value of the TvrR_s1ze depends on the conrFIG_BASE_sMALL kernel configuration option:

Terminal

File Edit View Search Terminal Help

.config - Linux/x86 4.3.0-rc6 Kernel Configuration
-» General setup - Configure standard kernel features (expert users)
Configure standard kernel features (expert users)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

[*] Enable support for printk

[*] BUG() support

Xl Enable ELF core dumps

[*] Enable PC-Speaker support

(] Enable full-sized data structures for core
[*] Enable futex support

Bl Enable eventpoll support

[*] Enable signalfd() system call

< Exit > < Help > < Save > < Load >

that reduces size of the kernel data structures if disabled. The vi is array that may contain 64 or 256 elements where an each
element represents a dynamic timer that will decay within the next 255 system timer interrupts. Next three fields: tv2 , tv3
and tv4 are lists with dynamic timers too, but they store dynamic timers which will decay the next 2r14 - 1, 2420 - 1 and

2n26 respectively. The last tvs field represents list which stores dynamic timers with a large expiring period.

So, now we saw the tvec_base structure and description of its fields and we can look on the implementation of the
init_timer_cpu function. As I already wrote, this function defined in the kernel/time/timer.c source code file and executes

initialization of the tvec_bases :

static void __init init_timer_cpu(int cpu)

{

struct tvec_base *base = per_cpu_ptr(&tvec_bases, cpu);

base->cpu = cpu;
spin_lock_init(&base->lock);

base->timer_jiffies = jiffies;
base->next_timer = base->timer_jiffies;
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The tvec_bases represents per-cpu variable which represents main data structure for a dynamic timer for a given processor. This

per-cpu variable defined in the same source code file:

static DEFINE_PER_CPU(struct ;

First of all we're getting the address of the tvec_bases for the given processor to base variable and as we got it, we are starting
to initialize some of the tvec_base fields inthe init_timer_cpu function. After initialization of the per-cpu dynamic timers
with the jiffies and the number of a possible processor, we need to initialize a tstats_lookup_lock spinlock in the

init_timer_stats function:

void __init init_timer_stats(void

{
int cpu;
for_each_possible_cpu(cpu)
raw_spin_lock_init(&per_cpu(tstats_lookup_lock, cpu));
}

The tstats_lookcup_lock variable represents per-cpu raw spinlock:

static DEFINE_PER_CPU ]

which will be used for protection of operation with statistics of timers that can be accessed through the procfs:

static int __init init_tstats_procfs(void

{
struct proc_dir_entry *pe;
pe = proc_create("timer_stats", , , &tstats_fops);
if (!pe)
return -ENOMEM;
return 0;
}

For example:

$ cat /proc/timer_stats
Timerstats sample period: 3.888770 s

2, 0 swapper hrtimer_stop_sched_tick (hrtimer_sched_tick)
A3, 1 swapper hcd_submit_urb (rh_timer_func)

4, 959 kedac schedule_timeout (process_timeout)

al, 0 swapper page_writeback_init (wb_timer_fn)

28, 0 swapper hrtimer_stop_sched_tick (hrtimer_sched_tick)
22, 2948 IRQ 4 tty _flip_buffer_push (delayed_work_timer_fn)

The next step after initialization of the tstats_lookup_lock spinlock is the call of the timer_register_cpu_notifier function.
This function depends on the conFIG_HoTPLUG_CPU kernel configuration option which enables support for hotplug processors in

the Linux kernel.

When a processor will be logically offlined, a notification will be sent to the Linux kernel with the cpu_peap or the

CPU_DEAD_FROZEN event by the call of the cpu_notifier macro:
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#ifdef CONFIG_HOTPLUG_CPU

static inline void timer_register_cpu_notifier(void

{

cpu_notifier(timer_cpu_notify, 0);
}
#else

static inline void timer_register_cpu_notifier(void) { }
#endif /* CONFIG_HOTPLUG_CPU */

In this case the timer_cpu_notify will be called which checks an event type and will call the migrate_timers function:

static int timer_cpu_notify(struct
unsigned long void

switch (action) {

case CPU_DEAD:

case CPU_DEAD_FROZEN:
migrate_timers((long)hcpu);
break;

default:
break;

return NOTIFY_OK;

This chapter will not describe hotplug related events in the Linux kernel source code, but if you are interesting in such things,

you can find implementation of the migrate_timers function in the kernel/time/timer.c source code file.

The last step in the init_timers function is the call of the:

open_softirq(TIMER_SOFTIRQ, run_timer_softirq);

function. The open_softirq function may be already familiar to you if you have read the ninth part about the interrupts and
interrupt handling in the Linux kernel. In short words, the open_softirq function defined in the kernel/softirg.c source code file

and executes initialization of the deferred interrupt handler.

In our case the deferred function is the run_timer_softirq function that is will be called after a hardware interrupt in the
do_IRQ function which defined in the arch/x86/kernel/irq.c source code file. The main point of this function is to handle a
software dynamic timer. The Linux kernel does not do this thing during the hardware timer interrupt handling because this is time

consuming operation.

Let's look on the implementation of the run_timer_softirq function:

static void run_timer_softirq(struct

{

struct tvec_base *base = this_cpu_ptr(&tvec_bases);

if (time_after_eq(jiffies, base->timer_jiffies))
__run_timers(base);
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At the beginning of the run_timer_softirg function we geta dynamic timer for a current processor and compares the current
value of the jiffies with the value of the timer_jiffies for the current structure by the call of the time_after_eq macro which

is defined in the include/linux/jiffies.h header file:

#define time_after_eq(a,b) \
(typecheck(unsigned long, a) && \
typecheck(unsigned long, b) && \
((long)((a) - (b)) >= 0))

Reclaim that the timer_jiffies field of the tvec_base structure represents the relative time when functions delayed by the
given timer will be executed. So we compare these two values and if the current time represented by the jiffies is greater than
base->timer_jiffies , we call the _ run_timers function that defined in the same source code file. Let's look on the

implementation of this function.

As I just wrote, the __run_timers function runs all expired timers for a given processor. This function starts from the acquiring

of the tvec_base's lock to protect the tvec_base structure

static inline void __run_timers(struct tvec_base *base)

{
struct timer_list *timer;
spin_lock_irq(&base->lock);
spin_unlock_irq(&base->lock);
}

After this it starts the loop while the timer_jiffies will not be greater than the jiffies :

while (time_after_eq(jiffies, base->timer_jiffies)) {

We can find many different manipulations in the our loop, but the main point is to find expired timers and call delayed functions.
First of all we need to calculate the index of the base->tvi list that stores the next timer to be handled with the following

expression:

index = base->timer_jiffies & TVR_MASK;

where the TVR_MAsK is a mask for the getting of the tvec_root->vec elements. As we got the index with the next timer which
must be handled we check its value. If the index is zero, we go through all lists in our cascade table tv2 , tv3 and etc., and

rehashing it with the call of the cascade function:

if (!index &&
(!cascade(base, &base->tv2, INDEX(0))) &&
(!cascade(base, &base->tv3, INDEX(1))) &&
Icascade(base, &base->tv4, INDEX(2)))
cascade(base, &base->tv5, INDEX(3));

After this we increase the value of the base->timer_jiffies :

++base->timer_jiffies;
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In the last step we are executing a corresponding function for each timer from the list in a following loop:

hlist_move_list(base->tvi.vec + index, head);

while ('hlist_empty(head)) {

timer = hlist_entry(head->first, struct timer_list, entry);
fn = timer->function;
data = timer->data;

spin_unlock(&base->lock);

call_timer_fn(timer, fn, data);
spin_lock(&base->lock);

where the call timer_fn just call the given function:

static void call_timer_fn(struct timer_list *timer, void (*fn)(unsigned long),
unsigned long data)

fn(data);

That's all. The Linux kernel has infrastructure for dynamic timers from this moment. We will not dive into this interesting
theme. As I already wrote the timers is a widely used concept in the Linux kernel and nor one part, nor two parts will not cover
understanding of such things how it implemented and how it works. But now we know about this concept, why does the Linux

kernel needs in it and some data structures around it.

Now let's look usage of dynamic timers in the Linux kernel.

Usage of dynamic timers

As you already can noted, if the Linux kernel provides a concept, it also provides API for managing of this concept and the
dynamic timers concept is not exception here. To use a timer in the Linux kernel code, we must define a variable with a
timer_list type. We can initialize our timer_list structure in two ways. The first is to use the init_timer macro that

defined in the include/linux/timer.h header file:

#define init_timer(timer) \
__init_timer((timer), 0)

#define __init_timer(_timer, _flags) \
init_timer_key((_timer), (_flags), NULL, NULL)

where the init_timer_key function just calls the:

do_init_timer(timer, flags, name, key);
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function which fields the given timer with default values. The second way is to use the:

#define TIMER_INITIALIZER(_function, _expires, _data) \
_ TIMER_INITIALIZER((_function), (_expires), (_data), 0)

macro which will initialize the given timer_list structure too.

After a dynamic timer is initialized we can start this timer with the call of the:

void add_timer(struct ;

function and stop it with the:

int del timer(struct ;
function.
That's all.
Conclusion

This is the end of the fourth part of the chapter that describes timers and timer management related stuff in the Linux kernel. In the
previous part we got acquainted with the two new concepts: the tick broadcast framework and the No_Hz mode. In this part
we continued to dive into time management related stuff and got acquainted with the new concept - dynamic timer or software
timer. We didn't saw implementation of a dynamic timers management code in details in this part but saw data structures and

API around this concept.

In the next part we will continue to dive into timer management related things in the Linux kernel and will see new concept for us

- timers .
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Timers and time management in the Linux kernel. Part 5.

Introduction to the clockevents framework

This is fifth part of the chapter which describes timers and time management related stuff in the Linux kernel. As you might noted
from the title of this part, the clockevents framework will be discussed. We already saw one framework in the second part of

this chapter. It was clocksource framework. Both of these frameworks represent timekeeping abstractions in the Linux kernel.

At first let's refresh your memory and try to remember what is it clocksource framework and and what its purpose. The main

goal of the clocksource framework is to provide timeline . As described in the documentation:

For example issuing the command 'date' on a Linux system will eventually read the clock source to determine exactly what

time it is.

The Linux kernel supports many different clock sources. You can find some of them in the drivers/closksource. For example old
good Intel 8253 - programmable interval timer with 1193182 Hz frequency, yet another one - ACPI PM timer with 3579545 Hz
frequency. Besides the drivers/closksource directory, each architecture may provide own architecture-specific clock sources. For
example x86 architecture provides High Precision Event Timer, or for example powerpc provides access to the processor timer

through timebase register.

Each clock source provides monotonic atomic counter. As I already wrote, the Linux kernel supports a huge set of different clock

source and each clock source has own parameters like frequency. The main goal of the clocksource framework is to provide

API to select best available clock source in the system i.e. a clock source with the highest frequency. Additional goal of the
clocksource framework is to represent an atomic counter provided by a clock source in human units. In this time, nanoseconds

are the favorite choice for the time value units of the given clock source in the Linux kernel.

The clocksource framework represented by the clocksource structure which is defined in the include/linux/clocksource.h
header code file which contains name of a clock source, rating of certain clock source in the system (a clock source with the
higher frequency has the biggest rating in the system), 1ist of all registered clock source in the system, enable and disable
fields to enable and disable a clock source, pointer to the read function which must return an atomic counter of a clock source

and etc.

Additionally the clocksource structure provides two fields: mult and shift which are needed for translation of an atomic
counter which is provided by a certain clock source to the human units, i.e. nanoseconds. Translation occurs via following

formula:

ns ~= (clocksource * mult) >> shift

As we already know, besides the clocksource structure, the clocksource framework provides an API for registration of clock

source with different frequency scale factor:

static inline int clocksource_register_hz(struct

static inline int clocksource_register_khz(struct

A clock source unregistration:

int clocksource_unregister(struct

and etc.
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Additionally to the clocksource framework, the Linux kernel provides clockevents framework. As described in the
documentation:

Clock events are the conceptual reverse of clock sources
Main goal of the is to manage clock event devices or in other words - to manage devices that allow to register an event or in other

words interrupt that is going to happen at a defined point of time in the future.

Now we know a little about the clockevents framework in the Linux kernel, and now time is to see on it API.

API of clockevents framework

The main structure which described a clock event device is clock event_device structure. This structure is defined in the
include/linux/clockchips.h header file and contains a huge set of fields. as well as the clocksource structure it has name fields

which contains human readable name of a clock event device, for example local APIC timer:

static struct clock_event_device lapic_clockevent = {
.name = "lapic",

Addresses of the event_handler , set_next_event , next_event functions for a certain clock event device which are an
interrupt handler, setter of next event and local storage for next event respectively. Yet another field of the clock_event_device

structure is - features field. Its value maybe on of the following generic features:

#define CLOCK_EVT_FEAT_PERIODIC 0x000001
#define CLOCK_EVT_FEAT_ONESHOT 0x000002

Where the cLock_EvT_FEAT_PERIODIC represents device which may be programmed to generate events periodically. The
CLOCK_EVT_FEAT_ONESHOT represents device which may generate an event only once. Besides these two features, there are also

architecture-specific features. For example x86_64 supports two additional features:

#define CLOCK_EVT_FEAT_C3STOP 0x000008

The first cLock_EvVT_FEAT_c3sToP means that a clock event device will be stopped in the C3 state. Additionally the
clock_event_device structure has mult and shift fields as well as clocksource structure. The clocksource structure

also contains other fields, but we will consider it later.

After we considered part of the clock_event_device structure, time is to look at the API of the clockevents framework. To
work with a clock event device, first of all we need to initialize clock_event_device structure and register a clock events device.

The clockevents framework provides following AP1 for registration of clock event devices:

void clockevents_register_device(struct

{

This function defined in the kernel/time/clockevents.c source code file and as we may see, the clockevents_register_device

function takes only one parameter:

e address of a clock_event_device structure which represents a clock event device.
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So, to register a clock event device, at first we need to initialize clock_event_device structure with parameters of a certain clock
event device. Let's take a look at one random clock event device in the Linux kernel source code. We can find one in the
drivers/closksource directory or try to take a look at an architecture-specific clock event device. Let's take for example - Periodic

Interval Timer (PIT) for at91sam926x. You can find its implementation in the drivers/closksource.

First of all let's look at initialization of the clock_event_device structure. This occurs in the at91sam926x_pit_common_init

function:

struct pit_data {

struct clock_event_device clkevt;

¥

static void __init at91sam926x_pit_common_init(struct

{
data->clkevt.name = "pit";
data->clkevt.features = CLOCK_EVT_FEAT_PERIODIC;
data->clkevt.shift = ;
data->clkevt.mult = div_sc(pit_rate, NSEC_PER_SEC, data->clkevt.shift);
data->clkevt.rating = ;
data->clkevt.cpumask = cpumask_of(0);
data->clkevt.set_state_shutdown = pit_clkevt_shutdown;
data->clkevt.set_state_periodic = pit_clkevt_set_periodic;
data->clkevt.resume = at91sam926x_pit_resume;
data->clkevt.suspend = at91sam926x_pit_suspend;

}

Here we can see that at91sam926x_pit_common_init takes one parameter - pointer to the pit_data structure which contains
clock_event_device structure which will contain clock event related information of the at9isamo2ex periodic Interval Timer.
At the start we fill name of the timer device and its features . In our case we deal with periodic timer which as we already

know may be programmed to generate events periodically.

The next two fields shift and mult are familiar to us. They will be used to translate counter of our timer to nanoseconds.
After this we set rating of the timer to 1ee . This means if there will not be timers with higher rating in the system, this timer will
be used for timekeeping. The next field - cpumask indicates for which processors in the system the device will work. In our case,
the device will work for the first processor. The cpumask_of macro defined in the include/linux/cpumask.h header file and just

expands to the call of the:

#define cpumask_of(cpu) (get_cpu_mask(cpu))

Where the get_cpu_mask returns the cpumask containing just a given cpu number. More about cpumasks concept you may
read in the CPU masks in the Linux kernel part. In the last four lines of code we set callbacks for the clock event device

suspend/resume, device shutdown and update of the clock event device state.

After we finished with the initialization of the at91isam926x periodic timer, we can register it by the call of the following

functions:

clockevents_register_device(&data->clkevt);
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Now we can consider implementation of the clockevent_register_device function. As I already wrote above, this function is

defined in the kernel/time/clockevents.c source code file and starts from the initialization of the initial event device state:

clockevent_set_state(dev, CLOCK_EVT_STATE_DETACHED);

Actually, an event device may be in one of this states:

enum clock_event_state {
CLOCK_EVT_STATE_DETACHED,
CLOCK_EVT_STATE_SHUTDOWN,
CLOCK_EVT_STATE_PERIODIC,
CLOCK_EVT_STATE_ONESHOT,
CLOCK_EVT_STATE_ONESHOT_STOPPED,

Where:

® CLOCK_EVT_STATE_DETACHED - a clock event device is not not used by clockevents framework. Actually it is initial state of
all clock event devices;

® CLOCK_EVT_STATE_SHUTDOWN - a clock event device is powered-off;

® CLOCK_EVT_STATE_PERIODIC - a clock event device may be programmed to generate event periodically;

® CLOCK_EVT_STATE_ONESHOT - a clock event device may be programmed to generate event only once;

® CLOCK_EVT_STATE_ONESHOT_STOPPED - a clock event device was programmed to generate event only once and now it is

temporary stopped.

The implementation of the clock_event_set_state function is pretty easy:

static inline void clockevent_set_state(struct
enum

dev->state_use_accessors = state;

As we can see, it just fills the state_use_accessors field of the given clock_event_device structure with the given value
which is in our case is cLock_EVT_STATE_DETACHED . Actually all clock event devices has this initial state during registration. The

state_use_accessors field of the clock_event_device structure provides current state of the clock event device.

After we have set initial state of the given clock_event_device structure we check that the cpumask of the given clock event

device is not zero:

if (!dev->cpumask) {
WARN_ON(num_possible_cpus() > 1);
dev->cpumask = cpumask_of(smp_processor_id());

Remember that we have set the cpumask of the at9isam926x periodic timer to first processor. If the cpumask field is zero, we
check the number of possible processors in the system and print warning message if it is less than on. Additionally we set the
cpumask of the given clock event device to the current processor. If you are interested in how the smp_processor_id macro is

implemented, you can read more about it in the fourth part of the Linux kernel initialization process chapter.

After this check we lock the actual code of the clock event device registration by the call following macros:

raw_spin_lock_irgsave(&clockevents_lock, flags);

raw_spin_unlock_irqrestore(&clockevents_lock, flags);


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/kernel/time/clockevents.c
https://proninyaroslav.gitbooks.io/linux-insides-ru/content/Initialization/linux-initialization-4.html

Additionally the raw_spin_lock_irgsave andthe raw_spin_unlock_irqrestore macros disable local interrupts, however
interrupts on other processors still may occur. We need to do it to prevent potential deadlock if we adding new clock event device
to the list of clock event devices and an interrupt occurs from other clock event device.

We can see following code of clock event device registration between the raw_spin_lock_irgsave and

raw_spin_unlock_irqrestore macros:

list_add(&dev-> , &clockevent_devices);
tick_check_new_device(dev);
clockevents_notify_released();

First of all we add the given clock event device to the list of clock event devices which is represented by the

clockevent_devices

static LIST_HEAD ;

At the next step we call the tick_check_new_device function which is defined in the kernel/time/tick-common.c source code file
and checks do the new registered clock event device should be used or not. The tick_check_new_device function checks the
given clock_event_device gets the current registered tick device which is represented by the tick_device structure and
compares their ratings and features. Actually CLOCK_EVT_STATE_ONESHOT is preferred:

static bool tick_check_preferred(struct

struct
{
if (!(newdev->features & CLOCK_EVT_FEAT_ONESHOT)) {
if (curdev && (curdev->features & CLOCK_EVT_FEAT_ONESHOT))
return ;
if (tick_oneshot_mode_active())
return ;
}
return tcurdev ||
newdev->rating > curdev->rating ||
Icpumask_equal(curdev->cpumask, newdev->cpumask);
}

If the new registered clock event device is more preferred than old tick device, we exchange old and new registered devices and

install new device:

clockevents_exchange_device(curdev, newdev);
tick_setup_device(td, newdev, cpu, cpumask_of(cpu));

The clockevents_exchange_device function releases or in other words deleted the old clock event device from the
clockevent_devices list. The next function - tick_setup_device as we may understand from its name, setups new tick device.
This function check the mode of the new registered clock event device and call the tick_setup_periodic function or the

tick_setup_oneshot depends on the tick device mode:

if (td->mode == TICKDEV_MODE_PERIODIC)
tick_setup_periodic(newdev, 0);

else
tick_setup_oneshot(newdev, handler, next_event);

Both of this functions calls the clockevents_switch_state to change state of the clock event device and the
clockevents_program_event function to set next event of clock event device based on delta between the maximum and

minimum difference current time and time for the next event. The tick_setup_periodic :
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clockevents_switch_state(dev, CLOCK_EVT_STATE_PERIODIC);
clockevents_program_event(dev, next, ))

and the tick_setup_oneshot_periodic :

clockevents_switch_state(newdev, CLOCK_EVT_STATE_ONESHOT);
clockevents_program_event(newdev, next_event, )8

The clockevents_switch_state function checks that the clock event device is not in the given state and calls the

__clockevents_switch_state function from the same source code file:

if (clockevent_get_state(dev) != state) {
if (__clockevents_switch_state(dev, state))
return;

The _ clockevents_switch_state function just makes a call of the certain callback depends on the given state:

static int __clockevents_switch_state(struct clock_event_device *dev,
enum clock_event_state state)

if (dev->features & CLOCK_EVT_FEAT_DUMMY)
return 0;

switch (state) {
case CLOCK_EVT_STATE_DETACHED:
case CLOCK_EVT_STATE_SHUTDOWN:
if (dev->set_state_shutdown)
return dev->set_state_shutdown(dev);
return 0;

case CLOCK_EVT_STATE_PERIODIC:
if (!(dev->features & CLOCK_EVT_FEAT_PERIODIC))
return -ENOSYS;
if (dev->set_state_periodic)
return dev->set_state_periodic(dev);
return 0;

In our case for at9isam926x periodic timer, the state is the CLOCK_EVT_FEAT_PERIODIC :

data->clkevt.features = CLOCK_EVT_FEAT_PERIODIC;
data->clkevt.set_state_periodic = pit_clkevt_set_periodic;

So, for the pit_clkevt_set_periodic callback will be called. If we will read the documentation of the Periodic Interval Timer
(PIT) for at91sam926x, we will see that there is Periodic Interval Timer Mode Register which allows us to control of periodic

interval timer.

It looks like:
31 25 24
gy g oy s +
| | PITIEN | PITEN |
gy g oy s +
23 19 16
gy g gy oy Ry s +
| | PIV |
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________________________________________________________ +
PIV |
________________________________________________________ +
[
________________________________________________________ +
PIV |

Where PIvV or Periodic Interval value - defines the value compared with the primary 2e-bit counter of the Periodic

Interval Timer. The PITEN or Period Interval Timer Enabled ifthebitis 1 andthe PITIEN or Periodic Interval Timer

Interrupt

Register

Enable if the bitis 1 . So, to set periodic mode, we need to set 24 , 25 bits inthe Periodic Interval Timer Mode

And we are doing it in the pit_clkevt_set_periodic function:

static int pit_clkevt_set_periodic(struct

{

Where the

#define
#define
#define

struct pit_data *data = clkevt_to_pit_data(dev);

pit_write(data->base, AT91_PIT_MR,
(data->cycle - 1) | AT91_PIT_PITEN | AT91_PIT_PITIEN);

return 0;

AT91_PT_MR , AT91_PT_PITEN andthe AT91_PIT_PITIEN are declared as:

AT91_PIT_MR 0x00
AT91_PIT_PITIEN BIT(25)
AT91_PIT_PITEN BIT(24)

After the setup of the new clock event device is finished, we can return to the clockevents_register_device function. The last

function in the clockevents_register_device function is:

clockevents_notify_released();

This function checks the clockevents_released list which contains released clock event devices (remember that they may occur

after the call of the clockevents_exchange_device function). If this list is not empty, we go through clock event devices from the

clock_events_released list and delete it from the clockevent_devices

static void clockevents_notify_released(void

{

struct clock_event_device *dev;

while (!list_empty(&clockevents_released)) {

dev = list_entry(clockevents_released.next,

struct clock_event_device, );
list_del(&dev-> );
list_add(&dev-> , &clockevent_devices);

tick_check_new_device(dev);

That's all. From this moment we have registered new clock event device. So the usage of the clockevents framework is simple

and clear. Architectures registered their clock event devices, in the clock events core. Users of the clockevents core can get clock

event devices for their use. The clockevents framework provides notification mechanisms for various clock related



management events like a clock event device registered or unregistered, a processor is offlined in system which supports CPU

hotplug and etc.

We saw implementation only of the clockevents_register_device function. But generally, the clock event layer API is small.
Besides the ap1 for clock event device registration, the clockevents framework provides functions to schedule the next event

interrupt, clock event device notification service and support for suspend and resume for clock event devices.

If you want to know more about clockevents API you can start to research following source code and header files:

kernel/time/tick-common.c, kernel/time/clockevents.c and include/linux/clockchips.h.

That's all.

Conclusion

This is the end of the fifth part of the chapter that describes timers and timer management related stuff in the Linux kernel. In the
previous part got acquainted with the timers concept. In this part we continued to learn time management related stuff in the

Linux kernel and saw a little about yet another framework - clockevents .
If you have questions or suggestions, feel free to ping me in twitter OxAX, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes
please send me PR to linux-insides.
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Timers and time management in the Linux kernel. Part 6.

x86_64 related clock sources

This is sixth part of the chapter which describes timers and time management related stuff in the Linux kernel. In the previous part
we saw clockevents framework and now we will continue to dive into time management related stuff in the Linux kernel. This
part will describe implementation of x86 architecture related clock sources (more about clocksource concept you can read in

the second part of this chapter).'

First of all we must know what clock sources may be used at x86 architecture. It is easy to know from the sysfs or from content
of the /sys/devices/system/clocksource/clocksource@/available clocksource . The

/sys/devices/system/clocksource/clocksourceN provides two special files to achieve this:

e available_clocksource - provides information about available clock sources in the system;

e current_clocksource - provides information about currently used clock source in the system.

So, let's look:

$ cat /sys/devices/system/clocksource/clocksource®@/available_clocksource
tsc hpet acpi_pm

We can see that there are three registered clock sources in my system:

® tsc - Time Stamp Counter;
e hpet - High Precision Event Timer;

® acpi_pm - ACPI Power Management Timer.

Now let's look at the second file which provides best clock source (a clock source which has the best rating in the system):

$ cat /sys/devices/system/clocksource/clocksource®/current_clocksource
tsc

For me it is Time Stamp Counter. As we may know from the second part of this chapter, which describes internals of the
clocksource framework in the Linux kernel, the best clock source in a system is a clock source with the best (highest) rating or

in other words with the highest frequency.

Frequency of the ACPI power management timer is 3.579545 MHz . Frequency of the High Precision Event Timer is at least 10
MHz . And the frequency of the Time Stamp Counter depends on processor. For example On older processors, the Time Stamp
counter was counting internal processor clock cycles. This means its frequency changed when the processor's frequency scaling
changed. The situation has changed for newer processors. Newer processors have an invariant Time Stamp counter that
increments at a constant rate in all operational states of processor. Actually we can get its frequency in the output of the

/proc/cpuinfo . For example for the first processor in the system:

$ cat /proc/cpuinfo

model name : Intel(R) Core(TM) i7-4790K CPU @ 4.00GHz

And although Intel manual says that the frequency of the Time stamp Counter , while constant, is not necessarily the maximum
qualified frequency of the processor, or the frequency given in the brand string, anyway we may see that it will be much more
than frequency of the AcPI PM timer or High Precision Event Timer . And we can see that the clock source with the best

rating or highest frequency is current in the system.
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You can note that besides these three clock source, we don't see yet another two familiar us clock sources in the output of the
/sys/devices/system/clocksource/clocksourced/available _clocksource . These clock sources are jiffy and
refined_jiffies . We don't see them because this filed maps only high resolution clock sources or in other words clock sources

with the CLOCK_SOURCE_VALID_FOR_HRES flag.

As I already wrote above, we will consider all of these three clock sources in this part. We will consider it in order of their

initialization or:

® hpet ;
® acpi_pm ;

[ tsc .

We can make sure that the order is exactly like this in the output of the dmesg util:

$ dmesg | grep clocksource
[ 0.000000] clocksource: refined-jiffies: mask: Oxffffffff max_cycles: OxFffffffff, max_idle_ns: 191096994039
1419 ns

[ 0.000000] clocksource: hpet: mask: Oxffffffff max_cycles: Oxffffffff, max_idle_ns: 133484882848 ns

[ 0.094369] clocksource: jiffies: mask: Oxffffffff max_cycles: Oxffffffff, max_idle_ns: 1911260446275000 ns
[ 0.186498] clocksource: Switched to clocksource hpet

[ 0.196827] clocksource: acpi_pm: mask: Oxffffff max_cycles: Oxffffff, max_idle_ns: 2085701024 ns

[ 1.413685] tsc: Refined TSC clocksource calibration: 3999.981 MHz

[ 1.413688] clocksource: tsc: mask: OxFfffffffffffffff max_cycles: 0x73509721780, max_idle_ns: 881591102108
ns

[ 2.413748] clocksource: Switched to clocksource tsc

The first clock source is the High Precision Event Timer, so let's start from it.

High Precision Event Timer

The implementation of the High Precision Event Timer for the x86 architecture is located in the arch/x86/kernel/hpet.c source
code file. Its initialization starts from the call of the hpet_enable function. This function is called during Linux kernel
initialization. If we will look into start_kernel function from the init/main.c source code file, we will see that after the all
architecture-specific stuff initialized, early console is disabled and time management subsystem already ready, call of the

following function:

if (late_time_init)
late_time_init();

which does initialization of the late architecture specific timers after early jiffy counter already initialized. The definition of the

late_time_init function for the x86 architecture is located in the arch/x86/kernel/time.c source code file. It looks pretty easy:

static _ _init void x86_late_time_init(void

{
Xx86_1init.timers.timer_init();
tsc_init();

As we may see, it does initialization of the x86 related timer and initialization of the Time Stamp counter . The seconds we
will see in the next paragraph, but now let's consider the call of the x86_init.timers.timer_init function. The timer_init
points to the hpet_time_init function from the same source code file. We can verify this by looking on the definition of the

x86_init structure from the arch/x86/kernel/x86 init.c:

struct x86_init_ops x86_init __initdata = {
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.timers = {

.setup_percpu_clockev = setup_boot_APIC_clock
.timer_init = hpet_time_init,
.wallclock_init = x86_init_noop,

3

The hpet_time_init function does setup of the programmable interval timer if we can not enable High Precision Event

Timer and setups default timer IRQ) for the enabled timer:

void __init hpet_time_init(void

{
if (!'hpet_enable())
setup_pit_timer();
setup_default_timer_irq();
}

First of all the hpet_enable function check we can enable High Precision Event Timer in the system by the call of the

is_hpet_capable function and if we can, we map a virtual address space for it:

int __init hpet_enable(void

{
if (!'is_hpet_capable())
return 0;
hpet_set_mapping();
}

The is_hpet_capable function checks that we didn't pass hpet=disable to the kernel command line and the hpet_address is

received from the ACPI HPET table. The hpet_set_mapping function just maps the virtual address spaces for the timer registers:

hpet_virt_address = ioremap_nocache(hpet_address, HPET_MMAP_SIZE);

As we can read in the IA-PC HPET (High Precision Event Timers) Specification:

The timer register space is 1024 bytes

So, the HPET_MMAP_SIZE is 1024 bytes too:

#define HPET_MMAP_SIZE 1024

After we mapped virtual space for the High Precision Event Timer , we read HPET_ID register to get number of the timers:

id = hpet_readl(HPET_ID);

last = (id & HPET_ID_NUMBER) >> HPET_ID_NUMBER_SHIFT;

We need to get this number to allocate correct amount of space for the General configuration Register of the High

Precision Event Timer :

cfg = hpet_readl(HPET_CFG);

hpet_boot_cfg = kmalloc((last + 2) * sizeof(*hpet_boot_cfg), GFP_KERNEL);
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After the space is allocated for the configuration register of the High Precision Event Timer , we allow to main counter to run,
and allow timer interrupts if they are enabled by the setting of HPET_CFG_ENABLE bit in the configuration register for all timers. In

the end we just register new clock source by the call of the hpet_clocksource_register function:

if (hpet_clocksource_register())
goto out_nohpet;

which just calls already familiar

clocksource_register_hz(&clocksource_hpet, (u32)hpet_freq);

function. Where the clocksource_hpet isthe clocksource structure with the rating 2560 (remember rating of the previous
refined_jiffies clock source was 2 ), name - hpet and read_hpet callback for the reading of atomic counter provided by

the High Precision Event Timer :

static struct clocksource clocksource_hpet = {

.name = "hpet",

.rating = ’

.read = read_hpet,

.mask = HPET_MASK,

.flags = CLOCK_SOURCE_IS_CONTINUOUS,
.resume = hpet_resume_counter,
.archdata = { .vclock_mode = VCLOCK_HPET },

3

After the clocksource_hpet is registered, we can return to the hpet_time_init() function from the arch/x86/kernel/time.c

source code file. We can remember that the last step is the call of the:

setup_default_timer_irq();

function in the hpet_time_init() . The setup_default_timer_irq function checks existence of legacy IRQs or in other
words support for the 18259 and setups IRQO depends on this.

That's all. From this moment the High Precision Event Timer clock source registered in the Linux kernel clock source

framework and may be used from generic kernel code via the read_hpet :

static cycle_t read_hpet(struct

{
return (cycle_t)hpet_readl(HPET_COUNTER);

function which just reads and returns atomic counter from the Main Counter Register .

ACPI PM timer

The seconds clock source is ACPI Power Management Timer. Implementation of this clock source is located in the
drivers/clocksource/acpi_pm.c source code file and starts from the call of the init_acpi_pm_clocksource function during fs

initcall.

If we will look at implementation of the init_acpi_pm_clocksource function, we will see that it starts from the check of the

value of pmtmr_ioport variable:

static int __init init_acpi_pm_clocksource(void

{
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if (!pmtmr_ioport)
return -ENODEV;

This pmtmr_ioport variable contains extended address of the Power Management Timer Control Register Block . It gets its

value in the acpi_parse_fadt function which is defined in the arch/x86/kernel/acpi/boot.c source code file. This function parses
FADT oOr Fixed ACPI Description Table ACPI table and tries to get the values of the x_PM_TMR_BLK field which contains

extended address of the Power Management Timer Control Register Block , represented in Generic Address Structure

format:

static int __init acpi_parse_fadt(struct

{
#ifdef CONFIG_X86_PM_TIMER

pmtmr_ioport = acpi_gbl_FADT.xpm_timer_block.address;

#endif
return 0;

So, if the conF1G_xs6_pM_TIMER Linux kernel configuration option is disabled or something going wrong in the
acpi_parse_fadt function, we can't access the Power Management Timer register and return from the
init_acpi_pm_clocksource . In other way, if the value of the pmtmr_ioport variable is not zero, we check rate of this timer and

register this clock source by the call of the:

clocksource_register_hz(&clocksource_acpi_pm, PMTMR_TICKS_PER_SEC);

function. After the call of the clocksource_register_hs ,the acpi_pm clock source will be registered in the clocksource

framework of the Linux kernel:

static struct clocksource clocksource_acpi_pm = {

.name = "acpi_pm",

.rating = ,

.read = acpi_pm_read,

.mask = (cycle_ t)ACPI_PM_MASK,
.flags = CLOCK_SOURCE_IS_CONTINUOUS,

with the rating - 200 and the acpi_pm_read callback to read atomic counter provided by the acpi_pm clock source. The

acpi_pm_read function just executes read_pmtmr function:

static cycle_t acpi_pm_read(struct

{

return (cycle_t)read_pmtmr();

which reads value of the Power Management Timer register. This register has following structure:
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upper eight bits of a running count of the

32-bit power management timer power management timer

31 E_TMR_VAL 24 TMR_VAL 0

Address of this register is stored in the Fixed ACPI Description Table ACPI table and we already have it in the

pmtmr_ioport . So, the implementation of the read_pmtmr function is pretty easy:

static inline u32 read_pmtmr(void

{
return inl(pmtmr_ioport) & ACPI_PM_MASK;

We just read the value of the Power Management Timer register and mask its 24 bits.

That's all. Now we move to the last clock source in this part - Time Stamp Counter .

Time Stamp Counter

The third and last clock source in this part is - Time Stamp Counter clock source and its implementation is located in the
arch/x86/kernel/tsc.c source code file. We already saw the x86_late_time_init function in this part and initialization of the
Time Stamp Counter starts from this place. This function calls the tsc_init() function from the arch/x86/kernel/tsc.c source

code file.

At the beginning of the tsc_init function we can see check, which checks that a processor has support of the Time stamp

Counter

void __init tsc_init(void

{
u64 1lpj;
int cpu;

if (!cpu_has_tsc) {
setup_clear_cpu_cap(X86_FEATURE_TSC_DEADLINE_TIMER);
return;

The cpu_has_tsc macro expands to the call of the cpu_has macro:

#define cpu_has_tsc boot_cpu_has(X86_FEATURE_TSC)
#define boot_cpu_has(bit) cpu_has(&boot_cpu_data, bit)

#define cpu_has(c, bit) \
(__builtin_constant_p(bit) && REQUIRED_MASK_BIT_SET(bit) ? 1 : \
test_cpu_cap(c, bit))

which check the given bit (the Xx86_FEATURE_TSC_DEADLINE_TIMER in our case)inthe boot_cpu_data array which is filled during
early Linux kernel initialization. If the processor has support of the Time Stamp Counter , we get the frequency of the Time
stamp Counter by the call of the calibrate_tsc function from the same source code file which tries to get frequency from the
different source like Model Specific Register, calibrate over programmable interval timer and etc, after this we initialize frequency

and scale factor for the all processors in the system:
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tsc_khz = x86_platform.calibrate_tsc();
cpu_khz = tsc_khz;

for_each_possible_cpu(cpu) {
cyc2ns_init(cpu);
set_cyc2ns_scale(cpu_khz, cpu);

because only first bootstrap processor will call the tsc_init . After this we check hat Time Stamp Counter is not disabled:

if (tsc_disabled > 0)
return;

check_system_tsc_reliable();

and call the check_system_tsc_reliable function which sets the tsc_clocksource_reliable if bootstrap processor has the
X86_FEATURE_TSC_RELIABLE feature. Note that we went through the tsc_init function, but did not register our clock source.

Actual registration of the Time Stamp Counter clock source occurs in the:

static int __init init_tsc_clocksource(void
{
if (!'cpu_has_tsc || tsc_disabled > || !tsc_khz)
return 0;

if (boot_cpu_has(X86_FEATURE_TSC_RELIABLE)) {
clocksource_register_khz(&clocksource_tsc, tsc_khz);
return 0;

function. This function called during the device initcall. We do it to be sure that the Time Stamp counter clock source will be

registered after the High Precision Event Timer clock source.

After these all three clock sources will be registered in the clocksource framework and the Time Stamp counter clock source

will be selected as active, because it has the highest rating among other clock sources:

static struct clocksource clocksource_tsc = {

.name = "tsc",
.rating = ,
.read = read_tsc,
.mask = CLOCKSOURCE_MASK(64),
.flags = CLOCK_SOURCE_IS_CONTINUOUS | CLOCK_SOURCE_MUST_VERIFY,
.archdata = { .vclock_mode = VCLOCK_TSC },
}
That's all.
L
Conclusion

This is the end of the sixth part of the chapter that describes timers and timer management related stuff in the Linux kernel. In the
previous part got acquainted with the clockevents framework. In this part we continued to learn time management related stuff
in the Linux kernel and saw a little about three different clock sources which are used in the x86 architecture. The next part will be
last part of this chapter and we will see some user space related stuff, i.e. how some time related system calls implemented in the

Linux kernel.
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If you have questions or suggestions, feel free to ping me in twitter OxAX, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Timers and time management in the Linux kernel. Part 7.

Time related system calls in the Linux kernel

This is the seventh and last part chapter, which describes timers and time management related stuff in the Linux kernel. In the
previous part, we discussed timers in the context of x86_64: High Precision Event Timer and Time Stamp Counter. Internal time
management is an interesting part of the Linux kernel, but of course not only the kernel needs the time concept. Our programs
also need to know time. In this part, we will consider implementation of some time management related system calls. These

system calls are:

® clock_gettime ;
e gettimeofday ;

® nanosleep .

We will start from a simple userspace C program and see all way from the call of the standard library function to the
implementation of certain system calls. As each architecture provides its own implementation of certain system calls, we will

consider only x86_64 specific implementations of system calls, as this book is related to this architecture.

Additionally, we will not consider the concept of system calls in this part, but only implementations of these three system calls in

the Linux kernel. If you are interested in what is a system call , there is a special chapter about this.

So, let's start from the gettimeofday system call.

Implementation of the gettimeofday system call

As we can understand from the name gettimeofday , this function returns the current time. First of all, let's look at the following

simple example:

#include <time.h>
#include <sys/time.h>
#include <stdio.h>

int int char

{
char buffer[40];
struct timeval time;

gettimeofday(&time, )

strftime(buffer, , "Current date/time: %m-%d-%Y/%T", localtime(&time.tv_sec));
("%s\n",buffer);

return 0;

As you can see, here we call the gettimeofday function, which takes two parameters. The first parameter is a pointer to the

timeval structure, which represents an elapsed time:

struct timeval {
time_t tv_sec;
suseconds_t tv_usec;

Y
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The second parameter of the gettimeofday function is a pointer to the timezone structure which represents a timezone. In our
example, we pass address of the timeval time tothe gettimeofday function, the Linux kernel fills the given timeval
structure and returns it back to us. Additionally, we format the time with the strftime function to get something more human

readable than elapsed microseconds. Let's see the result:

~$ gcc date.c -o date
~$ ./date
Current date/time: /

As you may already know, a userspace application does not call a system call directly from the kernel space. Before the actual
system call entry will be called, we call a function from the standard library. In my case it is glibc, so I will consider this case. The
implementation of the gettimeofday function islocated in the sysdeps/unix/sysv/linux/x86/gettimeofday.c source code file. As
you already may know, the gettimeofday is not a usual system call. It is located in the special area which is called vbso (you
can read more about it in the part, which describes this concept).

The glibc implementation of gettimeofday tries to resolve the given symbol; in our case this symbol is
__vdso_gettimeofday by the call of the _d1_vdso_vsym internal function. If the symbol cannot be resolved, it returns NuLL
and we fallback to the call of the usual system call:

return (_dl_vdso_vsym ("__vdso_gettimeofday", &linux26)
?: (void*) (&__gettimeofday_syscall));

The gettimeofday entry is located in the arch/x86/entry/vdso/vclock gettime.c source code file. As we can see the

gettimeofday is a weak alias of the __vdso_gettimeofday :

int gettimeofday(struct timeval *, struct timezone *)
__attribute__ ((weak, alias("__vdso_gettimeofday")));

The _ vdso_gettimeofday is defined in the same source code file and calls the do_realtime function if the given timeval is
not null:

notrace int __vdso_gettimeofday(struct timeval *tv, struct timezone *tz)

{
if (likely(tv != ) {
if (unlikely(do_realtime((struct timespec *)tv) == VCLOCK_NONE))
return vdso_fallback_gtod(tv, tz);
tv->tv_usec /= ;
}
if (unlikely(tz != )) {
tz->tz_minuteswest = gtod->tz_minuteswest;
tz->tz_dsttime = gtod->tz_dsttime;
}
return 0;
}

If the do_realtime will fail, we fallback to the real system call via call the syscall instruction and passing the

__NR_gettimeofday system call number and the given timeval and timezone :

notrace static long vdso_fallback_gtod(struct struct
{
long ret;
asm("syscall" : "=a" (ret)
"0" (__NR_gettimeofday), "D" (tv), "S" (tz) : "memory");
return ret;
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The do_realtime function gets the time data from the vsyscall gtod_data structure which is defined in the
arch/x86/include/asm/vgtod.h header file and contains mapping of the timespec structure and a couple of fields which are
related to the current clock source in the system. This function fills the given timeval structure with values from the

vsyscall gtod_data which contains a time related data which is updated via timer interrupt.

First of all we try to access the gtod or global time of day the vsyscall gtod_data structure via the call of the

gtod_read_begin and will continue to do it until it will be successful:

do {
seq = gtod_read_begin(gtod);
mode = gtod->vclock_mode;
ts->tv_sec = gtod->wall_time_sec;
ns = gtod->wall_time_snsec;
ns += vgetsns(&mode);
ns >>= gtod->shift;
} while (unlikely(gtod_read_retry(gtod, seq)));

ts->tv_sec += __iter_div_u64_rem(ns, NSEC_PER_SEC, &ns);

ts->tv_nsec = ns;

As we got access to the gtod , we fill the ts->tv_sec withthe gtod->wall_time_sec which stores current time in seconds
gotten from the real time clock during initialization of the timekeeping subsystem in the Linux kernel and the same value but in

nanoseconds. In the end of this code we just fill the given timespec structure with the resulted values.

That's all about the gettimeofday system call. The next system call in our list is the clock_gettime .

Implementation of the clock_gettime system call

The clock_gettime function gets the time which is specified by the second parameter. Generally the clock_gettime function

takes two parameters:

e clk_id - clock identifier;

e timespec - address of the timespec structure which represent elapsed time.

Let's look on the following simple example:

#include <time.h>

#include <sys/time.h>

#include <stdio.h>

int main(int char

{
struct timespec elapsed_from_boot;
clock_gettime(CLOCK_BOOTTIME, &elapsed_from_boot);

("%d - seconds elapsed from boot\n", elapsed_from_boot.tv_sec);

return 0;

which prints uptime information:

~$ gcc uptime.c -o uptime
~$ ./uptime
- seconds elapsed from boot

We can easily check the result with the help of the uptime util:
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~$ uptime
up 3:56

The elapsed_from_boot.tv_sec represents elapsed time in seconds, so:

>>> /
>>> / /
>>> / %

The clock_id maybe one of the following:

® CLOCK_REALTIME - system wide clock which measures real or wall-clock time;

® CLOCK_REALTIME_COARSE - faster version of the CLOCK_REALTIME ;

® CLOCK_MONOTONIC - represents monotonic time since some unspecified starting point;

® CLOCK_MONOTONIC_COARSE - faster version of the CLOCK_MONOTONIC ;

® CLOCK_MONOTONIC_RAW - the same as the cLock_MoNoToNIC but provides non NTP adjusted time.

® CLOCK_BOOTTIME - the same asthe cLock_MonoTONIC but plus time that the system was suspended;
® CLOCK_PROCESS_CPUTIME_ID - per-process time consumed by all threads in the process;

® CLOCK_THREAD_CPUTIME_ID - thread-specific clock.

The clock_gettime is not usual syscall too, but as the gettimeofday , this system call is placed in the vbso area. Entry of this
system call is located in the same source code file - arch/x86/entry/vdso/vclock gettime.c) as for gettimeofday .

The Implementation of the clock_gettime depends on the clock id. If we have passed the cLock_REALTIME clock id, the

do_realtime function will be called:

notrace int __vdso_clock_gettime(clockid_ t clock, struct timespec *ts)

{
switch (clock) {
case CLOCK_REALTIME:
if (do_realtime(ts) == VCLOCK_NONE)
goto fallback;
break;
fallback:
return vdso_fallback_gettime(clock, ts);
}

In other cases, the do_{name_of_clock_id} function is called. Implementations of some of them is similar. For example if we

will pass the cLock_monoTonIC clock id:

case CLOCK_MONOTONIC:
if (do_monotonic(ts) == VCLOCK_NONE)
goto fallback;
break;

the do_monotonic function will be called which is very similar on the implementation of the do_realtime :
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notrace static int __always_inline do_monotonic(struct

{
do {
seq = gtod_read_begin(gtod);
mode = gtod->vclock_mode;
ts->tv_sec = gtod->monotonic_time_sec;
ns = gtod->monotonic_time_snsec;
ns += vgetsns(&mode);
ns >>= gtod->shift;
} while (unlikely(gtod_read_retry(gtod, seq)));
ts->tv_sec += __iter_div_u64_rem(ns, NSEC_PER_SEC, &ns);
ts->tv_nsec = ns;
return mode;
}

We already saw a little about the implementation of this function in the previous paragraph about the gettimeofday . There is
only one difference here, that the sec and nsec of our timespec value will be based on the gtod->monotonic_time_sec

instead of gtod->wall_time_sec which maps the value of the tk->tkr_mono.xtime_nsec or number of nanoseconds elapsed.

That's all.

Implementation of the nanosleep system call

The last system call in our list is the nanosleep . As you can understand from its name, this function provides sleeping ability.
Let's look on the following simple example:

#include <time.h>
#include <stdlib.h>
#include <stdio.h>

int main (void

{
struct timespec ts = {5,0};
("sleep five seconds\n");
nanosleep(&ts, )i
("end of sleep\n");
return 0;
}

If we will compile and run it, we will see the first line

~$ gcc sleep_test.c -o sleep
~$ ./sleep

sleep five seconds

end of sleep

and the second line after five seconds.

The nanosleep is notlocated in the vbso area like the gettimeofday and the clock_gettime functions. So, let's look how

the real system call which is located in the kernel space will be called by the standard library. The implementation of the
nanosleep system call will be called with the help of the syscall instruction. Before the execution of the syscall instruction,

parameters of the system call must be put in processor registers according to order which is described in the System V Application

Binary Interface or in other words:

e rdi - first parameter;
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e rsi -second parameter;
e rdx - third parameter;

e r10 - fourth parameter;
e r8 - fifth parameter;

e r9 -sixth parameter.

The nanosleep system call has two parameters - two pointers to the timespec structures. The system call suspends the calling
thread until the given timeout has elapsed. Additionally it will finish if a signal interrupts its execution. It takes two parameters,
the first is timespec which represents timeout for the sleep. The second parameter is the pointer to the timespec structure too

and it contains remainder of time if the call of the nanosleep was interrupted.

As nanosleep has two parameters:

int nanosleep(const struct struct ;

To call system call, we need put the req tothe rdi register, and the rem parametertothe rsi register. The glibc does these

job in the INTERNAL_SYscALL macro which is located in the sysdeps/unix/sysv/linux/x86_64/sysdep.h header file.

# define INTERNAL_SYSCALL(name, err, nr, args...) \
INTERNAL_SYSCALL_NCS (__NR_##name, err, nr, ##args)

which takes the name of the system call, storage for possible error during execution of system call, number of the system call (all
x86_64 system calls you can find in the system calls table) and arguments of certain system call. The INTERNAL_SYSCALL macro
just expands to the call of the INTERNAL_SYSCALL_NCS macro, which prepares arguments of system call (puts them into the

processor registers in correct order), executes syscall instruction and returns the result:

# define INTERNAL_SYSCALL_NCS(name, err, nr, args...) \

({ \
unsigned long int resultvar; \
LOAD_ARGS_##nr (args) \
LOAD_REGS_##nr \
asm volatile ( \
"syscall\n\t" \

"=a" (resultvar) \
"0" (name) ASM_ARGS_##nr : "memory", REGISTERS_CLOBBERED_BY_SYSCALL); \
(long int) resultvar; })

The LOAD_ARGS_##nr macro calls the LOAD_ARGS_N macro where the N is number of arguments of the system call. In our case,

it will be the LoAD_ARGS_2 macro. Ultimately all of these macros will be expanded to the following:

# define LOAD_REGS_TYPES_1(t1, al) \
register t1 _al asm ("rdi") = __argl; \
LOAD_REGS_0

# define LOAD_REGS_TYPES_2(t1, al, t2, a2) \
register t2 _a2 asm ("rsi") = __arg2; \

LOAD_REGS_TYPES_1(t1, a1l)

After the syscall instruction will be executed, the context switch will occur and the kernel will transfer execution to the system
call handler. The system call handler for the nanosleep system call is located in the kernel/time/hrtimer.c source code file and

defined with the syscALL_DEFINE2 macro helper:

SYSCALL_DEFINE2(nanosleep, struct timespec __user *, rqtp,
struct timespec __user *, rmtp)
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struct timespec tu;

if (copy_from_user(&tu, rqtp, sizeof(tu)))
return -EFAULT;

if (!timespec_valid(&tu))
return -EINVAL;

return hrtimer_nanosleep(&tu, rmtp, HRTIMER_MODE_REL, CLOCK_MONOTONIC);

More about the SYSCALL_DEFINE2 macro you may read in the chapter about system calls. If we look at the implementation of the

nanosleep system call, first of all we will see that it starts from the call of the copy_from_user function. This function copies
the given data from the userspace to kernelspace. In our case we copy timeout value to sleep to the kernelspace timespec
structure and check that the given timespec is valid by the call of the timesc_valid function:

static inline bool timespec_valid(const struct

{
if (ts->tv_sec < 0)
return 2
if ((unsigned long)ts->tv_nsec >= NSEC_PER_SEC)
return 2
return B
}

which just checks that the given timespec does not represent date before 1976 and nanoseconds does not overflow 1 second.
The nanosleep function ends with the call of the hrtimer_nanosleep function from the same source code file. The
hrtimer_nanosleep function creates a timer and calls the do_nanosleep function. The do_nanosleep does main job for us.

This function provides loop:

do {
set_current_state(TASK_INTERRUPTIBLE);
hrtimer_start_expires(&t->timer, mode);

if (likely(t->task))
freezable_schedule();

} while (t->task && !signal_pending(current));
__set_current_state(TASK_RUNNING);

return t->task == 8

Which freezes current task during sleep. After we set TASk_INTERRUPTIBLE flag for the current task, the
hrtimer_start_expires function starts the give high-resolution timer on the current processor. As the given high resolution

timer will expire, the task will be again running.

That's all.

Conclusion

This is the end of the seventh part of the chapter that describes timers and timer management related stuff in the Linux kernel. In
the previous part we saw x86_64 specific clock sources. As I wrote in the beginning, this part is the last part of this chapter. We
saw important time management related concepts like clocksource and clockevents frameworks, jiffies counter and etc.,
in this chpater. Of course this does not cover all of the time management in the Linux kernel. Many parts of this mostly related to

the scheduling which we will see in other chapter.

If you have questions or suggestions, feel free to ping me in twitter 0OxA X, drop me email or just create issue.
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Synchronization primitives in the Linux kernel.

This chapter describes synchronization primitives in the Linux kernel.

e Introduction to spinlocks - the first part of this chapter describes implementation of spinlock mechanism in the Linux kernel.
e Queued spinlocks - the second part describes another type of spinlocks - queued spinlocks.

e Semaphores - this part describes implementation of semaphore synchronization primitive in the Linux kernel.

e Mutual exclusion - this part describes - mutex in the Linux kernel.

e Reader/Writer semaphores - this part describes special type of semaphores - reader/writer semaphores.

e Sequential locks - this part describes sequential locks in the Linux kernel.



Synchronization primitives in the Linux kernel. Part 1.

Introduction

This part opens a new chapter in the linux-insides book. Timers and time management related stuff was described in the previous
chapter. Now time to go next. As you may understand from the part's title, this chapter will describe synchronization primitives in

the Linux kernel.

As always, before we will consider something synchronization related, we will try to know what is synchronization primitive
in general. Actually, synchronization primitive is a software mechanism which provides the ability to two or more parallel
processes or threads to not execute simultaneously on the same segment of a code. For example, let's look on the following piece

of code:

mutex_lock(&clocksource_mutex);

clocksource_enqueue(cs);
clocksource_enqueue_watchdog(cs);
clocksource_select();

mutex_unlock(&clocksource_mutex);

from the kernel/time/clocksource.c source code file. This code is from the __clocksource_register_scale function which adds

the given clocksource to the clock sources list. This function produces different operations on a list with registered clock sources.

For example, the clocksource_enqueue function adds the given clock source to the list with registered clocksources -
clocksource_list . Note that these lines of code wrapped to two functions: mutex_lock and mutex_unlock which takes one

parameter - the clocksource_mutex in our case.

These functions represent locking and unlocking based on mutex synchronization primitive. As mutex_lock will be executed, it
allows us to prevent the situation when two or more threads will execute this code while the mutex_unlock will not be executed
by process-owner of the mutex. In other words, we prevent parallel operations on a clocksource_list . Why do we need mutex
here? What if two parallel processes will try to register a clock source. As we already know, the clocksource_enqueue function
adds the given clock source to the clocksource_list list right after a clock source in the list which has the biggest rating (a

registered clock source which has the highest frequency in the system):

static void struct

{
struct list_head *entry = &clocksource_list;
struct clocksource *tmp;

list_for_each_entry(tmp, &clocksource_list, )
if (tmp->rating >= cs->rating)
entry = &tmp-> B
list_add(&cs-> , entry);

If two parallel processes will try to do it simultaneously, both process may found the same entry may occur race condition or in

other words, the second process which will execute 1ist_add , will overwrite a clock source from the first thread.
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Besides this simple example, synchronization primitives are ubiquitous in the Linux kernel. If we will go through the previous
chapter or other chapters again or if we will look at the Linux kernel source code in general, we will meet many places like this.
We will not consider how mutex is implemented in the Linux kernel. Actually, the Linux kernel provides a set of different

synchronization primitives like:

® mutex ;

® semaphores ;

® seqlocks ;

® atomic operations ;

® etC.

We will start this chapter from the spinlock .

Spinlocks in the Linux kernel.

The spinlock is a low-level synchronization mechanism which in simple words, represents a variable which can be in two

states:

® acquired ;

® released

Each process which wants to acquire a spinlock , must write a value which represents spinlock acquired state to this variable
and write spinlock released state to the variable. If a process tries to execute code which is protected by a spinlock , it will
be locked while a process which holds this lock will release it. In this case all related operations must be atomic to prevent race
conditions state. The spinlock isrepresented by the spinlock_t type in the Linux kernel. If we will look at the Linux kernel
code, we will see that this type is widely used. The spinlock_t is defined as:

typedef struct spinlock {
union {
struct raw_spinlock rlock;

#ifdef CONFIG_DEBUG_LOCK_ALLOC
# define LOCK_PADSIZE (offsetof(struct raw_spinlock, dep_map))
struct {
u8 _ padding[LOCK_PADSIZE];
struct lockdep_map dep_map;

#endif
Iy
} spinlock_t;

and located in the include/linux/spinlock_types.h header file. We may see that its implementation depends on the state of the
CONFIG_DEBUG_LOCK_ALLOC kernel configuration option. We will skip this now, because all debugging related stuff will be in the
end of this part. So, if the conrFI6_DEBUG_LOCK_ALLOC kernel configuration option is disabled, the spinlock_t contains union

with one field which is - raw_spinlock :

typedef struct spinlock {
union {
struct raw_spinlock rlock;
3
} spinlock_t;

The raw_spinlock structure defined in the same header file and represents the implementation of normal spinlock. Let's look

how the raw_spinlock structure is defined:

typedef struct raw_spinlock {
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arch_spinlock_t raw_lock;
#ifdef CONFIG_GENERIC_LOCKBREAK
unsigned int break_lock;
#endif
} raw_spinlock_t;

where the arch_spinlock_t represents architecture-specific spinlock implementation and the break_lock field which holds
value - 1 in a case when one processor starts to wait while the lock is held on another processor on SMP systems. This allows
prevent long time locking. As consider the x86_64 architecture in this books, so the arch_spinlock_t is defined in the

arch/x86/include/asm/spinlock_types.h header file and looks:

#ifdef CONFIG_QUEUED_SPINLOCKS
#include <asm-generic/qspinlock_types.h>
#else
typedef struct arch_spinlock {
union {
__ticketpair_t head_tail;
struct __raw_tickets {
__ticket_t head, tail;
} tickets;
3

} arch_spinlock_t;

As we may see, the definition of the arch_spinlock structure depends on the value of the cONFIG_QUEUED_SPINLOCKS kernel

configuration option. This configuration option the Linux kernel supports spinlocks with queue. This special type of
spinlocks which instead of acquired and released atomic valuesused atomic operation ona queue . If the
CONFIG_QUEUED_SPINLOCKS kernel configuration option is enabled, the arch_spinlock_t will be represented by the following

structure:

typedef struct gspinlock {
atomic_t val;
} arch_spinlock_t;

from the include/asm-generic/gspinlock_types.h header file.

We will not stop on this structures for now and before we will consider both arch_spinlock and the gspinlock , let's look at

the operations on a spinlock. The Linux kernel provides following main operations on a spinlock :

e spin_lock_init - produces initialization of the given spinlock ;

e spin_lock -acquires given spinlock ;

e spin_lock_bh - disables software interrupts and acquire given spinlock .

e spin_lock_irgsave and spin_lock_irq - disable interrupts on local processor and preserve/not preserve previous
interrupt state in the flags ;

e spin_unlock - releases given spinlock ;

e spin_unlock_bh -releases given spinlock and enables software interrupts;

e spin_is_locked - returns the state of the given spinlock ;

e and etc.

Let's look on the implementation of the spin_lock_init macro. As I already wrote, this and other macro are defined in the

include/linux/spinlock.h header file and the spin_lock_init macro looks:

#define spin_lock_init(_lock) \

do { \
spinlock_check(_lock); \
raw_spin_lock_init(&(_lock)->rlock); \

} while (0)
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As we may see, the spin_lock_init macro takesa spinlock and executes two operations: check the given spinlock and
execute the raw_spin_lock_init . The implementation of the spinlock_check is pretty easy, this function just returns the

raw_spinlock_t of the given spinlock to be sure that we got exactly normal raw spinlock:

static __always_inline raw_spinlock_t *spinlock_check

{

return &lock->rlock;

The raw_spin_lock init macro:

# define raw_spin_lock_init(lock) \

do { \
*(lock) = __RAW_SPIN_LOCK_UNLOCKED(lock); \

} while (0) \

assigns the value of the _ RAw_SPIN_LOCK_UNLOCKED with the given spinlock to the given raw_spinlock_t . Aswe may
understand from the name of the _ RAW_SPIN_LOCK_UNLOCKED macro, this macro does initialization of the given spinlock and
setitto released state. This macro defined in the include/linux/spinlock_types.h header file and expands to the following

macros:

#define __ RAW_SPIN_LOCK_UNLOCKED(lockname) \
(raw_spinlock_t) _ RAW_SPIN_LOCK_INITIALIZER(lockname)

#define _ RAW_SPIN_LOCK_INITIALIZER(lockname) \

{ \
.raw_lock = __ ARCH_SPIN_LOCK_UNLOCKED, \
SPIN_DEBUG_INIT(lockname) \
SPIN_DEP_MAP_INIT(lockname) \

}

As I already wrote above, we will not consider stuff which is related to debugging of synchronization primitives. In this case we
will not consider the spIN_DEBUG_INIT andthe SPIN_DEP_MAP_INIT macros. Sothe _ RAW_SPINLOCK UNLOCKED macro will be

expanded to the:

*(&(_lock)->rlock) = __ ARCH_SPIN_LOCK_UNLOCKED;

where the _ ARCH_SPIN_LOCK_UNLOCKED is:

#define _ ARCH_SPIN_LOCK_UNLOCKED {{01}3}
and:
#define _ ARCH_SPIN_LOCK_UNLOCKED { ATOMIC_INIT(O) }

for the x86_64 architecture. if the conNFIG_QUEUED_SPINLOCKS kernel configuration option is enabled. So, after the expansion of

the spin_lock_init macro, a given spinlock will be initialized and its state will be - unlocked .

From this moment we know how to initialize a spinlock , now let's consider API which Linux kernel provides for manipulations

of spinlocks . The first is:

static __always_inline void spin_lock

{

raw_spin_lock(&lock->rlock);
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function which allows usto acquire aspinlock. The raw_spin_lock macro is defined in the same header file and expands to

the call of the _raw_spin_lock function:

#define raw_spin_lock(lock) _raw_spin_lock(lock)

As we may see in the include/linux/spinlock.h header file, definition of the _raw_spin_lock macro depends on the CONFIG_SMP

kernel configuration parameter:

#if defined(CONFIG_SMP) || defined(CONFIG_DEBUG_SPINLOCK)
# include <linux/spinlock_api_smp.h>

#else

# include <linux/spinlock_api_up.h>

#endif

So, if the SMP is enabled in the Linux kernel, the _raw_spin_lock macro is defined in the arch/x86/include/asm/spinlock.h
header file and looks like:

#define _raw_spin_lock(lock) __raw_spin_lock(lock)

The _ raw_spin_lock function looks:

static inline void __raw_spin_lock(raw_spinlock_t *lock)

{
preempt_disable();
spin_acquire(&lock->dep_map, 0, 0, _RET_IP_);
LOCK_CONTENDED(lock, do_raw_spin_trylock, do_raw_spin_lock);
}

As you may see, first of all we disable preemption by the call of the preempt_disable macro from the include/linux/preempt.h
(more about this you may read in the ninth part of the Linux kernel initialization process chapter). When we will unlock the given

spinlock , preemption will be enabled again:
static inline void __raw_spin_unlock(raw_spinlock_t *1lock)
{

preempt_enable();

We need to do this while a process is spinning on a lock, other processes must be prevented to preempt the process which

acquired a lock. The spin_acquire macro which through a chain of other macros expands to the call of the:

#define spin_acquire(l, s, t, 1) lock_acquire_exclusive(l, s, t, NULL, i)
#define lock_acquire_exclusive(l, s, t, n, i) lock_acquire(l, s, t, 0, 1, n, i)

lock_acquire function:

void lock_acquire(struct unsigned int

int int int

struct unsigned long
{

unsigned long flags;

if (unlikely(current->lockdep_recursion))
return;
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raw_local_irqg_save(flags);
check_flags(flags);

current->lockdep_recursion = 1;
trace_lock_acquire(lock, subclass, trylock, read, check, nest_lock, ip);
lock_acquire(lock, subclass, trylock, read, check,

irgs_disabled_flags(flags), nest_lock, ip, 0, 0);
current->lockdep_recursion = 0;
raw_local_irqg_restore(flags);

As I wrote above, we will not consider stuff here which is related to debugging or tracing. The main point of the lock_acquire
function is to disable hardware interrupts by the call of the raw_local irq_save macro, because the given spinlock might be
acquired with enabled hardware interrupts. In this way the process will not be preempted. Note that in the end of the

lock_acquire function we will enable hardware interrupts again with the help of the raw_local_irq_restore macro. As you
already may guess, the main work will be in the __lock_acquire function which is defined in the kernel/locking/lockdep.c
source code file.

The __lock_acquire function looks big. We will try to understand what does this function do, but not in this part. Actually this
function mostly related to the Linux kernel lock validator and it is not topic of this part. If we will return to the definition of the

__raw_spin_lock function, we will see that it contains the following definition in the end:

LOCK_CONTENDED (lock, do_raw_spin_trylock, do_raw_spin_lock);

The Lock_conTENDED macro is defined in the include/linux/lockdep.h header file and just calls the given function with the given

spinlock :

#define LOCK_CONTENDED(_lock, try, lock) \
lock(_lock)

In our case, the lock is do_raw_spin_lock function from the include/linux/spinlock.h header file and the _1ock is the given

raw_spinlock_t :

static inline void do_raw_spin_lock __acquires
{
__acquire(lock);
arch_spin_lock(&lock->raw_lock);

The __acquire here is just sparse related macro and we are not interested in it in this moment. Location of the definition of the
arch_spin_lock function depends on two things: the first is the architecture of the system and the second do we use queued
spinlocks or not. In our case we consider only x86_64 architecture, so the definition of the arch_spin_lock is represented as

the macro from the include/asm-generic/gspinlock.h header file:

#define arch_spin_lock(1l) queued_spin_lock(1l)

if we are using queued spinlocks . Or in other case, the arch_spin_lock function is defined in the
arch/x86/include/asm/spinlock.h header file. Now we will consider only normal spinlock and information related to queued
spinlocks we will see later. Let's look again on the definition of the arch_spinlock structure, to understand the implementation

of the arch_spin_lock function:

typedef struct arch_spinlock {
union {
ticketpair_t head_tail;
struct __raw_tickets {
__ticket_t head, tail;
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} tickets;
}

} arch_spinlock_t;

This variant of spinlock is called - ticket spinlock . As we may see, it consists from two parts. When lock is acquired, it
increments a tail by one every time when a process wants to hold a spinlock . If the tail isnotequalto head , the process
will be locked, until values of these variables will not be equal. Let's look on the implementation of the arch_spin_lock

function:

static __always_inline void arch_spin_lock

{
register struct __raw_tickets inc = { .tail = TICKET_LOCK_INC };

inc = xadd(&lock->tickets, inc);

if (likely(inc.head == inc.tail))
goto out;

for (7)) {
unsigned count = SPIN_THRESHOLD;

do {
inc.head = READ_ONCE(lock->tickets.head);
if (__tickets_equal(inc.head, inc.tail))
goto clear_slowpath;
cpu_relax();
} while (--count);
__ticket_lock_spinning(lock, inc.tail);
}
clear_slowpath:
__ticket_check_and_clear_slowpath(lock, inc.head);
out:
barrier();

At the beginning of the arch_spin_lock function we can initialization of the __raw_tickets structure with tail - 1 :

#define __ TICKET_LOCK_INC al

In the next line we execute xadd operation on the inc and 1lock->tickets . After this operation the inc will store value of the
tickets of the given lock andthe tickets.tail will be increased on inc or 1 .The tail value was increased on 1

which means that one process started to try to hold a lock. In the next step we do the check that checks that head and tail

have the same value. If these values are equal, this means that nobody holds lock and we go to the out label. In the end of the
arch_spin_lock function we may see the barrier macro which represents barrier instruction which guarantees that

compiler will not change the order of operations that access memory (more about memory barriers you can read in the kernel

documentation).

If one process held a lock and a second process started to execute the arch_spin_lock function, the head will notbe equal to
tail , because the tail will be greater than head on 1 . In this way, the process will occur in the loop. There will be
comparison between head andthe tail values at each loop iteration. If these values are not equal, the cpu_relax will be

called which is just NOP instruction:

#define cpu_relax() asm volatile('"rep; nop")

and the next iteration of the loop will be started. If these values will be equal, this means that the process which held this lock,

released this lock and the next process may acquire the lock.
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The spin_unlock operation goes through the all macros/function as spin_lock , of course with unlock prefix. In the end the
arch_spin_unlock function will be called. If we will look at the implementation of the arch_spin_unlock function, we will see

that it increases head of the 1lock tickets list:

__add(&lock->tickets.head, TICKET_LOCK_INC, UNLOCK_LOCK_PREFIX);

In a combination of the spin_lock and spin_unlock , we get kind of queue where head contains an index number which
maps currently executed process which holds a lock and the tail which contains an index number which maps last process
which tried to hold the lock:

Fommm - + Hommm - +
I | | |
head | 7 - - - 7 | tail
I | | |
R + Hommm - +
|
Hommm - +
| |
I8 |
| |
Feommmmm - +
|
Heommmmm - +
| |
9 |
| |
Heommmmm - +

That's all for now. We didn't cover spinlock APIin full in this part, but I think that the main idea behind this concept must be

clear now.

Conclusion

This concludes the first part covering synchronization primitives in the Linux kernel. In this part, we met first synchronization
primitive spinlock provided by the Linux kernel. In the next part we will continue to dive into this interesting theme and will

see other synchronization related stuff.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Synchronization primitives in the Linux kernel. Part 2.

Queued Spinlocks

This is the second part of the chapter which describes synchronization primitives in the Linux kernel and in the first part of this
chapter we met the first - spinlock. We will continue to learn this synchronization primitive in this part. If you have read the
previous part, you may remember that besides normal spinlocks, the Linux kernel provides special type of spinlocks - queued

spinlocks . In this part we will try to understand what does this concept represent.
We saw API of spinlock in the previous part:

e spin_lock_init - produces initialization of the given spinlock ;

® spin_lock - acquires given spinlock ;

e spin_lock_bh - disables software interrupts and acquire given spinlock .

e spin_lock_irgsave and spin_lock_irq - disable interrupts on local processor and preserve/not preserve previous
interrupt state in the flags ;

® spin_unlock -releases given spinlock ;

® spin_unlock_bh -releases given spinlock and enables software interrupts;

e spin_is_locked - returns the state of the given spinlock ;

e and etc.

And we know that all of these macro which are defined in the include/linux/spinlock.h header file will be expanded to the call of
the functions with arch_spin_.* prefix from the arch/x86/include/asm/spinlock.h for the x86_64 architecture. If we will look at
this header fill with attention, we will that these functions ( arch_spin_is_locked , arch_spin_lock , arch_spin_unlock and

etc) defined only if the conFIG_QUEUED_sPInNLocks kernel configuration option is disabled:

#ifdef CONFIG_QUEUED_SPINLOCKS

#include <asm/qgspinlock.h>

#else

static __always_inline void arch_spin_lock

{

#endif

This means that the arch/x86/include/asm/gspinlock.h header file provides own implementation of these functions. Actually they
are macros and they are located in other header file. This header file is - include/asm-generic/gspinlock.h. If we will look into this

header file, we will find definition of these macros:

#define arch_spin_is_locked(1l) queued_spin_is_locked(1)
#define arch_spin_is_contended(1l) queued_spin_is_contended(1l)
#define arch_spin_value_unlocked(1l) queued_spin_value_unlocked(1l)
#define arch_spin_lock(1l) queued_spin_lock(1l)

#define arch_spin_trylock(1l) queued_spin_trylock(1l)
#define arch_spin_unlock(1l) queued_spin_unlock(1l)

#define arch_spin_lock_flags(1l, f) queued_spin_lock(1l)

#define arch_spin_unlock_wait(1l) queued_spin_unlock_wait(1)

Before we will consider how queued spinlocks and their API are implemented, we take a look on theoretical part at first.
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Introduction to queued spinlocks

Queued spinlocks is a locking mechanism in the Linux kernel which is replacement for the standard spinlocks . At least this is
true for the x86_64 architecture. If we will look at the following kernel configuration file - kernel/Kconfig.locks, we will see

following configuration entries:

config ARCH_USE_QUEUED_SPINLOCKS
bool

config QUEUED_SPINLOCKS
def_bool y if ARCH_USE_QUEUED_SPINLOCKS
depends on SMP

This means that the conFIG_QUEUED_sPINLOCKS kernel configuration option will be enabled by default if the
ARCH_USE_QUEUED_SPINLOCKS is enabled. We may see that the ARCH_USE_QUEUED_SPINLOCKS is enabled by default in the

x86_64 specific kernel configuration file - arch/x86/Kconfig:

config X86

select ARCH_USE_QUEUED_SPINLOCKS

Before we will start to consider what is it queued spinlock concept, let's look on other types of spinlocks . For the start let's
consider how normal spinlocks is implemented. Usually, implementation of normal spinlock is based on the test and set
instruction. Principle of work of this instruction is pretty simple. This instruction writes a value to the memory location and
returns old value from this memory location. Both of these operations are in atomic context i.e. this instruction is non-
interruptible. So if the first thread started to execute this instruction, second thread will wait until the first processor will not

finish. Basic lock can be built on top of this mechanism. Schematically it may look like this:

int lock
{
while (test_and_set(lock) == 1)
return 0;
}
int unlock
{
lock=0;
return lock;
}

The first thread will execute the test_and_set which will set the lock to 1 . When the second thread will call the lock
function, it will spin in the while loop, until the first thread will not call the unlock function and the 1ock will be equal to

o . This implementation is not very good for performance, because it has at least two problems. The first problem is that this
implementation may be unfair and the thread from one processor may have long waiting time, even if it called the lock before
other threads which are waiting for free lock too. The second problem is that all threads which want to acquire a lock, must to
execute many atomic operations like test_and_set on a variable which is in shared memory. This leads to the cache
invalidation as the cache of the processor will store lock=1 , but the value of the lock in memory may be 1 after a thread will

release this lock.
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In the previous part we saw the second type of spinlock implementation - ticket spinlock . This approach solves the first

problem and may guarantee order of threads which want to acquire a lock, but still has a second problem.

The topic of this part is queued spinlocks . This approach may help to solve both of these problems. The queued spinlocks
allows to each processor to use its own memory location to spin. The basic principle of a queue-based spinlock can best be
understood by studying a classic queue-based spinlock implementation called the MCS lock. Before we will look at

implementation of the queued spinlocks in the Linux kernel, we will try to understand what is it mcs lock.

The basic idea of the mcs lock is in that as I already wrote in the previous paragraph, a thread spins on a local variable and each
processor in the system has its own copy of these variable. In other words this concept is built on top of the per-cpu variables

concept in the Linux kernel.

When the first thread wants to acquire a lock, it registers itself in the queue or in other words it will be added to the special
queue and will acquire lock, because it is free for now. When the second thread will want to acquire the same lock before the
first thread will release it, this thread adds its own copy of the lock variable into this queue . In this case the first thread will
contain a next field which will point to the second thread. From this moment, the second thread will wait until the first thread
will release its lock and notify next thread about this event. The first thread will be deleted from the queue and the second

thread will be owner of a lock.
Schematically we can represent it like:

Empty queue:

| Queue |---->| First thread acquired lock |

| Queue |---->| Second thread waits for first thread |<----| First thread holds lock |

Or the pseudocode:

void lock
{
lock.next = f
ancestor = put_lock_to_queue_and_return_ancestor( , lock);

// if we have ancestor, the lock already acquired and we
// need to wait until it will be released
if (ancestor)
{
lock.locked = 1;
ancestor.next = lock;
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while (lock.is_locked == )

’

}
// in other way we are owner of the lock and may exit
}
void unlock
{
// do we need to notify somebody or we are alonw in the
// queue?
if (lock.next != ) {
// the while loop from the lock() function will be
// finished
lock.next.is_locked = 8
// delete ourself from the queue and exit
return;
}
// So, we have no next threads in the queue to notify about
// lock releasing event. Let's just put "0 to the lock, will
// delete ourself from the queue and exit.
}

The idea is simple, but the implementation of the queued spinlocks is more complex than this pseudocode. As I already wrote
above, the queued spinlock mechanism is planned to be replacement for ticket spinlocks in the Linux kernel. But as you
may remember, the usual spinlock fitinto 32-bit word. But the mcs based lock does not fit to this size. As you may know

spinlock_t type is widely used in the Linux kernel. In this case would have to rewrite a significant part of the Linux kernel, but
this is unacceptable. Beside this, some kernel structures which contains a spinlock for protection can't grow. But anyway,
implementation of the queued spinlocks in the Linux kernel based on this concept with some modifications which allows to fit
itinto 32 bits.

That's all about theory of the queued spinlocks , now let's consider how this mechanism is implemented in the Linux kernel.
Implementation of the queued spinlocks looks more complex and tangled than implementation of ticket spinlocks , but the

study with attention will lead to success.

API of queued spinlocks

Now we know a little about queued spinlocks from the theoretical side, time to see the implementation of this mechanism in
the Linux kernel. As we saw above, the include/asm-generic/qspinlock.h header files provides a set of macro which are represent

API for a spinlock acquiring, releasing and etc:

#define arch_spin_is_locked(1l) queued_spin_is_locked(1)
#define arch_spin_is_contended(1l) queued_spin_is_contended(1)
#define arch_spin_value_unlocked(1) queued_spin_value_unlocked(1l)
#define arch_spin_lock(1l) queued_spin_lock(1l)

#define arch_spin_trylock(1l) queued_spin_trylock(1l)
#define arch_spin_unlock(1) queued_spin_unlock(1l)

#define arch_spin_lock_flags(1l, f) queued_spin_lock(1l)

#define arch_spin_unlock_wait(1l) queued_spin_unlock_wait(1)

All of these macros expand to the call of functions from the same header file. Additionally, we saw the gspinlock structure from

the include/asm-generic/gspinlock_types.h header file which represents a queued spinlock in the Linux kernel:

typedef struct gspinlock {
atomic_t val;
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} arch_spinlock_t;

As we may see, the gspinlock structure contains only one field - val . This field represents the state of a given spinlock .

This 4 bytes field consists from following four parts:

e 0-7 -locked byte;
e 3 - pending bit;
e 16-17 -two bit index which represents entry of the per-cpu array of the mcs lock (will see it soon);

e 18-31 - contains number of processor which indicates tail of the queue.
and the 9-15 bytes are not used.

As we already know, each processor in the system has own copy of the lock. The lock is represented by the following structure:

struct mcs_spinlock {
struct mecs_spinlock *next;
int locked;
int count;

from the kernel/locking/mcs_spinlock.h header file. The first field represents a pointer to the next thread in the queue . The
second field represents the state of the current thread in the queue , where 1 is lock already acquired and e in other way.
And the last field of the mcs_spinlock structure represents nested locks. To understand what is it nested lock, imagine situation
when a thread acquired lock, but was interrupted by the hardware interrupt and an interrupt handler tries to take a lock too. For

this case, each processor has not just copy of the mcs_spinlock structure but array of these structures:

static DEFINE_PER_CPU_ALIGNED(struct 2

This array allows to make four attempts of a lock acquisition for the four events in following contexts:

e normal task context;
e hardware interrupt context;
e software interrupt context;

e non-maskable interrupt context.

Now let's return to the qspinlock structure and the ApI of the queued spinlocks . Before we will move to consider AP1 of
queued spinlocks , notice the val field of the gspinlock structure has type - atomic_t which represents atomic variable or

one operation at a time variable. So, all operations with this field will be atomic. For example let's look at the reading value of the
val APIL:

static __always_inline int queued_spin_is_locked(struct

{

return atomic_read(&lock->val);

Ok, now we know data structures which represents queued spinlock in the Linux kernel and now time is to look at the

implementation of the main function from the queued spinlocks API.

#define arch_spin_lock(1l) queued_spin_lock(1l)

Yes, this function is - queued_spin_lock . As we may understand from the function's name, it allows to acquire lock by the

thread. This function is defined in the include/asm-generic/qspinlock_types.h header file and its implementation looks:

static __always_inline void queued_spin_lock(struct

{
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u32 val;

val = atomic_cmpxchg_acquire(&lock->val, ©, _Q_LOCKED_VAL);
if (likely(val == 0))
return;

queued_spin_lock_slowpath(lock, val);

Looks pretty easy, except the queued_spin_lock_slowpath function. We may see that it takes only one parameter. In our case
this parameter will represent queued spinlock which will be locked. Let's consider the situation that queue with locks is
empty for now and the first thread wanted to acquire lock. As we may see the queued_spin_lock function starts from the call of
the atomic_cmpxchg_acquire macro. As you may guess from the name of this macro, it executes atomic CMPXCHG instruction
which compares value of the second parameter (zero in our case) with the value of the first parameter (current state of the given
spinlock) and if they are identical, it stores value of the _q_Lockep_vAL in the memory location which is pointed by the &lock-

>val and return the initial value from this memory location.

The atomic_cmpxchg_acquire macro is defined in the include/linux/atomic.h header file and expands to the call of the

atomic_cmpxchg function:

#define atomic_cmpxchg_acquire atomic_cmpxchg

which is architecture specific. We consider x86_64 architecture, so in our case this header file will be

arch/x86/include/asm/atomic.h and the implementation of the atomic_cmpxchg function is just returns the result of the cmpxchg

macro:
static __always_inline int atomic_cmpxchg int int
{
return cmpxchg(&v->counter, old, new);
}

This macro is defined in the arch/x86/include/asm/cmpxchg.h header file and looks:

#define cmpxchg(ptr, old, new) \
__cmpxchg(ptr, old, new, sizeof(*(ptr)))

#define __cmpxchg(ptr, old, new, size) \

__raw_cmpxchg((ptr), (old), (new), (size), LOCK_PREFIX)

As we may see, the cmpxchg macro expands to the __cpmxchg macro with the almost the same set of parameters. New
additional parameter is the size of the atomic value. The __cmpxchg macro adds Lock_PREFIX and expands to the

__raw_cmpxchg macro where Lock_PREFIX just LOCK instruction. After all, the _ raw_cmpxchg does all job for us:

#define __raw_cmpxchg(ptr, old, new, size, lock) \

{

volatile u32 *__ptr = (volatile u32 *)(ptr);

\

asm volatile(lock "cmpxchgl %2,%1" \
"=a" (__ret), "+m" (*__ptr) \

"r" (__new), "" (__old) \

"memory"); \

1
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After the atomic_cmpxchg_acquire macro will be executed, it returns the previous value of the memory location. Now only one

thread tried to acquire a lock, so the val will be zero and we will return from the queued_spin_lock function:

val = atomic_cmpxchg_acquire(&lock->val, O, _Q_LOCKED_VAL);
if (likely(val == 0))
return;

From this moment, our first thread will hold a lock. Notice that this behavior differs from the behavior which was described in the
mcs algorithm. The thread acquired lock, but we didn't add it to the queue . As I already wrote the implementation of queued
spinlocks concept is based on the mcs algorithm in the Linux kernel, but in the same time it has some difference like this for

optimization purpose.

So the first thread have acquired lock and now let's consider that the second thread tried to acquire the same lock. The second

thread will start from the same queued_spin_lock function, but the lock->val will contain 1 or _Q LOCKED_VAL , because

first thread already holds lock. So, in this case the queued_spin_lock_slowpath function will be called. The
queued_spin_lock_slowpath function is defined in the kernel/locking/qspinlock.c source code file and starts from the following

checks:

void queued_spin_lock_slowpath(struct

{
if (pv_enabled())
goto ;
if (virt_spin_lock(lock))
return;
}

which check the state of the pvgspinlock . The pvgspinlock is queued spinlock in paravirtualized environment. As this
chapter is related only to synchronization primitives in the Linux kernel, we skip these and other parts which are not directly
related to the topic of this chapter. After these checks we compare our value which represents lock with the value of the

_Q_PENDING_VAL macro and do nothing while this is true:

if (val == _Q_PENDING_VAL) {
while ((val = atomic_read(&lock->val)) == _Q_PENDING_VAL)
cpu_relax();

where cpu_relax is just NOP instruction. Above, we saw that the lock contains - pending bit. This bit represents thread which
wanted to acquire lock, but it is already acquired by the other thread and in the same time queue is empty. In this case, the
pending bit will be set and the queue will not be touched. This is done for optimization, because there are no need in

unnecessary latency which will be caused by the cache invalidation in a touching of own mcs_spinlock array.

At the next step we enter into the following loop:

for (;;) {
if (val & ~_Q_LOCKED_MASK)
goto 2

new = _Q_LOCKED_VAL;
if (val == new)
new |= _Q_PENDING_VAL;
old = atomic_cmpxchg_acquire(&lock->val, val, new);
if (old == val)
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break;

val = old;

The first if clause here checks that state of the lock ( val ) is in locked or pending state. This means that first thread already
acquired lock, second thread tried to acquire lock too, but now it is in pending state. In this case we need to start to build queue.
We will consider this situation little later. In our case we are first thread holds lock and the second thread tries to do it too. After
this check we create new lock in a locked state and compare it with the state of the previous lock. As you remember, the val
contains state of the &lock->val which after the second thread will call the atomic_cmpxchg_acquire macro will be equal to
1 .Both new and val values are equal so we set pending bit in the lock of the second thread. After this we need to check
value of the &lock->val again, because the first thread may release lock before this moment. If the first thread did not released
lock yet, the value of the old will be equal to the value of the val (because atomic_cmpxchg_acquire will return the value
from the memory location which is pointed by the lock->val and nowitis 1 )and we will exit from the loop. As we exited

from this loop, we are waiting for the first thread until it will release lock, clear pending bit, acquire lock and return:

smp_cond_acquire(!(atomic_read(&lock->val) & _Q_LOCKED_MASK));
clear_pending_set_locked(lock);
return;

Notice that we did not touch queue yet. We no need in it, because for two threads it just leads to unnecessary latency for
memory access. In other case, the first thread may release it lock before this moment. In this case the lock->val will contain
_Q_LOCKED_VAL | _Q_PENDING_VAL and we will start to build queue . We start to build queue by the getting the local copy of

the mcs_nodes array of the processor which executes thread:

node = this_cpu_ptr(&mcs_nodes[0]);
idx = node->count++;
tail = encode_tail(smp_processor_id(), idx);

Additionally we calculate tail which will indicate the tail of the queue and index which represents an entry of the
mcs_nodes array. After this we set the node to point to the correct of the mcs_nodes array, set locked to zero because this

thread didn't acquire lock yet and next to NuLL because we don't know anything about other queue entries:

node += idx;
node->locked = 0;
node->next = ;

We already touch per-cpu copy of the queue for the processor which executes current thread which wants to acquire lock, this
means that owner of the lock may released it before this moment. So we may try to acquire lock again by the call of the

queued_spin_trylock function.

if (queued_spin_trylock(lock))
goto release;

The queued_spin_trylock function is defined in the include/asm-generic/gspinlock.h header file and just does the same

queued_spin_lock function that does:

static __always_inline int queued_spin_trylock(struct

{
if (latomic_read(&lock->val) &&
(atomic_cmpxchg_acquire(&lock->val, ©, _Q_LOCKED_VAL) == 0))
return 1;
return 0;
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If the lock was successfully acquired we jump to the release label to release a node of the queue :

release:
this_cpu_dec(mcs_nodes[0].count);

because we no need in it anymore as lock is acquired. If the queued_spin_trylock was unsuccessful, we update tail of the queue:

old = xchg_tail(lock, tail);

and retrieve previous tail. The next step is to check that queue is not empty. In this case we need to link previous entry with the

new:

if (old & _Q_TAIL_MASK) {
prev = decode_tail(old);
WRITE_ONCE(prev->next, node);

arch_mcs_spin_lock_contended(&node->locked);

After queue entries linked, we start to wait until reaching the head of queue. As we As we reached this, we need to do a check for

new node which might be added during this wait:

next = READ_ONCE(node->next);
if (next)
prefetchw(next);

If the new node was added, we prefetch cache line from memory pointed by the next queue entry with the PREFETCHW
instruction. We preload this pointer now for optimization purpose. We just became a head of queue and this means that there is

upcoming Mcs unlock operation and the next entry will be touched.

Yes, from this moment we are in the head of the queue . But before we are able to acquire a lock, we need to wait at least two

events: current owner of a lock will release it and the second thread with pending bit will acquire a lock too:

smp_cond_acquire(!((val = atomic_read(&lock->val)) & _Q_LOCKED_PENDING_MASK));

After both threads will release a lock, the head of the queue will hold a lock. In the end we just need to update the tail of the

queue and remove current head from it.

That's all.

Conclusion

This is the end of the second part of the synchronization primitives chapter in the Linux kernel. In the previous part we already
met the first synchronization primitive spinlock provided by the Linux kernel which is implemented as ticket spinlock .In
this part we saw another implementation of the spinlock mechanism - queued spinlock . In the next part we will continue to

dive into synchronization primitives in the Linux kernel.
If you have questions or suggestions, feel free to ping me in twitter 0OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Synchronization primitives in the Linux kernel. Part 3.

Semaphores

This is the third part of the chapter which describes synchronization primitives in the Linux kernel and in the previous part we saw
special type of spinlocks - queued spinlocks . The previous part was the last part which describes spinlocks related stuff. So

we need to go ahead.

The next synchronization primitive after spinlock which we will see in this part is semaphore. We will start from theoretical
side and will learn what is it semaphore and only after this, we will see how it is implemented in the Linux kernel as we did in

the previous part.

So, let's start.

Introduction to the semaphores in the Linux kernel

So, what is it semaphore ? As you may guess - semaphore is yet another mechanism for support of thread or process
synchronization. The Linux kernel already provides implementation of one synchronization mechanism - spinlocks , why do we
need in yet another one? To answer on this question we need to know details of both of these mechanisms. We already familiar

with the spinlocks , so let's start from this mechanism.

The main idea behind spinlock concept is a lock which will be acquired for a very short time. We can't sleep when a lock
acquired by a process or thread, because other processes wait us. Context switch is not not allowed because preemption is disabled

to avoid deadlocks.

In this way, semaphores is a good solution for locks which may be acquired for a long time. In other way this mechanism is not

optimal for locks that acquired for a short time. To understand this, we need to know what is semaphore .

As usual synchronization primitive, a semaphore is based on a variable. This variable may be incremented or decremented and
it's state will represent ability to acquire lock. Notice that value of the variable is not limited to e and 1 . There are two types of

semaphores :

® binary semaphore ;

® normal semaphore .

In the first case, value of semaphore may be only 1 or e .Inthe second case value of semaphore any non-negative number.
If the value of semaphore is greater than 1 itis called as counting semaphore and it allows to acquire a lock to more than 1
process. This allows us to keep records of available resources, when spinlock allows to hold a lock only on one task. Besides all
of this, one more important thing that semaphore allows to sleep. Moreover when processes waits for a lock which is acquired by

other process, the scheduler may switch on another process.

Semaphore API

So, we know a little about semaphores from theoretical side, let's look on its implementation in the Linux kernel. All

semaphore API is located in the include/linux/semaphore.h header file.

We may see that the semaphore mechanism is represented by the following structure:

struct semaphore {
raw_spinlock_t lock;
unsigned int count;
struct list_head wait_list;
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in the Linux kernel. The semaphore structure consists of three fields:

e lock - spinlock fora semaphore data protection;
e count -amount available resources;

e wait_list - list of processes which are waiting to acquire a lock.

Before we will consider an API of the semaphore mechanism in the Linux kernel, we need to know how to initialize a
semaphore . Actually the Linux kernel provides two approaches to execute initialization of the given semaphore structure.

These methods allows to initialize a semaphore in a:

e statically

e dynamically

ways. Let's look at the first approach. We are able to initialize a semaphore statically with the DEFINE_SEMAPHORE macro:

#define DEFINE_SEMAPHORE(name) \
struct semaphore name = __ SEMAPHORE_INITIALIZER(name, 1)

as we may see, the DEFINE_SEMAPHORE macro provides ability to initialize only binary semaphore. The DEFINE_SEMAPHORE
macro expands to the definition of the semaphore structure which is initialized with the __ SEMAPHORE_INITIALIZER macro. Let's

look at the implementation of this macro:

#define __ SEMAPHORE_INITIALIZER(name, n) \

{ \
.lock = __RAW_SPIN_LOCK_UNLOCKED( (name).lock), \
.count =n, \
.wait_list = LIST_HEAD_INIT((name).wait_list), \

}

The __SEMAPHORE_INITIALIZER macro takes the name of the future semaphore structure and does initialization of the fields of
this structure. First of all we initialize a spinlock of the given semaphore with the __ RAW_SPIN_LOCK_UNLOCKED macro. As you
may remember from the previous parts, the _ RAW_SPIN_LOCK_UNLOCKED is defined in the include/linux/spinlock_types.h header

file and expands to the __ARCH_SPIN_LOCK_UNLOCKED macro which just expands to zero or unlocked state:

#define _ ARCH_SPIN_LOCK_UNLOCKED {{0}1}

The last two fields of the semaphore structure count and wait_list are initialized with the given value which represents

count of available resources and empty list.

The second way to initialize a semaphore structure is to pass the semaphore and number of available resources to the

sema_init function which is defined in the include/linux/semaphore.h header file:

static inline void sema_init(struct int

{
static struct lock_class_key __key;
*sem = (struct semaphore) __ SEMAPHORE_INITIALIZER(*sem, val);
lockdep_init_map(&sem->lock.dep_map, "semaphore->lock", &__key, 0);

Let's consider implementation of this function. It looks pretty easy and actually it does almost the same. This function executes
initialization of the given semaphore with the _ SEMAPHORE_INITIALIZER macro which we just saw. As I already wrote in the

previous parts of this chapter, we will skip the stuff which is related to the lock validator of the Linux kernel.
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So, from now we are able to initialize a semaphore let's look at how to lock and unlock. The Linux kernel provides following

API to manipulate semaphores :

void down(struct semaphore *sem);

void up(struct semaphore *sem);

int down_interruptible(struct semaphore *sem);

int down_killable(struct semaphore *sem);

int down_trylock(struct semaphore *sem);

int down_timeout(struct semaphore *sem, long jiffies);

The first two functions: down and up are for acquiring and releasing of the given semaphore . The down_interruptible
function tries to acquire a semaphore . If this try was successful, the count field of the given semaphore will be decremented
and lock will be acquired, in other way the task will be switched to the blocked state or in other words the TASK_INTERRUPTIBLE

flag will be set. This TAsk_INTERRUPTIBLE flag means that the process may return to running state by a signal.

The down_killable function does the same asthe down_interruptible function, but set the TAsk_kiLLABLE flag for the

current process. This means that the waiting process may be interrupted by the kill signal.

The down_trylock function is similar on the spin_trylock function. This function tries to acquire a lock and exit if this
operation was unsuccessful. In this case the process which wants to acquire a lock, will not wait. The last down_timeout function
tries to acquire a lock. It will be interrupted in a waiting state when the given timeout will be expired. Additionally, you may
notice that the timeout is in jiffies

We just saw definitions of the semaphore API. We will start from the down function. This function is defined in the

kernel/locking/semaphore.c source code file. Let's look on the implementation function:

void down(struct

{
unsigned long flags;
raw_spin_lock_irqgsave(&sem->lock, flags);
if (likely(sem->count > 0))
sem->count--;
else
__down(sem);
raw_spin_unlock_irqrestore(&sem->lock, flags);
}

EXPORT_SYMBOL (down) ;

We may see the definition of the flags variable at the beginning of the down function. This variable will be passed to the
raw_spin_lock_irgsave and raw_spin_lock_irqrestore macros which are defined in the include/linux/spinlock.h header file
and protect a counter of the given semaphore here. Actually both of these macro do the same that spin_lock and

spin_unlock macros, but additionally they save/restore current value of interrupt flags and disables interrupts.

As you already may guess, the main work is done between the raw_spin_lock_irgsave and raw_spin_unlock_irqrestore
macros in the down function. We compare the value of the semaphore counter with zero and if it is bigger than zero, we may
decrement this counter. This means that we already acquired the lock. In other way counter is zero. This means that all available
resources already finished and we need to wait to acquire this lock. As we may see, the __down function will be called in this

case.

The __down function is defined in the same source code file and its implementation looks:

static noinline void __sched __down(struct semaphore *sem)

{
__down_common(sem, TASK_UNINTERRUPTIBLE, MAX_SCHEDULE_TIMEOUT);

The _ down function just calls the _ down_common function with three parameters:
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® semaphore ;
e flag - for the task;

e timeout - maximum timeout to wait semaphore .

Before we will consider implementation of the __down_common function, notice that implementation of the down_trylock ,

down_timeout and down_killable functions based onthe __ down_common too:

static noinline int __sched __down_interruptible(struct semaphore *sem)

{
return __down_common(sem, TASK_INTERRUPTIBLE, MAX_SCHEDULE_TIMEOUT);

The __down_killable :

static noinline int __sched __down_killable(struct semaphore *sem)

{
return __down_common(sem, TASK_KILLABLE, MAX_SCHEDULE_TIMEOUT);

And the __down_timeout :

static noinline int __sched __down_timeout(struct semaphore *sem, long timeout)

{

return __down_common(sem, TASK_UNINTERRUPTIBLE, timeout);

Now let's look at the implementation of the __down_common function. This function is defined in the kernel/locking/semaphore.c

source code file too and starts from the definition of the two following local variables:

struct task_struct *task = current;
struct semaphore_waiter waiter;

The first represents current task for the local processor which wants to acquire a lock. The current is a macro which is defined

in the arch/x86/include/asm/current.h header file:

#define current get_current()

Where the get_current function returns value of the current_task per-cpu variable:

DECLARE_PER_CPU(struct task_struct *, current_task);

static __always_inline struct task_struct *get_current(void

{

return this_cpu_read_stable(current_task);

The second variable is waiter represents an entry of a semaphore.wait_list list:

struct semaphore_waiter {
struct list_head H
struct task_struct *task;
bool up;

}

Next we add current task to the wait_list and fill waiter fields after definition of these variables:
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list_add_tail(&waiter. , &sem->wait_list);
waiter.task = task;
waiter.up = ;

In the next step we join into the following infinite loop:

for (G7) {
if (signal_pending_state(state, task))
goto interrupted;

if (unlikely(timeout <= 0))
goto timed_out;

set_task_state(task, state);

raw_spin_unlock_irq(&sem->lock);
timeout = schedule_timeout(timeout);
raw_spin_lock_irq(&sem->lock);

if (waiter.up)
return 0;

In the previous piece of code we set waiter.up to false . So, a task will spin in this loop while up will not be setto true .
This loop starts from the check that the current task is in the pending state or in other words flags of this task contains
TASK_INTERRUPTIBLE oOr TASK_WAKEKILL flag. As T already wrote above a task may be interrupted by signal during wait of

ability to acquire a lock. The signal pending_state function is defined in the include/linux/sched.h source code file and looks:

static inline int signal_pending_state(long struct
{
if (!(state & (TASK_INTERRUPTIBLE | TASK_WAKEKILL)))
return 0;
if (!signal_pending(p))
return 0;
return (state & TASK_INTERRUPTIBLE) || __fatal _signal_pending(p);

We check that the state bitmask contains TASK_INTERRUPTIBLE or TASK_WAKEKILL bits and if the bitmask does not contain
this bit we exit. At the next step we check that the given task has a pending signal and exit if there is no. In the end we just check
TASK_INTERRUPTIBLE bitinthe state bitmask again or the SIGKILL signal. So, if our task has a pending signal, we will jump

at the interrupted label:

interrupted:
list _del(&waiter. )
return -EINTR;

where we delete task from the list of lock waiters and return the -eINTR error code. If a task has no pending signal, we check the

given timeout and if it is less or equal zero:

if (unlikely(timeout <= 0))
goto timed_out;

we jump at the timed_out label:

timed_out:
list_del(&waiter. )
return -ETIME;
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Where we do almost the same that we did in the interrupted label. We delete task from the list of lock waiters, but return the -
eTIME error code. If a task has no pending signal and the given timeout is not expired yet, the given state will be set in the

given task:

__set_task_state(task, state);

and call the schedule_timeout function:

raw_spin_unlock_irq(&sem->lock);
timeout = schedule_timeout(timeout);
raw_spin_lock_irq(&sem->lock);

which is defined in the kernel/time/timer.c source code file. The schedule_timeout function makes the current task sleep until

the given timeout.

That is all about the __down_common function. A task which wants to acquire a lock which is already acquired by another task
will be spun in the infinite loop while it will not be interrupted by a signal, the given timeout will not be expired or the task which

holds a lock will not release it. Now let's look at the implementation of the up function.

The up function is defined in the same source code file as down function. As we already know, the main purpose of this

function is to release a lock. This function looks:

void up(struct

{
unsigned long flags;
raw_spin_lock_irqgsave(&sem->lock, flags);
if (likely(list_empty(&sem->wait_list)))
sem->count++;
else
__up(sem);
raw_spin_unlock_irqrestore(&sem->lock, flags);
}

EXPORT_SYMBOL (up);

It looks almost the same as the down function. There are only two differences here. First of all we increment a counter of a
semaphore if the list of waiters is empty. In other way we call the __up function from the same source code file. If the list of

waiters is not empty we need to allow the first task from the list to acquire a lock:

static noinline void __sched __up(struct semaphore *sem)

{
struct semaphore_waiter *waiter = list_first_entry(&sem->wait_list,
struct semaphore_waiter, )
list_del(&waiter-> ¥
waiter->up = ;
wake_up_process(waiter->task);
}

Here we takes the first task from the list of waiters, delete it from the list, set its waiter-up to true. From this point the infinite
loop from the __down_common function will be stopped. The wake_up_process function will be called in the end of the __up
function. As you remember we called the schedule_timeout function in the infinite loop from the __down_common this function.
The schedule_timeout function makes the current task sleep until the given timeout will not be expired. So, as our process may
sleep right now, we need to wake it up. That's why we call the wake_up_process function from the kernel/sched/core.c source

code file.

That's all.
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Conclusion

This is the end of the third part of the synchronization primitives chapter in the Linux kernel. In the two previous parts we already
met the first synchronization primitive spinlock provided by the Linux kernel which is implemented as ticket spinlock and

used for a very short time locks. In this part we saw yet another synchronization primitive - semaphore which is used for long time
locks as it leads to context switch. In the next part we will continue to dive into synchronization primitives in the Linux kernel and

will see next synchronization primitive - mutex.
If you have questions or suggestions, feel free to ping me in twitter OxAX, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Synchronization primitives in the Linux kernel. Part 4.

Introduction

This is the fourth part of the chapter which describes synchronization primitives in the Linux kernel and in the previous parts we
finished to consider different types spinlocks and semaphore synchronization primitives. We will continue to learn
synchronization primitives in this part and consider yet another one which is called - mutex which is stands for MuTual

EXclusion

As in all previous parts of this book, we will try to consider this synchronization primitive from the theoretical side and only than

we will consider API provided by the Linux kernel to manipulate with mutexes .

So, let's start.

Concept of mutex

We already familiar with the semaphore synchronization primitive from the previous part. It represented by the:

struct semaphore {

raw_spinlock_t lock;
unsigned int count;
struct list_head wait_list;

3

structure which holds information about state of a lock and list of a lock waiters. Depends on the value of the count field, a
semaphore can provide access to a resource of more than one wishing of this resource. The mutex concept is very similar to a
semaphore concept. But it has some differences. The main difference between semaphore and mutex synchronization primitive
is that mutex has more strict semantic. Unlike a semaphore , only one process may hold mutex at one time and only the
owner of a mutex may release or unlock it. Additional difference in implementation of lock API. The semaphore
synchronization primitive forces rescheduling of processes which are in waiters list. The implementation of mutex lock API

allows to avoid this situation and as a result expensive context switches.

The mutex synchronization primitive represented by the following:

struct mutex {

atomic_t count;
spinlock_t wait_lock;
struct list_head wait_list;
#if defined(CONFIG_DEBUG_MUTEXES) || defined(CONFIG_MUTEX_SPIN_ON_OWNER)
struct task_struct *owner;

#endif
#ifdef CONFIG_MUTEX_SPIN_ON_OWNER
struct optimistic_spin_queue osq;

#endif
#ifdef CONFIG_DEBUG_MUTEXES

void *magic;
#endif
#ifdef CONFIG_DEBUG_LOCK_ALLOC

struct lockdep_map dep_map;
#endif

Y
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structure in the Linux kernel. This structure is defined in the include/linux/mutex.h header file and contains similar to the
semaphore structure set of fields. The first field of the mutex structure is- count . Value of this field represents state of a
mutex . In a case when the value of the count fieldis 1 ,a mutex isin unlocked state. When the value of the count field

is zero ,a mutex isinthe locked state. Additionally value of the count field may be negative .In this casea mutex isin

the locked state and has possible waiters.

The next two fields of the mutex structure - wait_lock and wait_list are spinlock for the protection of a wait queue and
list of waiters which represents this wait queue for a certain lock. As you may notice, the similarity of the mutex and
semaphore structures ends. Remaining fields of the mutex structure, as we may see depends on different configuration options

of the Linux kernel.

The first field - owner represents process which acquired a lock. As we may see, existence of this field in the mutex structure
depends on the CONFIG_DEBUG_MUTEXES OI CONFIG_MUTEX_SPIN_ON_OWNER kernel configuration options. Main point of this field
and the next osq fields is support of optimistic spinning which we will see later. The last two fields - magic and dep_map
are used only in debugging mode. The magic field is to storing a mutex related information for debugging and the second field

- lockdep_map is for lock validator of the Linux kernel.

Now, after we have considered the mutex structure, we may consider how this synchronization primitive works in the Linux
kernel. As you may guess, a process which wants to acquire a lock, must decrease value of the mutex->count if possible. And if
a process wants to release a lock, it must increase the same value. That's true. But as you may also guess, it is not so simple in the

Linux kernel.
Actually, when a process try to acquire a mutex , there three possible paths:

e fastpath ;
® midpath ;

® slowpath

which may be taken, depending on the current state of the mutex . The first path or fastpath is the fastest as you may
understand from its name. Everything is easy in this case. Nobody acquired a mutex , so the value of the count field of the
mutex structure may be directly decremented. In a case of unlocking of a mutex , the algorithm is the same. A process just

increments the value of the count field of the mutex structure. Of course, all of these operations must be atomic.

Yes, this looks pretty easy. But what happens if a process wants to acquire a mutex which is already acquired by other process?
In this case, the control will be transferred to the second path - midpath . The midpath or optimistic spinning tries to spin
with already familiar for us MCS lock while the lock owner is running. This path will be executed only if there are no other
processes ready to run that have higher priority. This path is called optimistic because the waiting task will not sleep and will

not be rescheduled. This allows to avoid expensive context switch.

In the last case, when the fastpath and midpath may not be executed, the last path - slowpath will be executed. This path
acts like a semaphore lock. If the lock is unable to be acquired by a process, this process will be added to wait queue which is

represented by the following:

struct mutex_waiter {
struct list_head g

struct task_struct *task;
#ifdef CONFIG_DEBUG_MUTEXES

void *magic;
#endif
}

structure from the include/linux/mutex.h header file and will be sleep. Before we will consider API which is provided by the
Linux kernel for manipulation with mutexes , let's consider the mutex_waiter structure. If you have read the previous part of
this chapter, you may notice that the mutex_waiter structure is similar to the semaphore_waiter structure from the

kernel/locking/semaphore.c source code file:
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struct semaphore_waiter {
struct list_head ;
struct task_struct *task;
bool up;

It also contains list and task fields which are represent entry of the mutex wait queue. The one difference here that the
mutex_waiter does not contain up field, but contains the magic field which depends on the conFiG_beBUG_MUTEXES kernel

configuration option and used to store a mutex related information for debugging purpose.

Now we know what is it mutex and how it is represented the Linux kernel. In this case, we may go ahead and start to look at the

API which the Linux kernel provides for manipulation of mutexes .

Mutex API

Ok, in the previous paragraph we knew what is it mutex synchronization primitive and saw the mutex structure which
represents mutex in the Linux kernel. Now it's time to consider API for manipulation of mutexes. Description of the mutex API
is located in the include/linux/mutex.h header file. As always, before we will consider how to acquire and release a mutex , we

need to know how to initialize it.

There are two approaches to initialize a mutex . The first is to do it statically. For this purpose the Linux kernel provides

following:

#define DEFINE_MUTEX(mutexname) \
struct mutex mutexname = _ MUTEX_INITIALIZER(mutexname)

macro. Let's consider implementation of this macro. As we may see, the DEFINE_MUTEX macro takes name for the mutex and
expands to the definition of the new mutex structure. Additionally new mutex structure get initialized with the

__MUTEX_INITIALIZER macro. Let's look at the implementation of the _ MUTEX_INITIALIZER :

#define _ MUTEX_INITIALIZER(lockname) \

{ \
.count = ATOMIC_INIT(1), \
.wait_lock = __ SPIN_LOCK_UNLOCKED(lockname.wait_lock), \
.wait_list = LIST_HEAD_INIT(lockname.wait_list) \

}

This macro is defined in the same header file and as we may understand it initializes fields of the mutex structure the initial
values. The count field get initialized with the 1 which represents unlocked state of a mutex. The wait_lock spinlock get

initialized to the unlocked state and the last field wait_list to empty doubly linked list.

The second approach allows us to initialize a mutex dynamically. To do this we need to call the __mutex_init function from
the kernel/locking/mutex.c source code file. Actually, the _ mutex_init function rarely called directly. Instead of the

__mutex_init , the:

# define mutex_init(mutex) \
do {
static struct lock_class_key __key;

e

__mutex_init((mutex), #mutex, & _key);
} while (0)

macro is used. We may see that the mutex_init macro just defines the lock_class_key and call the _ mutex_init function.

Let's look at the implementation of this function:
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void

__mutex_init(struct mutex *lock, const char *name, struct lock_class_key *key)

{
atomic_set(&lock->count, 1);
spin_lock_init(&lock->wait_lock);
INIT_LIST_HEAD(&lock->wait_list);
mutex_clear_owner (lock);

#ifdef CONFIG_MUTEX_SPIN_ON_OWNER
osqg_lock_init(&lock->o0sq);

#endif
debug_mutex_init(lock, name, key);

As we may see the _ mutex_init function takes three arguments:

e lock -a mutex itself;
e name -name of mutex for debugging purpose;

e key -key forlock validator.

At the beginning of the __mutex_init function, we may see initialization of the mutex state. We setitto unlocked state with

the atomic_set function which atomically set the give variable to the given value. After this we may see initialization of the
spinlock to the unlocked state which will protect wait queue of the mutex and initialization of the wait queue of the
mutex . After this we clear owner of the lock and initialize optimistic queue by the call of the osq_lock_init function from

the include/linux/osq_lock.h header file. This function just sets the tail of the optimistic queue to the unlocked state:

static inline bool osg_is_locked(struct

{
return atomic_read(&lock->tail) != OSQ_UNLOCKED_VAL;

In the end of the __mutex_init function we may see the call of the debug_mutex_init function, but as I already wrote in

previous parts of this chapter, we will not consider debugging related stuff in this chapter.

After the mutex structure is initialized, we may go ahead and will look at the lock and unlock APIof mutex
synchronization primitive. Implementation of mutex_lock and mutex_unlock functions located in the kernel/locking/mutex.c

source code file. First of all let's start from the implementation of the mutex_lock . It looks:

void __sched mutex_lock(struct

{
might_sleep();
__mutex_fastpath_lock(&lock->count, _ mutex_lock_slowpath);
mutex_set_owner(lock);

}

We may see the call of the might_sleep macro from the include/linux/kernel.h header file at the beginning of the mutex_lock
function. Implementation of this macro depends on the conFIG_DEBUG_ATOMIC_SLEEP Kernel configuration option and if this
option is enabled, this macro just prints a stack trace if it was executed in atomic context. This macro is helper for debugging

purposes. In other way this macro does nothing.

After the might_sleep macro, we may see the call of the _ mutex_fastpath_lock function. This function is architecture-
specific and as we consider x86_64 architecture in this book, the implementation of the _ mutex_fastpath_lock is located in the
arch/x86/include/asm/mutex_64.h header file. As we may understand from the name of the _ mutex_fastpath_lock function,
this function will try to acquire lock in a fast path or in other words this function will try to decrement the value of the count of

the given mutex.

Implementation of the _ mutex_fastpath_lock function consists from two parts. The first part is inline assembly statement. Let's
look at it:
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asm_volatile_goto(LOCK_PREFIX " decl %0\n"
" jns %1l[exit]\n"
"m" (v->counter)
: "memory", "cc"

)i

First of all, let's pay attention to the asm_volatile_goto . This macro is defined in the include/linux/compiler-gcc.h header file

and just expands to the two inline assembly statements:

#define asm_volatile_goto(x...) do { asm goto(x); asm (""); } while (0)

The first assembly statement contains goto specificator and the second empty inline assembly statement is barrier. Now let's
return to the our inline assembly statement. As we may see it starts from the definition of the Lock_PREFIX macro which just

expands to the lock instruction:

#define LOCK_PREFIX LOCK_PREFIX_HERE "\n\tlock; "

As we already know from the previous parts, this instruction allows to execute prefixed instruction atomically. So, at the first step
in the our assembly statement we try decrement value of the given mutex->counter . At the next step the jns instruction will
execute jump at the exit label if the value of the decremented mutex->counter is not negative. The exit label is the second

part of the _ mutex_fastpath_lock function and it just points to the exit from this function:

return;

For this moment he implementation of the __mutex_fastpath_lock function looks pretty easy. But the value of the mutex-

>counter may be negative after increment. In this case the:

fail _fn(v);

will be called after our inline assembly statement. The fail fn is the second parameter of the _ mutex_fastpath_lock

function and represents pointer to function which represents midpath/slowpath paths to acquire the given lock. In our case the
fail fn isthe _ mutex_lock_slowpath function. Before we will look at the implementation of the _ mutex_lock_slowpath

function, let's finish with the implementation of the mutex_lock function. In the simplest way, the lock will be acquired

successfully by a process and the __mutex_fastpath_lock will be finished. In this case, we just call the

mutex_set_owner(lock);

in the end of the mutex_lock . The mutex_set_owner function is defined in the kernel/locking/mutex.h header file and just sets

owner of a lock to the current process:

static inline void mutex_set_owner(struct

{

lock->owner = current;

In other way, let's consider situation when a process which wants to acquire a lock is unable to do it, because another process
already acquired the same lock. We already know that the __mutex_lock_slowpath function will be called in this case. Let's
consider implementation of this function. This function is defined in the kernel/locking/mutex.c source code file and starts from

the obtaining of the proper mutex by the mutex state given from the _ mutex_fastpath_lock with the container_of macro:

__visible void __sched
__mutex_lock_slowpath(atomic_t *lock_count)
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struct mutex *lock = container_of(lock_count, struct mutex, count);

__mutex_lock_common(lock, TASK_UNINTERRUPTIBLE, 0,
, _RET_IP_, , 0);

and call the __mutex_lock_common function with the obtained mutex . The _ mutex_lock_common function starts from

preemption disabling until rescheduling:

preempt_disable();

After this comes the stage of optimistic spinning. As we already know this stage depends on the CONFIG_MUTEX_SPIN_ON_OWNER
kernel configuration option. If this option is disabled, we skip this stage and move at the last path - slowpath of a mutex

acquisition:

if (mutex_optimistic_spin(lock, ww_ctx, use_ww_ctx)) {
preempt_enable();
return 0;

First of all the mutex optimistic_spin function check that we don't need to reschedule or in other words there are no other tasks
ready to run that have higher priority. If this check was successful we need to update mcs lock wait queue with the current spin.

In this way only one spinner can complete for the mutex at one time:

osqg_lock(&lock->0sq)

At the next step we start to spin in the next loop:

while ( ) {
owner = READ_ONCE(lock->owner);

if (owner && !mutex_spin_on_owner (lock, owner))
break;

if (mutex_try_to_acquire(lock)) {
lock_acquired(&lock->dep_map, ip);

mutex_set_owner (lock);
osg_unlock(&lock->0sq);
return ;

and try to acquire a lock. First of all we try to take current owner and if the owner exists (it may not exists in a case when a
process already released a mutex) and we wait for it in the mutex_spin_on_owner function before the owner will release a lock. If
new task with higher priority have appeared during wait of the lock owner, we break the loop and go to sleep. In other case, the
process already may release a lock, so we try to acquire a lock with the mutex_try_to_acquired . If this operation finished
successfully, we set new owner for the given mutex, removes ourself from the mcs wait queue and exit from the
mutex_optimistic_spin function. At this state a lock will be acquired by a process and we enable preemption and exit from the

__mutex_lock_common function:

if (mutex_optimistic_spin(lock, ww_ctx, use_ww_ctx)) {
preempt_enable();
return 0;
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That's all for this case.

In other case all may not be so successful. For example new task may occur during we spinning in the loop from the
mutex_optimistic_spin or even we may not get to this loop from the mutex_optimistic_spin in a case when there were
task(s) with higher priority before this loop. Or finally the conFI6_muTEX_SPIN_ON_owNER kernel configuration option disabled. In

this case the mutex_optimistic_spin will do nothing:

#ifndef CONFIG_MUTEX_SPIN_ON_OWNER
static bool mutex_optimistic_spin(struct

struct const bool
{
return ;
}
#endif

In all of these cases, the __mutex_lock_common function will acct like a semaphore . We try to acquire a lock again because the
owner of a lock might already release a lock before this time:

if (!mutex_is_locked(lock) &&
(atomic_xchg_acquire(&lock->count, == 1))
goto skip_wait;

In a failure case the process which wants to acquire a lock will be added to the waiters list

list_add_tail(&waiter. , &lock->wait_list);
waiter.task = task;

In a successful case we update the owner of a lock, enable preemption and exit from the __mutex_lock_common function:

skip_wait:
mutex_set_owner(lock);
preempt_enable();
return 0;

In this case a lock will be acquired. If can't acquire a lock for now, we enter into the following loop:

for (;;) {
if (atomic_read(&lock->count) >= 0 && (atomic_xchg_acquire(&lock->count, == 1))
break;

if (unlikely(signal_pending_state(state, task))) {
ret = -EINTR;
goto err;

__set_task_state(task, state);

schedule_preempt_disabled();

where try to acquire a lock again and exit if this operation was successful. Yes, we try to acquire a lock again right after
unsuccessful try before the loop. We need to do it to make sure that we get a wakeup once a lock will be unlocked. Besides this, it
allows us to acquire a lock after sleep. In other case we check the current process for pending signals and exit if the process was
interrupted by a signal during wait for a lock acquisition. In the end of loop we didn't acquire a lock, so we set the task state for

TASK_UNINTERRUPTIBLE and go to sleep with call of the schedule_preempt_disabled function.
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That's all. We have considered all three possible paths through which a process may pass when it will wan to acquire a lock. Now
let's consider how mutex_unlock is implemented. When the mutex_unlock will be called by a process which wants to release a

lock, the _ mutex_fastpath_unlock will be called from the arch/x86/include/asm/mutex_64.h header file:

void __sched mutex_unlock(struct

{

__mutex_fastpath_unlock(&lock->count, _ mutex_unlock_slowpath);

Implementation of the _ mutex_fastpath_unlock function is very similar to the implementation of the __mutex_fastpath_lock

function:

static inline void __mutex_fastpath_unlock(atomic_t *v,
void (*fail_fn)(atomic_t *))

{

asm_volatile_goto(LOCK_PREFIX " incl %O\n"

! jg %l[exit]\n"
"m" (v->counter)
"memory", "cc"
)i

fail_fn(v);

return;
}

Actually, there is only one difference. We increment value if the mutex->count . So it will represent unlocked state after this
operation. As mutex released, but we have something in the wait queue we need to update it. In this case the fail fn
function will be called which is __mutex_unlock_slowpath . The __ mutex_unlock_slowpath function just gets the correct

mutex instance by the given mutex->count and calls the _ mutex_unlock_common_slowpath function:

__mutex_unlock_slowpath(atomic_t *lock_count)

{

struct mutex *lock = container_of(lock_count, struct mutex, count);

__mutex_unlock_common_slowpath(lock, 1);

Inthe __mutex_unlock_common_slowpath function we will get the first entry from the wait queue if the wait queue is not empty

and wakeup related process:

if (!list_empty(&lock->wait_list)) {
struct mutex_waiter *waiter =
list_entry(lock->wait_list.next, struct mutex_waiter, );
wake_up_process(waiter->task);

After this, a mutex will be released by previous process and will be acquired by another process from a wait queue.

That's all. We have considered main API for manipulation with mutexes : mutex_lock and mutex_unlock . Besides this the

Linux kernel provides following API:

® mutex_lock_interruptible ;
® mutex_lock_killable ;

® mutex_trylock

and corresponding versions of unlock prefixed functions. This part will not describe this API , because it is similar to

corresponding API of semaphores . More about it you may read in the previous part.
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That's all.

Conclusion

This is the end of the fourth part of the synchronization primitives chapter in the Linux kernel. In this part we met with new
synchronization primitive which is called - mutex . From the theoretical side, this synchronization primitive very similar on a
semaphore. Actually, mutex represents binary semaphore. But its implementation differs from the implementation of

semaphore in the Linux kernel. In the next part we will continue to dive into synchronization primitives in the Linux kernel.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.

Links

e Mutex

e Spinlock

e Semaphore

e Synchronization primitives
e API

e [Locking mechanism
e Context switches

e lock validator

e Atomic

e MCS lock

e Doubly linked list

e x86_64

e Inline assembly

e Memory barrier

e Lock instruction

e JNS instruction

e preemption

e Unix signals

e Previous part


https://en.wikipedia.org/wiki/Synchronization_%28computer_science%29
https://en.wikipedia.org/wiki/Semaphore_%28programming%29
https://twitter.com/0xAX
https://github.com/0xAX/linux-insides/issues/new
https://github.com/0xAX/linux-insides
https://en.wikipedia.org/wiki/Mutual_exclusion
https://en.wikipedia.org/wiki/Spinlock
https://en.wikipedia.org/wiki/Semaphore_%28programming%29
https://en.wikipedia.org/wiki/Synchronization_%28computer_science%29
https://en.wikipedia.org/wiki/Application_programming_interface
https://en.wikipedia.org/wiki/Lock_%28computer_science%29
https://en.wikipedia.org/wiki/Context_switch
https://www.kernel.org/doc/Documentation/locking/lockdep-design.txt
https://en.wikipedia.org/wiki/Linearizability
http://www.cs.rochester.edu/~scott/papers/1991_TOCS_synch.pdf
https://0xax.gitbooks.io/linux-insides/content/DataStructures/linux-datastructures-1.html
https://en.wikipedia.org/wiki/X86-64
https://0xax.gitbooks.io/linux-insides/content/Theory/linux-theory-3.html
https://en.wikipedia.org/wiki/Memory_barrier
http://x86.renejeschke.de/html/file_module_x86_id_159.html
http://unixwiz.net/techtips/x86-jumps.html
https://en.wikipedia.org/wiki/Preemption_%28computing%29
https://en.wikipedia.org/wiki/Unix_signal
https://0xax.gitbooks.io/linux-insides/content/SyncPrim/linux-sync-3.html

Synchronization primitives in the Linux kernel. Part 5.

Introduction

This is the fifth part of the chapter which describes synchronization primitives in the Linux kernel and in the previous parts we
finished to consider different types spinlocks, semaphore and mutex synchronization primitives. We will continue to learn

synchronization primitives in this part and start to consider special type of synchronization primitives - readers—writer lock.

The first synchronization primitive of this type will be already familiar for us - semaphore. As in all previous parts of this book,
before we will consider implementation of the reader/writer semaphores in the Linux kernel, we will start from the theoretical

side and will try to understand what is the difference between reader/writer semaphores and normal semaphores .

So, let's start.

Reader/Writer semaphore

Actually there are two types of operations may be performed on the data. We may read data and make changes in data. Two
fundamental operations - read and write . Usually (but not always), read operation is performed more often than write
operation. In this case, it would be logical to lock data in such a way, that some processes may read locked data in one time, on

condition that no one will not change the data. The readers/writer lock allows us to get this lock.

When a process which wants to write something into data, all other writer and reader processes will be blocked until the
process which acquired a lock, will not release it. When a process reads data, other processes which want to read the same data
too, will not be locked and will be able to do this. As you may guess, implementation of the reader/writer semaphore is based
on the implementation of the normal semaphore . We already familiar with the semaphore synchronization primitive from the
third part of this chapter. From the theoretical side everything looks pretty simple. Let's look how reader/writer semaphore is

represented in the Linux kernel.

The semaphore is represented by the:

struct semaphore {

raw_spinlock_t lock;
unsigned int count;
struct list_head wait_list;

i

structure. If you will look in the include/linux/rwsem.h header file, you will find definition of the rw_semaphore structure which

represents reader/writer semaphore in the Linux kernel. Let's look at the definition of this structure:

#ifdef CONFIG_RWSEM_GENERIC_SPINLOCK
#include <linux/rwsem-spinlock.h>
#else
struct rw_semaphore {
long count;
struct list_head wait_list;
raw_spinlock_t wait_lock;
#ifdef CONFIG_RWSEM_SPIN_ON_OWNER
struct optimistic_spin_queue osq;
struct task_struct *owner;

#endif
#ifdef CONFIG_DEBUG_LOCK_ALLOC

struct lockdep_map dep_map;
#endif

Y
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Before we will consider fields of the rw_semaphore structure, we may notice, that declaration of the rw_semaphore structure
depends on the CONFIG_RWSEM_GENERIC_SPINLOCK kernel configuration option. This option is disabled for the x86_64 architecture
by default. We can be sure in this by looking at the corresponding kernel configuration file. In our case, this configuration file is -

arch/x86/um/Kconfig:

config RWSEM_XCHGADD_ALGORITHM
def_bool 64BIT

config RWSEM_GENERIC_SPINLOCK
def_bool !'RWSEM_XCHGADD_ALGORITHM

So, as this book describes only x86_64 architecture related stuff, we will skip the case when the
CONFIG_RWSEM_GENERIC_SPINLOCK kernel configuration is enabled and consider definition of the rw_semaphore structure only

from the include/linux/rwsem.h header file.

If we will take a look at the definition of the rw_semaphore structure, we will notice that first three fields are the same that in the
semaphore structure. It contains count field which represents amount of available resources, the wait_list field which
represents doubly linked list of processes which are waiting to acquire a lock and wait_lock spinlock for protection of this list.

Notice that rw_semaphore.count fieldis long type unlike the same field in the semaphore structure.
The count field of a rw_semaphore structure may have following values:

e  0x0000000000000000 - reader/writer semaphore is in unlocked state and no one is waiting for a lock;

e  0x000000000000000X - X readers are active or attempting to acquire a lock and no writer waiting;

e oxffffffffoeeeeeex - may represent different cases. The firstis - x readers are active or attempting to acquire a lock with
waiters for the lock. The second is - one writer attempting a lock, no waiters for the lock. And the last - one writer is active
and no waiters for the lock;

e oxffffffffeeeeeeel - may represented two different cases. The first is - one reader is active or attempting to acquire a lock
and exist waiters for the lock. The second case is one writer is active or attempting to acquire a lock and no waiters for the
lock;

e oxfffFffffeoe00000 - represents situation when there are readers or writers are queued, but no one is active or is in the

process of acquire of a lock;

oxfffffffeop000001 - a writer is active or attempting to acquire a lock and waiters are in queue.

So, besides the count field, all of these fields are similar to fields of the semaphore structure. Last three fields depend on the
two configuration options of the Linux kernel: the CONFIG_RWSEM_SPIN_ON_OWNER and CONFIG_DEBUG_LOCK_ALLOC . The first two
fields may be familiar us by declaration of the mutex structure from the previous part. The first osq field represents MCS lock

spinner for optimistic spinning and the second represents process which is current owner of a lock.

The last field of the rw_semaphore structure is - dep_map - debugging related, and as I already wrote in previous parts, we will

skip debugging related stuff in this chapter.

That's all. Now we know a little about what is it reader/writer lock in general and reader/writer semaphore in particular.
Additionally we saw how a reader/writer semaphore is represented in the Linux kernel. In this case, we may go ahead and start

to look at the API which the Linux kernel provides for manipulation of reader/writer semaphores .

Reader/Writer semaphore API

So, we know a little about reader/writer semaphores from theoretical side, let's look on its implementation in the Linux kernel.

All reader/writer semaphores related API is located in the include/linux/rwsem.h header file.

As always Before we will consider an API of the reader/writer semaphore mechanism in the Linux kernel, we need to know
how to initialize the rw_semaphore structure. As we already saw in previous parts of this chapter, all synchronization primitives

may be initialized in two ways:
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® statically

® dynamically

And reader/writer semaphore is notan exception. First of all, let's take a look at the first approach. We may initialize
rw_semaphore structure with the help of the bECLARE_RwSEM macro in compile time. This macro is defined in the

include/linux/rwsem.h header file and looks:

#define DECLARE_RWSEM(name) \
struct rw_semaphore name = _ RWSEM_INITIALIZER(name)

As we may see, the DECLARE_RWSEM macro just expands to the definition of the rw_semaphore structure with the given name.

Additionally new rw_semaphore structure is initialized with the value of the __ RWSEM_INITIALIZER macro:

#define _ RWSEM_INITIALIZER(name) \

{
.count = RWSEM_UNLOCKED_VALUE,
.wait_list = LIST_HEAD_INIT((name).wait_list),
.wait_lock = __ RAW_SPIN_LOCK_UNLOCKED(name.wait_lock)
__RWSEM_OPT_INIT(name)
__RWSEM_DEP_MAP_INIT(name)

s s s s s

and expands to the initialization of fields of rw_semaphore structure. First of all we initialize count field of the rw_semaphore
structure to the unlocked state with RwWSEM_UNLOCKED_VALUE macro from the arch/x86/include/asm/rwsem.h architecture specific

header file:

#define RWSEM_UNLOCKED_VALUE 0x00000000L

After this we initialize list of a lock waiters with the empty linked list and spinlock for protection of this list with the unlocked

state too. The __RwSEM_OPT_INIT macro depends on the state of the coNFIG_RwSEM_SPIN_ON_OWNER kernel configuration option
and if this option is enabled it expands to the initialization of the osq and owner fields of the rw_semaphore structure. As we
already saw above, the CONFIG_RWSEM_SPIN_ON_OWNER kernel configuration option is enabled by default for x86_64 architecture,

so let's take a look at the definition of the _ RWSEM_OPT_INIT macro:

#ifdef CONFIG_RWSEM_SPIN_ON_OWNER

#define _ RWSEM_OPT_INIT(lockname) , .osq = OSQ_LOCK_UNLOCKED, .owner = NULL
#else

#define __ RWSEM_OPT_INIT(lockname)
#endif

As we may see, the _ RWSEM_OPT_INIT macro initializes the MCS lock lock with unlocked state and initial owner of alock
with NuLL . From this moment, a rw_semaphore structure will be initialized in a compile time and may be used for data

protection.

The second way to initialize a rw_semaphore structure is dynamically or use the init_rwsem macro from the
include/linux/rwsem.h header file. This macro declares an instance of the lock_class_key which is related to the lock validator

of the Linux kernel and to the call of the __init_rwsem function with the given reader/writer semaphore :

#define init_rwsem(sem) \
do {
static struct lock_class_key __key;

F

__init_rwsem((sem), #sem, & _key);
} while (0)
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If you will start definition of the __init_rwsem function, you will notice that there are couple of source code files which contain
it. As you may guess, sometimes we need to initialize additional fields of the rw_semaphore structure, like the osq and
owner . But sometimes not. All of this depends on some kernel configuration options. If we will look at the

kernel/locking/Makefile makefile, we will see following lines:

obj-$(CONFIG_RWSEM_GENERIC_SPINLOCK) += rwsem-spinlock.o
0bj-$(CONFIG_RWSEM_XCHGADD_ALGORITHM) += rwsem-xadd.o

As we already know, the Linux kernel for xgé_e4 architecture has enabled CONFIG_RWSEM_XCHGADD_ALGORITHM kernel

configuration option by default:

config RWSEM_XCHGADD_ALGORITHM
def_bool 64BIT

in the arch/x86/um/Kconfig kernel configuration file. In this case, implementation of the __init_rwsem function will be located

in the kernel/locking/rwsem-xadd.c source code file for us. Let's take a look at this function:

void __init_rwsem(struct rw_semaphore *sem, const char *name,
struct lock_class_key *key)

{
#ifdef CONFIG_DEBUG_LOCK_ALLOC

debug_check_no_locks_freed((void *)sem, sizeof(*sem));
lockdep_init_map(&sem->dep_map, name, key, 0);
#endif
sem->count = RWSEM_UNLOCKED_VALUE;
raw_spin_lock_init(&sem->wait_lock);
INIT_LIST_HEAD(&sem->wait_list);
#ifdef CONFIG_RWSEM_SPIN_ON_OWNER
sem->owner = ;
0sq_lock_init(&sem->0sq);
#endif
}

We may see here almost the same as in __RWSEM_INITIALIZER macro with difference that all of this will be executed in runtime.

So, from now we are able to initialize a reader/writer semaphore let's look at the lock and unlock API. The Linux kernel

provides following primary API to manipulate reader/writer semaphores :

e void down_read(struct rw_semaphore *sem) - lock for reading;
e int down_read_trylock(struct rw_semaphore *sem) - try lock for reading;
® void down_write(struct rw_semaphore *sem) - lock for writing;
® int down_write_trylock(struct rw_semaphore *sem) -trleCkforvvﬂﬁng;
® void up_read(struct rw_semaphore *sem) - release aread lock;

® void up_write(struct rw_semaphore *sem) - release a write lock;

Let's start as always from the locking. First of all let's consider implementation of the down_write function which executes a try
of acquiring of a lock for write . This function is kernel/locking/rwsem.c source code file and starts from the call of the macro

from the include/linux/kernel.h header file:

void __sched down_write(struct
{
might_sleep();
rwsem_acquire(&sem->dep_map, 0, 0, _RET_IP_);

LOCK_CONTENDED(sem, __down_write_trylock, __down_write);
rwsem_set_owner(sem);
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We already met the might_sleep macro in the previous part. In short words, Implementation of the might_sleep macro
depends on the CONFIG_DEBUG_ATOMIC_SLEEP kernel configuration option and if this option is enabled, this macro just prints a
stack trace if it was executed in atomic context. As this macro is mostly for debugging purpose we will skip it and will go ahead.

Additionally we will skip the next macro from the down_read function- rwsem_acquire which is related to the lock validator
of the Linux kernel, because this is topic of other part.

The only two things that remained in the down_write function is the call of the Lock_coNTENDED macro which is defined in the
include/linux/lockdep.h header file and setting of owner of a lock with the rwsem_set_owner function which sets owner to

currently running process:

static inline void rwsem_set_owner(struct

{

sem->owner = current;

As you already may guess, the Lock_CoNTENDED macro does all job for us. Let's look at the implementation of the

LOCK_CONTENDED macro:

#define LOCK_CONTENDED(_lock, try, lock) \
lock(_lock)

As we may see it just calls the lock function which is third parameter of the Lock_conTENDED macro with the given
rw_semaphore . In our case the third parameter of the LOCK_CONTENDED macro is the _ down_write function which is

architecture specific function and located in the arch/x86/include/asm/rwsem.h header file. Let's look at the implementation of the

__down_write function:

static inline void __down_write(struct rw_semaphore *sem)

{

__down_write_nested(sem, 0);

which just executes a call of the __down_write_nested function from the same source code file. Let's take a look at the

implementation of the __down_write_nested function:

static inline void __down_write_nested(struct rw_semaphore *sem, int subclass)

{
long tmp;
asm volatile("# beginning down_write\n\t"
LOCK_PREFIX " xadd %1, (%2)\n\t"
" test " __ ASM_SEL(%w1,%k1) "," __ ASM_SEL(%w1,%k1) "\n\t"
" jz 1f\n"
" call call_rwsem_down_write_failed\n"
"1:\n"
"# ending down_write"
"+m" (sem->count), "=d" (tmp)
"a" (sem), "1" (RWSEM_ACTIVE_WRITE_BIAS)
"memory", "cc");
}

As for other synchronization primitives which we saw in this chapter, usually lock/unlock functions consists only from an

inline assembly statement. As we may see, in our case the same for __down_write_nested function. Let's try to understand what

does this function do. The first line of our assembly statement is just a comment, let's skip it. The second like contains
Lock_PREFIX which will be expanded to the LOCK instruction as we already know. The next xadd instruction executes add

and exchange operations. In other words, xadd instruction adds value of the RWSEM_ACTIVE_WRITE_BIAS :

#define RWSEM_ACTIVE_WRITE_BIAS (RWSEM_WAITING_BIAS + RWSEM_ACTIVE_BIAS)
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#define RWSEM_WAITING_BIAS (-RWSEM_ACTIVE_MASK-1)
#define RWSEM_ACTIVE_BIAS 0x00000001L

or oxfFffffffooeeeeel tothe count of the given reader/writer semaphore and returns previous value of it. After this we
check the active mask in the rw_semaphore->count . If it was zero before, this means that there were no-one writer before, so we
acquired a lock. In other way we call the call_rwsem_down_write_failed function from the arch/x86/lib/rwsem.S assembly file.
The the call rwsem_down_write_failed function just calls the rwsem_down_write_failed function from the

kernel/locking/rwsem-xadd.c source code file anticipatorily save general purpose registers:

ENTRY(call_rwsem_down_write_failed)
FRAME_BEGIN
save_common_regs
movq %rax,%rdi
call rwsem_down_write_failed
restore_common_regs
FRAME_END
ret
ENDPROC(call_rwsem_down_write_failed)

The rwsem_down_write_failed function starts from the atomic update of the count value:

__visible
struct rw_semaphore __sched *rwsem_down_write failed(struct

{

count = rwsem_atomic_update(-RWSEM_ACTIVE_WRITE_BIAS, sem);

with the -RWSEM_ACTIVE_WRITE_BIAS value. The rwsem_atomic_update function is defined in the arch/x86/include/asm/rwsem.h

header file and implement exchange and add logic:

static inline long rwsem_atomic_update(long struct

{

return delta + xadd(&sem->count, delta);

This function atomically adds the given delta to the count and returns old value of the count. After this it just returns sum of the
given delta and old value of the count field. In our case we undo write bias from the count as we didn't acquire a lock.

After this step we try to do optimistic spinning by the call of the rwsem_optimistic_spin function:

if (rwsem_optimistic_spin(sem))
return sem;

We will skip implementation of the rwsem_optimistic_spin function, as it is similar on the mutex_optimistic_spin function

which we saw in the previous part. In short words we check existence other tasks ready to run that have higher priority in the
rwsem_optimistic_spin function. If there are such tasks, the process will be added to the MCS waitqueue and start to spin in

the loop until a lock will be able to be acquired. If optimistic spinning is disabled, a process will be added to the and marked

as waiting for write:

waiter.task = current;
waiter.type = RWSEM_WAITING_FOR_WRITE;

if (list_empty(&sem->wait_list))
waiting = f
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list_add_tail(&waiter. , &sem->wait_list);

waiters list and start to wait until it will successfully acquire the lock. After we have added a process to the waiters list which was

empty before this moment, we update the value of the rw_semaphore->count with the RWSEM_WAITING_BIAS :

count = rwsem_atomic_update(RWSEM_WAITING_BIAS, sem);

with this we mark rw_semaphore->counter that it is already locked and exists/waits one writer which wants to acquire the
lock. In other way we try to wake reader processes from the wait queue that were queued before this writer process and
there are no active readers. In the end of the rwsem_down_write_failed a writer process will go to sleep which didn't acquire a

lock in the following loop:

while ( ) {

if (rwsem_try_write_lock(count, sem))
break;

raw_spin_unlock_irq(&sem->wait_lock);

do {
schedule();
set_current_state(TASK_UNINTERRUPTIBLE);

} while ((count = sem->count) & RWSEM_ACTIVE_MASK);

raw_spin_lock_irq(&sem->wait_lock);

I will skip explanation of this loop as we already met similar functional in the previous part.

That's all. From this moment, our writer process will acquire or not acquire a lock depends on the value of the rw_semaphore-
>count field. Now if we will look at the implementation of the down_read function which executes a try of acquiring of a lock.
We will see similar actions which we saw in the down_write function. This function calls different debugging and lock validator

related functions/macros:

void __sched down_read(struct

{
might_sleep();
rwsem_acquire_read(&sem->dep_map, 0, 0, _RET_IP_);

LOCK_CONTENDED(sem, __down_read_trylock, _ _down_read);

and does all job in the __down_read function. The _ down_read consists of inline assembly statement:

static inline void __down_read(struct rw_semaphore *sem)

{
asm volatile("# beginning down_read\n\t"
LOCK_PREFIX _ASM_INC "(%1)\n\t"
" jns 1f\n"
" call call_rwsem_down_read_failed\n"
"1:\n\t"
"# ending down_read\n\t"
"+m" (sem->count)
"a" (sem)
"memory", "cc");
}

which increments value of the given rw_semaphore->count and call the call rwsem_down_read_failed if this value is negative.
In other way we jump at the label 1: and exit. After this read lock will be successfully acquired. Notice that we check a sign
of the count wvalue as it may be negative, because as you may remember most significant word of the rw_semaphore->count

contains negated number of active writers.
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Let's consider case when a process wants to acquire a lock for read operation, but it is already locked. In this case the
call_rwsem_down_read_failed function from the arch/x86/lib/rwsem.S assembly file will be called. If you will look at the

implementation of this function, you will notice that it does the same that call_rwsem_down_read_failed function does. Except

it calls the rwsem_down_read_failed function instead of rwsem dow_write_failed . Now let's consider implementation of the
rwsem_down_read_failed function. It starts from the adding a process to the wait queue and updating of value of the

rw_semaphore->counter

long adjustment = -RWSEM_ACTIVE_READ_BIAS;

waiter.task = tsk;
waiter.type = RWSEM_WAITING_FOR_READ;

if (list_empty(&sem->wait_list))
adjustment += RWSEM_WAITING_BIAS;
list_add_tail(&waiter. , &sem->wait_list);

count = rwsem_atomic_update(adjustment, sem);

Notice that if the wait queue was empty before we clear the rw_semaphore->counter and undo read bias in other way. At
the next step we check that there are no active locks and we are first in the wait queue we need to join currently active reader

processes. In other way we go to sleep until a lock will not be able to acquired.

That's all. Now we know how reader and writer processes will behave in different cases during a lock acquisition. Now let's
take a short look at unlock operations. The up_read and up_write functions allows usto unlock a reader or writer
lock. First of all let's take a look at the implementation of the up_write function which is defined in the kernel/locking/rwsem.c
source code file:

void up_write(struct

{
rwsem_release(&sem->dep_map, 1, _RET_IP_);
rwsem_clear_owner(sem);
__up_write(sem);

}

First of all it calls the rwsem_release macro which is related to the lock validator of the Linux kernel, so we will skip it now.
And at the next line the rwsem_clear_owner function which as you may understand from the name of this function, just clears

the owner field of the given rw_semaphore :

static inline void rwsem_clear_owner(struct

{

sem->owner = H

The __up_write function does all job of unlocking of the lock. The _up_write is architecture-specific function, so for our case
it will be located in the arch/x86/include/asm/rwsem.h source code file. If we will take a look at the implementation of this
function, we will see that it does almost the same that __down_write function, but conversely. Instead of adding of the

RWSEM_ACTIVE_WRITE_BIAS to the count , we subtract the same value and check the sign of the previous value.

If the previous value of the rw_semaphore->count is not negative, a writer process released a lock and now it may be acquired by
someone else. In other case, the rw_semaphore->count will contain negative values. This means that there is at least one
writer ina wait queue. In this case the call_rwsem_wake function will be called. This function acts like similar functions

which we already saw above. It store general purpose registers at the stack for preserving and call the rwsem_wake function.

First of all the rwsem_wake function checks if a spinner is present. In this case it will just acquire a lock which is just released by
lock owner. In other case there must be someone in the wait queue and we need to wake or writer process if it exists at the top

of the wait queue orall reader processes. The up_read function which release a reader lock acts in similar way like
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up_write , but with a little difference. Instead of subtracting of RWSEM_ACTIVE_WRITE_BIAS from the rw_semaphore->count , it
subtracts 1 from it, because less significant word of the count contains number active locks. After this it checks sign of the

count and calls the rwsem_wake like __up_write if the count is negative or in other way lock will be successfully released.

That's all. We have considered API for manipulation with reader/writer semaphore : up_read/up_write and
down_read/down_write . We saw that the Linux kernel provides additional API, besides this functions, like the , and etc. ButI
will not consider implementation of these function in this part because it must be similar on that we have seen in this part of

except few subtleties.

Conclusion

This is the end of the fifth part of the synchronization primitives chapter in the Linux kernel. In this part we met with special type
of semaphore - readers/writer semaphore which provides access to data for multiply process to read or for one process to

writer. In the next part we will continue to dive into synchronization primitives in the Linux kernel.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Synchronization primitives in the Linux kernel. Part 6.

Introduction

This is the sixth part of the chapter which describes synchronization primitives in the Linux kernel and in the previous parts we
finished to consider different readers-writer lock synchronization primitives. We will continue to learn synchronization primitives
in this part and start to consider a similar synchronization primitive which can be used to avoid the writer starvation problem.

The name of this synchronization primitive is - seqlock or sequential locks .

We know from the previous part that readers-writer lock is a special lock mechanism which allows concurrent access for read-
only operations, but an exclusive lock is needed for writing or modifying data. As we may guess, it may lead to a problem which
is called writer starvation .In other words, a writer process can't acquire a lock as long as at least one reader process which
acquired a lock holds it. So, in the situation when contention is high, it will lead to situation when a writer process which wants to

acquire a lock will wait for it for a long time.
The seqlock synchronization primitive can help solve this problem.

As in all previous parts of this book, we will try to consider this synchronization primitive from the theoretical side and only than

we will consider API provided by the Linux kernel to manipulate with seqlocks .

So, let's start.

Sequential lock

So, what is a seqlock synchronization primitive and how does it work? Let's try to answer on these questions in this paragraph.
Actually sequential locks were introduced in the Linux kernel 2.6.x. Main point of this synchronization primitive is to provide
fast and lock-free access to shared resources. Since the heart of sequential lock synchronization primitive is spinlock
synchronization primitive, sequential locks work in situations where the protected resources are small and simple.

Additionally write access must be rare and also should be fast.

Work of this synchronization primitive is based on the sequence of events counter. Actually a sequential lock allows free
access to a resource for readers, but each reader must check existence of conflicts with a writer. This synchronization primitive
introduces a special counter. The main algorithm of work of sequential locks is simple: Each writer which acquired a
sequential lock increments this counter and additionally acquires a spinlock. When this writer finishes, it will release the acquired

spinlock to give access to other writers and increment the counter of a sequential lock again.

Read only access works on the following principle, it gets the value of a sequential lock counter before it will enter into
critical section and compares it with the value of the same sequential lock counter at the exit of critical section. If their values
are equal, this means that there weren't writers for this period. If their values are not equal, this means that a writer has

incremented the counter during the critical section. This conflict means that reading of protected data must be repeated.

That's all. As we may see principle of work of sequential locks is simple.

unsigned int seq_counter_value;

do {
seg_counter_value = get_seq_counter_val(&the_lock);
//
// do as we want here
//

} while (__retry_);
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Actually the Linux kernel does not provide get_seq_counter_val() function. Here it is just a stub. Likea _ retry__ too. AsI

already wrote above, we will see actual the API for this in the next paragraph of this part.

Ok, now we know what a seqlock synchronization primitive is and how it is represented in the Linux kernel. In this case, we
may go ahead and start to look at the API which the Linux kernel provides for manipulation of synchronization primitives of this

type.

Sequential lock API

So, now we know a little about sequential lock synchronization primitive from theoretical side, let's look at its implementation

in the Linux kernel. All sequential locks API are located in the include/linux/seqlock.h header file.

First of all we may see that the a sequential lock mechanism is represented by the following type:

typedef struct {
struct seqcount seqcount;
spinlock_t lock;

} seqlock_t;

As we may see the seqlock_t provides two fields. These fields represent a sequential lock counter, description of which we saw
above and also a spinlock which will protect data from other writers. Note that the seqcount counter represented as seqcount

type. The seqcount is structure:

typedef struct seqcount {
unsigned sequence;

#ifdef CONFIG_DEBUG_LOCK_ALLOC
struct lockdep_map dep_map;

#endif

} seqcount_t;

which holds counter of a sequential lock and lock validator related field.

As always in previous parts of this chapter, before we will consider an API of sequential lock mechanism in the Linux kernel,

we need to know how to initialize an instance of seqlock_t .

We saw in the previous parts that often the Linux kernel provides two approaches to execute initialization of the given
synchronization primitive. The same situation with the seqlock_t structure. These approaches allows to initialize a seqlock_t

in two following:

® statically

® dynamically

ways. Let's look at the first approach. We are able to initialize a seqlock_t statically with the DEFINE_SEQLOCK macro:

#define DEFINE_SEQLOCK(x) \
seqlock_t x = __ SEQLOCK_UNLOCKED(x)

which is defined in the include/linux/seqlock.h header file. As we may see, the DEFINE_SEQLOCK macro takes one argument and
expands to the definition and initialization of the seqlock_t structure. Initialization occurs with the help of the

__SEQLOCK_UNLOCKED macro which is defined in the same source code file. Let's look at the implementation of this macro:

#define __ SEQLOCK_UNLOCKED(lockname) \
{ \
.seqcount = SEQCNT_ZERO(lockname), \
.lock = __SPIN_LOCK_UNLOCKED(lockname) \
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As we may see the, _ SEQLOCK_UNLOCKED macro executes initialization of fields of the given seqlock_t structure. The first field

is seqcount initialized with the SEQCNT_zErRo macro which expands to the:

#define SEQCNT_ZERO(lockname) { .sequence = O, SEQCOUNT_DEP_MAP_INIT(lockname)}

So we just initialize counter of the given sequential lock to zero and additionally we can see lock validator related initialization

which depends on the state of the conF1G_DEBUG_LOCK_ALLOC kernel configuration option:

#ifdef CONFIG_DEBUG_LOCK_ALLOC
# define SEQCOUNT_DEP_MAP_INIT(lockname) \
.dep_map = { .name = #lockname } \

#else
# define SEQCOUNT_DEP_MAP_INIT(lockname)

#endif

As I already wrote in previous parts of this chapter we will not consider debugging and lock validator related stuff in this part. So
for now we just skip the seQcounT_pep_MAP_INIT macro. The second field of the given seqlock_t is lock initialized with the

__SPIN_LOCK_UNLOCKED macro which is defined in the include/linux/spinlock_types.h header file. We will not consider
implementation of this macro here as it just initialize rawspinlock with architecture-specific methods (More abot spinlocks you
may read in first parts of this chapter).

We have considered the first way to initialize a sequential lock. Let's consider second way to do the same, but do it dynamically.
We can initialize a sequential lock with the seqlock_init macro which is defined in the same include/linux/seqlock.h header
file.

Let's look at the implementation of this macro:

#define seqlock_init(x) \
do { \
seqcount_init(&(x)->seqcount); \
spin_lock_init(&(x)->lock); \
} while (0)

As we may see, the seqlock_init expands into two macros. The first macro seqcount_init takes counter of the given

sequential lock and expands to the call of the __seqcount_init function:

# define seqcount_init(s) \
do { \
static struct lock_class_key __key; \
__seqcount_init((s), #s, & _key); \
} while (0)

from the same header file. This function

static inline void __seqcount_init(seqcount_t *s, const char *name,
struct lock_class_key *key)

lockdep_init_map(&s->dep_map, name, key, 0);
s->sequence = 0;
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just initializes counter of the given seqcount_t with zero. The second call from the seqlock_init macro is the call of the

spin_lock_init macro which we saw in the first part of this chapter.

So, now we know how to initialize a sequential lock , now let's look at how to use it. The Linux kernel provides following API

to manipulate sequential locks :

static inline unsigned read_segbegin(const ;

static inline unsigned read_seqgretry(const unsigned ;
static inline void write_seqlock ;

static inline void write_sequnlock ;

static inline void write_seqlock _irq ;

static inline void write_sequnlock _irq ;

static inline void read_seqlock_excl

static inline void read_sequnlock_excl

and others. Before we move on to considering the implementation of this API, we must know that actually there are two types of
readers. The first type of reader never blocks a writer process. In this case writer will not wait for readers. The second type of

reader which can lock. In this case, the locking reader will block the writer as it will wait while reader will not release its lock.
First of all let's consider the first type of readers. The read_seqgbegin function begins a seq-read critical section.

As we may see this function just returns value of the read_seqcount_begin function:

static inline unsigned read_segbegin(const

{

return read_seqcount_begin(&sl->seqcount);

In its turn the read_seqcount_begin function calls the raw_read_seqcount_begin function:

static inline unsigned read_seqcount_begin(const

{

return raw_read_seqcount_begin(s);

which just returns value of the sequential lock counter:

static inline unsigned raw_read_seqcount(const

{
unsigned ret = READ_ONCE(s->sequence);
smp_rmb();
return ret;

}

After we have the initial value of the given sequential lock counter and did some stuff, we know from the previous paragraph
of this function, that we need to compare it with the current value of the counter the same sequential lock before we will exit
from the critical section. We can achieve this by the call of the read_seqretry function. This function takes a sequential

lock , start value of the counter and through a chain of functions:

static inline unsigned read_seqretry(const unsigned
{

return read_seqcount_retry(&sl->seqcount, start);
}
static inline int read_seqcount_retry(const unsigned
{

smp_rmb();
return __read_seqcount_retry(s, start);
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it calls the _ read_seqcount_retry function:

static inline int __read_seqcount_retry(const seqcount_t *s, unsigned start)

{

return unlikely(s->sequence != start);

which just compares value of the counter of the given sequential lock with the initial value of this counter. If the initial value
of the counter which is obtained from read_segbegin() function is odd, this means that a writer was in the middle of updating
the data when our reader began to act. In this case the value of the data can be in inconsistent state, so we need to try to read it

again.

This is a common pattern in the Linux kernel. For example, you may remember the jiffies concept from the first part of the
timers and time management in the Linux kernel chapter. The sequential lock is used to obtain value of jiffies atx86 64

architecture:

u64 get_jiffies_64(void

{
unsigned long seq;
ué4 ret;
do {
seq = read_segbegin(&jiffies_lock);
ret = jiffies_64;
} while (read_seqretry(&jiffies_lock, seq));
return ret;
}

Here we just read the value of the counter of the jiffies_lock sequential lock and then we write value of the jiffies_64
system variable to the ret . As here we may see do/while loop, the body of the loop will be executed at least one time. So, as
the body of loop was executed, we read and compare the current value of the counter of the jiffies_lock with the initial value.

If these values are not equal, execution of the loop will be repeated, else get_jiffies_64 will return its valuein ret .

We just saw the first type of readers which do not block writer and other readers. Let's consider second type. It does not update

value of a sequential lock counter, but just locks spinlock :

static inline void read_seqlock_excl

{
spin_lock(&sl->lock);

So, no one reader or writer can't access protected data. When a reader finishes, the lock must be unlocked with the:

static inline void read_sequnlock_excl

{
spin_unlock(&sl->1lock);
}
function.

Now we know how sequential lock work for readers. Let's consider how does writer act when it wants to acquire a
sequential lock to modify data. To acquire a sequential lock , writer should use write_seqlock function. If we look at the

implementation of this function:

static inline void write_seqlock

{
spin_lock(&sl->lock);
write_seqcount_begin(&sl->seqcount);
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We will see that it acquires spinlock to prevent access from other writers and calls the write_seqcount_begin function. This

function just increments value of the sequential lock counter:

static inline void raw_write_seqcount_begin

S->sequence+t+;

smp_wmb () ;

When a writer process will finish to modify data, the write_sequnlock function must be called to release a lock and give access

to other writers or readers. Let's consider at the implementation of the write_sequnlock function. It looks pretty simple:

static inline void write_sequnlock

{
write_seqcount_end(&sl->seqcount);
spin_unlock(&sl->lock);

First of all it just calls write_seqcount_end function to increase value of the counter of the sequential lock again:

static inline void raw_write_seqcount_end

{
smp_wmb () ;
s->sequence++;

and in the end we just call the spin_unlock macro to give access for other readers or writers.

That's all about sequential lock mechanism in the Linux kernel. Of course we did not consider full API of this mechanism in
this part. But all other functions are based on these which we described here. For example, Linux kernel also provides some safe
macros/functions to use sequential lock mechanism in interrupt handlers of softirq: write_seqclock_irq and

write_sequnlock_irq :

static inline void write_seqlock_irq

{
spin_lock_irq(&sl->lock);
write_seqcount_begin(&sl->seqcount);
}
static inline void write_sequnlock_irq
{
write_seqcount_end(&sl->seqcount);
spin_unlock_irq(&sl->lock);
}

As we may see, these functions differ only in the initialization of spinlock. They call spin_lock_irq and spin_unlock_irq

instead of spin_lock and spin_unlock .

Or for example write_seqlock_irgsave and write_sequnlock_irqgrestore functions which are the same but used

spin_lock_irgsave and spin_unlock_irgsave macro to use in IRQ)) handlers.

That's all.

Conclusion
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This is the end of the sixth part of the synchronization primitives chapter in the Linux kernel. In this part we met with new
synchronization primitive which is called - sequential lock . From the theoretical side, this synchronization primitive very

similar on a readers-writer lock synchronization primitive, but allows to avoid writer-starving issue.
If you have questions or suggestions, feel free to ping me in twitter OxAX, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides.
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Linux kernel memory management

This chapter describes memory management in the linux kernel. You will see here a couple of posts which describe different parts

of the linux memory management framework:

e Memblock - describes early memblock allocator.
e Fix-Mapped Addresses and ioremap - describes fix-mapped addresses and early ioremap .

e kmemcheck - third part describes kmemcheck tool.



Linux kernel memory management Part 1.

Introduction

Memory management is one of the most complex (and I think that it is the most complex) part of the operating system kernel. In
the last preparations before the kernel entry point part we stopped right before call of the start_kernel function. This function
initializes all the kernel features (including architecture-dependent features) before the kernel runs the first init process. You
may remember as we built early page tables, identity page tables and fixmap page tables in the boot time. No complicated
memory management is working yet. When the start_kernel function is called we will see the transition to more complex data
structures and techniques for memory management. For a good understanding of the initialization process in the linux kernel we
need to have a clear understanding of these techniques. This chapter will provide an overview of the different parts of the linux

kernel memory management framework and its API, starting from the memblock .

Memblock

Memblock is one of the methods of managing memory regions during the early bootstrap period while the usual kernel memory
allocators are not up and running yet. Previously it was called Logical Memory Block , but with the patch by Yinghai Lu, it was
renamed to the memblock . As Linux kernel for x86_64 architecture uses this method. We already met memblock in the Last
preparations before the kernel entry point part. And now it's time to get acquainted with it closer. We will see how it is

implemented.

We will start to learn memblock from the data structures. Definitions of all logical-memory-block-related data structures can be

found in the include/linux/memblock.h header file.

The first structure has the same name as this part and it is:

struct memblock {
bool bottom_up;
phys_addr_t current_limit;
struct memblock_type memory; --> of memblock_region
struct memblock_type reserved; --> of memblock_region
#ifdef CONFIG_HAVE_MEMBLOCK_PHYS_MAP
struct memblock_type physmem;
#endif
¥

This structure contains five fields. First is bottom_up which allows allocating memory in bottom-up mode when it is true .

Next field is current_limit . This field describes the limit size of the memory block. The next three fields describe the type of

the memory block. It can be: reserved, memory and physical memory (physical memory is available if the
CONFIG_HAVE_MEMBLOCK_PHYS_MAP configuration option is enabled). Now we see yet another data structure - memblock_type .

Let's look at its definition:

struct memblock_type {
unsigned long cnt;
unsigned long max;
phys_addr_t total_size;
struct memblock_region *regions;

This structure provides information about the memory type. It contains fields which describe the number of memory regions
inside the current memory block, the size of all memory regions, the size of the allocated array of the memory regions, and a

pointer to the array of the memblock_region structures. memblock_region is a structure which describes a memory region. Its
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definition is:

struct memblock_region {
phys_addr_t base;
phys_addr_t size;
unsigned long flags;

#ifdef CONFIG_HAVE_MEMBLOCK_NODE_MAP
int nid;

#endif

}i

memblock_region provides the base address and size of the memory region as well as a flags field which can have the following

values:
enum {
MEMBLOCK_NONE = o /* No special request */
MEMBLOCK_HOTPLUG = 7 /* hotpluggable region */
MEMBLOCK_MIRROR = 0 /* mirrored region */
MEMBLOCK_NOMAP = 0 /* don't add to kernel direct mapping */
¥

Also memblock_region provides an integer field - numa node selector, if the CONFIG_HAVE_MEMBLOCK_NODE_MAP configuration

option is enabled.

Schematically we can imagine it as:

B T + B e L T +
| memblock | | |
| [ |
| memory | | | Array of the |
| memblock_type |-1-->| memblock_region |
(! [ |
| | e mmeemeeeme e eee e s +
| | e mmeemeeeme e eee e s +
(. reserved || | |
| memblock_type |-1-->| Array of the |
| | | | memblock_region |
| [ |
B L E e + o mmeemeeeme e eee e eaan +

These three structures: memblock , memblock_type and memblock_region are main inthe Memblock . Now we know about it

and can look at Memblock initialization process.

Memblock initialization

As all API of the memblock are described in the include/linux/memblock.h header file, all implementations of these functions are
in the mm/memblock.c source code file. Let's look at the top of the source code file and we will see the initialization of the

memblock structure:

struct memblock memblock __initdata_memblock = {

.memory.regions = memblock_memory_init_regions,
.memory.cnt =1,

.memory.max = INIT_MEMBLOCK_REGIONS,
.reserved.regions = memblock_reserved_init_regions,
.reserved.cnt =1,

.reserved.max = INIT_MEMBLOCK_REGIONS,

#ifdef CONFIG_HAVE_MEMBLOCK_PHYS_MAP
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.physmem.regions = memblock_physmem_init_regions,
.physmem.cnt =1,

.physmem.max = INIT_PHYSMEM_REGIONS,
#endif

.bottom_up = ,

.current_limit = MEMBLOCK_ALLOC_ANYWHERE,

3

Here we can see initialization of the memblock structure which has the same name as structure - memblock . First of all note the

__initdata_memblock . Definition of this macro looks like:

#ifdef CONFIG_ARCH_DISCARD_MEMBLOCK

#define __init_memblock __meminit

#define __initdata_memblock __meminitdata
#else

#define __init_memblock

#define __initdata_memblock
#endif

You can see that it depends on CONFIG_ARCH_DISCARD_MEMBLOCK . If this configuration option is enabled, memblock code will be

put into the .init section and will be released after the kernel is booted up.

Next we can see the initialization of the memblock_type memory , memblock_type reserved and memblock_type physmem fields

of the memblock structure. Here we are interested only in the memblock_type.regions initialization process. Note that every

memblock_type field is initialized by and array of memblock_region s:

static struct memblock_region memblock_memory_init_regions[INIT_MEMBLOCK_REGIONS] __initdata_memblock;
static struct memblock_region memblock_reserved_init_regions[INIT_MEMBLOCK_REGIONS] __initdata_memblock;
#ifdef CONFIG_HAVE_MEMBLOCK_PHYS_MAP

static struct memblock_region memblock_physmem_init_regions[INIT_PHYSMEM_REGIONS] _ initdata_memblock;
#endif

Every array contains 128 memory regions. We can see it in the INIT_MEMBLOCK_REGIONS macro definition:

#define INIT_MEMBLOCK_REGIONS 128

Note that all arrays are also defined with the __initdata_memblock macro which we already saw in the memblock structure

initialization (read above if you've forgotten).

The last two fields describe that bottom_up allocation is disabled and the limit of the current Memblock is:

#define MEMBLOCK_ALLOC_ANYWHERE (~(phys_addr_t)o0)

which is exffffffffFfffffff .

On this step the initialization of the memblock structure has been finished and we can have a look at the Memblock API.

Memblock API

Ok we have finished with the initialization of the memblock structure and now we can look at the Memblock API and its
implementation. As I said above, the implementation of memblock is taking place fully in mm/memblock.c. To understand how
memblock works and how it is implemented, let's look at its usage first. There are a couple of places in the linux kernel where
memblock is used. For example let's take memblock_x86_fill function from the arch/x86/kernel/e820.c. This function goes
through the memory map provided by the e820 and adds memory regions reserved by the kernel to the memblock with the

memblock_add function. Since we have met the memblock_add function first, let's start from it.
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This function takes a physical base address and the size of the memory region as arguments and add them to the memblock . The

memblock_add function does not do anything special in its body, but just calls the:

memblock_add_range(&memblock.memory, base, size, MAX_NUMNODES, 0);

function. We pass the memory block type - memory , the physical base address and the size of the memory region, the maximum
number of nodes which is 1 if CONFIG_NODES_SHIFT is not set in the configuration file or 1 << CONFIG_NODES_SHIFT if it is set,
and the flags. The memblock_add_range function adds a new memory region to the memory block. It starts by checking the size
of the given region and if it is zero it just returns. After this, memblock_add_range checks the existence of the memory regions in
the memblock structure with the given memblock_type . If there are no memory regions, we just fill a new memory_region with
the given values and return (we already saw the implementation of this in the First touch of the linux kernel memory manager
framework). If memblock_type is not empty, we start to add a new memory region to the memblock with the given

memblock_type

First of all we get the end of the memory region with the:

phys_addr_t end = base + memblock_cap_size(base, &size);

memblock_cap_size adjusts size that base + size will not overflow. Its implementation is pretty easy:

static inline phys_addr_t memblock_cap_size

{

return *size = min(*size, (phys_addr_t)ULLONG_MAX - base);

memblock_cap_size returns the new size which is the smallest value between the given size and ULLONG_MAX - base .

After that we have the end address of the new memory region, memblock_add_range checks for overlap and merge conditions

with memory regions that have been added before. Insertion of the new memory region to the memblock consists of two steps:

e Adding of non-overlapping parts of the new memory area as separate regions;

e Merging of all neighboring regions.

We are going through all the already stored memory regions and checking for overlap with the new region:

for (1 = 0; 1 < type->cnt; i++) {
struct memblock_region *rgn = &type->regions[i];
phys_addr_t rbase = rgn->base;
phys_addr_t rend = rbase + rgn->size;

if (rbase >= end)
break;

if (rend <= base)
continue;

If the new memory region does not overlap with regions which are already stored in the memblock , insert this region into the
memblock with and this is first step, we check if the new region can fit into the memory block and call memblock_double_array

in another way:

while (type->cnt + nr_new > type->max)
if (memblock_double_array(type, obase, size) < 0)
return -ENOMEM;
insert = ]
goto repeat;
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memblock_double_array doubles the size of the given regions array. Then we set insert to true and gotothe repeat
label. In the second step, starting from the repeat label we go through the same loop and insert the current memory region into

the memory block with the memblock_insert_region function:

if (base < end) {
nr_new+t+;
if (insert)
memblock_insert_region(type, i, base, end - base,
nid, flags);

Since we set insert to true in the first step, now memblock_insert_region will be called. memblock_insert_region has
almost the same implementation that we saw when we inserted a new region to the empty memblock_type (see above). This
function gets the last memory region:

struct memblock_region *rgn = &type->regions[idx];

and copies the memory area with memmove :

memmove(rgn + 1, rgn, (type->cnt - idx) * sizeof(*rgn));

After this fills memblock_region fields of the new memory region base, size, etc. and increases size of the memblock_type . In
the end of the execution, memblock_add_range calls memblock_merge_regions which merges neighboring compatible regions in
the second step.

In the second case the new memory region can overlap already stored regions. For example we already have region1 in the

memblock :
0 0x1000
B +
| |
| |
| regioni |
| |
| |
o e e e e m +

0x100 0x2000
droccooooocoooosoooo00oo0 +
| |
| |
| region2 |
| |
| |
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In this case set the base address of the new memory region as the end address of the overlapped region with:

base = min(rend, end);

So it will be ex1000 in our case. And insert it as we did it already in the second step with:

if (base < end) {



nr_new++;
if (insert)
memblock_insert_region(type, i, base, end - base, nid, flags);

In this case we insert overlapping portion (we insert only the higher portion, because the lower portion is already in the
overlapped memory region), then the remaining portion and merge these portions with memblock_merge_regions . As I said
above memblock_merge_regions function merges neighboring compatible regions. It goes through all memory regions from the
given memblock_type , takes two neighboring memory regions - type->regions[i] and type->regions[i + 1] and checks
that these regions have the same flags, belong to the same node and that the end address of the first regions is not equal to the base
address of the second region:

while (i < type->cnt - 1) {
struct memblock_region *this = &type->regions[i];
struct memblock_region *next = &type->regions[i + 1];
if (this->base + this->size != next->base ||
memblock_get_region_node(this) !=
memblock_get_region_node(next) ||
this->flags != next->flags) {
BUG_ON(this->base + this->size > next->base);

i++;

continue;

If none of these conditions are true, we update the size of the first region with the size of the next region:

this->size += next->size;

As we update the size of the first memory region with the size of the next memory region, we move all memory regions which are

after the ( next ) memory region one index backwards with the memmove function:

memmove (next, next + 1, (type->cnt - (i + 2)) * sizeof(*next));

The memmove here moves all regions which are located after the next region to the base address of the next region. In the

end we just decrease the count of the memory regions which belong to the memblock_type :

type->cnt--;

After this we will get two memory regions merged into one:

0 0x2000
O L L L e L T oy +
| |
| |
| regionl |
| |
| |
R L L L L e e e T Tt L +

As we decreased counts of regions in a memblock with certain type, increased size of the this region and shifted all regions

which are located after next region to its place.
That's all. This is the whole principle of the work of the memblock_add_range function.

There is also memblock_reserve function which does the same as memblock_add , but with one difference. It stores

memblock_type.reserved inthe memblock instead of memblock_type.memory .



Of course this is not the full API. Memblock provides APIs not only for adding memory and reserved memory regions, but

also:

e memblock_remove - removes memory region from memblock;
e memblock_find_in_range - finds free area in given range;
e memblock_free - releases memory region in memblock;

e for _each _mem range - iterates through memblock areas.

and many more....

Getting info about memory regions

Memblock also provides an API for getting information about allocated memory regions in the memblock . It is split in two parts:

e get_allocated_memblock_memory_regions_info - getting info about memory regions;

e get_allocated_memblock_reserved_regions_info - getting info about reserved regions.

Implementation of these functions is easy. Let's look at get_allocated_memblock_reserved_regions_info for example:

phys_addr_t __init_memblock get_allocated_memblock_reserved_regions_info

{
if (memblock.reserved.regions == memblock_reserved_init_regions)
return 0;
*addr = __pa(memblock.reserved.regions);
return PAGE_ALIGN(sizeof(struct memblock_region) *
memblock.reserved.max);
}

First of all this function checks that memblock contains reserved memory regions. If memblock does not contain reserved
memory regions we just return zero. Otherwise we write the physical address of the reserved memory regions array to the given
address and return aligned size of the allocated array. Note that there is PAGE_ALIGN macro used for align. Actually it depends on

size of page:

#define PAGE_ALIGN(addr) ALIGN(addr, PAGE_SIZE)

Implementation of the get_allocated_memblock_memory_regions_info function is the same. It has only one difference,

memblock_type.memory used instead of memblock_type.reserved

Memblock debugging

There are many calls to memblock_dbg in the memblock implementation. If you pass the memblock=debug option to the kernel

command line, this function will be called. Actually memblock_dbg is just a macro which expands to printk :

#define memblock_dbg(fmt, ...) \
if (memblock_debug) printk(KERN_INFO pr_fmt(fmt), ##_VA_ARGS__)

For example you can see a call of this macro in the memblock_reserve function:

memblock_dbg("memblock_reserve: [%#01611x-%#01611x] flags %#021x %pF\n",
(unsigned long long)base,
(unsigned long long)base + size - 1,
flags, (void *)_RET_IP_);



And you will see something like this:

Kernel command line: root=/dev/sdb earlyprintk=ttyse loglevel=7 debug rdinit=/sbin/init root=/dev/ram memblock=debug
memblock_wirt_alloc_try_nid_nopanic: 32768 bytes align=0x® nid=-1 from=0x® max_addr=0x0 alloc_large_system_hash+0x144/6x228
memblock_reserve: [0x0000023ff38e008-0x0000023FF40dff] flags 0x® memblock_virt_alloc_internal+@xfd/ex13f

PID hash table entries: 4096 (order: 3, 32768 bytes)

memblock_wirt_alloc_try_nid_nopanic: 67108864 bytes align=0x1080 nid=-1 from=8x0 max_addr=exffffffff swiotlb_init+ex4c/exad
memblock_reserve: [0x000000bbfe@o0n-0x080000bffdffff] flags 8x® memblock_virt_alloc_internal+@xfd/ex13f

memblock_wirt_alloc_try_nid_nopanic: 32768 bytes align=0x10600 nid=-1 from=0x0 max_addr=exffffffff swiotlb_init_with_tbl+0x69/0x147
memblock_reserve: [0x000000bbfd8nee-0x000000bbfdffff] flags @x® memblock_virt_alloc_internal+@xfd/ex13f
memblock_virt_alloc_try_nid: 131072 bytes align=0x1000 nid=-1 from=0x0 max_addr=0x@ swiotlb_init_with_tbl+eoxbo/ox147
memblock_reserve: [0x0000023ff18000-0x0000023FF37Fff] flags 06x® memblock_virt_alloc_internal+@xfd/ex13f
memblock_wirt_allec_try_nid: 262144 bytes align=0x1080 nid=-1 from=8x0 max_addr=0x@ swiotlb_init_with_tbl+0xe8/0x147
memblock_reserve: [0x0000023fed8008-0x0000023FF17Fff] flags 0x® memblock_virt_alloc_internal+@xfd/ex13f

Memblock also has support in debugfs. If you run the kernel on another architecture than xs8e you can access:

o /sys/kernel/debug/memblock/memory
e /sys/kernel/debug/memblock/reserved

e /sys/kernel/debug/memblock/physmem

to get a dump of the memblock contents.

Conclusion

This is the end of the first part about linux kernel memory management. If you have questions or suggestions, ping me on twitter

0xAX, drop me an email or just create an issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me a PR to linux-insides.

Links

e 820
e numa
o debugfs

e First touch of the linux kernel memory manager framework
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Linux kernel memory management Part 2.

Fix-Mapped Addresses and ioremap

Fix-Mapped addresses are a set of special compile-time addresses whose corresponding physical addresses do not have to be a
linear address minus __START_KERNEL_map . Each fix-mapped address maps one page frame and the kernel uses them as pointers
that never change their address. That is the main point of these addresses. As the comment says: to have a constant address at
compile time, but to set the physical address only in the boot process . You can remember that in the earliest part, we

aheadysetthe level2_fixmap_pgt :

NEXT_PAGE(level2_fixmap_pgt)
Lfill 506,8,0
.quad levell fixmap_pgt - __ START_KERNEL_map + _PAGE_TABLE
.fill 5,8,0

NEXT_PAGE (levell fixmap_pgt)
Lfill 512,8,0

As you can see level2 fixmap_pgt is right after the level2_kernel_pgt which is kernel code+data+bss. Every fix-mapped
address is represented by an integer index which is defined in the fixed_addresses enum from the
arch/x86/include/asm/fixmap.h. For example it contains entries for vsyscALL_PAGE - if emulation of legacy vsyscall page is

enabled, FIix_apic_ase for local apic, etc. In virtual memory fix-mapped area is placed in the modules area:

Fommmmm e a Fomm e e e e n Fomm e e B +
| | | | |
|kernel text| kernel | | vsyscalls |
| mapping | text | Modules | fix-mapped |
| from phys 0] data | | addresses |
| | | | |
Fommmme e a Fommmme e e s B Fommm e e e e m +
__ START_KERNEL_map __ START_KERNEL MODULES_VADDR OXFIffffffffffffff

Base virtual address and size of the fix-mapped area are presented by the two following macro:

#define FIXADDR_SIZE (__end_of_permanent_fixed_addresses << PAGE_SHIFT)
#define FIXADDR_START (FIXADDR_TOP - FIXADDR_SIZE)

Here __end_of_permanent_fixed_addresses is an element of the fixed_addresses enum and as I wrote above: Every fix-
mapped address is represented by an integer index which is defined in the fixed_addresses . PAGE_SHIFT determines the size of

a page. For example size of the one page we can get with the 1 << PAGE_SHIFT expression.

In our case we need to get the size of the fix-mapped area, but not only of one page, that's why we are using
__end_of_permanent_fixed_addresses for getting the size of the fix-mapped area. The __end_of_permanent_fixed_addresses
is the last index of the fixed_addresses enum or in other words the __end_of_permanent_fixed_addresses contains amount of
pages in a fixed-mapped area. So if multiply value of the __end_of_permanent_fixed_addresses on a page size value we will get
size of fix-mapped area. In my case it's a little more than 536 kilobytes. In your case it might be a different number, because the

size depends on amount of the fix-mapped addresses which are depends on your kernel's configuration.

The second FIXADDR_START macro just subtracts the fix-mapped area size from the last address of the fix-mapped area to get its

base virtual address. FIXADDR_ToP is a rounded up address from the base address of the vsyscall space:

#define FIXADDR_TOP (round_up(VSYSCALL_ADDR + PAGE_SIZE, 1<<PMD_SHIFT) - PAGE_SIZE)
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The fixed_addresses enums are used as an index to get the virtual address by the fix_to_virt function. Implementation of

this function is easy:

static __always_inline unsigned long fix_to_virt(const unsigned int

{
BUILD_BUG_ON(idx >= __end_of_fixed_addresses);
return __fix_to_virt(idx);

first of all it checks that the index given for the fixed_addresses enum is not greater or equal than __end_of_fixed_addresses

with the BUILD_BUG_ON macro and then returns the result of the __ fix_to_virt macro:

#define __ fix_to_virt(x) (FIXADDR_TOP - ((x) << PAGE_SHIFT))

Here we shift left the given index of a fix-mapped area onthe PAGE_SHIFT which determines size of a page as I wrote above

and subtract it from the FIxADDR_TOP which is the highest address of the fix-mapped area:

Poconoooooconooono +
| PAGE 1 | FIXADDR_TOP (virt address)
| PAGE 2 |

| PAGE 3 |

| PAGE 4 (idx) | x - 4

| PAGE 5 |

Poconoooooconnoon0o +

There is an inverse function for getting an index of a fix-mapped area corresponding to the given virtual address:

static inline unsigned long virt_to_fix(const unsigned long

{
BUG_ON(vaddr >= FIXADDR_TOP || vaddr < FIXADDR_START);
return __virt_to_fix(vaddr);

The virt_to_fix takes a virtual address, checks that this address is between FIXADDR_START and FIxADDR_ToP and calls the

__virt_to_fix macro which implemented as:

#define _ virt_to_fix(x) ((FIXADDR_TOP - ((x)&PAGE_MASK)) >> PAGE_SHIFT)

As we may see, the __virt_to_fix macro clears the first 12 bits in the given virtual address, subtracts it from the last address

the of fix-mapped area ( FIXADDR_TOP ) and shifts the result right on PAGE_SHIFT whichis 12 . Let me explain how it works.

As in previous example (in __fix_to_virt macro), we start from the top of the fix-mapped area. We also go back to bottom
from the top to search an index of a fix-mapped area corresponding to the given virtual address. As you may see, first of all we
will clear the first 12 bits in the given virtual address with x & PAGE_MASk expression. This allows us to get base address of
page. We need to do this for case when the given virtual address points somewhere in a beginning/middle or end of a page, but not
to the base address of it. At the next step subtract this from the FIxAppr_Top and this gives us virtual address of a corresponding
page in a fix-mapped area. In the end we just divide value of this address on PAGE_sHIFT . This gives us index of a fix-mapped
area corresponding to the given virtual address. It may looks hard, but if you will go through this step by step, you will be sure

that the _ virt_to_fix macro is pretty easy.
That's all. For this moment we know a little about fix-mapped addresses, but this is enough to go next.

Fix-mapped addresses are used in different places in the linux kernel. 10T descriptor stored there, Intel Trusted Execution
Technology UUID stored in the fix-mapped area started from FIX_TBOOT_BASE index, Xen bootmap and many more... We

already saw a little about fix-mapped addresses in the fifth part about of the linux kernel initialization. We use fix-mapped
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area in the early ioremap initialization. Let's look at it more closely and try to understand what ioremap is, how it is

implemented in the kernel and how it is related to the fix-mapped addresses.

ioremap

The Linux kernel provides many different primitives to manage memory. For this moment we will touch 1/0 memory . Every
device is controlled by reading/writing from/to its registers. For example a driver can turn off/on a device by writing to its
registers or get the state of a device by reading from its registers. Besides registers, many devices have buffers where a driver can

write something or read from there. As we know for this moment there are two ways to access device's registers and data buffers:

o through the I/O ports;

e mapping of the all registers to the memory address space;

In the first case every control register of a device has a number of input and output port. A device driver can read from a port and
write to it with two in and out instructions which we already saw. If you want to know about currently registered port

regions, you can learn about them by accessing /proc/ioports :

$ cat /proc/ioports
0000-0cf7 : PCI Bus 0000:00
0000-001f : dmal
0020-0021 : picl
0040-0043 : timer0
0050-0053 : timerl
0060-0060 : keyboard
0064-0064 : keyboard
0070-0077 : rtcO
0080-008f : dma page reg
00a0-060al : pic2
00c0-00df : dma2
00f0-00ff : fpu
00f0-00f0 : PNPOCO4:00
03c0-03df : vesafb
03f8-03ff : serial
04d0-04d1 : pnp 00:06
0800-087f : pnp 00:01
0a00-0a0f : pnp 00:04
Qa20-0a2f : pnp 00:04
0a30-0a3f : pnp 00:04
0cf8-0cff : PCI confl
0deo-ffff : PCI Bus 0000:00

/proc/ioports provides information about which driver uses which address of a 1/0 port region. All of these memory regions,
for example ©000-0cf7 , were claimed with the request_region function from the include/linux/ioport.h. Actually

request_region is a macro which is defined as:

#define request_region(start,n,name) __request_region(&ioport_resource, (start), (n), (name), 0)

As we can see it takes three parameters:

e start - begin of region;
e n -length of region;

e name -name of requester.


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/ioport.h

request_region allocatesan 1/0 portregion. Very often the check_region function is called before the request_region to
check that the given address range is available and the release_region function to release the memory region.

request_region returns a pointer to the resource structure. The resource structure represents an abstraction for a tree-like
subset of system resources. We already saw the resource structure in the fifth part of the kernel initialization process and it

looks as follows:

struct resource {
resource_size_ t start;
resource_size_t end;
const char *name;
unsigned long flags;
struct resource *parent, *sibling, *child;

3

and contains start and end addresses of the resource, the name, etc. Every resource structure contains pointers to the parent ,
sibling and child resources. As it has a parent and a child, it means that every subset of resources has root resource

structure. For example, for 1/0 ports it is the ioport_resource structure:

struct resource ioport_resource = {

.name = "pPCI I0",
.start = 0,
.end = IO_SPACE_LIMIT,

.flags = IORESOURCE_IO,
¥
EXPORT_SYMBOL (ioport_resource);

Or for iomem , itisthe iomem_resource structure:

struct resource iomem_resource = {
.name = "PCI mem",
.start = 0,
.end = ,
.flags = IORESOURCE_MEM,
¥

As I have mentioned before, request_regions is used to register I/O port regions and this macro is used in many places in the
kernel. For example let's look at drivers/char/rtc.c. This source code file provides the Real Time Clock interface in the linux

kernel. As every kernel module, rtc module contains module_init definition:

module_init(rtc_init);

where rtc_init isthe rtc initialization function. This function is defined in the same rtc.c source code file. In the
rtc_init function we can see a couple of calls to the rtc_request_region functions, which wrap request_region for

example:

r = rtc_request_region(RTC_IO_EXTENT);

where rtc_request_region calls:

r = request_region(RTC_PORT(0), size, '"rtc");

Here RTC_IO_EXTENT is the size of the memory region and itis exs , "rtc" isthe name of the region and RTC_PORT is:

#define RTC_PORT(X) (X700 + (X))
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So with the request_region(RTC_PORT(0), size, "rtc") we register a memory region that starts at ox7e and and has a size of

ox8 . Let's look at /proc/ioports :

~$ sudo cat /proc/ioports | grep rtc
0070-0077 : rtcO

So, we got it! Ok, that was it for the I/O ports. The second way to communicate with drivers is through the use of 1/0 memory.
As I have mentioned above this works by mapping the control registers and the memory of a device to the memory address space.
I/0 memory is a set of contiguous addresses which are provided by a device to the CPU through a bus. None of the memory-
mapped I/O addresses are used by the kernel directly. There is a special ioremap function which allows us to convert the
physical address on a bus to a kernel virtual address. In other words, ioremap maps I/O physical memory regions to make them

accessible from the kernel. The ioremap function takes two parameters:

e start of the memory region;

e size of the memory region;

The I/O memory mapping API provides functions to check, request and release memory regions as I/O memory. There are three
functions for that:

® request_mem_region
® release_mem_region
® check_mem_region

~$ sudo cat /proc/iomem

be826000-be82cfff : ACPI Non-volatile Storage

be82d00O-bf744fff : System RAM
bf745000-bfff4fff : reserved
bfff5000-dco41fff : System RAM
dc042000-dcod2fff : reserved
dcod3000-dc138fff : System RAM
dc139000-dc27dfff : ACPI Non-volatile Storage
dc27e000-deffefff : reserved
defffeEO-deffffff : System RAM
dfeeee00-dfffffff : RAM buffer

€0000000-feafffff : PCI Bus 0000:00

e0000000-efffffff :
e0000000-efffffff :
f7c00000-f7cfffff :
f7c00000-f7coffff :
f7¢10000-f7c101ff :
f7c10000-f7c101ff :
f7do0000-f7dfffff :

PCI Bus 0000:01
0000:01:00.0
PCI Bus 0000:06
0000:06:00.0
0000:06:00.0
ahci

PCI Bus 0000:03

f7do00000-f7d3ffff : 0000:03:00.0
f7d00000-f7d3ffff : alx

Part of these addresses are from the call of the e820_reserve_resources function. We can find a call to this function in the
arch/x86/kernel/setup.c and the function itself is defined in arch/x86/kernel/e820.c. e820_reserve_resources goes through the
€820 map and inserts memory regions into the root iomem resource structure. All es2e0 memory regions which are inserted into

the iomem resource have the following types:

static inline const char *e820_type_to_string(int
{

switch (e820_type) {

case E820_RESERVED_KERN:
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case E820_RAM: return "System RAM";

case E820_ACPI: return "ACPI Tables";

case E820_NVS: return "ACPI Non-volatile Storage";
case E820_UNUSABLE: return "Unusable memory";
default: return "reserved";

}

and we can see them in the /proc/iomem (read above).

Now let's try to understand how ioremap works. We already know a little about ioremap , we saw it in the fifth part about linux
kernel initialization. If you have read this part, you can remember the call of the early ioremap_init function from the
arch/x86/mm/ioremap.c. Initialization of the ioremap is split into two parts: there is the early part which we can use before the
normal ioremap is available and the normal ioremap which is available after vmalloc initialization and the call of
paging_init . We do not know anything about vmalloc for now, so let's consider early initialization of the ioremap . First of

all early ioremap_init checks that fixmap is aligned on page middle directory boundary:

BUILD_BUG_ON((fix_to_virt(®) + PAGE_SIZE) & ((1 << PMD_SHIFT) - 1));

more about BUILD_BUG_ON you can read in the first part about Linux Kernel initialization. So BUILD_BUG_ON macro raises a
compilation error if the given expression is true. In the next step after this check, we can see call of the early_ioremap_setup
function from the mm/early_ioremap.c. This function presents generic initialization of the ioremap . early_ioremap_setup
function fills the slot_virt array with the virtual addresses of the early fixmaps. All early fixmaps are after
__end_of_permanent_fixed_addresses in memory. They start at FIX_BITMAP_BEGIN (top)and end with FIX_BITMAP_END

(down). Actually there are 512 temporary boot-time mappings, used by early ioremap :

#define NR_FIX_BTMAPS 64
#define FIX_BTMAPS_SLOTS 8
#define TOTAL_FIX_BTMAPS (NR_FIX_BTMAPS * FIX_BTMAPS_SLOTS)

and early_ioremap_setup

void __init early ioremap_setup(void

{
int i;
for (i = 0; 1 < FIX_BTMAPS_SLOTS; i++)
if (WARN_ON(prev_map[i]))
break;
for (i = 0; 1 < FIX_BTMAPS_SLOTS; i++)
slot_virt[i] = _ fix_to_virt(FIX_BTMAP_BEGIN - NR_FIX_BTMAPS*i);
}

the slot_virt and other arrays are defined in the same source code file:

static void __iomem *prev_map[FIX_BTMAPS_SLOTS] __initdata;
static unsigned long prev_size[FIX_BTMAPS_SLOTS] __initdata;
static unsigned long slot_virt[FIX_BTMAPS_SLOTS] __initdata;

slot_virt contains the virtual addresses of the fix-mapped areas, prev_map array contains addresses of the early ioremap
areas. Note that I wrote above: Actually there are 512 temporary boot-time mappings, used by early ioremap and you can
see that all arrays are defined with the __initdata attribute which means that this memory will be released after the kernel
initialization process. After early_ioremap_setup has finished its work, we're getting page middle directory where early ioremap
begins with the early_ioremap_pmd function which just gets the base address of the page global directory and calculates the page

middle directory for the given address:
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static inline pmd_t * __init early_ioremap_pmd(unsigned long

{
pgd_t *base = __va(read_cr3());
pgd_t *pgd = &base[pgd_index(addr)];
pud_t *pud = pud_offset(pgd, addr);
pmd_t *pmd = pmd_offset(pud, addr);
return pmd;

}

After this we fill bm_pte (early ioremap page table entries) with zeros and call the pmd_populate_kernel function:

pmd = early_ioremap_pmd(fix_to_virt(FIX_BTMAP_BEGIN));
(bm_pte, 0, sizeof(bm_pte));
pmd_populate_kernel(&init_mm, pmd, bm_pte);

pmd_populate_kernel takes three parameters:

e init_mm - memory descriptor of the init process (you can read about it in the previous part);
e pmd - page middle directory of the beginning of the ioremap fixmaps;

e bm_pte -early ioremap page table entries array which defined as:

static pte_t bm_pte[PAGE_SIZE/sizeof(pte_t)] __page_aligned_bss;

The pmd_populate_kernel function is defined in the arch/x86/include/asm/pgalloc.h and populates the page middle directory

( pmd ) provided as an argument with the given page table entries ( bm_pte ):

static inline void pmd_populate_kernel(struct

paravirt_alloc_pte(mm, _ pa(pte) >> PAGE_SHIFT);
set_pmd(pmd, __pmd(__pa(pte) | _PAGE_TABLE));
where set_pmd is:

#define set_pmd(pmdp, pmd) native_set_pmd(pmdp, pmd)

and native_set_pmd is:

static inline void native_set_pmd

{
*pmdp = pmd;

That's all. Early ioremap is ready to use. There are a couple of checks in the early_ ioremap_init function, but they are not so

important, anyway initialization of the ioremap is finished.

Use of early ioremap

As soon as early ioremap has been setup successfully, we can use it. It provides two functions:

e early_ioremap

e early_iounmap
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for mapping/unmapping of I/O physical address to virtual address. Both functions depend on the conFIG_MMu configuration
option. Memory management unit is a special block of memory management. The main purpose of this block is the translation of
physical addresses to virtual addresses. The memory management unit knows about the high-level page table addresses ( pgd )
from the cr3 control register. If CONFIG_MMU optionsissetto n , early ioremap justreturns the given physical address and
early_iounmap does nothing. If cONFIG_MMU optionissetto y , early_ioremap calls _ early_ioremap which takes three

parameters:

® phys_addr - base physical address of the 1/0 memory region to map on virtual addresses;
® size -sizeofthe I/0 memory region;

e prot - page table entry bits.

First of all in the __early_ioremap , we go through all early ioremap fixmap slots and search for the first free one in the

prev_map array. When we found it we remember its number in the slot variable and set up size:

slot = ;
for (1 = 0; 1 < FIX_BTMAPS_SLOTS; i++) {
if (tprev_map[i]) {
slot = 1i;
break;

prev_size[slot] = size;
last_addr = phys_addr + size - 1;

In the next spte we can see the following code:

offset = phys_addr & ~PAGE_MASK;
phys_addr &= PAGE_MASK;
size = PAGE_ALIGN(last_addr + 1) - phys_addr;

Here we are using PAGE_MASK for clearing all bits in the phys_addr except the first 12 bits. PAGE_MASK macro is defined as:

#define PAGE_MASK (~(PAGE_SIZE-1))

We know that size of a page is 4096 bytes or 1000000000000 in binary. PAGE_SIzE - 1 will be 111111111111 , but with ~ |
we will get 000000000000 , but as we use ~PAGE_MASK we will get 111111111111 again. On the second line we do the same but
clear the first 12 bits and getting page-aligned size of the area on the third line. We getting aligned area and now we need to get
the number of pages which are occupied by the new ioremap area and calculate the fix-mapped index from fixed_addresses

in the next steps:

nrpages = size >> PAGE_SHIFT;
idx = FIX_BTMAP_BEGIN - NR_FIX_BTMAPS*slot;

Now we can fill fix-mapped area with the given physical addresses. On every iteration in the loop, we call the
__early_set_fixmap function from the arch/x86/mm/ioremap.c, increase the given physical address by the page size which is

4096 bytes and update the addresses index and the number of pages:

while (nrpages > 0) {
__early set_fixmap(idx, phys_addr, prot);
phys_addr += PAGE_SIZE;
--idx;
--nrpages;
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The __early set_fixmap function gets the page table entry (stored in the bm_pte , see above) for the given physical address
with:

pte = early_ioremap_pte(addr);

In the next step of early_ioremap_pte we check the given page flags with the pgprot_val macro and call set_pte or
pte_clear depending on the flags given:

if (pgprot_val(flags))
set_pte(pte, pfn_pte(phys >> PAGE_SHIFT, flags));
else
pte_clear(&init_mm, addr, pte);

As you can see above, we passed FIXMAP_PAGE_IO as flagstothe __early ioremap . FIXMPA_PAGE_IO expands to the:

(__PAGE_KERNEL_EXEC | _PAGE_NX)

flags, so we call set_pte function to set the page table entry which works in the same manner as set_pmd but for PTEs (read

above about it). As we have set all pTEs in the loop, we can now take a look at the call of the __ flush_tlb_one function:

_ flush_tlb_one(addr);

This function is defined in arch/x86/include/asm/tIbflush.h and calls __flush_tlb_single or _ flush_tlb depending on the

value of cpu_has_invlpg :

static inline void __flush_tlb_one(unsigned long addr)

{
if (cpu_has_invlpg)
_ flush_tlb_single(addr);
else
_ flush_tlb();
}

The _ flush_tlb_one function invalidates the given address in the TLB. As you just saw we updated the paging structure, but
TLB is not informed of the changes, that's why we need to do it manually. There are two ways to do it. The first is to update the

cr3 control register and the __ flush_t1b function does this:

native_write_cr3(native_read_cr3());

The second method is to use the invlpg instruction to invalidate the TLB entry. Let's look at the _ flush_tlb_one

implementation. As you can see, first of all the function checks cpu_has_invipg which is defined as:

#if defined(CONFIG_X86_INVLPG) || defined(CONFIG_X86_64)

# define cpu_has_invlpg 1

#else

# define cpu_has_invlpg (boot_cpu_data.x86 > 3)
#endif

If a CPU supports the invlpg instruction, we call the _ flush_tlb_single macro which expands to the call of

__native_flush_tlb_single :

static inline void __native_flush_tlb_single(unsigned long addr)

{

asm volatile("invlpg (%@)" ::"r" (addr) : "memory");
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orcall _ flush_tlb which just updates the cr3 register as we have seen. After this step execution of the __early_set_fixmap
function is finished and we can go back to the __early ioremap implementation. When we have set up the fixmap area for the

given address, we need to save the base virtual address of the I/O Re-mapped area in the prev_map using the slot index:

prev_map[slot] = (void __iomem *)(offset + slot_virt[slot]);

and return it.

The second function, early_iounmap , unmapsan I/0 memory region. This function takes two parameters: base address and
sizeofa 170 region and generally looks very similar to early_ioremap . It also goes through fixmap slots and looks for a slot
with the given address. After that, it gets the index of the fixmap slot and calls __late_clear_fixmap or __early_set_fixmap
depending on the after_paging_init value. It calls __early set_fixmap with one difference to how early_ioremap does it:

early_iounmap passes zero as physical address. And in the end it sets the address of the I/O memory region to NULL :

prev_map[slot] = B

That's all about fixmaps and ioremap . Of course this part does not cover all features of ioremap , only early ioremap but there

is also normal ioremap. But we need to know more things before we study that in more detail.

So, this is the end!

Conclusion

This is the end of the second part about linux kernel memory management. If you have questions or suggestions, ping me on

twitter OxA X, drop me an email or just create an issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me a PR to linux-insides.

Links

e apic

e vsyscall

e Intel Trusted Execution Technology
e Xen

e Real Time Clock

e €820

e Memory management unit

o TLB

e Paging

e Linux kernel memory management Part 1.
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Linux kernel memory management Part 3.

Introduction to the kmemcheck in the Linux kernel

This is the third part of the chapter which describes memory management in the Linux kernel and in the previous part of this

chapter we met two memory management related concepts:

® Fix-Mapped Addresses ;

® ioremap

The first concept represents special area in virtual memory, whose corresponding physical mapping is calculated in compile-time.

The second concept provides ability to map input/output related memory to virtual memory.

For example if you will look at the output of the /proc/iomem :

$ sudo cat /proc/iomem

00000000-00000fff : reserved
00001000-0009d7ff : System RAM
0009d800-0009ffff : reserved

000a0000-000bffff :
: Video ROM
000d0000-000d3fff :
000d4000-000d7fff :
000d8000-000dbfff :
000dcO00-000dffff :
000e0000-000Fffff :

000c0000-000cffff

you will see map of the system's memory for each physical device. Here the first column displays the memory registers used by

each of the different types of memory. The second column lists the kind of memory located within those registers. Or for example:

PCI Bus 0000:00

PCI Bus 0000:00
PCI Bus 0000:00
PCI Bus 0000:00
PCI Bus 0000:00
reserved

$ sudo cat /proc/ioports

0000-0cf7 : PCI Bus 0000:00
0000-001f : dmal
0020-0021 : picl
0040-0043 : timer®
0050-0053 : timerl
0060-0060 : keyboard
0064-0064 : keyboard
0070-0077 : rtco
0080-008f : dma page reg
00a0-00al : pic2
00c0-00df : dma2
00f0-00ff : fpu

00f0-00f0 : PNPOCO4:00

03c0-03df : vga+
03f8-03ff : serial
04d0-04d1 : pnp 00:06
0800-087f : pnp 00:01
0a00-0a0f : pnp 00:04
Qa20-0a2f : pnp 00:04
Qa30-0a3f : pnp 00:04
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can show us lists of currently registered port regions used for input or output communication with a device. All memory-mapped
/0 addresses are not used by the kernel directly. So, before the Linux kernel can use such memory, it must map it to the virtual
memory space which is the main purpose of the ioremap mechanism. Note that we saw only early ioremap in the previous
part. Soon we will look at the implementation of the non-early ioremap function. But before this we must learn other things, like

a different types of memory allocators and etc., because in other way it will be very difficult to understand it.

So, before we will move on to the non-early memory management of the Linux kernel, we will see some mechanisms which
provide special abilities for debugging, check of memory leaks, memory control and etc. It will be easier to understand how

memory management arranged in the Linux kernel after learning of all of these things.

As you already may guess from the title of this part, we will start to consider memory mechanisms from the kmemcheck. As we
always did in other chapters, we will start to consider from theoretical side and will learn what is kmemcheck mechanism in

general and only after this, we will see how it is implemented in the Linux kernel.

So let's start. What is it kmemcheck in the Linux kernel? As you may guess from the name of this mechanism, the kmemcheck
checks memory. That's true. Main point of the kmemcheck mechanism is to check that some kernel code accesses uninitialized

memory . Let's take following simple C program:

#include <stdlib.h>
#include <stdio.h>

struct A {
int a;
}
int main(int char {
struct A *a = (sizeof(struct A));
("a->a = %d\n", a->a);
return 0;
}

Here we allocate memory for the A structure and tries to print value of the a field. If we will compile this program without

additional options:

gcc test.c -o test

The compiler will not show us warning that a filed is not unitialized. But if we will run this program with valgrind tool, we will

see the following output:

~$ valgrind --leak-check=yes ./test

==28469== Memcheck, a memory error detector

==28469== Copyright (C) 2002-2015, and GNU GPL'd, by Julian Seward et al.
==28469== Using Valgrind-3.11.0 and LibVEX; rerun with -h for copyright info
==28469== Command: ./test

==28469==

==28469== Conditional jump or move depends on uninitialised value(s)
==28469== at Ox4E820EA: vfprintf (in /usr/1ib64/libc-2.22.s0)
==28469== by ©x4E88D48: printf (in /usr/1ib64/libc-2.22.s0)
==28469== by ©x4005B9: main (in /home/alex/test)

==28469==

==28469== Use of uninitialised value of size 8

==28469== at Ox4E7EOBB: _itoa_word (in /usr/1ib64/1ibc-2.22.s0)
==28469== by 0x4E8262F: vfprintf (in /usr/1ib64/libc-2.22.s0)
==28469== by ©x4E88D48: printf (in /usr/lib64/libc-2.22.s0)

==28469== by ©x4005B9: main (in /home/alex/test)
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Actually the kmemcheck mechanism does the same for the kernel, what the valgrind does for userspace programs. It check

uninitialized memory.

To enable this mechanism in the Linux kernel, you need to enable the conF1G_kMEMCHECK kernel configuration option in the:

Kernel hacking
-> Memory Debugging

menu of the Linux kernel configuration:

.config - Linux 4, Kernel Configuration
- Kernel hacking - Memory Debugging

lemory Debugging
Arrow keys navigate the menu. <Enters selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

Extend memmap on extra space for more information on page
Poison pages after freeing

Debug object operations

Enable SLUB performance statistics
Kernel memory leak detector

Stack utilization instrumentation
Debug VM

Debug VM translations

Debug memory initialisation

Debug access to per_cpu maps

Check for stack overflows

kmemcheck: trap use of uninitialized memory --->)

<Exit > <Help> <Save> < load >

We may not only enable support of the kmemcheck mechanism in the Linux kernel, but it also provides some configuration
options for us. We will see all of these options in the next paragraph of this part. Last note before we will consider how does the
kmemcheck check memory. Now this mechanism is implemented only for the x86_64 architecture. You can be sure if you will

look in the arch/x86/Kconfig x86 related kernel configuration file, you will see following lines:

config X86

select HAVE_ARCH_KMEMCHECK

So, there is no anything which is specific for other architectures.

Ok, so we know that kmemcheck provides mechanism to check usage of uninitialized memory in the Linux kernel and how to

enable it. How it does these checks? When the Linux kernel tries to allocate some memory i.e. something is called like this:

struct my_struct *my_struct = kmalloc(sizeof(struct my_struct), GFP_KERNEL);

or in other words somebody wants to access a page, a page fault exception is generated. This is achieved by the fact that the
kmemcheck marks memory pages as non-present (more about this you can read in the special part which is devoted to Paging).

If a page fault exception is occurred, the exception handler knows about it and in a case when the kmemcheck is enabled it
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transfers control to it. After the kmemcheck will finish its checks, the page will be marked as present and the interrupted code
will be able to continue execution. There is little subtlety in this chain. When the first instruction of interrupted code will be

executed, the kmemcheck will mark the page as non-present again. In this way next access to memory will be caught again.

We just considered the kmemcheck mechanism from theoretical side. Now let's consider how it is implemented in the Linux

kernel.

Implementation of the kmemcheck mechanism in the Linux kernel

So, now we know what is it kmemcheck and what it does in the Linux kernel. Time to see at its implementation in the Linux
kernel. Implementation of the kmemcheck is split in two parts. The first is generic part is located in the mm/kmemcheck.c source

code file and the second x86_64 architecture-specific part is located in the arch/x86/mm/kmemcheck directory.

Let's start from the initialization of this mechanism. We already know that to enable the kmemcheck mechanism in the Linux
kernel, we must enable the conFIG_kMEMCHECK kernel configuration option. But besides this, we need to pass one of following

parameters:

o kmemcheck=0 (disabled)
o kmemcheck=1 (enabled)

o kmemcheck=2 (one-shot mode)

to the Linux kernel command line. The first two are clear, but the last needs a little explanation. This option switches the
kmemcheck in a special mode when it will be turned off after detecting the first use of uninitialized memory. Actually this mode

is enabled by default in the Linux kernel:

7.0-rc2 Kernel Configuration
. Kernel hacking - Memory Debugging - kmemcheck: trap use of uninitialized memory

K eck: trap use of uninitialized memory
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

... kmencheck: trap use of uninitialized memor
1 IIl!!HH!HHlHHEHﬁliﬁﬁﬁiﬂﬂﬁlﬂﬁﬁﬁﬂﬁﬂliii

(64)  kmemcheck: error queue size

(5)  kmemcheck: shadow copy size (5 => 32 bytes, 6 => 64 bytes)
[*]  kmemcheck: allow partially uninitialized memory

[ ] kmemcheck: allow bit-field manipulation

EErs < Exit > < Help > < Save > < Load >

We know from the seventh part of the chapter which describes initialization of the Linux kernel that the kernel command line is
parsed during initialization of the Linux kernel in do_initcall level , do_early param functions. Actually the kmemcheck
subsystem consists from two stages. The first stage is early. If we will look at the mm/kmemcheck.c source code file, we will see

the param_kmemcheck function which is will be called during early command line parsing:

static int __init param_kmemcheck(char
{

int val;

int ret;
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if (!str)
return -EINVAL;

ret = kstrtoint(str, 0, &val);
if (ret)

return ret;
kmemcheck_enabled = val;
return 0;

early_param("kmemcheck", param_kmemcheck);

As we already saw, the param_kmemcheck may have one of the following values: o (enabled), 1 (disabled)or 2 (one-shot).
The implementation of the param_kmemcheck is pretty simple. We just convert string value of the kmemcheck command line
option to integer representation and set it to the kmemcheck_enabled variable.

The second stage will be executed during initialization of the Linux kernel, rather during initialization of early initcalls. The
second stage is represented by the kmemcheck_init :

int __init kmemcheck_init(void

{

early_initcall(kmemcheck_init);

Main goal of the kmemcheck_init function is to call the kmemcheck_selftest function and check its result:

if (!'kmemcheck_selftest()) {
printk (KERN_INFO "kmemcheck: self-tests failed; disabling\n");
kmemcheck_enabled = 0;
return -EINVAL;

printk (KERN_INFO "kmemcheck: Initialized\n");

and return with the EInvaL if this check is failed. The kmemcheck_selftest function checks sizes of different memory access
related opcodes like rep movsb , movzwq and etc. If sizes of opcodes are equal to expected sizes, the kmemcheck_selftest will

return true and false in other way.

So when the somebody will call:

struct my_struct *my_struct = kmalloc(sizeof(struct my_struct), GFP_KERNEL);

through a series of different function calls the kmem_getpages function will be called. This function is defined in the mm/slab.c
source code file and main goal of this function tries to allocate pages with the given flags. In the end of this function we can see

following code:

if (kmemcheck_enabled && !(cachep->flags & SLAB_NOTRACK)) {
kmemcheck_alloc_shadow(page, cachep->gfporder, flags, nodeid);

if (cachep->ctor)
kmemcheck_mark_uninitialized_pages(page, nr_pages);
else
kmemcheck_mark_unallocated_pages(page, nr_pages);
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So, here we check that the if kmemcheck is enabled and the sLAB_NOTRACK bit is not set in flags we set non-present bit for the
just allocated page. The sLAB_NOTRACK bit tell us to not track uninitialized memory. Additionally we check if a cache object has
constructor (details will be considered in next parts) we mark allocated page as uninitialized or unallocated in other way. The

kmemcheck_alloc_shadow function is defined in the mm/kmemcheck.c source code file and does following things:

void kmemcheck_alloc_shadow(struct int int
{
struct page *shadow;
shadow = alloc_pages_node(node, flags | __GFP_NOTRACK, order);
for(i = 0; i < pages; ++i)

page[i].shadow = page_address(&shadow[i]);

kmemcheck_hide_pages(page, pages);

First of all it allocates memory space for the shadow bits. If this bit is set in a page, this means that this page is tracked by the
kmemcheck . After we allocated space for the shadow bit, we fill all allocated pages with this bit. In the end we just call the
kmemcheck_hide_pages function with the pointer to the allocated page and number of these pages. The kmemcheck_hide_pages

is architecture-specific function, so its implementation is located in the arch/x86/mm/kmemcheck/kmemcheck.c source code file.

The main goal of this function is to set non-present bit in given pages. Let's look at the implementation of this function:

void kmemcheck_hide_pages(struct unsigned int

{

unsigned int i;

for (1 = 0; 1 <n; ++i) {
unsigned long address;
pte_t *pte;
unsigned int level;

address = (unsigned long) page_address(&p[i]);
pte = lookup_address(address, &level);

BUG_ON( !pte);

BUG_ON(level != PG_LEVEL_4K);

set_pte(pte, __pte(pte_val(*pte) & ~_PAGE_PRESENT));
set_pte(pte, __pte(pte_val(*pte) | _PAGE_HIDDEN));
__flush_tlb_one(address);

Here we go through all pages and and tries to get page table entry for each page. If this operation was successful, we unset
present bit and set hidden bit in each page. In the end we flush translation lookaside buffer, because some pages was changed.
From this point allocated pages are tracked by the kmemcheck . Now, as present bit is unset, the page fault execution will be

occurred right after the kmalloc will return pointer to allocated space and a code will try to access this memory.

As you may remember from the second part of the Linux kernel initialization chapter, the page fault handler is located in the
arch/x86/mm/fault.c source code file and represented by the do_page_fault function. We can see following check from the

beginning of the do_page_fault function:

static noinline void
__do_page_fault(struct pt_regs *regs, unsigned long error_code,
unsigned long address)

if (kmemcheck_active(regs))
kmemcheck_hide(regs);
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The kmemcheck_active gets kmemcheck_context per-cpu structure and return the result of comparison of the balance field of

this structure with zero:

bool kmemcheck_active(struct pt_regs *regs)

{

struct kmemcheck_context *data = this_cpu_ptr(&kmemcheck_context);

return data->balance > 0;

The kmemcheck_context is structure which describes current state of the kmemcheck mechanism. It stored uninitialized
addresses, number of such addresses and etc. The balance field of this structure represents current state of the kmemcheck or in
other words it can tell us did kmemcheck already hid pages or not yet. If the data->balance is greater than zero, the
kmemcheck_hide function will be called. This means than kmemecheck already set present bit for given pages and now we
need to hide pages again to cause next step to page fault. This function will hide addresses of pages again by unsetting of
present bit. This means that one session of kmemcheck already finished and new page fault occurred. At the first step the
kmemcheck_active will return false as the data->balance is zero for the start and the kmemcheck_hide will not be called.

Next, we may see following line of code in the do_page_fault :

if (kmemcheck_fault(regs, address, error_code))
return;

First of all the kmemcheck_fault function checks that the fault was occured by the correct reason. At first we check the flags

register and check that we are in normal kernel mode:

if (regs->flags & X86_VM_MASK)
return ;

if (regs->cs != __ KERNEL_CS)
return ;

If these checks wasn't successful we return from the kmemcheck_fault function as it was not kmemcheck related page fault.

After this we try to lookup a page table entry related to the faulted address and if we can't find it we return:

pte = kmemcheck_pte_lookup(address);
if (!pte)
return ;

Last two steps of the kmemcheck_fault function is to call the kmemcheck_access function which check access to the given page
and show addresses again by setting present bit in the given page. The kmemcheck_access function does all main job. It check
current instruction which caused a page fault. If it will find an error, the context of this error will be saved by kmemcheck to the

ring queue:

static struct kmemcheck_error error_fifo[CONFIG_KMEMCHECK_QUEUE_SIZE];

The kmemcheck mechanism declares special tasklet:

static DECLARE_TASKLET {

which runs the do_wakeup function from the arch/x86/mm/kmemcheck/error.c source code file when it will be scheduled to run.
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The do_wakeup function will call the kmemcheck_error_recall function which will print errors collected by kmemcheck . As

we already saw the:

kmemcheck_show(regs);

function will be called in the end of the kmemcheck_fault function. This function will set present bit for the given pages again:

if (unlikely(data->balance != 0)) {
kmemcheck_show_all();
kmemcheck_error_save_bug(regs);
data->balance = 0;
return;

Where the kmemcheck_show_all function calls the kmemcheck_show_addr for each address:

static unsigned int kmemcheck_show_all(void

{
struct kmemcheck_context *data = this_cpu_ptr(&kmemcheck_context);
unsigned int i;
unsigned int n;
n=0;
for (1 = 0; 1 < data->n_addrs; ++i)
n += kmemcheck_show_addr (data->addr[i]);
return n;
}

by the call of the kmemcheck_show_addr :

int kmemcheck_show_addr(unsigned long

{
pte_t *pte;
pte = kmemcheck_pte_lookup(address);
if (!pte)
return 0;
set_pte(pte, __pte(pte_val(*pte) | _PAGE_PRESENT));
__flush_tlb_one(address);
return 1;
}

In the end of the kmemcheck_show function we set the TF flag if it wasn't set:

if (!(regs->flags & X86_EFLAGS_TF))
data->flags = regs->flags;

We need to do it because we need to hide pages again after first executed instruction after a page fault will be handled. In a case

when the TF flag, so the processor will switch into single-step mode after the first instruction will be executed. In this case
debug exception will occurred. From this moment pages will be hidden again and execution will be continued. As pages hidden

from this moment, page fault exception will occur again and kmemcheck continue to check/collect errors again and print them

from time to time.

That's all.
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Conclusion

This is the end of the third part about linux kernel memory management. If you have questions or suggestions, ping me on twitter
0xAX, drop me an email or just create an issue. In the next part we will see yet another memory debugging related tool -

kmemleak .

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me a PR to linux-insides.
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Cgroups

This chapter describes control groups mechanism in the Linux kernel.

e Introduction



Control Groups

Introduction

This is the first part of the new chapter of the linux insides book and as you may guess by part's name - this part will cover control

groups or cgroups mechanism in the Linux kernel.

cgroups are special mechanism provided by the Linux kernel which allows us to allocate kind of resources like processor
time, number of processes per group, amount of memory per control group or combination of such resources for a process or set
of processes. cgroups are organized hierarchically and here this mechanism is similar to usual processes as they are hierarchical
too and child cgroups inherit set of certain parameters from their parents. But actually they are not the same. The main
differences between cgroups and normal processes that many different hierarchies of control groups may exist simultaneously in
one time while normal process tree is always single. This was not a casual step because each control group hierarchy is attached to

set of control group subsystems .

One control group subsystem represents one kind of resources like a processor time or number of pids or in other words

number of processes for a control group . Linux kernel provides support for following twelve control group subsystems :

® cpuset - assigns individual processor(s) and memory nodes to task(s) in a group;
e cpu - uses the scheduler to provide cgroup tasks access to the processor resources;
® cpuacct - generates reports about processor usage by a group;

® io - sets limit to read/write from/to block devices;

® memory - sets limit on memory usage by a task(s) from a group;

e devices - allows access to devices by a task(s) from a group;

o freezer - allows to suspend/resume for a task(s) from a group;

® net_cls - allows to mark network packets from task(s) from a group;

® net_prio - provides a way to dynamically set the priority of network traffic per network interface for a group;
® perf_event - provides access to perf events) to a group;

® hugetlb - activates support for huge pages for a group;

e pid - sets limit to number of processes in a group.

Each of these control group subsystems depends on related configuration option. For example the cpuset subsystem should be
enabled via conFIG_cpuseTs kernel configuration option, the io subsystem via CONFIG_BLK_CGROUP kernel configuration

option and etc. All of these kernel configuration options may be found in the General setup - Control Group support menu:
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Arrow keys navigate the menu. <Enter> selects submenus —--> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

-y~ Control Group support]
[*] Memory controller
[*] wap controller
[*] wap controller enabled by default
[x] 0 controller
L1 0 controller debugging
—&— PU controller --->
[*] IDs controller
[*] reezer controller
[*] HugeTLB controller
[*] puset controller
[*] nclude legacy /proc/<pid>/cpuset file
[*] evice controller
[x] imple CPU accounting controller
[*] erf controller
E xample controller
< Exit > < Help> < Save > < Load >

You may see enabled control groups on your computer via proc filesystem:

$ cat /proc/cgroups

#subsys_name hierarchy num_cgroups enabled
cpuset 8 1 1

cpu 7 66 1

cpuacct 7 66 1

blkio 11 66 1
memory 9 94

devices 6 66 1
freezer 2 1 1
net_cls 4 1
perf_event 3 1 1
net_prio 4 1 1
hugetlb 10 1 1
pids 5 69 1

or via sysfs:

$ 1s -1 /sys/fs/cgroup/

total ©

dr-xr-xr-x 5 root root © Dec 2 22:37 blkio

lrwxrwxrwx 1 root root 11 Dec 2 22:37 cpu -> cpu,cpuacct
lrwxrwxrwx 1 root root 11 Dec 2 22:37 cpuacct -> cpu,cpuacct
dr-xr-xr-x 5 root root © Dec 2 22:37 cpu,cpuacct

dr-xr-xr-x 2 root root 0 Dec 2 22:37 cpuset

dr-xr-xr-x 5 root root © Dec 2 22:37 devices

dr-xr-xr-x 2 root root © Dec 2 22:37 freezer

dr-xr-xr-x 2 root root 0 Dec 2 22:37 hugetlb

dr-xr-xr-x 5 root root © Dec 2 22:37 memory

lrwxrwxrwx 1 root root 16 Dec 2 22:37 net_cls -> net_cls,net_prio
dr-xr-xr-x 2 root root O Dec 2 22:37 net_cls,net_prio

lrwxrwxrwx 1 root root 16 Dec 2 22:37 net_prio -> net_cls,net_prio
dr-xr-xr-x 2 root root © Dec 2 22:37 perf_event

dr-xr-xr-x 5 root root © Dec 2 22:37 pids

dr-xr-xr-x 5 root root © Dec 2 22:37 systemd

As you already may guess that control groups mechanism is not such mechanism which was invented only directly to the
needs of the Linux kernel, but mostly for userspace needs. To use a control group , we should create it at first. We may create a

cgroup via two ways.
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The first way is to create subdirectory in any subsystem from sys/fs/cgroup and add a pid of a task to a tasks file which will

be created automatically right after we will create the subdirectory.

The second way is to create/destroy/manage cgroups with utils from 1libcgroup library ( libcgroup-tools in Fedora).

Let's consider simple example. Following bash script will print a line to /dev/tty device which represents control terminal for

the current process:

#!/bin/bash

while :
do

echo "print line" > /dev/tty

sleep 5
done

So, if we will run this script we will see following result:

$ sudo chmod +x cgroup_test_script.sh
~$ ./cgroup_test_script.sh

print line
print line
print line

Now let's go to the place where cgroupfs is mounted on our computer. As we just saw, this is /sys/fs/cgroup directory, but

you may mount it everywhere you want.

$ cd /sys/fs/cgroup

And now let's go to the devices subdirectory which represents kind of resources that allows or denies access to devices by tasks

ina cgroup

# cd /devices

and create cgroup_test_group directory there:

# mkdir cgroup_test_group

After creation of the cgroup_test_group directory, following files will be generated there:

/sys/fs/cgroup/devices/cgroup_test_group$ 1ls -1

total 0

-rw-r--r-- 1 root
-rw-r--r-- 1 root
S eWe s e 1 root
SeWe e e 1 root

-r--r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

root
root
root
root
root
root
root

© 0 06 © © © o

Dec
Dec
Dec
Dec
Dec
Dec
Dec

W W w w w w w

22:
22:
22:
22:
22:
22:
22:

55
55
55
55
55
55
55

cgroup.clone_children
cgroup.procs
devices.allow
devices.deny
devices.list
notify_on_release
tasks

For this moment we are interested in tasks and devices.deny files. The first tasks files should contain pid(s) of processes

which will be attached to the cgroup_test_group . The second devices.deny file contain list of denied devices. By default a

newly created group has no any limits for devices access. To forbid a device (in our case it is /dev/tty ) we should write to the

devices.deny following line:
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# echo "c 5:0 w" > devices.deny

Let's go step by step through this line. The first c letter represents type of a device. In our case the /dev/tty is char device .
We can verify this from output of 1s command:

~$ 1s -1 /dev/tty
crw-rw-rw- 1 root tty 5, © Dec 3 22:48 /dev/tty

see the first c letter in a permissions list. The second part is 5:0 is minor and major numbers of the device. You can see these
numbers in the output of 1s too. And the last w letter forbids tasks to write to the specified device. So let's start the

cgroup_test_script.sh Scﬂpt

~$ ./cgroup_test_script.sh
print line
print line
print line

and add pid of this process to the devices/tasks file of our group:

# echo $(pidof -x cgroup_test_script.sh) > /sys/fs/cgroup/devices/cgroup_test_group/tasks

The result of this action will be as expected:

~$ ./cgroup_test_script.sh

print line

print line

print line

print line

print line

print line

./cgroup_test_script.sh: line 5: /dev/tty: Operation not permitted

Similar situation will be when you will run you docker) containers for example:

~$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES

fa2d2085cdic mariadb:10 "docker-entrypoint..." 12 days ago Up 4 minutes 0.0.0.

0:3306->3306/tcp mysqgl-work

~$ cat /sys/fs/cgroup/devices/docker/fa2d2085cd1c8d797002c77387d2061f56fefb470892f140d0dc511bd4d9bb61/tasks | h
ead -3

5501

5584

5585

So, during startup of a docker container, docker will create a cgroup for processes in this container:

$ docker exec -it mysql-work /bin/bash
$ top
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1 mysql 20 0 963996 101268 15744 S 0.0 0.6 0:00.46
mysqgld
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71 root 20 (0] 20248 3028 2732 S 0.0 0.0 0:00.01 bash
77 root 20 (0] 21948 2424 2056 R 0.0 0.0 0:00.00 top

And we may see this cgroup on host machine:

$ systemd-cgls

Control group /:

-.slice

j—docker

| L fa2d2085cd1c8d797002c77387d2061f56Fefb470892f140d0dc511bd4d9bb61l
| mysgld

| L /bin/bash

Now we know a little about control groups mechanism, how to use it manually and what's purpose of this mechanism. Time to

look inside of the Linux kernel source code and start to dive into implementation of this mechanism.

Early initialization of control groups

Now after we just saw little theory about control groups Linux kernel mechanism, we may start to dive into the source code of
Linux kernel to acquainted with this mechanism closer. As always we will start from the initialization of control groups .
Initialization of cgroups divided into two parts in the Linux kernel: early and late. In this part we will consider only early part
and late part will be considered in next parts.

Early initialization of cgroups starts from the call of the:

cgroup_init_early();

function in the init/main.c during early initialization of the Linux kernel. This function is defined in the kernel/cgroup.c source
code file and starts from the definition of two following local variables:

int __init cgroup_init_early(void

{
static struct cgroup_sb_opts __initdata opts;
struct cgroup_subsys *ss;

The cgroup_sb_opts structure defined in the same source code file and looks:

struct cgroup_sb_opts {
ul6é subsys_mask;
unsigned int flags;
char *release_agent;
bool cpuset_clone_children;
char *name;
bool none;

which represents mount options of cgroupfs . For example we may create named cgroup hierarchy (with name my_cgrp ) with

the name= option and without any subsystems:

$ mount -t cgroup -oname=my_cgrp,none /mnt/cgroups
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The second variable - ss has type - cgroup_subsys structure which is defined in the include/linux/cgroup-defs.h header file
and as you may guess from the name of the type, it represents a cgroup subsystem. This structure contains various fields and

callback functions like:

struct cgroup_subsys {
int (*css_online)(struct cgroup_subsys_state *css);
void (*css_offline)(struct cgroup_subsys_state *css);

bool early_ init:1;

int id;

const char *name;

struct cgroup_root *root;

Where for example ccs_online and ccs_offline callbacks are called after a cgroup successfully will complete all allocations
and a cgroup will be before releasing respectively. The early_init flags marks subsystems which may/should be initialized
early. The id and name fields represents unique identifier in the array of registered subsystems for a cgroup and name of a

subsystem respectively. The last - root fields represents pointer to the root of of a cgroup hierarchy.

Of course the cgroup_subsys structure is bigger and has other fields, but it is enough for now. Now as we got to know important
structures related to cgroups mechanism, let's return to the cgroup_init_early function. Main purpose of this function is to do
early initialization of some subsystems. As you already may guess, these early subsystems should have cgroup_subsys-

>early_init = 1 . Let's look what subsystems may be initialized early.

After the definition of the two local variables we may see following lines of code:

init_cgroup_root(&cgrp_dfl_root, &opts);
cgrp_dfl_root.cgrp.self.flags |= CSS_NO_REF;

Here we may see call of the init_cgroup_root function which will execute initialization of the default unified hierarchy and
after this we set css_No_Rer flag in state of this default cgroup to disable reference counting for this css. The cgrp_dfl_root

is defined in the same source code file:

struct cgroup_root cgrp_dfl_root;

Its cgrp field represented by the cgroup structure which represents a cgroup as you already may guess and defined in the
include/linux/cgroup-defs.h header file. We already know that a process which is represented by the task_struct in the Linux
kernel. The task_struct does not contain direct link to a cgroup where this task is attached. But it may be reached via

ccs_set field of the task_struct . This ccs_set structure holds pointer to the array of subsystem states:

struct css_set {

struct cgroup_subsys_state *subsys[CGROUP_SUBSYS_COUNT];

And via the cgroup_subsys_state , a process may geta cgroup that this process is attached to:
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struct cgroup_subsys_state {

struct cgroup *cgroup;

So, the overall picture of cgroups related data structure is following:

Fommm e - + B + R St + Fomm e m o -
----- +
| task_struct | | css_set | | | cgroup_subsys_state | cgroup
|
Fommm e + | | | B s T + Fomm e a - -
----- +
| | | | | | flags
|
| | | I fi23222005200055000055 * | cgroup.pr
ocs |
| | | I L >| id
|
| | | I G23=2200520005500055 * |
|
[EEEEE T T + R -t Feommmmm e e m
----- +
| cgroups | ------ > | cgroup_subsys_state | array of cgroup_subsys_state
[EEEEE T T + Fommm e e e e - B T Stemmmmee e e + Fommmmm e e m
----- +
| | cgroup_subsys_state | cgrou
p |
Fommmmme e a + Fommm e e eeean + B + Feommmmeeeean
----- +
| flags
|
tecemeeeee oo + | cgroup.p
rocs |
cgroup  |--------- >| id
|
B + |
|
| cgroup_subsys | Fooeoeoooo-
----- +
droocooooooooooocooo000 +
|
|
!
droocooooooooooocooo0o0 +

drooccooooocoooooocooo0o0 +
| id |
| name |
| css_online |
| css_ofline |
| attach |
| |
droocoocooooocoooocooo000 +

So, the init_cgroup_root fills the cgrp_dfl root with the default values. The next thing is assigning initial ccs_set to the

init_task which represents first process in the system:

RCU_INIT_POINTER(init_task.cgroups, &init_css_set);



And the last big thing in the cgroup_init_early function is initialization of early cgroups . Here we go over all registered
subsystems and assign unique identity number, name of a subsystem and call the cgroup_init_subsys function for subsystems

which are marked as early:

for_each_subsys(ss, 1) {
ss->id = 1i;

ss->name = cgroup_subsys_name[i];

if (ss->early_init)
cgroup_init_subsys(ss, )

The for_each_subsys here is a macro which is defined in the kernel/cgroup.c source code file and just expands to the for loop

over cgroup_subsys array. Definition of this array may be found in the same source code file and it looks in a little unusual way:

#define SUBSYS(_x) [_x ## _cgrp_id] = & X ## _cgrp_subsys,
static struct cgroup_subsys *cgroup_subsys[] = {
#include <linux/cgroup_subsys.h>
¥
#undef SUBSYS

It is defined as suBsys macro which takes one argument (name of a subsystem) and defines cgroup_subsys array of cgroup
subsystems. Additionally we may see that the array is initialized with content of the linux/cgroup_subsys.h header file. If we will

look inside of this header file we will see again set of the sussys macros with the given subsystems names:

#if IS_ENABLED(CONFIG_CPUSETS)
SUBSYS(cpuset)
#endif

#if IS_ENABLED(CONFIG_CGROUP_SCHED)
SUBSYS(cpu)
#endif

This works because of #undef statement after first definition of the suBsys macro. Look at the &_x ## _cgrp_subsys
expression. The ## operator concatenates right and left expression ina ¢ macro. So as we passed cpuset , cpu and etc., to
the suBsys macro, somewhere cpuset_cgrp_subsys , cp_cgrp_subsys should be defined. And that's true. If you will look in

the kernel/cpuset.c source code file, you will see this definition:

struct cgroup_subsys cpuset_cgrp_subsys = {

.early_init =i ,

i

So the last step in the cgroup_init_early function is initialization of early subsystems with the call of the cgroup_init_subsys

function. Following early subsystems will be initialized:

® cpuset ;
® cpu;

[ cpuacct .

The cgroup_init_subsys function does initialization of the given subsystem with the default values. For example sets root of
hierarchy, allocates space for the given subsystem with the call of the css_alloc callback function, link a subsystem with a

parent if it exists, add allocated subsystem to the initial process and etc.
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That's all. From this moment early subsystems are initialized.

Conclusion

It is the end of the first part which describes introduction into control groups mechanism in the Linux kernel. We covered
some theory and the first steps of initialization of stuffs related to control groups mechanism. In the next part we will continue

to dive into the more practical aspects of control groups .
If you have any questions or suggestions write me a comment or ping me at twitter.

Please note that English is not my first language, And I am really sorry for any inconvenience. If you find any mistakes

please send me a PR to linux-insides.
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Linux kernel concepts

This chapter describes various concepts which are used in the Linux kernel.

e Per-CPU variables
o CPU masks
e The initcall mechanism

e Notification Chains



Per-CPU variables

Per-CPU variables are one of the kernel features. You can understand the meaning of this feature by reading its name. We can
create a variable and each processor core will have its own copy of this variable. In this part, we take a closer look at this feature

and try to understand how it is implemented and how it works.

The kernel provides an API for creating per-cpu variables - the DEFINE_PER_CPU macro:

#define DEFINE_PER_CPU(type, name) \
DEFINE_PER_CPU_SECTION(type, name, "'")

This macro defined in the include/linux/percpu-defs.h as many other macros for work with per-cpu variables. Now we will see

how this feature is implemented.

Take a look at the DpEFINE_PER_cPU definition. We see that it takes 2 parameters: type and name , SO we can use it to create

per-cpu variables, for example like this:

DEFINE_PER_CPU(int, per_cpu_n)

We pass the type and the name of our variable. DEFINE_PER_CPU calls the DEFINE_PER_CPU_SECTION macro and passes the same

two parameters and empty string to it. Let's look at the definition of the DEFINE_PER_CPU_SECTION :

#define DEFINE_PER_CPU_SECTION(type, name, sec) \
__PCPU_ATTRS(sec) PER_CPU_DEF_ATTRIBUTES \
__typeof__(type) name

#define __ PCPU_ATTRS(sec) \
__percpu __attribute__ ((section(PER_CPU_BASE_SECTION sec))) \
PER_CPU_ATTRIBUTES

where section is:

#define PER_CPU_BASE_SECTION ".data..percpu"

After all macros are expanded we will get a global per-cpu variable:

__attribute_ ((section(".data..percpu"))) int per_cpu_n

It means that we will have a per_cpu_n variable in the .data..percpu section. We can find this section in the vmlinux :

.data..percpu 00013a58 0000000000000000 0000000001a5c000 00e00OOO 2**12
CONTENTS, ALLOC, LOAD, DATA

Ok, now we know that when we use the DEFINE_PER_CPU macro, a per-cpu variable in the .data..percpu section will be
created. When the kernel initializes it calls the setup_per_cpu_areas function which loads the .data..percpu section multiple

times, one section per CPU.

Let's look at the per-CPU areas initialization process. It starts in the init/main.c from the call of the setup_per_cpu_areas

function which is defined in the arch/x86/kernel/setup_percpu.c.

pr_info("NR_CPUS:%d nr_cpumask_bits:%d nr_cpu_ids:%d nr_node_ids:%d\n",
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NR_CPUS, nr_cpumask_bits, nr_cpu_ids, nr_node_ids);

The setup_per_cpu_areas starts from the output information about the maximum number of CPUs set during kernel
configuration with the conFIG_NR_cPus configuration option, actual number of CPUs, nr_cpumask_bits is the same that

NR_cPus bit for the new cpumask operators and number of NuMA nodes.

We can see this output in the dmesg:

$ dmesg | grep percpu
[ 0.000000] setup_percpu: NR_CPUS:8 nr_cpumask_bits:8 nr_cpu_ids:8 nr_node_ids:1

In the next step we check the percpu first chunk allocator. All percpu areas are allocated in chunks. The first chunk is used for
the static percpu variables. The Linux kernel has percpu_alloc command line parameters which provides the type of the first

chunk allocator. We can read about it in the kernel documentation:

percpu_alloc= Select which percpu first chunk allocator to use.
Currently supported values are "embed" and "page".
Archs may support subset or none of the selections.
See comments in mm/percpu.c for details on each
allocator. This parameter is primarily for debugging
and performance comparison.

The mm/percpu.c contains the handler of this command line option:

early_param("percpu_alloc", percpu_alloc_setup);

Where the percpu_alloc_setup function setsthe pcpu_chosen_fc variable depends on the percpu_alloc parameter value. By

default the first chunk allocator is auto :

enum pcpu_fc pcpu_chosen_fc __initdata = PCPU_FC_AUTO;

If the percpu_alloc parameter is not given to the kernel command line, the embed allocator will be used which embeds the
first percpu chunk into bootmem with the memblock. The last allocator is the first chunk page allocator which maps the first

chunk with PAGE_SIzE pages.

As I wrote above, first of all we make a check of the first chunk allocator type in the setup_per_cpu_areas . We check that first

chunk allocator is not page:

if (pcpu_chosen_fc != PCPU_FC_PAGE) {

If it is not PcPU_FC_PAGE , we will use the embed allocator and allocate space for the first chunk with the

pcpu_embed_first_chunk function:

rc = pcpu_embed_first_chunk(PERCPU_FIRST_CHUNK_RESERVE,
dyn_size, atom_size,
pcpu_cpu_distance,
pcpu_fc_alloc, pcpu_fc_free);

As shown above, the pcpu_embed_first_chunk function embeds the first percpu chunk into bootmem then we pass a couple of

parameters to the pcup_embed_first_chunk . They are as follows:
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® PERCPU_FIRST_CHUNK_RESERVE - the size of the reserved space for the static percpu variables;
e dyn_size - minimum free size for dynamic allocation in bytes;

e atom_size - all allocations are whole multiples of this and aligned to this parameter;

® pcpu_cpu_distance - callback to determine distance between cpus;

e pcpu_fc_alloc - function to allocate percpu page;

e pcpu_fc_free - function to release percpu page.

We calculate all of these parameters before the call of the pcpu_embed_first_chunk :

const size t dyn_size = PERCPU_MODULE_RESERVE + PERCPU_DYNAMIC_RESERVE - PERCPU_FIRST_CHUNK_RESERVE;
size_t atom_size;
#ifdef CONFIG_X86_64
atom_size = PMD_SIZE;
#else
atom_size = PAGE_SIZE;
#endif

If the first chunk allocator is PcPU_FC_PAGE , we will use the pcpu_page_first_chunk instead of the pcpu_embed_first_chunk .
After that percpu areas up, we setup percpu offset and its segment for every CPU with the setup_percpu_segment function
(only for x86 systems) and move some early data from the arrays to the percpu variables ( x86_cpu_to_apicid ,
irg_stack_ptr and etc...). After the kernel finishes the initialization process, we will have loaded N .data..percpu sections,
where N is the number of CPUs, and the section used by the bootstrap processor will contain an uninitialized variable created with

the DEFINE_PER_CPU macro.
The kernel provides an API for per-cpu variables manipulating:

e get_cpu_var(var)

e put_cpu_var(var)

Let's look at the get_cpu_var implementation:

#define get_cpu_var(var) \
({ \
preempt_disable(); \
this_cpu_ptr(&var); \
1)

The Linux kernel is preemptible and accessing a per-cpu variable requires us to know which processor the kernel is running on.
So, current code must not be preempted and moved to the another CPU while accessing a per-cpu variable. That's why, first of all

we can see a call of the preempt_disable function then a call of the this_cpu_ptr macro, which looks like:

#define this_cpu_ptr(ptr) raw_cpu_ptr(ptr)

and

#define raw_cpu_ptr(ptr) per_cpu_ptr(ptr, 0)

where per_cpu_ptr returns a pointer to the per-cpu variable for the given cpu (second parameter). After we've created a per-cpu
variable and made modifications to it, we must call the put_cpu_var macro which enables preemption with a call of

preempt_enable function. So the typical usage of a per-cpu variable is as follows:

get_cpu_var(var);

1 '

//Do something with the 'var

put_cpu_var(var);



Let's look at the per_cpu_ptr macro:

#define per_cpu_ptr(ptr, cpu) \
(€ \
__verify_pcpu_ptr(ptr); \
SHIFT_PERCPU_PTR((ptr), per_cpu_offset((cpu))); \

1)

As I wrote above, this macro returns a per-cpu variable for the given cpu. First of all it calls __verify_pcpu_ptr :

#define _ verify pcpu_ptr(ptr)

do {
const void __percpu *__vpp_verify = (typeof((ptr) + 0)) 8
(void)__vpp_verify;

} while (0)

which makes the given ptr type of const void __percpu * ,

After this we can see the call of the SHIFT_PERCPU_PTR macro with two parameters. As first parameter we pass our ptr and for

second parameter we pass the cpu number to the per_cpu_offset macro:

#define per_cpu_offset(x) (__per_cpu_offset[x])

which expands to getting the x element from the _ per_cpu_offset array:

extern unsigned long __per_cpu_offset[NR_CPUS];

where NR_cpus is the number of CPUs. The _ per_cpu_offset array is filled with the distances between cpu-variable copies.
For example all per-cpu datais x bytes in size, so if we access __per_cpu_offset[Y] , x*Y will be accessed. Let's look at the

SHIFT_PERCPU_PTR implementation:

#define SHIFT_PERCPU_PTR(__p, _ offset) \
RELOC_HIDE( (typeof(*(__p)) __kernel _ force *)(_p), (__offset))

RELOC_HIDE just returns offset (typeof(ptr)) (__ptr + (off)) and it will return a pointer to the variable.

That's all! Of course it is not the full API, but a general overview. It can be hard to start with, but to understand per-cpu variables

you mainly need to understand the include/linux/percpu-defs.h magic.
Let's again look at the algorithm of getting a pointer to a per-cpu variable:

e The kernel creates multiple .data..percpu sections (one per-cpu) during initialization process;

o All variables created with the DEFINE_PER_cPu macro will be relocated to the first section or for CPUO;

e _ per_cpu_offset array filled with the distance ( BOOT_PERCPU_OFFSET ) between .data..percpu sections;

e When the per_cpu_ptr is called, for example for getting a pointer on a certain per-cpu variable for the third CPU, the

__per_cpu_offset array will be accessed, where every index points to the required CPU.

That's all.
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CPU masks

Introduction

cpumasks is a special way provided by the Linux kernel to store information about CPUs in the system. The relevant source code

and header files which contains API for cpumasks manipulation:

e include/linux/cpumask.h
e lib/cpumask.c

e kernel/cpu.c

As comment says from the include/linux/cpumask.h: Cpumasks provide a bitmap suitable for representing the set of CPU's in a
system, one bit position per CPU number. We already saw a bit about cpumask in the boot_cpu_init function from the Kernel

entry point part. This function makes first boot cpu online, active and etc...:

set_cpu_online(cpu, )
set_cpu_active(cpu, )
set_cpu_present(cpu, )
set_cpu_possible(cpu, );

Before we will consider implementation of these functions, let's consider all of these masks.

The cpu_possible is a set of cpu ID's which can be plugged in anytime during the life of that system boot or in other words
mask of possible CPUs contains maximum number of CPUs which are possible in the system. It will be equal to value of the

NR_cPus which is which is set statically via the conFIG_NR_cPus kernel configuration option.
The cpu_present mask represents which CPUs are currently plugged in.

The cpu_online represents a subset of the cpu_present and indicates CPUs which are available for scheduling or in other

words a bit from this mask tells to kernel is a processor may be utilized by the Linux kernel.
The last mask is cpu_active . Bits of this mask tells to Linux kernel is a task may be moved to a certain processor.

All of these masks depend on the conFIG_HOTPLUG_CPU configuration option and if this option is disabled possible == present
and active == online . The implementations of all of these functions are very similar. Every function checks the second

parameter. If itis true , it calls cpumask_set_cpu otherwise it calls cpumask_clear_cpu

There are two ways for a cpumask creation. First is to use cpumask_t . It is defined as:

typedef struct cpumask { DECLARE_BITMAP(bits, NR_CPUS); } cpumask_t;

It wraps the cpumask structure which contains one bitmask bits field. The DECLARE_BITMAP macro gets two parameters:

e bitmap name;

e number of bits.

and creates an array of unsigned long with the given name. Its implementation is pretty easy:

#define DECLARE_BITMAP(name,bits) \
unsigned long name[BITS_TO_LONGS(bits)]

where BITS_TO_LONGS :

#define BITS_TO_LONGS(nr) DIV_ROUND_UP(nr, BITS_PER_BYTE * sizeof(long))
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#define DIV_ROUND_UP(n,d) (((n) + (d) - 1) / (d))

As we are focusing on the x86_64 architecture, unsigned long is 8-bytes size and our array will contain only one element:

(((8) +(8) - 1) /(8)) =1

NR_CPUS macro represents the number of CPUs in the system and depends on the conFIG_NR_cPus macro which is defined in
include/linux/threads.h and looks like this:

#ifndef CONFIG_NR_CPUS
#define CONFIG_NR_CPUS 1
#endif

#define NR_CPUS CONFIG_NR_CPUS

The second way to define cpumask is to use the DECLARE_BITMAP macro directly and the to_cpumask macro which converts the
given bitmap to struct cpumask * :

#define to_cpumask(bitmap) \
((struct cpumask *)(1 ? (bitmap) \
(void *)sizeof(__check_is_bitmap(bitmap))))

We can see the ternary operator operator here which is true every time. _ check_is_bitmap inline function is defined as:

static inline int __check_is_bitmap(const unsigned long *bitmap)

{

return 1;

And returns 1 every time. We need it here for only one purpose: at compile time it checks that a given bitmap is a bitmap, or
in other words it checks that a given bitmap has type - unsigned long * . So we just pass cpu_possible_bits to the

to_cpumask macro for converting an array of unsigned long tothe struct cpumask * .

cpumask API

As we can define cpumask with one of the method, Linux kernel provides API for manipulating a cpumask. Let's consider one of

the function which presented above. For example set_cpu_online . This function takes two parameters:

e Number of CPU;
e CPU status;

Implementation of this function looks as:

void set_cpu_online(unsigned int bool
{
if (online) {
cpumask_set_cpu(cpu, to_cpumask(cpu_online_bits));
cpumask_set_cpu(cpu, to_cpumask(cpu_active_bits));
} else {
cpumask_clear_cpu(cpu, to_cpumask(cpu_online_bits));
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First of all it checks the second state parameter and calls cpumask_set_cpu or cpumask_clear_cpu depends on it. Here we

can see casting to the struct cpumask * of the second parameter in the cpumask_set_cpu . In our case itis cpu_online_bits

which is a bitmap and defined as:

static DECLARE_BITMAP __read_mostly;

The cpumask_set_cpu function makes only one call to the set_bit function:

static inline void cpumask_set_cpu(unsigned int struct
{

set_bit(cpumask_check(cpu), cpumask_bits(dstp));
}

The set_bit function takes two parameters too, and sets a given bit (first parameter) in the memory (second parameter or
cpu_online_bits bitmap). We can see here that before set_bit will be called, its two parameters will be passed to the

e cpumask_check;

e cpumask_bits.
Let's consider these two macros. First if cpumask_check does nothing in our case and just returns given parameter. The second

cpumask_bits justreturns the bits field from the given struct cpumask * structure:
#define cpumask_bits(maskp) ((maskp)->bits)

Now let's look on the set_bit implementation:

static __always_inline void
set_bit(long nr, volatile unsigned long *addr)

{
if (IS_IMMEDIATE(nr)) {
asm volatile(LOCK_PREFIX "orb %1,%0"
: CONST_MASK_ADDR(nr, addr)
: "ig" ((u8)CONST_MASK(nr))
: "memory");
} else {
asm volatile(LOCK_PREFIX "bts %1,%0"
: BITOP_ADDR(addr) : "Ir" (nr) : "memory");
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}

This function looks scary, but it is not so hard as it seems. First of all it passes nr or number of the bit to the 1s_IMMEDIATE

macro which just calls the GCC internal __builtin_constant_p function:

#define IS_IMMEDIATE(nr) (__builtin_constant_p(nr))

__builtin_constant_p checks that given parameter is known constant at compile-time. As our cpu is not compile-time

constant, the else clause will be executed:

asm volatile(LOCK_PREFIX "bts %1,%0" : BITOP_ADDR(addr) : "Ir" (nr) : "memory")
Let's try to understand how it works step by step:

LOCK_PREFIX isax86 lock instruction. This instruction tells the cpu to occupy the system bus while the instruction(s) will be

executed. This allows the CPU to synchronize memory access, preventing simultaneous access of multiple processors (or devices

- the DMA controller for example) to one memory cell.



BITOP_ADDR casts the given parameter to the (*(volatile long *) andadds +m constraints. + means that this operand is

both read and written by the instruction. m shows that this is a memory operand. BIToP_ADDR is defined as:

#define BITOP_ADDR(x) "+m" (*(volatile long *) (x))

Next is the memory clobber. It tells the compiler that the assembly code performs memory reads or writes to items other than

those listed in the input and output operands (for example, accessing the memory pointed to by one of the input parameters).
Ir -immediate register operand.

The bts instruction sets a given bit in a bit string and stores the value of a given bit in the cF flag. So we passed the cpu
number which is zero in our case and after set_bit is executed, it sets the zero bit in the cpu_online_bits cpumask. It means

that the first cpu is online at this moment.

Besides the set_cpu_* API, cpumask of course provides another API for cpumasks manipulation. Let's consider it in short.

Additional cpumask API

cpumask provides a set of macros for getting the numbers of CPUs in various states. For example:

#define num_online_cpus() cpumask_weight(cpu_online_mask)

This macro returns the amount of online CPUs. It calls the cpumask_weight function with the cpu_online_mask bitmap (read

about it). The cpumask_weight function makes one call of the bitmap_weight function with two parameters:

e cpumask bitmap;

® nr_cpumask_bits -whichis NR_cPus in our case.

static inline unsigned int cpumask_weight(const struct

{

return bitmap_weight(cpumask_bits(srcp), nr_cpumask_bits);

and calculates the number of bits in the given bitmap. Besides the num_online_cpus , cpumask provides macros for the all CPU

states:

e num_possible_cpus;
e num_active_cpus;
e cpu_online;

e cpu_possible.
and many more.
Besides that the Linux kernel provides the following API for the manipulation of cpumask :

e for_each_cpu - iterates over every cpu in a mask;

e for_each_cpu_not - iterates over every cpu in a complemented mask;
® cpumask_clear_cpu - clears a cpu in a cpumask;

® cpumask_test_cpu - tests a cpu in a mask;

® cpumask_setall - setall cpus in a mask;

® cpumask_size - returns size to allocate for a 'struct cpumask' in bytes;

and many many more...



Links

e cpumask documentation


https://www.kernel.org/doc/Documentation/cpu-hotplug.txt

The initcall mechanism

Introduction

As you may understand from the title, this part will cover an interesting and important concept in the Linux kernel which is called

- initcall . We already saw definitions like these:

early_param('"debug", debug_kernel);

or

arch_initcall(init_pit_clocksource);

in some parts of the Linux kernel. Before we will see how this mechanism is implemented in the Linux kernel, we must know
actually what is it and how the Linux kernel uses it. Definitions like these represent a callback function which is will be called
during initialization of the Linux kernel of right after. Actually the main point of the initcall mechanism is to determine

correct order of the built-in modules and subsystems initialization. For example let's look at the following function:

static int __init nmi_warning_debugfs(void

{
debugfs_create_u64("nmi_longest_ns", ,
arch_debugfs_dir, &nmi_longest_ns);
return 0;

from the arch/x86/kernel/nmi.c source code file. As we may see it just creates the nmi_longest_ns debugfs file in the

arch_debugfs_dir directory. Actually, this debugfs file may be created only after the arch_debugfs_dir will be created.
Creation of this directory occurs during the architecture-specific initialization of the Linux kernel. Actually this directory will be
created in the arch_kdebugfs_init function from the arch/x86/kernel/kdebugfs.c source code file. Note that the

arch_kdebugfs_init function is marked as initcall too:

arch_initcall(arch_kdebugfs_init);

The Linux kernel calls all architecture-specific initcalls before the fs related initcalls .So, our nmi_longest_ns file
will be created only after the arch_kdebugfs_dir directory will be created. Actually, the Linux kernel provides eight levels of

main initcalls :

® early ;

® core ;

® postcore ;
® arch ;

® subsys ;
e fs

® device ;

® late .

All of their names are represented by the initcall level names array which is defined in the init/main.c source code file:

static char *initcall_level names[] __initdata = {
"early",

"core",
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"postcore",
"arch",
"subsys",
"fs",
"device",
"late",

All functions which are marked as initcall by these identifiers, will be called in the same order or at first early initcalls
will be called, at second core initcalls and etc. From this moment we know a little about initcall mechanism, so we can

start to dive into the source code of the Linux kernel to see how this mechanism is implemented.

Implementation initcall mechanism in the Linux kernel

The Linux kernel provides a set of macros from the include/linux/init.h header file to mark a given function as initcall . All of
these macros are pretty simple:

#define early_initcall(fn) __define_initcall(fn, early)
#define core_initcall(fn) __define_initcall(fn, 1)
#define postcore_initcall(fn) __define_initcall(fn, 2)
#define arch_initcall(fn) __define_initcall(fn, 3)
#define subsys_initcall(fn) __define_initcall(fn, 4)
#define fs_initcall(fn) __define_initcall(fn, 5)
#define device_initcall(fn) __define_initcall(fn, 6)
#define late_initcall(fn) __define_initcall(fn, 7)

and as we may see these macros just expand to the call of the __define_initcall macro from the same header file. Moreover,

the _ define_initcall macro takes two arguments:

e fn - callback function which will be called during call of initcalls of the certain level;

e id - identifier to identify initcall to prevent error when two the same initcalls point to the same handler.

The implementation of the __define_initcall macro looks like:

#define _ define_initcall(fn, id) \
static initcall_t __initcall_##fn##id __used \
__attribute__ ((__section__ (".initcall" #id ".init"))) = fn; \
LTO_REFERENCE_INITCALL(__initcall_##fn##id)

To understand the _ define_initcall macro, first of all let's look at the initcall t type. This type is defined in the same

header file and it represents pointer to a function which returns pointer to integer which will be result of the initcall :

typedef int void);

Now let's return to the _-define_initcall macro. The ## provides ability to concatenate two symbols. In our case, the first line
of the __define_initcall macro produces definition of the given function which is located in the .initcall id .init ELF
section and marked with the following gcc attributes: __initcall function_name_id and _ used . If we will look in the
include/asm-generic/vmlinux.lds.h header file which represents data for the kernel linker script, we will see that all of initcalls

sections will be placed in the .data section:

#define INIT_CALLS \
VMLINUX_SYMBOL(__initcall start) = .; \
*(.initcallearly.init) \

INIT_CALLS_LEVEL(O)
INIT_CALLS_LEVEL(1)
INIT_CALLS_LEVEL(2)
INIT_CALLS_LEVEL(3)

e
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INIT_CALLS_LEVEL(4) \

INIT_CALLS_LEVEL(5) \
INIT_CALLS_LEVEL(rootfs) \

INIT_CALLS_LEVEL(6) \
INIT_CALLS_LEVEL(7) \

VMLINUX_SYMBOL(__initcall_end) = .;

#define INIT_DATA_SECTION(initsetup_align) \

.init.data : AT(ADDR(.init.data) - LOAD_OFFSET) { \
000 \
INIT_CALLS \
\
}
The second attribute - __used is defined in the include/linux/compiler-gcc.h header file and it expands to the definition of the

following gcc attribute:

#define __used __attribute_ ((__used_))

which prevents variable defined but not used warning. The last line of the _ define_initcall macro is:

LTO_REFERENCE_INITCALL(__initcall_ ##fn##id)

depends on the conrFIG_LTo kernel configuration option and just provides stub for the compiler Link time optimization:

#ifdef CONFIG_LTO
#define LTO_REFERENCE_INITCALL(X) \
static __used __exit void *reference_##x(void) \

{ \
return &x; \
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#else
#define LTO_REFERENCE_INITCALL(Xx)
#endif

In order to prevent any problem when there is no reference to a variable in a module, it will be moved to the end of the program.
That's all about the __define_initcall macro. So, all of the *_initcall macros will be expanded during compilation of the
Linux kernel, and all initcalls will be placed in their sections and all of them will be available from the .data section and

the Linux kernel will know where to find a certain initcall to call it during initialization process.

As initcalls can be called by the Linux kernel, let's look how the Linux kernel does this. This process starts in the

do_basic_setup function from the init/main.c source code file:
static void __init do_basic_setup(void

{

do_initcalls();

which is called during the initialization of the Linux kernel, right after main steps of initialization like memory manager related
initialization, cpu subsystem and other already finished. The do_initcalls function just goes through the array of initcall

levels and call the do_initcall level function for each level:

static void __init do_initcalls(void
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int level;

for (level = 0; level < ARRAY_SIZE(initcall_levels) - 1; level++)
do_initcall_level(level);

The initcall levels array is defined in the same source code file and contains pointers to the sections which were defined in

the __define_initcall macro:

static initcall t *initcall_levels[] __initdata = {

__initcalloe_start,
__initcalll_start,
__initcall2_start,
__initcall3_start,
__initcall4_start,
__initcall5_start,
__initcall6_start,
__initcall7_start,
__initcall_end,

3

If you are interested, you can find these sections in the arch/x86/kernel/vmlinux.1lds linker script which is generated after the

Linux kernel compilation:

.init.data : AT(ADDR(.init.data) - Oxffffffff80000000) {

__initcall_start = .;
*(.initcallearly.init)
__initcalle_start = .;
*(.initcall@.init)
*(.initcall@s.init)
__dinitcalll_start = .;

If you are not familiar with this then you can know more about linkers in the special part of this book.

As we just saw, the do_initcall level function takes one parameter - level of initcall and does following two things: First
of all this function parses the initcall_command_line which is copy of usual kernel command line which may contain
parameters for modules with the parse_args function from the kernel/params.c source code file and call the do_on_initcall

function for each level:

for (fn = initcall_levels[level]; fn < initcall levels[level+1]; fn++)
do_one_initcall(*fn);

The do_on_initcall does main job for us. As we may see, this function takes one parameter which represent initcall

callback function and does the call of the given callback:

int __init_or_module do_one_initcall
{

int count = preempt_count();

int ret;

char msgbuf[64];

if (initcall_blacklisted(fn))
return -EPERM;
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if (initcall_debug)

ret = do_one_initcall_debug(fn);
else

ret = fn();

msgbuf[0] = 0;

if (preempt_count() != count) {
(msgbuf, "preemption imbalance ");
preempt_count_set(count);

}

if (irgs_disabled()) {
strlcat(msgbuf, "disabled interrupts ", sizeof(msgbuf));
local_irq_enable();

3
WARN(msgbuf[0], "initcall %pF returned with %s\n", fn, msgbuf);

return ret;

Let's try to understand what does the do_on_initcall function does. First of all we increase preemption counter so that we can
check it later to be sure that it is not imbalanced. After this step we can see the call of the initcall backlist function which
goes over the blacklisted_initcalls list which stores blacklisted initcalls and releases the given initcall if it is located
in this list:

list_for_each_entry(entry, &blacklisted_initcalls, next) {
if (! (fn_name, entry->buf)) {
pr_debug("initcall %s blacklisted\n", fn_name);
kfree(fn_name);
return ;

The blacklisted initcalls stored inthe blacklisted_initcalls listand this list is filled during early Linux kernel

initialization from the Linux kernel command line.

After the blacklisted initcalls will be handled, the next part of code does directly the call of the initcall :

if (initcall_debug)

ret = do_one_initcall_debug(fn);
else

ret = fn();

Depends on the value of the initcall debug variable, the do_one_initcall debug function will call initcall or this

function will do it directly via fn() . The initcall debug variable is defined in the same source code file:

bool initcall debug;

and provides ability to print some information to the kernel log buffer. The value of the variable can be set from the kernel

commands via the initcall debug parameter. As we can read from the documentation of the Linux kernel command line:

initcall_debug [KNL] Trace initcalls as they are executed. Useful
for working out where the kernel is dying during
startup.

And that's true. If we will look at the implementation of the do_one_initcall debug function, we will see that it does the same
asthe do_one_initcall function ori.e.the do_one_initcall debug function calls the given initcall and prints some

information (like the pid of the currently running task, duration of execution of the initcall and etc.) related to the execution of
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the given initcall :

static int __init_or_module do_one_initcall debug

{
ktime_t calltime, delta, rettime;
unsigned long long duration;
int ret;
printk(KERN_DEBUG "calling %pF @ %i\n", fn, task_pid_nr(current));
calltime = ktime_get();
ret = fn();
rettime = ktime_get();
delta = ktime_sub(rettime, calltime);
duration = (unsigned long long) ktime_to_ns(delta) >> 5
printk (KERN_DEBUG "initcall %pF returned %d after %1ld usecs\n",
fn, ret, duration);
return ret;
}

Asan initcall was called by the one of the do_one_initcall or do_one_initcall_debug functions, we may see two checks
in the end of the do_one_initcall function. The first one checks the amount of possible _ preempt_count_add and
__preempt_count_sub calls inside of the executed initcall, and if this value is not equal to the previous value of the preemptible

counter, we add the preemption imbalance string to the message buffer and set correct value of the preemptible counter:

if (preempt_count() != count) {
(msgbuf, "preemption imbalance ");
preempt_count_set(count);

Later this error string will be printed. The last check the state of local IRQs and if they are disabled, we add the disabled
interrupts strings to the our message buffer and enable 1RrRQs for the current processor to prevent the state when 1RQs were

disabled by an initcall and didn't enable again:

if (irqgs_disabled()) {
strlcat(msgbuf, "disabled interrupts ", sizeof(msgbuf));
local_irq_enable();

That's all. In this way the Linux kernel does initialization of many subsystems in a correct order. From now on, we know what is
the initcall mechanism in the Linux kernel. In this part, we covered main general portion of the initcall mechanism but we

left some important concepts. Let's make a short look at these concepts.

First of all, we have missed one level of initcalls ,thisis rootfs initcalls . You can find definition of the

rootfs_initcall in the include/linux/init.h header file along with all similar macros which we saw in this part:

#define rootfs_initcall(fn) __define_initcall(fn, rootfs)

As we may understand from the macro's name, its main purpose is to store callbacks which are related to the rootfs. Besides this
goal, it may be useful to initialize other stuffs after initialization related to filesystems level only if devices related stuff are not
initialized. For example, the decompression of the initramfs which occurred in the populate_rootfs function from the

init/initramfs.c source code file:

rootfs_initcall(populate_rootfs);

From this place, we may see familiar output:
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[ 0.199960] Unpacking initramfs...

Besides the rootfs_initcall level, there are additional console_initcall , security_initcall and other secondary
initcall levels. The last thing that we have missed is the set of the *_initcall_sync levels. Almosteach *_initcall macro

that we have seen in this part, has macro companion with the _sync prefix:

#define core_initcall_sync(fn) __define_initcall(fn, 1s)
#define postcore_initcall_sync(fn) __define_initcall(fn, 2s)
#define arch_initcall_sync(fn) __define_initcall(fn, 3s)
#define subsys_initcall_sync(fn) __define_initcall(fn, 4s)
#define fs_initcall_sync(fn) __define_initcall(fn, 5s)
#define device_initcall_sync(fn) __define_initcall(fn, 6s)
#define late_initcall_sync(fn) __define_initcall(fn, 7s)

The main goal of these additional levels is to wait for completion of all a module related initialization routines for a certain level.

That's all.

Conclusion

In this part we saw the important mechanism of the Linux kernel which allows to call a function which depends on the current

state of the Linux kernel during its initialization.
If you have questions or suggestions, feel free to ping me in twitter OxA X, drop me email or just create issue.

Please note that English is not my first language and I am really sorry for any inconvenience. If you found any mistakes

please send me PR to linux-insides..
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Notification Chains in Linux Kernel

Introduction

The Linux kernel is huge piece of C) code which consists from many different subsystems. Each subsystem has its own purpose
which is independent of other subsystems. But often one subsystem wants to know something from other subsystem(s). There is
special mechanism in the Linux kernel which allows to solve this problem partly. The name of this mechanism is - notification
chains and its main purpose to provide a way for different subsystems to subscribe on asynchronous events from other
subsystems. Note that this mechanism is only for communication inside kernel, but there are other mechanisms for

communication between kernel and userspace.

Before we will consider notification chains API and implementation of this API, let's look at Notification chains
mechanism from theoretical side as we did it in other parts of this book. Everything which is related to notification chains
mechanism is located in the include/linux/notifier.h header file and kernel/notifier.c source code file. So let's open them and start

to dive.

Notification Chains related data structures

Let's start to consider notification chains mechanism from related data structures. As I wrote above, main data structures
should be located in the include/linux/notifier.h header file, so the Linux kernel provides generic API which does not depend on
certain architecture. In general, the notification chains mechanism represents a list (that's why it named chains ) of

callback) functions which are will be executed when an event will be occurred.

All of these callback functions are represented as notifier_fn_t type in the Linux kernel:

typedef struct unsigned long void g

So we may see that it takes three following arguments:

e nb -is linked list of function pointers (will see it now);
e action - istype of an event. A notification chain may support multiple events, so we need this parameter to distinguish an
event from other events;

e data - is storage for private information. Actually it allows to provide additional data information about an event.
Additionally we may see that notifier_fn_t returns an integer value. This integer value maybe one of:

® NOTIFY_DONE - subscriber does not interested in notification;
e NOTIFY_OK - notification was processed correctly;
e NOTIFY_BAD - something went wrong;

e NOTIFY_STOP - notification is done, but no further callbacks should be called for this event.

All of these results defined as macros in the include/linux/notifier.h header file:

#define NOTIFY_DONE 0x0000

#define NOTIFY_OK 0x0001

#define NOTIFY_BAD (NOTIFY_STOP_MASK|0x0002)
#define NOTIFY_STOP (NOTIFY_OK|NOTIFY_STOP_MASK)

Where NOTIFY_STOP_MASK represented by the:

#define NOTIFY_STOP_MASK 0x8000


https://en.wikipedia.org/wiki/C_(programming_language
https://en.wikipedia.org/wiki/Application_programming_interface
https://github.com/torvalds/linux/blob/master/include/linux/notifier.h
https://github.com/torvalds/linux/blob/master/kernel/notifier.c
https://github.com/torvalds/linux/blob/master/include/linux/notifier.h
https://en.wikipedia.org/wiki/Callback_(computer_programming
https://github.com/torvalds/linux/blob/master/include/linux/notifier.h

macro and means that callbacks will not be called during next notifications.

Each part of the Linux kernel which wants to be notified on a certain event will should provide own notifier_fn_t callback

function. Main role of the notification chains mechanism is to call certain callbacks when an asynchronous event occurred.

The main building block of the notification chains mechanism is the notifier_block structure:

struct notifier_block {
notifier_fn_t notifier_call;
struct notifier_block __rcu *next;
int priority;

3

which is defined in the include/linux/notifier.h file. This struct contains pointer to callback function - notifier_call , link to the

next notification callback and priority of a callback function as functions with higher priority are executed first.
The Linux kernel provides notification chains of four following types:

e Blocking notifier chains;
o SRCU notifier chains;
e Atomic notifier chains;

e Raw notifier chains.
Let's consider all of these types of notification chains by order:

In the first case for the blocking notifier chains , callbacks will be called/executed in process context. This means that the

calls in a notification chain may be blocked.

The second SRcu notifier chains represent alternative form of blocking notifier chains . In the first case, blocking notifier
chains uses rw_semaphore synchronization primitive to protect chain links. srcu notifier chains run in process context too, but

uses special form of RCU mechanism which is permissible to block in an read-side critical section.

In the third case for the atomic notifier chains runs in interrupt or atomic context and protected by spinlock synchronization
primitive. The last raw notifier chains provides special type of notifier chains without any locking restrictions on callbacks.
This means that protection rests on the shoulders of caller side. It is very useful when we want to protect our chain with very

specific locking mechanism.

If we will look at the implementation of the notifier_block structure, we will see that it contains pointer to the next element
from a notification chain list, but we have no head. Actually a head of such list is in separate structure depends on type of a

notification chain. For example for the blocking notifier chains :

struct blocking_notifier_head {
struct rw_semaphore rwsem;
struct notifier_block __rcu *head;

}i

or for atomic notification chains

struct atomic_notifier_head {
spinlock_t lock;
struct notifier_block __rcu *head;

Y

Now as we know a little about notification chains mechanism let's consider implementation of its API.

Notification Chains
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Usually there are two sides in a publish/subscriber mechanisms. One side who wants to get notifications and other side(s) who
generates these notifications. We will consider notification chains mechanism from both sides. We will consider blocking
notification chains in this part, because of other types of notification chains are similar to it and differs mostly in protection

mechanisms.

Before a notification producer is able to produce notification, first of all it should initialize head of a notification chain. For
example let's consider notification chains related to kernel loadable modules. If we will look in the kernel/module.c source code

file, we will see following definition:

static BLOCKING_NOTIFIER_HEAD 2

which defines head for loadable modules blocking notifier chain. The BLOCKING_NOTIFIER_HEAD macro is defined in the

include/linux/notifier.h header file and expands to the following code:

#define BLOCKING_INIT_NOTIFIER_HEAD(name) do { \

init_rwsem(&(name)->rwsem); \
(name)->head = NULL; \
} while (0)

So we may see that it takes name of a name of a head of a blocking notifier chain and initializes read/write semaphore and set
head to NuLL . Besides the BLOCKING_INIT_NOTIFIER_HEAD macro, the Linux kernel additionally provides
ATOMIC_INIT NOTIFIER HEAD , RAW_INIT_NOTIFIER HEAD macros and srcu_init notifier function for initialization atomic

and other types of notification chains.

After initialization of a head of a notification chain, a subsystem which wants to receive notification from the given notification
chain it should register with certain function which is depends on type of notification. If you will look in the

include/linux/notifier.h header file, you will see following four function for this:

extern int atomic_notifier_chain_register(struct
struct B

extern int blocking_notifier_chain_register(struct
struct i

extern int raw_notifier_chain_register(struct
struct 8

extern int srcu_notifier_chain_register(struct

struct B

As I already wrote above, we will cover only blocking notification chains in the part, so let's consider implementation of the
blocking_notifier_chain_register function. Implementation of this function is located in the kernel/notifier.c source code file

and as we may see the blocking_notifier_chain_register takes two parameters:

e nh -head of a notification chain;

e nb - notification descriptor.

Now let's look at the implementation of the blocking_notifier_chain_register function:

int raw_notifier_chain_register(struct
struct

return notifier_chain_register(&nh->head, n);

As we may see it just returns result of the notifier_chain_register function from the same source code file and as we may

understand this function does all job for us. Definition of the notifier_chain_register function looks:
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int blocking _notifier_chain_register(struct blocking notifier_head
struct notifier_block *n)

nh,

int ret;

if (unlikely(system_state == SYSTEM_BOOTING))
return notifier_chain_register(&nh->head, n);

down_write(&nh->rwsem);

ret = notifier_chain_register(&nh->head, n);
up_write(&nh->rwsem);

return ret;

As we may see implementation of the blocking_notifier_chain_register is pretty simple. First of all there is check which

check current system state and if a system in rebooting state we just call the notifier_chain_register . In other way we do the

same call of the notifier_chain_register but as you may see this call is protected with read/write semaphores. Now let's look

at the implementation of the notifier_chain_register function:

static int notifier_chain_register(struct notifier_block **nl,
struct notifier_block *n)

while ((*nl) != NULL) {
if (n->priority > (*nl)->priority)
break;
nl = &((*nl)->next);
}
n->next = *nl;
rcu_assign_pointer(*nl, n);
return 0;

This function just inserts new notifier_block (given by a subsystem which wants to get notifications) to the notification chain

list. Besides subscribing on an event, subscriber may unsubscribe from a certain events with the set of unsubscribe functions:

extern int atomic_notifier_chain_unregister(struct atomic_notifier_head *nh,
struct notifier_block *nb);

extern int blocking_notifier_chain_unregister(struct blocking_notifier_head *nh,
struct notifier_block *nb);

extern int raw_notifier_chain_unregister(struct raw_notifier_head *nh,
struct notifier_block *nb);

extern int srcu_notifier_chain_unregister(struct srcu_notifier_head *nh,

struct notifier_block *nb);

When a producer of notifications wants to notify subscribers about an event, the *.notifier_call chain

As you already may guess each type of notification chains provides own function to produce notification:

extern int atomic_notifier_call_chain(struct atomic_notifier_head *nh,
unsigned long val, void *v);

extern int blocking_notifier_call _chain(struct blocking_notifier_head *nh,
unsigned long val, void *v);

extern int raw_notifier_call chain(struct raw_notifier_head *nh,
unsigned long val, void *v);

extern int srcu_notifier_call chain(struct srcu_notifier_head *nh,
unsigned long val, void *v);

function will be called.



Let's consider implementation of the blocking_notifier_call chain function. This function is defined in the kernel/notifier.c
source code file:

int blocking notifier_call chain(struct
unsigned long void

return __blocking_notifier_call_chain(nh, val, v,

and as we may see it just returns result of the __blocking_notifier_call_chain function. As we may see, the

blocking_notifer_call_chain takes three parameters:

e nh -head of notification chain list;
e val -type of a notification;

e v -input parameter which may be used by handlers.

But the _ blocking_notifier_call chain function takes five parameters:

int __blocking_notifier_call_chain(struct blocking_notifier_head *nh,
unsigned long val, void *v,
int nr_to_call, int *nr_calls)

Where nr_to_call and nr_calls are number of notifier functions to be called and number of sent notifications. As you may
guess the main goal of the __blocking_notifer_call _chain function and other functions for other notification types is to call
callback function when an event occurred. Implementation of the __blocking_notifier_call_chain is pretty simple, it just calls

the notifier_call chain function from the same source code file protected with read/write semaphore:

int __blocking_notifier_call chain(struct blocking_notifier_head *nh,
unsigned long val, void *v,
int nr_to_call, int *nr_calls)

{
int ret = NOTIFY_DONE;
if (rcu_access_pointer(nh->head)) {
down_read(&nh->rwsem);
ret = notifier_call_chain(&nh->head, val, v, nr_to_call,
nr_calls);
up_read(&nh->rwsem);
}
return ret;
}

and returns its result. In this case all job is done by the notifier_call chain function. Main purpose of this function informs
registered notifiers about an asynchronous event:

static int notifier_call chain(struct
unsigned long void
int int

ret = nb->notifier_call(nb, val, v);
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return ret;

That's all. In generall all looks pretty simple.
Now let's consider on a simple example related to loadable modules. If we will look in the kernel/module.c. As we already saw in

this part, there is:

static BLOCKING_NOTIFIER_HEAD 2

definition of the module_notify_list in the kernel/module.c source code file. This definition determines head of list of blocking

notifier chains related to kernel modules. There are at least three following events:

e MODULE_STATE_LIVE
e MODULE_STATE_COMING
e MODULE_STATE_GOING

in which maybe interested some subsystems of the Linux kernel. For example tracing of kernel modules states. Instead of direct
call of the atomic_notifier_chain_register , blocking_notifier_chain_register and etc., most notification chains come

with a set of wrappers used to register to them. Registatrion on these modules events is going with the help of such wrapper:

int register_module_notifier(struct

{

return blocking_notifier_chain_register(&module_notify_list, nb);

If we will look in the kernel/tracepoint.c source code file, we will see such registration during initialization of tracepoints:

static __init int init_tracepoints(void

{
int ret;
ret = register_module_notifier(&tracepoint_module_nb);
if (ret)
pr_warn("Failed to register tracepoint module enter notifier\n");
return ret;
}

Where tracepoint_module_nb provides callback function:

static struct notifier_block tracepoint_module_nb = {
.notifier_call = tracepoint_module_notify,
.priority = 0,

i

When one of the MODULE_STATE_LIVE , MODULE_STATE_COMING O MODULE_STATE_GOING events occurred. For example the
MODULE_STATE_LIVE the MODULE_STATE_comING notifications will be sent during execution of the init_module system call. Or for

example MODULE_STATE_GOING will be sent during execution of the delete._module system call :

SYSCALL_DEFINE2(delete_module, const char __user *, name_user,
unsigned int, flags)

blocking_notifier_call_chain(&module_notify list,
MODULE_STATE_GOING, mod);
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Thus when one of these system call will be called from userspace, the Linux kernel will send certain notification depends on a

system call and the tracepoint_module_notify callback function will be called.

That's all.
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Data Structures in the Linux Kernel

Linux kernel provides different implementations of data structures like doubly linked list, B+ tree, priority heap and many many

more.
This part considers the following data structures and algorithms:

e Doubly linked list
e Radix tree

e Bit arrays



Data Structures in the Linux Kernel

Doubly linked list

Linux kernel provides its own implementation of doubly linked list, which you can find in the include/linux/list.h. We will start
Data Structures in the Linux kernel from the doubly linked list data structure. Why? Because it is very popular in the kernel,

just try to search

First of all, let's look on the main structure in the include/linux/types.h:

struct list_head {
struct list_head *next, *prev;

3

You can note that it is different from many implementations of doubly linked list which you have seen. For example, this doubly
linked list structure from the glib library looks like :

struct GList {
gpointer data;
GList *next;
GList *prev;

3

Usually a linked list structure contains a pointer to the item. The implementation of linked list in Linux kernel does not. So the
main question is - where does the list store the data? . The actual implementation of linked list in the kernel is - Intrusive
list . An intrusive linked list does not contain data in its nodes - A node just contains pointers to the next and previous node and
list nodes part of the data that are added to the list. This makes the data structure generic, so it does not care about entry data type

anymore.

For example:

struct nmi_desc {
spinlock_t lock;
struct list_head head;

i

Let's look at some examples to understand how 1ist_head is used in the kernel. As I already wrote about, there are many, really
many different places where lists are used in the kernel. Let's look for an example in miscellaneous character drivers. Misc
character drivers API from the drivers/char/misc.c is used for writing small drivers for handling simple hardware or virtual

devices. Those drivers share same major number:

#define MISC_MAJOR 10

but have their own minor number. For example you can see it with:

1ls -1 /dev | grep 10

CrW------- 1 root root 10, 235 Mar 21 12:01 autofs
drwxr-xr-x 10 root root 200 Mar 21 12:01 cpu

Crw------- 1 root root 10, 62 Mar 21 12:01 cpu_dma_latency
Crw------- 1 root root 10, 203 Mar 21 12:01 cuse

drwxr-xr-x 2 root root 100 Mar 21 12:01 dri

Crw-rw-rw- 1 root root 10, 229 Mar 21 12:01 fuse

Crw------- 1 root root 10, 228 Mar 21 12:01 hpet
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Crw------- 1 root root 10, 183 Mar 21 12:01 hwrng
crw-rw----+ 1 root kvm 10, 232 Mar 21 12:01 kvm

Crw-rw---- 1 root disk 10, 237 Mar 21 12:01 loop-control
Crw------- 1 root root 10, 227 Mar 21 12:01 mcelog
Crw------- 1 root root 10, 59 Mar 21 12:01 memory_bandwidth
Crw------- 1 root root 10, 61 Mar 21 12:01 network_latency
Crw------- 1 root root 10, 60 Mar 21 12:01 network_throughput
Crw-r----- 1 root kmem 10, 144 Mar 21 12:01 nvram

brw-rw---- 1 root disk 1, 10 Mar 21 12:01 raml®

Crw--w---- 1 root tty 4, 10 Mar 21 12:01 ttyl0

Crw-rw---- 1 root dialout 4, 74 Mar 21 12:01 ttyS1e
Crw------- 1 root root 10, 63 Mar 21 12:01 vga_arbiter
ChW-I-i-i-i-i- - 1 root root 10, 137 Mar 21 12:01 vhci

Now let's have a close look at how lists are used in the misc device drivers. First of all, let's look on miscdevice structure:

struct miscdevice

{
int minor;
const char *name;
const struct file_operations *fops;
struct list_head B
struct device *parent;
struct device *this_device;
const char *nodename;
mode_t mode;
¥

We can see the fourth field in the miscdevice structure - 1list which is a list of registered devices. In the beginning of the

source code file we can see the definition of misc_list:

static LIST_HEAD ;

which expands to the definition of variables with 1ist_head type:

#define LIST_HEAD(name) \
struct list_head name = LIST_HEAD_INIT(name)

and initializes it with the LIST_HEAD_INIT macro, which sets previous and next entries with the address of variable - name:

#define LIST_HEAD_INIT(name) { &(name), &(name) }

Now let's look on the misc_register function which registers a miscellaneous device. At the start it initializes miscdevice-

>list withthe INIT LIST_HEAD function:

INIT_LIST_HEAD(&misc-> )8

which does the same as the LIST_HEAD_INIT macro:

static inline void INIT_LIST_HEAD(struct

{
->pext = B
->prev = B

In the next step after a device is created by the device_create function, we add it to the miscellaneous devices list with:



list_add(&misc->1list, &misc_list);

Kernel 1list.h provides this API for the addition of a new entry to the list. Let's look at its implementation:

static inline void list_add(struct struct

{

_ list_add(new, head, head->next);

It just calls internal function _ list_add with the 3 given parameters:

® new - new entry.
e head - list head after which the new item will be inserted.

e head->next - next item after list head.

Implementation of the __list_add is pretty simple:

static inline void __list_add(struct list_head *new,
struct list_head *prev,
struct list_head *next)

{
next->prev = new;
new->next = next;
new->prev = prev;
prev->next = new;
}

Here we add a new item between prev and next .So misc list which we defined at the start with the LIST_HEAD_INIT macro

will contain previous and next pointers to the miscdevice->list .

There is still one question: how to get list's entry. There is a special macro:

#define list_entry(ptr, type, member) \
container_of(ptr, type, member)
which gets three parameters:

e ptr - the structure list_head pointer;
e type - structure type;

e member - the name of the list_head within the structure;

For example:

const struct miscdevice *p = list_entry(v, struct miscdevice, )

After this we can access to any miscdevice field with p->minor or p->name and etc... Let's look on the list_entry

implementation:

#define list_entry(ptr, type, member) \
container_of(ptr, type, member)

As we can see it just calls container_of macro with the same arguments. At first sight, the container_of looks strange:

#define container_of(ptr, type, member) ({ \
const typeof( ((type *)0)->member ) *__mptr = (ptr); \
(type *)( (char *)_mptr - offsetof(type,member) );})



First of all you can note that it consists of two expressions in curly brackets. The compiler will evaluate the whole block in the

curly braces and use the value of the last expression.

For example:

#include <stdio.h>

int main() {

int 1 = 0;
printf("i = %d\n", ({++i; ++i;}));
return 0;

will print 2 .

The next point is typeof , it's simple. As you can understand from its name, it just returns the type of the given variable. When I
first saw the implementation of the container_of macro, the strangest thing I found was the zero in the ((type *)o)
expression. Actually this pointer magic calculates the offset of the given field from the address of the structure, but as we have o

here, it will be just a zero offset along with the field width. Let's look at a simple example:

#include <stdio.h>

struct s {
int field1;
char field2;
char field3;

Y
int main {
("%p\n", &((struct s*)0)->field3);
return 0;
}

will print ex5 .

The next offsetof macro calculates offset from the beginning of the structure to the given structure's field. Its implementation is

very similar to the previous code:

#define offsetof(TYPE, MEMBER) ((size_t) &((TYPE *)0)->MEMBER)

Let's summarize all about container_of macro. The container_of macro returns the address of the structure by the given
address of the structure's field with 1ist_head type, the name of the structure field with 1ist_head type and type of the
container structure. At the first line this macro declares the __mptr pointer which points to the field of the structure that ptr
points to and assigns ptr toit. Now ptr and __mptr point to the same address. Technically we don't need this line but it's
useful for type checking. The first line ensures that the given structure ( type parameter) has a member called member . In the
second line it calculates offset of the field from the structure with the offsetof macro and subtracts it from the structure address.
That's all.

Of course 1ist_add and list_entry is not the only functions which <linux/1ist.h> provides. Implementation of the doubly

linked list provides the following API:

e list_add

e list_add_tail
o list_del

e list_replace
e list move

e list_is_last



e list_empty

e list_cut_position
e list_splice

e list_for_each

e list_for_each_entry

and many more.



Data Structures in the Linux Kernel

Radix tree

As you already know linux kernel provides many different libraries and functions which implement different data structures and
algorithms. In this part we will consider one of these data structures - Radix tree. There are two files which are related to radix

tree implementation and API in the linux kernel:

e include/linux/radix-tree.h

e lib/radix-tree.c

Lets talk about what a radix tree is. Radix treeis a compressed trie where a trie is a data structure which implements an
interface of an associative array and allows to store values as key-value . The keys are usually strings, but any data type can be
used. A trie is different from an n-tree because of its nodes. Nodes of a trie do not store keys; instead, a node of a trie stores

single character labels. The key which is related to a given node is derived by traversing from the root of the tree to this node. For

example:
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So in this example, we can see the trie with keys, go and cat . The compressed trie or radix tree differs from trie in

that all intermediates nodes which have only one child are removed.

Radix tree in linux kernel is the data structure which maps values to integer keys. It is represented by the following structures

from the file include/linux/radix-tree.h:

struct radix_tree_root {

unsigned int height;
gfp_t gfp_mask;
struct radix_tree_node __rcu *rnode;

Y

This structure presents the root of a radix tree and contains three fields:
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e height - height of the tree;
e gfp_mask - tells how memory allocations will be performed;

e rnode - pointer to the child node.
The first field we will discuss is gfp_mask :

Low-level kernel memory allocation functions take a set of flags as - gfp_mask , which describes how that allocation is to be
performed. These GFp_ flags which control the allocation process can have following values: ( 6F_no1o flag) means sleep and
wait for memory, ( __GFP_HIGHMEM flag) means high memory can be used, ( 6FP_AToMIC flag) means the allocation process has

high-priority and can't sleep etc.

® GFP_NOIO - can sleep and wait for memory;
® _ GFP_HIGHMEM - high memory can be used;

e GFP_ATOMIC - allocation process is high-priority and can't sleep;
etc.

The next field is rnode :

struct radix_tree_node {

unsigned int path;
unsigned int count;
union {

struct {

struct radix_tree_node *parent;
void *private_data;

}

struct rcu_head rcu_head;
3
/* For tree user */

struct list_head private_list;

void __rcu *slots[RADIX_TREE_MAP_SIZE];

unsigned long tags[RADIX_TREE_MAX_TAGS][RADIX_TREE_TAG_LONGS];
¥

This structure contains information about the offset in a parent and height from the bottom, count of the child nodes and fields for

accessing and freeing a node. These fields are described below:

e path - offset in parent & height from the bottom;
e count - count of the child nodes;

e parent - pointer to the parent node;

e private_data - used by the user of a tree;

e rcu_head - used for freeing a node;

e private_list - used by the user of a tree;

The two last fields of the radix_tree_node - tags and slots are important and interesting. Every node can contains a set of
slots which store pointers to the data. Empty slots in the linux kernel radix tree implementation store NuLL . Radix trees in the
linux kernel also supports tags which are associated with the tags fields in the radix_tree_node structure. Tags allow

individual bits to be set on records which are stored in the radix tree.

Now that we know about radix tree structure, it is time to look on its API.

Linux kernel radix tree API

We start from the data structure initialization. There are two ways to initialize a new radix tree. The first is to use RADIX_TREE

macro:

RADIX_TREE(name, gfp_mask);



As you can see we pass the name parameter, so with the RADIX_TREE macro we can define and initialize radix tree with the

given name. Implementation of the RADIX_TREE is easy:

#define RADIX_TREE(name, mask) \
struct radix_tree_root name = RADIX_TREE_INIT(mask)

#define RADIX_TREE_INIT(mask) {
.height = 0,
.gfp_mask = (mask),
.rnode = NULL,

At the beginning of the RADIX_TREE macro we define instance of the radix_tree_root structure with the given name and call
RADIX_TREE_INIT macro with the given mask. The RADIX_TREE_INIT macro just initializes radix_tree_root structure with

the default values and the given mask.

The second way is to define radix_tree_root structure by hand and pass it with mask to the INIT_RADIX_TREE macro:

struct radix_tree_root my_radix_tree;
INIT_RADIX_TREE(my_tree, gfp_mask_for_my_radix_tree);

where:

#define INIT_RADIX_TREE(root, mask) \
do { \
(root)->height = 0; \
(root)->gfp_mask = (mask); \
(root)->rnode = NULL; \
} while (0)

makes the same initialization with default values as it does RADIX_TREE_INIT macro.
The next are two functions for inserting and deleting records to/from a radix tree:

® radix_tree_insert ;

® radix_tree_delete ;
The first radix_tree_insert function takes three parameters:

e root of a radix tree;
e index key;

e data to insert;
The radix_tree_delete function takes the same set of parameters as the radix_tree_insert , but without data.
The search in a radix tree implemented in two ways:

® radix_tree_lookup ;
® radix_tree_gang_lookup ;

® radix_tree_lookup_slot .
The first radix_tree_lookup function takes two parameters:

e root of a radix tree;

o index key;



This function tries to find the given key in the tree and return the record associated with this key. The second

radix_tree_gang_lookup function have the following signature

unsigned int radix_tree_gang_lookup(struct
void
unsigned long
unsigned int 8

and returns number of records, sorted by the keys, starting from the first index. Number of the returned records will not be greater

than max_items value.

And the last radix_tree lookup_slot function will return the slot which will contain the data.

Links

o Radix tree

e rie
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Data Structures in the Linux Kernel

Bit arrays and bit operations in the Linux kernel
Besides different linked and tree based data structures, the Linux kernel provides API for bit arrays or bitmap . Bit arrays are
heavily used in the Linux kernel and following source code files contain common ApI for work with such structures:

e lib/bitmap.c

e include/linux/bitmap.h

Besides these two files, there is also architecture-specific header file which provides optimized bit operations for certain

architecture. We consider x86_64 architecture, so in our case it will be:
e arch/x86/include/asm/bitops.h

header file. As I just wrote above, the bitmap is heavily used in the Linux kernel. For example a bit array is used to store set
of online/offline processors for systems which support hot-plug cpu (more about this you can read in the cpumasks part), a bit

array stores set of allocated irqs during initialization of the Linux kernel and etc.

So, the main goal of this part is to see how bit arrays are implemented in the Linux kernel. Let's start.

Declaration of bit array

Before we will look on ApI for bitmaps manipulation, we must know how to declare it in the Linux kernel. There are two

common method to declare own bit array. The first simple way to declare a bit array is to array of unsigned long . For example:

unsigned long my_bitmap[8]

The second way is to use the DECLARE_BITMAP macro which is defined in the include/linux/types.h header file:

#define DECLARE_BITMAP(name,bits) \
unsigned long name[BITS_TO_LONGS(bits)]

We can see that DECLARE_BITMAP macro takes two parameters:

e name -name of bitmap;

e bits -amount of bits in bitmap;

and just expands to the definition of unsigned long array with BITS_TO_LONGS(bits) elements, where the BITS_TO_LONGS

macro converts a given number of bits to number of 1longs or in other words it calculates how many 8 byte elements in

bits :

#define BITS_PER_BYTE 8

#define DIV_ROUND_UP(n,d) (((n) + (d) - 1) / (d))

#define BITS_TO_LONGS(nr) DIV_ROUND_UP(nr, BITS_PER_BYTE * sizeof(long))

So, for example DECLARE_BITMAP(my_bitmap, 64) will produce:

>>> (((64) + (64) - 1) / (64))
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and:

unsigned long my_bitmap[1];

After we are able to declare a bit array, we can start to use it.

Architecture-specific bit operations

We already saw above a couple of source code and header files which provide API for manipulation of bit arrays. The most
important and widely used API of bit arrays is architecture-specific and located as we already know in the

arch/x86/include/asm/bitops.h header file.
First of all let's look at the two most important functions:

® set_bit ;

® clear_bit .

I think that there is no need to explain what these function do. This is already must be clear from their name. Let's look on their
implementation. If you will look into the arch/x86/include/asm/bitops.h header file, you will note that each of these functions
represented by two variants: atomic and not. Before we will start to dive into implementations of these functions, first of all we

must to know a little about atomic operations.

In simple words atomic operations guarantees that two or more operations will not be performed on the same data concurrently.
The x8e6 architecture provides a set of atomic instructions, for example xchg instruction, cmpxchg instruction and etc. Besides
atomic instructions, some of non-atomic instructions can be made atomic with the help of the lock instruction. It is enough to

know about atomic operations for now, so we can begin to consider implementation of set_bit and clear_bit functions.

First of all, let's start to consider non-atomic variants of this function. Names of non-atomic set_bit and clear_bit starts
from double underscore. As we already know, all of these functions are defined in the arch/x86/include/asm/bitops.h header file

and the first function is __set_bit :

static inline void __set_bit(long nr, volatile unsigned long *addr)

{
asm volatile("bts %1,%0" : ADDR : "Ir" (nr) : "memory");

As we can see it takes two arguments:

e nr -number of bit in a bit array.

e addr - address of a bit array where we need to set bit.

Note that the addr parameter is defined with volatile keyword which tells to compiler that value maybe changed by the
given address. The implementation of the __set_bit is pretty easy. As we can see, it just contains one line of inline assembler
code. In our case we are using the bts instruction which selects a bit which is specified with the first operand ( nr in our case)

from the bit array, stores the value of the selected bit in the CF flags register and set this bit.

Note that we can see usage of the nr , but there is addr here. You already might guess that the secret is in ApprR . The ADDR
is the macro which is defined in the same header code file and expands to the string which contains value of the given address and

+m constraint:

#define ADDR BITOP_ADDR(addr)
#define BITOP_ADDR(x) "+m'" (*(volatile long *) (X))
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Besides the +m , we can see other constraints in the __set_bit function. Let's look on they and try to understand what do they

mean:

e +m -represents memory operand where + tells that the given operand will be input and output operand;
e I -represents integer constant;

® r -represents register operand

Besides these constraint, we also can see - the memory keyword which tells compiler that this code will change value in memory.

That's all. Now let's look at the same function but at atomic variant. It looks more complex that its non-atomic variant:

static __always_inline void
set_bit(long nr, volatile unsigned long *addr)

{
if (IS_IMMEDIATE(nr)) {
asm volatile(LOCK_PREFIX "orb %1,%0"
: CONST_MASK_ADDR(nr, addr)
: "ig" ((u8)CONST_MASK(nr))
: "memory");
} else {
asm volatile(LOCK_PREFIX "bts %1,%0"
: BITOP_ADDR(addr) : "Ir" (nr) : "memory");
}
}

First of all note that this function takes the same set of parameters that __set_bit , but additionally marked with the
__always_inline attribute. The __always_inline is macro which defined in the include/linux/compiler-gcc.h and just expands

to the always_inline attribute:

#define __always_inline inline __attribute__((always_inline))

which means that this function will be always inlined to reduce size of the Linux kernel image. Now let's try to understand
implementation of the set_bit function. First of all we check a given number of bit at the beginning of the set_bit function.

The 1s_imMeDIATE macro defined in the same header file and expands to the call of the builtin gcc function:

#define IS_IMMEDIATE(nr) (__builtin_constant_p(nr))

The __builtin_constant_p builtin function returns 1 if the given parameter is known to be constant at compile-time and
returns © in other case. We no need to use slow bts instruction to set bit if the given number of bit is known in compile time
constant. We can just apply bitwise or for byte from the give address which contains given bit and masked number of bits where
high bitis 1 and other is zero. In other case if the given number of bit is not known constant at compile-time, we do the same as

we did in the __set_bit function. The CONST_MASK_ADDR macro:

#define CONST_MASK_ADDR(nr, addr) BITOP_ADDR((void *)(addr) + ((nr)>>3))

expands to the give address with offset to the byte which contains a given bit. For example we have address ex1eee and the

number of bitis ox9 . So,as ©x9 is one byte + one bit our address with be addr + 1 :

>>> hex( + ( >> 3))
'Ox1001'

The consT_mMASK macro represents our given number of bit as byte where high bitis 1 and other bits are o :

#define CONST_MASK(nr) (1 << ((nr) & 7))
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>>> pin(1 << ( & 7))
'Ob10"

In the end we just apply bitwise or for these values. So, for example if our address will be ex4697 and we need to set ©x9
bit:

>>> pin( )

'0b1000000160016111 "

>>> bin(( >> ) | (1 << ( & 7)))
'0b100010"

the ninth bit will be set.

Note that all of these operations are marked with Lock_PReFIx which is expands to the lock instruction which guarantees
atomicity of this operation.

As we already know, besides the set_bit and __set_bit operations, the Linux kernel provides two inverse functions to clear
bit in atomic and non-atomic context. They are clear_bit and _ clear_bit . Both of these functions are defined in the same
header file and takes the same set of arguments. But not only arguments are similar. Generally these functions are very similar on

the set_bit and __set_bit . Let's look on the implementation of the non-atomic _ clear_bit function:

static inline void __clear_bit(long nr, volatile unsigned long *addr)

{
asm volatile("btr %1,%0" : ADDR : "Ir" (nr));

Yes. As we see, it takes the same set of arguments and contains very similar block of inline assembler. It just uses the btr
instruction instead of bts . As we can understand form the function's name, it clears a given bit by the given address. The btr
instruction acts like bts . This instruction also selects a given bit which is specified in the first operand, stores its value in the

cr flag register and clears this bit in the given bit array which is specified with second operand.

The atomic variant of the _ clear_bit is clear_bit :

static __always_inline void
clear_bit(long nr, volatile unsigned long *addr)

{
if (IS_IMMEDIATE(nr)) {
asm volatile(LOCK_PREFIX "andb %1,%0"
: CONST_MASK_ADDR(nr, addr)
: "ig" ((u8)~CONST_MASK(nr)));
} else {
asm volatile(LOCK_PREFIX "btr %1,%0"
: BITOP_ADDR(addr)
: "Ir" (nr));
}
}

and as we can see it is very similar on set_bit and just contains two differences. The first difference it uses btr instruction to
clear bit when the set_bit uses bts instruction to set bit. The second difference it uses negated mask and and instruction to

clear bit in the given byte when the set_bit uses or instruction.
That's all. Now we can set and clear bit in any bit array and and we can go to other operations on bitmasks.

Most widely used operations on a bit arrays are set and clear bit in a bit array in the Linux kernel. But besides this operations it is
useful to do additional operations on a bit array. Yet another widely used operation in the Linux kernel - is to know is a given bit

set or not in a bit array. We can achieve this with the help of the test_bit macro. This macro is defined in the
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arch/x86/include/asm/bitops.h header file and expands to the call of the constant_test_bit or variable_test_bit depends on

bit number:

#define test_bit(nr, addr) \
(__builtin_constant_p((nr)) \
? constant_test_bit((nr), (addr)) \
: variable_test_bit((nr), (addr)))

So, if the nr is known in compile time constant, the test_bit will be expanded to the call of the constant_test_bit
function or variable_test_bit in other case. Now let's look at implementations of these functions. Let's start from the

variable_test_bit

static inline int variable_test_bit(long nr, volatile const unsigned long *addr)

{
int oldbit;
asm volatile("bt %2,%1\n\t"
"sbb %0,%0"
"=r" (oldbit)
"m" (*(unsigned long *)addr), "Ir" (nr));
return oldbit;
}

The variable_test_bit function takes similar set of arguments as set_bit and other function take. We also may see inline
assembly code here which executes bt and sbb instruction. The bt or bit test instruction selects a given bit which is
specified with first operand from the bit array which is specified with the second operand and stores its value in the CF bit of flags
register. The second sbb instruction subtracts first operand from second and subtracts value of the cF . So, here write a value of
a given bit number from a given bit array to the cF bit of flags register and execute sbb instruction which calculates:

00000000 - CF and writes the result to the oldbit .

The constant_test_bit function does the same as we saw in the set_bit :

static __always_inline int constant_test_bit(long const volatile unsigned long

{
return ((1UL << (nr & (BITS_PER_LONG-1))) &

(addr[nr >> _BITOPS_LONG_SHIFT])) != 0;

It generates a byte where high bitis 1 and other bits are © (as we saw in consT_MAsk ) and applies bitwise and to the byte

which contains a given bit number.
The next widely used bit array related operation is to change bit in a bit array. The Linux kernel provides two helper for this:

® _ change_bit ;

® change_bit .

As you already can guess, these two variants are atomic and non-atomic as for example set_bit and _ set_bit . For the start,

let's look at the implementation of the __change_bit function:

static inline void __change_bit(long nr, volatile unsigned long *addr)

{
asm volatile("btc %1,%0" : ADDR : "Ir" (nr));

Pretty easy, is not it? The implementation of the __change_bit isthe same as _ set_bit , butinstead of bts instruction, we
are using btc. This instruction selects a given bit from a given bit array, stores its value in the cF and changes its value by the

applying of complement operation. So, a bit with value 1 will be o and vice versa:
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>>> int(not 1)

>>> int(not 0)

The atomic version of the _ change_bit isthe change_bit function:

static inline void change_bit(long nr, volatile unsigned long *addr)

{
if (IS_IMMEDIATE(nr)) {
asm volatile(LOCK_PREFIX "xorb %1,%0"
: CONST_MASK_ADDR(nr, addr)
: "ig" ((u8)CONST_MASK(nr)));
} else {
asm volatile(LOCK_PREFIX "btc %1,%0"
: BITOP_ADDR(addr)
: "Ir" (nr));
}
}

It is similar on set_bit function, but also has two differences. The first difference is xor operation instead of or and the

second is btc instead of bts .

For this moment we know the most important architecture-specific operations with bit arrays. Time to look at generic bitmap API.

Common bit operations

Besides the architecture-specific API from the arch/x86/include/asm/bitops.h header file, the Linux kernel provides common API
for manipulation of bit arrays. As we know from the beginning of this part, we can find it in the include/linux/bitmap.h header file
and additionally in the * lib/bitmap.c source code file. But before these source code files let's look into the include/linux/bitops.h

header file which provides a set of useful macro. Let's look on some of they.
First of all let's look at following four macros:

® for_each_set_bit
® for_each_set_bit_from
® for_each_clear_bit

® for_each_clear_bit_from

All of these macros provide iterator over certain set of bits in a bit array. The first macro iterates over bits which are set, the
second does the same, but starts from a certain bits. The last two macros do the same, but iterates over clear bits. Let's look on

implementation of the for_each_set_bit macro:

#define for_each_set_bit(bit, addr, size) \
for ((bit) = find_first_bit((addr), (size)); \
(bit) < (size); \
(bit) = find_next_bit((addr), (size), (bit) + 1))

As we may see it takes three arguments and expands to the loop from first set bit which is returned as result of the

find_first_bit function and to the last bit number while it is less than given size.
Besides these four macros, the arch/x86/include/asm/bitops.h provides API for rotation of 64-bit or 32-bit values and etc.
The next header file which provides API for manipulation with a bit arrays. For example it provides two functions:

® bitmap_zero ;

® bitmap_fill .


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/bitops.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/bitmap.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/lib/bitmap.c
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/bitops.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/x86/include/asm/bitops.h
https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/linux/bitmap.h

To clear a bit array and fill it with 1 . Let's look on the implementation of the bitmap_zero function:

static inline void bitmap_zero(unsigned long unsigned int
{
if (small_const_nbits(nbits))
*dst = L;
else {

unsigned int len = BITS_TO_LONGS(nbits) * sizeof(unsigned long);
(dst, 0, len);

First of all we can see the check for nbits . The small_const_nbits is macro which defined in the same header file and looks:

#define small_const_nbits(nbits) \
(__builtin_constant_p(nbits) && (nbits) <= BITS_PER_LONG)

As we may see it checks that nbits is known constant in compile time and nbits value does not overflow BITS_PER_LONG or
64 . If bits number does not overflow amount of bits ina long value we can just set to zero. In other case we need to calculate

how many 1long values do we need to fill our bit array and fill it with memset.

The implementation of the bitmap_fill function is similar on implementation of the biramp_zero function, except we fill a

given bit array with exff valuesor ebi1111111 :

static inline void bitmap_fill(unsigned long unsigned int

{
unsigned int nlongs = BITS_TO_LONGS(nbits);
if (!small_const_nbits(nbits)) {
unsigned int len = (nlongs - 1) * sizeof(unsigned long);
(dst, , len);

}
dst[nlongs - 1] = BITMAP_LAST_WORD_MASK(nbits);

Besides the bitmap_fill and bitmap_zero functions, the include/linux/bitmap.h header file provides bitmap_copy which is

similar on the bitmap_zero , but just uses memcpy instead of memset. Also it provides bitwise operations for bit array like
bitmap_and , bitmap_or , bitamp_xor and etc. We will not consider implementation of these functions because it is easy to

understand implementations of these functions if you understood all from this part. Anyway if you are interested how did these

function implemented, you may open include/linux/bitmap.h header file and start to research.

That's all.
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e xchg instruction

e cmpxchg instruction

e lock instruction
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Bit arrays

e bts instruction
e Dbtr instruction
e bt instruction
e sbb instruction
e btc instruction
e man memcpy
e man memset

o CF

e inline assembler

e gcc
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Theory

This chapter describes various theoretical concepts and concepts which are not directly related to practice but useful to know.

e Paging
o FEIf64 format

e Inline assembly



Paging

Introduction

In the fifth part of the series Linux kernel booting process we learned about what the kernel does in its earliest stage. In the
next step the kernel will initialize different things like initrd mounting, lockdep initialization, and many many other things,

before we can see how the kernel runs the first init process.
Yeah, there will be many different things, but many many and once again many work with memory.

In my view, memory management is one of the most complex parts of the Linux kernel and in system programming in general.

This is why we need to get acquainted with paging, before we proceed with the kernel initialization stuff.

Paging is a mechanism that translates a linear memory address to a physical address. If you have read the previous parts of this
book, you may remember that we saw segmentation in real mode when physical addresses are calculated by shifting a segment
register by four and adding an offset. We also saw segmentation in protected mode, where we used the descriptor tables and base

addresses from descriptors with offsets to calculate the physical addresses. Now we will see paging in 64-bit mode.
As the Intel manual says:

Paging provides a mechanism for implementing a conventional demand-paged, virtual-memory system where sections of a

program’s execution environment are mapped into physical memory as needed.

So... In this post I will try to explain the theory behind paging. Of course it will be closely related to the x86_64 version of the

Linux kernel, but we will not go into too much details (at least in this post).

Enabling paging

There are three paging modes:

e 32-bit paging;
e PAE paging;
o [A-32e paging.

We will only explain the last mode here. To enable the 1A-32e paging paging mode we need to do following things:

e setthe CRe.PG bit;
e setthe CR4.PAE bit;

e setthe IA32 EFER.LME bit.

We already saw where those bits were set in arch/x86/boot/compressed/head_64.S:

movl $(X86_CRO_PG | X86_CRO_PE), %eax
movl %eax, %Cro

and

movl $MSR_EFER, %ecx
rdmsr
btsl $_EFER_LME, %eax
wrmsr

Paging structures
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Paging structures

Paging divides the linear address space into fixed-size pages. Pages can be mapped into the physical address space or external
storage. This fixed size is 4096 bytes for the x86_64 Linux kernel. To perform the translation from linear address to physical
address, special structures are used. Every structure is 4096 bytes and contains 512 entries (this only for pPAE and
IA32_EFER.LME modes). Paging structures are hierarchical and the Linux kernel uses 4 level of paging in the xse_s4
architecture. The CPU uses a part of linear addresses to identify the entry in another paging structure which is at the lower level,
physical memory region ( page frame ) or physical address in this region ( page offset ). The address of the top level paging

structure located in the cr3 register. We have already seen this in arch/x86/boot/compressed/head _64.S:

leal pgtable(%ebx), %eax
movl %eax, %Cr3

We build the page table structures and put the address of the top-level structure in the cr3 register. Here cr3 is used to store
the address of the top-level structure, the PML4 or Page Global Directory as itis called in the Linux kernel. cr3 is 64-bit
register and has the following structure:

63 52 51 32
| | |
| Reserved MBZ | Address of the top level structure |
| | |
31 12 11 5 4 32 0
| | | [P |
| Address of the top level structure | Reserved | C | W | Reserved |
| | | [T |

These fields have the following meanings:

e Bits 63:52 - reserved must be 0.

Bits 51:12 - stores the address of the top level paging structure;

Reserved - reserved must be 0;

Bits 4 : 3 - PWT or Page-Level Writethrough and PCD or Page-level cache disable indicate. These bits control the way the
page or Page Table is handled by the hardware cache;

Bits 2 : 0 - ignored;
The linear address translation is following:

e A given linear address arrives to the MMU instead of memory bus.

e 64-bit linear address is split into some parts. Only low 48 bits are significant, it means that 2r48 or 256 TBytes of linear-
address space may be accessed at any given time.

e cr3 register stores the address of the 4 top-level paging structure.

e 47:39 bits of the given linear address store an index into the paging structure level-4, 38:3e bits store index into the
paging structure level-3, 29:21 bits store an index into the paging structure level-2, 20:12 bits store an index into the

paging structure level-1 and 11:0 bits provide the offset into the physical page in byte.

schematically, we can imagine it like this:
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Virtual Address
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Every access to a linear address is either a supervisor-mode access or a user-mode access. This access is determined by the cpL
(current privilege level). If cpL < 3 it is a supervisor mode access level, otherwise it is a user mode access level. For example,

the top level page table entry contains access bits and has the following structure:

=

x

| | [ M II| | P | P |UIW]| |
| Address of the paging structure on lower level | AVL | B |GIA| C | W | | | P |
| | [ Z IN| | D] T |SIR]| |

Where:

e 63 bit - N/X bit (No Execute Bit) which presents ability to execute the code from physical pages mapped by the table entry;
® 62:52 bits - ignored by CPU, used by system software;

e 51:12 bits - stores physical address of the lower level paging structure;

e 11:9 bits - ignored by CPU;

e MBZ - must be zero bits;

e JIgnored bits;

® A - accessed bit indicates was physical page or page structure accessed;

e PWT and PCD used for cache;

e U/S - user/supervisor bit controls user access to all the physical pages mapped by this table entry;

® R/W - read/write bit controls read/write access to all the physical pages mapped by this table entry;

e P - present bit. Current bit indicates was page table or physical page loaded into primary memory or not.

Ok, we know about the paging structures and their entries. Now let's see some details about 4-level paging in the Linux kernel.



Paging structures in the Linux kernel

As we've seen, the Linux kernel in x86_64 uses 4-level page tables. Their names are:

e Page Global Directory
e Page Upper Directory

e Page Middle Directory
e Page Table Entry

After you've compiled and installed the Linux kernel, you can see the system.map file which stores the virtual addresses of the

functions that are used by the kernel. For example:

$ grep "start_kernel" System.map
ffffffff8lefe497 T x86_64_start_kernel
ffffffff8lefeaa2 T start_kernel

We can see oxffffffffaiefe497 here. I doubt you really have that much RAM installed. But anyway, start_kernel and
x86_64_start_kernel will be executed. The address space in x86_64 is 2464 wide, but it's too large, that's why a smaller
address space is used, only 48-bits wide. So we have a situation where the physical address space is limited to 48 bits, but

addressing still performs with 64 bit pointers. How is this problem solved? Look at this diagram:

OXFFFFFFFFFFFFFFFE  4ommmmmmomo- 2

| |

| | Kernelspace

| |
Oxffff800000000000 +----------- +

| |

| |

| hole |

| |

| |
OXOOOOTFFFFFFFFFFf +-cc-cooonn- N

| |

| | Userspace

| |
0x0000000000000000 +--=--=------- +

This solution is sign extension . Here we can see that the lower 48 bits of a virtual address can be used for addressing. Bits

63:48 can be either only zeroes or only ones. Note that the virtual address space is split into 2 parts:

e Kernel space

o Userspace

Userspace occupies the lower part of the virtual address space, from ©x000000000000000 to 6xeeee7fffffffffff and kernel
space occupies the highest part from exffffgeeeeeee0e to oxfFfffFfffFfffff . Note that bits 63:48 is O for userspace and 1
for kernel space. All addresses which are in kernel space and in userspace or in other words which higher 63:48 bits are zeroes
or ones are called canonical addresses. There isa non-canonical area between these memory regions. Together these two
memory regions (kernel space and user space) are exactly 2748 bits wide. We can find the virtual memory map with 4 level

page tables in the Documentation/x86/x86_64/mm.txt:

0000000000000000 - EEEE7fffIFffffff (=47 bits) user space, different per mm
hole caused by [48:63] sign extension
ffff800000000000 - ffff87ffffffffff (=43 bits) guard hole, reserved for hypervisor
ffff880000000000 - ffffc7ffffffffff (=64 TB) direct mapping of all phys. memory
ffffc80000000000 - ffffc8ffffffffff (=40 bits) hole
ffffcoee00000000 - ffffe8ffffffffff (=45 bits) vmalloc/ioremap space
ffffeo0000000000 - ffffedffffffffff (=40 bits) hole
ffffea0@0OO00000 - ffffeaffffffffff (=40 bits) virtual memory map (1TB)

. unused hole ...
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ffffec0000000000 - fffffcOOOOOEOOOO (=44 bits) kasan shadow memory (16TB)

. unused hole ...
fFffffoo00000000 - FIFFFff7fFfffffff (=39 bits) %esp fixup stacks

. unused hole ...
frffffff80000000 - ffffffffa0000000 (=512 MB) kernel text mapping, from phys @
ffffffffaceoo000 - FFFFFFffff5fffff (=1525 MB) module mapping space
frffffffffe600000 - FFFFffffffdfffff (=8 MB) vsyscalls
frffffffffe00000 - FFFFFfffffffffff (=2 MB) unused hole

We can see here the memory map for user space, kernel space and the non-canonical area in-between them. The user space
memory map is simple. Let's take a closer look at the kernel space. We can see that it starts from the guard hole which is reserved

for the hypervisor. We can find the definition of this guard hole in arch/x86/include/asm/page 64 _types.h:

#define __ PAGE_OFFSET _AC(0xffff880000000000, UL)

Previously this guard hole and __PAGE_OFFSET was from exffffge0000000000 to Oxffffg7ffffffffff to preventaccess to

non-canonical area, but was later extended by 3 bits for the hypervisor.

Next is the lowest usable address in kernel space - ffff8geeee000000 . This virtual memory region is for direct mapping of all
the physical memory. After the memory space which maps all the physical addresses, the guard hole. It needs to be between the
direct mapping of all the physical memory and the vmalloc area. After the virtual memory map for the first terabyte and the
unused hole after it, we can see the kasan shadow memory. It was added by commit and provides the kernel address sanitizer.
After the next unused hole we can see the esp fixup stacks (we will talk about it in other parts of this book) and the start of the
kernel text mapping from the physical address - e . We can find the definition of this address in the same file as the

__PAGE_OFFSET :

#define __ START_KERNEL_map _AC(oxffffffff8e000000, UL)

Usually kernel's .text starts here with the CONFIG_PHYSICAL_START offset. We have seen it in the post about ELF64:

readelf -s vmlinux | grep ffffffff81000000

1: ffffffff81000000 O SECTION LOCAL DEFAULT 1
65099: ffffffff81000000 O NOTYPE GLOBAL DEFAULT 1 _text
90766: ffffffff81000000 O NOTYPE GLOBAL DEFAULT 1 startup_64

Here I check vmlinux with CONFIG_PHYSICAL_START is ©x1000000 . So we have the start point of the kernel .text -
oxFFFFFFff80000000 and offset - 0x1000000 , the resulted virtual address will be oxffffffff8o000000 + 1000000 =
oxFFFfffff81000000 .

After the kernel .text region there is the virtual memory region for kernel module, vsyscalls and an unused hole of 2

megabytes.

We've seen how virtual memory map in the kernel is laid out and how a virtual address is translated into a physical one. Let's take

the following address as example:

oxffffffff81000000

In binary it will be:

1112131122313233133 112311122317 111111110 000001000 000000000 0O0OOEOO00CO00
63:48 47:39 38:30 29:21 20:12 11:0

This virtual address is split in parts as described above:

® 63:48 - bits not used;
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e 47:39 - bits store an index into the paging structure level-4;
e 38:30 - bits store index into the paging structure level-3;

e 29:21 - bits store an index into the paging structure level-2;
e 20:12 - bits store an index into the paging structure level-1;

e 11:0 -bits provide the offset into the physical page in byte.

That is all. Now you know a little about theory of paging and we can go ahead in the kernel source code and see the first

initialization steps.

Conclusion

It's the end of this short part about paging theory. Of course this post doesn't cover every detail of paging, but soon we'll see in

practice how the Linux kernel builds paging structures and works with them.

Please note that English is not my first language and I am really sorry for any inconvenience. If you've found any mistakes
please send me PR to linux-insides.

Links

e Paging on Wikipedia

e Intel 64 and TA-32 architectures software developer's manual volume 3A
e MMU

e ELF64

o Documentation/x86/x86_64/mm.txt

e Last part - Kernel booting process
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Executable and Linkable Format

ELF (Executable and Linkable Format) is a standard file format for executable files, object code, shared libraries and core dumps.
Linux and many UNIX-like operating systems use this format. Let's look at the structure of the ELF-64 Object File Format and
some definitions in the linux kernel source code which related with it.

An ELF object file consists of the following parts:

e ELF header - describes the main characteristics of the object file: type, CPU architecture, the virtual address of the entry
point, the size and offset of the remaining parts, etc...;

e Program header table - lists the available segments and their attributes. Program header table need loaders for placing
sections of the file as virtual memory segments;

e Section header table - contains the description of the sections.
Now let's have a closer look on these components.

ELF header

The ELF header is located at the beginning of the object file. Its main purpose is to locate all other parts of the object file. The File
header contains the following fields:

e ELF identification - array of bytes which helps identify the file as an ELF object file and also provides information about
general object file characteristic;

e Object file type - identifies the object file type. This field can describe that ELF file is a relocatable object file, an executable
file, etc...;

e Target architecture;

e Version of the object file format;

e Virtual address of the program entry point;

e File offset of the program header table;

o File offset of the section header table;

e Size of an ELF header;

e Size of a program header table entry;

e and other fields...

You can find the elfe4_hdr structure which presents ELF64 header in the linux kernel source code:

typedef struct elf64_hdr {
unsigned char e_ident[EI_NIDENT];
E1f64_Half e_type;
E1f64_Half e_machine;
E1f64_Word e_version;
E1f64_Addr e_entry;
E1f64_0Off e_phoff;
E1f64_Off e_shoff;
E1f64_Word e_flags;
E1f64_Half e_ehsize;
E1f64_Half e_phentsize;
E1f64_Half e_phnum;
E1f64_Half e_shentsize;
E1f64_Half e_shnum;
E1f64_Half e_shstrndx;

} E1f64_Ehdr;

This structure defined in the elf.h

Sections
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https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/uapi/linux/elf.h#L220

All data stores in a sections in an Elf object file. Sections identified by index in the section header table. Section header contains

following fields:

e Section name;

e Section type;

e Section attributes;

e Virtual address in memory;

o Offset in file;

e Size of section;

e Link to other section;

e Miscellaneous information;
o Address alignment boundary;

e Size of entries, if section has table;

And presented with the following elfe4_shdr structure in the linux kernel:

typedef struct elfé4_shdr {
E1f64_Word sh_name;
E1f64_Word sh_type;
E1f64_Xword sh_flags;
E1f64_Addr sh_addr;
E1f64_Off sh_offset;
E1f64_Xword sh_size;
E1f64_Word sh_link;
E1f64_Word sh_info;
E1f64_Xword sh_addralign;
E1f64_Xword sh_entsize;

} E1f64_Shdr;

elf.h
Program header table

All sections are grouped into segments in an executable or shared object file. Program header is an array of structures which

describe every segment. It looks like:

typedef struct elfé4_phdr {
E1f64_Word p_type;
E1f64_Word p_flags;
E1f64_0Off p_offset;
E1f64_Addr p_vaddr;
E1f64_Addr p_paddr;
E1f64_Xword p_filesz;
E1f64_Xword p_memsz;
E1f64_Xword p_align;

} E1f64_Phdr;

in the linux kernel source code.
elf64_phdr defined in the same elf.h.

The ELF object file also contains other fields/structures which you can find in the Documentation. Now let's a look at the

vmlinux ELF object.

vmlinux

vmlinux is also a relocatable ELF object file . We can take a look at it with the readelf util. First of all let's look at the header:


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/include/uapi/linux/elf.h#L312
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http://www.uclibc.org/docs/elf-64-gen.pdf

$ readelf -h vmlinux

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 OO 00 00 OO0 GO 0O 6O 00
Class: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: Ox1
Entry point address: 0x1000000
Start of program headers: 64 (bytes into file)
Start of section headers: 381608416 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 5
Size of section headers: 64 (bytes)
Number of section headers: 73

Section header string table index: 70

Here we can see that vmlinux is a 64-bit executable file.

We can read from the Documentation/x86/x86_64/mm.txt:

frffffff80000000 - fFffffffa0oo0000 (=512 MB) kernel text mapping, from phys 0

We can then look this address up in the vmlinux ELF object with:

$ readelf -s vmlinux | grep ffffffff81000000

1: fFffffff81000000 O SECTION LOCAL DEFAULT 1
65099: ffffffff81000000 O NOTYPE GLOBAL DEFAULT 1 _text
90766: ffffffff81000000 O NOTYPE GLOBAL DEFAULT 1 startup_64

Note that the address of the startup_64 routine is not ffffffffgeeeeeee ,but frffffffg1000000 and now I'll explain why.

We can see following definition in the arch/x86/kernel/vmlinux.lds.S:
. = __START_KERNEL;
/* Text and read-only data */

.text : AT(ADDR(.text) - LOAD_OFFSET) {
_text = .;

Where _ START_KERNEL is:

#define __ START_KERNEL (__START_KERNEL_map + __PHYSICAL_START)

__START_KERNEL_map is the value from the documentation - ffffffffsee00000 and _ PHYSICAL_START is 0x1000000 . That's

why address of the startup_64 is ffffffffg1000000 .

And at last we can get program headers from vmlinux with the following command:


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/Documentation/x86/x86_64/mm.txt#L21
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readelf -1 vmlinux

EL1f file type is EXEC (Executable file)
Entry point 0x1000000
There are 5 program headers, starting at offset 64

Program Headers:

Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align
LOAD 0Xx0000000000200000 OXFFFfffff81000000 OXxOOEEEEO0O01000000
0x0000000000cTdOOO 0x0000000000cfdeBO R E 200000
LOAD 0x0000000001000000 OXFfffffff81e00000 OXxO000000001e00000
0x0000000000100000 0Xx0000000000100000 RW 200000
LOAD 0x0000000001200000 0xX0000EO0COOCOOC00 OXxO0C0OEOE1TFEEOOO
0x0000000000014d98 0x0000000000014d98 RW 200000
LOAD 0x0000000001315000 Oxffffffff81f15000 Ox0000000001f15000
0x000000000011d000 0Xx0000000000279000 RWE 200000
NOTE 0x0000000000b17284 Oxffffffff81917284 0x0000000001917284
0x0000000000000024 0X0000000000000024 4
Section to Segment mapping:
Segment Sections...
00 .text .notes __ex_table .rodata _ bug_table .pci_fixup .builtin_fw

.tracedata __ksymtab __ksymtab_gpl __kcrctab __kcrctab_gpl
__ksymtab_strings __param __modver

01 .data .vvar
02 .data..percpu
03 .init.text .init.data .x86_cpu_dev.init .altinstructions

.altinstr_replacement .iommu_table .apicdrivers .exit.text
.smp_locks .data_nosave .bss .brk

Here we can see five segments with sections list. You can find all of these sections in the generated linker script at -

arch/x86/kernel/vmlinux.lds

That's all. Of course it's not a full description of ELF (Executable and Linkable Format), but if you want to know more, you can

find the documentation - here


http://www.uclibc.org/docs/elf-64-gen.pdf

Inline assembly

Introduction

While reading source code in the Linux kernel, I often see statements like this:

asm__("andqg %%rsp,%0; ":"=r" (ti) : "0" (CURRENT_MASK));

Yes, this is inline assembly or in other words assembler code which is integrated in a high level programming language. In this

case the high level programming language is C. Yes, the ¢ programming language is not very high-level, but still.

If you are familiar with the assembly programming language, you may notice that inline assembly is not very different from

normal assembler. Moreover, the special form of inline assembly which is called basic form is exactly the same. For example:

asm__("movq %rax, %rsp");

or:

__asm__("hlt");

The same code (of course without __asm__ prefix) you might see in plain assembly code. Yes, this is very similar, but not so

simple as it might seem at first glance. Actually, the GCC supports two forms of inline assembly statements:

® basic ;

® extended .

The basic form consists of only two things: the __asm__ keyword and the string with valid assembler instructions. For example it

may look something like this:

asm__("movqg $3, %rax\t\n"

"movq %rsi, %rdi");

The asm keyword may be used in place of __asm__ , however __asm__ is portable whereas the asm keyword isa 6NU

extension. In further examples I will only use the __asm__ variant.

If you know assembly programming language this looks pretty familiar. The main problem is in the second form of inline
assembly statements - extended . This form allows us to pass parameters to an assembly statement, perform jumps etc. Does not
sound difficult, but requires knowledge of special rules in addition to knowledge of the assembly language. Every time I see yet
another piece of inline assembly code in the Linux kernel, I need to refer to the official documentation of ecc to remember how

a particular qualifier behaves or what the meaning of =&r is for example.

I've decided to write this part to consolidate my knowledge related to the inline assembly, as inline assembly statements are quite
common in the Linux kernel and we may see them in linux-insides parts sometimes. I thought that it would be useful if we have a
special part which contains information on more important aspects of the inline assembly. Of course you may find comprehensive

information about inline assembly in the official documentation, but I like to put everything in one place.

Note: This part will not provide guide for assembly programming. It is not intended to teach you to write programs with

assembler or to know what one or another assembler instruction means. Just a little memo for extended asm.

Introduction to extended inline assembly
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So, let's start. As I already mentioned above, the basic assembly statement consists of the asm or __asm__ keyword and set

of assembly instructions. This form is in no way different from "normal" assembly. The most interesting part is inline assembler
with operands, or extended assembler. An extended assembly statement looks more complicated and consists of more than two

parts:

asm__ [volatile] [goto] (AssemblerTemplate

[ : OutputOperands ]

[ : InputOperands ]
[ : Clobbers ]
[ : GotoLabels 1);

All parameters which are marked with squared brackets are optional. You may notice that if we skip the optional parameters and

the modifiers volatile and goto we obtainthe basic form.

Let's start to consider this in order. The first optional qualifier is volatile . This specifier tells the compiler that an assembly
statement may produce side effects . In this case we need to prevent compiler optimizations related to the given assembly
statement. In simple terms the volatile specifier instructs the compiler not to modify the statement and place it exactly where it

was in the original code. As an example let's look at the following function from the Linux kernel:

static inline void native_load_gdt(const struct desc_ptr *dtr)

{
asm volatile("lgdt %0"::"m" (*dtr));

Here we see the native_load_gdt function which loads a base address from the Global Descriptor Table to the GdTR register
with the 1gdt instruction. This assembly statement is marked with volatile qualifier. It is very important that the compiler
does not change the original place of this assembly statement in the resulting code. Otherwise the GDTR register may contain
wrong address for the Global Descriptor Table or the address may be correct, but the structure has not been filled yet. This can

lead to an exception being generated, preventing the kernel from booting correctly.

The second optional qualifier isthe goto . This qualifier tells the compiler that the given assembly statement may perform a

jump to one of the labels which are listed in the GotoLabels . For example:

asm__ goto("jmp %1[label]l" 7

Since we finished with these two qualifiers, let's look at the main part of an assembly statement body. As we have seen above, the

main part of an assembly statement consists of the following four parts:

e set of assembly instructions;
e output parameters;
e input parameters;

e clobbers.

The first represents a string which contains a set of valid assembly instructions which may be separated by the \t\n sequence.
Names of processor registers must be prefixed with the %% sequence in extended form and other symbols like immediates
must start with the $ symbol. The outputoperands and InputOperands are comma-separated lists of C variables which may
be provided with "constraints" and the clobbers is a list of registers or other values which are modified by the assembler
instructions from the AssemblerTemplate beyond those listed in the outputoperands . Before we dive into the examples we
have to know a little bit about constraints . A constraint is a string which specifies placement of an operand. For example the

value of an operand may be written to a processor register or read from memory etc.

Consider the following simple example:

#include <stdio.h>
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int main(void

{
unsigned long a = 5;
unsigned long b = ;
unsigned long sum = 0;
__asm__("addq %1,%2" : "=r" (sum) : "r" (a), "0" (b));
("a + b = %lu\n", sum);
return 0;
}

Let's compile and run it to be sure that it works as expected:

$ gcc test.c -o test
./test
a+b=15

Ok, great. It works. Now let's look at this example in detail. Here we see a simple ¢ program which calculates the sum of two
variables placing the result into the sum variable and in the end we print the result. This example consists of three parts. The first
is the assembly statement with the add instruction. It adds the value of the source operand together with the value of the

destination operand and stores the result in the destination operand. In our case:

addq %1, %2

will be expanded to the:

addqg a, b

Variables and expressions which are listed in the outputoperands and InputoOperands may be matched in the
AssemblerTemplate . An input/output operand is designated as %N where the N is the number of operand from left to right
beginning from zero . The second part of the our assembly statement is located after the first : symbol and contains the

definition of the output value:

"=r" (sum)

Notice that the sum is marked with two special symbols: =r . This is the first constraint that we have encountered. The actual
constraint here is only r itself. The = symbolis modifier which denotes output value. This tells to compiler that the
previous value will be discarded and replaced by the new data. Besides the = modifier, ecc provides support for following

three modifiers:

e + -anoperand is read and written by an instruction;
e & - output register shouldn't overlap an input register and should be used only for output;

e % - tells the compiler that operands may be commutative.

Now let's go back to the r qualifier. As I mentioned above, a qualifier denotes the placement of an operand. The r symbol

means a value will be stored in one of the general purpose register. The last part of our assembly statement:

"ro(a), "e" (b)

These are input operands - variables a and b . We already know what the r qualifier does. Now we can have a look at the
constraint for the variable b . The o or any other digit from 1 to 9 is called "matching constraint". With this a single
operand can be used for multiple roles. The value of the constraint is the source operand index. In our case © will match sum .

If we look at assembly output of our program:


http://x86.renejeschke.de/html/file_module_x86_id_5.html
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<main>:

e: Gl f8 movg $ o (%rbp)
Gl fo oa movg $ o (%rbp)
b 8 mov (%rbp), %rdx
b fo mov (%rbp), %rax
8 do add %rdx, %rax

First of all our values 5 and 1e will be put at the stack and then these values will be moved to the two general purpose

registers: %rdx and %rax .

This way the %rax register is used for storing the value of the b as well as storing the result of the calculation. NOTE that I've

used gcc 6.3.1 version, so the resulted code of your compiler may differ.

We have looked at input and output parameters of an inline assembly statement. Before we move on to other constraints supported

by gcc , there is one remaining part of the inline assembly statement we have not discussed yet - clobbers .

Clobbers

As mentioned above, the "clobbered" part should contain a comma-separated list of registers whose content will be modified by
the assembler code. This is useful if our assembly expression needs additional registers for calculation. If we add clobbered
registers to the inline assembly statement, the compiler take this into account and the register in question will not simultaneously

be used by the compiler.

Consider the example from before, but we will add an additional, simple assembler instruction:

asm__("movg $100, %%rdx\t\n"
"addq %1,%2" : "=r" (sum) : "r" (a), "0" (b));

If we look at the assembly output:

<main>:
e: c7 f8 movq $ 0 (%rbp)
c7 fo oa movq $ 0 (%rbp)
b f8 mov (%rbp), %rdx
a: b fo mov (%rbp), %rax
e: c7 c2 mov $ , %rdx
do add %rdx, %rax

we will see that the %rdx register is overwritten with ex64 or 1ee and the result will be 116 instead of 10 . Now if we add

the %rdx register to the list of clobbered registers:

asm__("movg $100, %%rdx\t\n"
"addq %1,%2" : "=r" (sum) : "r" (a), "0" (b) : "%rdx");

and look at the assembler output again:

<main>:
e: c7 f8 movg $ g (%rbp)



c7 fo oa movg $ o (%rbp)

b 4d f8 mov (%rbp), %rcx

a: b fo mov (%rbp), %rax
e: c7 c2 mov $ , %rdx
c8 add %rex, %rax

the %rcx register will be used for sum calculation, preserving the intended semantics of the program. Besides general purpose

registers, we may pass two special specifiers. They are:

® cc;

® memory

The first - cc indicates that an assembler code modifies flags register. This is typically used if the assembly within contains

arithmetic or logic instructions:

asm__("incq %0" ::""(variable): "cc");

The second memory specifier tells the compiler that the given inline assembly statement executes read/write operations on
memory not specified by operands in the output list. This prevents the compiler from keeping memory values loaded and cached
in registers. Let's take a look at the following example:

#include <stdio.h>

int main(void)

{
unsigned long a[3] = {10000000000, 0, 1};
unsigned long b = 5;
__asm__ volatile("incq %0" :: "m" (a[@0]));
printf("a[0] - b = %lu\n", a[@] - b);
return 0;

}

This example may be artificial, but it illustrates the main idea. Here we have an array of integers and one integer variable. The
example is pretty simple, we take the first element of a and increment its value. After this we subtract the value of b from the

first element of a . In the end we print the result. If we compile and run this simple example the result may surprise you:

~$ gcc -03 test.c -o test
~$ ./test
a[0] - b = 9999999995

The resultis a[@] - b = 9999999995 here, but why? We incremented a[e] and subtracted b , so the result should be a[e] -

b = 9999999996 here.

If we have a look at the assembler output for this example:

00000000004004f6 <main>:

4004b4: 48 b8 00 e4 Ob 54 02 movabs $0x2540be400, %rax
4004be: 48 89 04 24 mov %rax, (%rsp)
40050e: ff 44 24 fo incq (%rsp)

4004d8: 48 be fb e3 0b 54 02 movabs $0x2540be3fb, %rsi


https://en.wikipedia.org/wiki/FLAGS_register

we will see that the first element of the a contains the value ex2540be400 ( 10000000000 ). The last two lines of code are the

actual calculations.

We see our increment instruction with incq but then just a move of o©x2540be3fb ( 9999999995 ) to the %rsi register. This
looks strange.

The problem is we have passed the -03 flagto gcc , so the compiler did some constant folding and propagation to determine

the result of a[oe] - 5 at compile time and reduced it to a movabs with a constant ©x2546be3fb Or 9999999995 in runtime.

Let's now add memory to the clobbers list:

asm__ volatile("incq %0" :: "m" (a[0]) : "memory");

and the new result of running this is:

~$ gcc -03 test.c -o test
~$ ./test
a[0] - b = 9999999996

Now the result is correct. If we look at the assembly output again:

00000000004004f6 <main>:

400404 : 48 b8 00 e4 Ob 54 02 movabs $0x2540be400, %rax
40040b: 00 00 00

40040e: 48 89 04 24 mov %rax, (%rsp)
400412: 48 c7 44 24 08 00 00 movq $0x0, OX8(%rsp)
400419: 00 00

40041b: 48 c7 44 24 10 01 00 movq $0x1, 0x10(%rsp)
400422: 00 00

400424 : 48 ff 04 24 incq (%rsp)

400428: 48 8b 04 24 mov (%rsp),%rax
400431: 48 8d 70 fb lea -Ox5(%rax), %rsi

we will see one difference here which is in the last two lines:

400428: 48 8b 04 24 mov (%rsp),%rax
400431: 48 8d 70 fb lea -Ox5(%rax), %rsi

Instead of constant folding, ecc now preserves calculations in the assembly and places the value of a[e] inthe %rax register

afterwards. In the end it just subtracts the constant value of b from the %rax register and puts result to the %rsi .

Besides the memory specifier, we also see a new constraint here - m . This constraint tells the compiler to use the address of
a[e] , instead of its value. So, now we are finished with clobbers and we may continue by looking at other constraints

supported by Gcc besides r and m which we have already seen.

Constraints

Now that we are finished with all three parts of an inline assembly statement, let's return to constraints. We already saw some
constraints in the previous parts, like r which represents a register operand, m which represents a memory operand and ©-
9 which represent an reused, indexed operand. Besides these ccc provides support for other constraints. For example the i

constraint represents an immediate integer operand with know value:

#include <stdio.h>

int void

{



int a = 0;

asm__("movl %1, %0" : "=r'"(a) : "i"( ));
("a = %d\n", a);

return 0;

The result is:

~$ gcc test.c -o test
~$ ./test
a = 100

Or for example 1 which represents an immediate 32-bit integer. The difference between i and 1 isthat i is general,

whereas 1 is strictly specified to 32-bit integer data. For example if you try to compile the following code:

unsigned long test_asm(int

{
unsigned long a = 0;
__asm__("movg %1, %0" : "=r"(a) : "I"( ));
return a;

}

you will get an error:

$ gcc -03 test.c -o test
test.c: In function ‘test_asm’:
test.c:7:9: warning: asm operand 1 probably doesn’t match constraints

__asm__("movq %1, %" : "=r"(a) : "I"(OXFFFFFFFFFFFF));
N

test.c:7:9: error: impossible constraint in ‘asm’

when at the same time:

unsigned long test_asm(int

{
unsigned long a = 0;
__asm__("movg %1, %0" : "=r"(a) : "i"( ));
return a;

}

works perfectly:

~$ gcc -03 test.c -0 test
~$ echo $?
0

Gec also supports 3, K, N constraints for integer constants in the range of 0-63 bits, signed 8-bit integer constants and
unsigned 8-bit integer constants respectively. The o constraint represents a memory operand with an offsetable memory
address. For example:

#include <stdio.h>

int main(void)

{
static unsigned long arr[3] = {0, 1, 2};
static unsigned long element;



asm__ volatile("movq 16+%1, %0" : "=r"(element) : "o"(arr));

printf("%lu\n", element);
return 0;

The result, as expected:

~$ gcc -03 test.c -0 test
~$ ./test
2

All of these constraints may be combined (so long as they do not conflict). In this case the compiler will choose the best one for a

certain situation. For example:

unsigned long a = 5
unsigned long b = 7

void main(void

{

asm__ ("movq %1,%0" : "=mr"(b) : "rm"(a));

will use a memory operand:

main:
movq a(%rip),b(%rip)
ret
b:
.quad 20
a:
.quad 10

instead of direct usage of general purpose registers.

That's about all of the commonly used constraints in inline assembly statements. You can find more in the official documentation.

Architecture specific constraints

Before we finish, let's look at the set of special constraints. These constrains are architecture specific and as this book is specific to
the x86_64 architecture, we will look at constraints related to it. First of all the setof a ... d andalso s and D constraints
represent generic purpose registers. In this case the a constraint corresponds to %al , %ax , %eax Or %rax register
depending on instruction size. The s and D constraints are %si and %di registers respectively. For example let's take our
previous example. We can see in its assembly output that value of the a variable is stored in the %eax register. Now let's look

at the assembly output of the same assembly, but with other constraint:
#include <stdio.h>
int a = 1;

int main(void

{
int b;
_asm__ ("movq %1,%0" : "=r"(b) : "d"(a));
return b;
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Now we see that value of the a variable will be stored in the %rax register:

0000000000400400 <main>:
4004aa: 48 8b 05 6f Ob 20 00 mov 0x200b6f (%rip), %rax # 601020 <a>

The f and t constraints represent any floating point stack register - %st and the top of the floating point stack respectively.

The u constraint represents the second value from the top of the floating point stack.

That's all. You may find more details about x86_64 and general constraints in the official documentation.

Links

e Linux kernel source code

e assembly programming language
e GCC

o GNU extension

e Global Descriptor Table

e Processor registers

e add instruction

o flags register

o x86_64

e constraints


https://en.wikipedia.org/wiki/X86-64
https://gcc.gnu.org/onlinedocs/gcc/Machine-Constraints.html#Machine-Constraints
https://github.com/torvalds/linux
https://en.wikipedia.org/wiki/Assembly_language
https://en.wikipedia.org/wiki/GNU_Compiler_Collection
https://gcc.gnu.org/onlinedocs/gcc/C-Extensions.html
https://en.wikipedia.org/wiki/Global_Descriptor_Table
https://en.wikipedia.org/wiki/Processor_register
http://x86.renejeschke.de/html/file_module_x86_id_5.html
https://en.wikipedia.org/wiki/FLAGS_register
https://en.wikipedia.org/wiki/X86-64
https://gcc.gnu.org/onlinedocs/gcc/Machine-Constraints.html#Machine-Constraints

Misc

This chapter contains parts which are not directly related to the Linux kernel source code and implementation of different

subsystems.



Linux kernel development

Introduction

As you already may know, I've started a series of blog posts about assembler programming for xse_e4 architecture in the last
year. I have never written a line of low-level code before this moment, except for a couple of toy Hello world examples in
university. It was a long time ago and, as I already said, I didn't write low-level code at all. Some time ago I became interested in

such things. I understood that I can write programs, but didn't actually understand how my program is arranged.

After writing some assembler code I began to understand how my program looks after compilation, approximately. But anyway,
I didn't understand many other things. For example: what occurs when the syscall instruction is executed in my assembler,
what occurs when the printf function starts to work or how can my program talk with other computers via network. Assembler
programming language didn't give me answers to my questions and I decided to go deeper in my research. I started to learn from
the source code of the Linux kernel and tried to understand the things that I'm interested in. The source code of the Linux kernel
didn't give me the answers to all of my questions, but now my knowledge about the Linux kernel and the processes around it is

much better.

I'm writing this part nine and a half months after I've started to learn from the source code of the Linux kernel and published the
first part of this book. Now it contains forty parts and it is not the end. I decided to write this series about the Linux kernel mostly
for myself. As you know the Linux kernel is very huge piece of code and it is easy to forget what does this or that part of the
Linux kernel mean and how does it implement something. But soon the linux-insides repo became popular and after nine months

it has 9096 stars:

® Unwatch ~ 912 % Star 9,096 ¥ Fork 674

It seems that people are interested in the insides of the Linux kernel. Besides this, in all the time that I have been writing 1inux-
insides , I have received many questions from different people about how to begin contributing to the Linux kernel. Generally

people are interested in contributing to open source projects and the Linux kernel is not an exception:

GO g|€ contribute to linux kernel E
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So, it seems that people are interested in the Linux kernel development process. I thought it would be strange if a book about the
Linux kernel would not contain a part describing how to take a part in the Linux kernel development and that's why I decided to
write it. You will not find information about why you should be interested in contributing to the Linux kernel in this part. But if

you are interested how to start with Linux kernel development, this part is for you.

Let's start.

How to start with Linux kernel
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First of all, let's see how to get, build, and run the Linux kernel. You can run your custom build of the Linux kernel in two ways:

e Run the Linux kernel on a virtual machine;

o Run the Linux kernel on real hardware.

I'll provide descriptions for both methods. Before we start doing anything with the Linux kernel, we need to get it. There are a
couple of ways to do this depending on your purpose. If you just want to update the current version of the Linux kernel on your

computer, you can use the instructions specific to your Linux distro.

In the first case you just need to download new version of the Linux kernel with the package manager. For example, to upgrade

the version of the Linux kernel to 4.1 for Ubuntu (Vivid Vervet), you will just need to execute the following commands:

$ sudo add-apt-repository ppa:kernel-ppa/ppa
$ sudo apt-get update

After this execute this command:

$ apt-cache showpkg linux-headers

and choose the version of the Linux kernel in which you are interested. In the end execute the next command and replace

${version} with the version that you chose in the output of the previous command:

$ sudo apt-get install linux-headers-${version} linux-headers-${version}-generic linux-image-${version}-generic
--fix-missing

and reboot your system. After the reboot you will see the new kernel in the grub menu.

In the other way if you are interested in the Linux kernel development, you will need to get the source code of the Linux kernel.
You can find it on the kernel.org website and download an archive with the Linux kernel source code. Actually the Linux kernel

development process is fully built around git version control system. So you can get it with git from the kernel.org :

$ git clone git://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git

I don't know how about you, but I prefer github . There is a mirror of the Linux kernel mainline repository, so you can clone it

with:

$ git clone git@github.com:torvalds/linux.git

I use my own fork for development and when I want to pull updates from the main repository I just execute the following

command:

$ git checkout master
$ git pull upstream master

Note that the remote name of the main repository is upstream . To add a new remote with the main Linux repository you can

execute:

git remote add upstream git@github.com:torvalds/linux.git

After this you will have two remotes:

~/dev/linux (master) $ git remote -v
origin git@github.com:0xAX/1linux.git (fetch)
origin git@github.com:0xAX/1linux.git (push)
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upstream https://github.com/torvalds/linux.git (fetch)
upstream https://github.com/torvalds/linux.git (push)

One is of your fork ( origin ) and the second is for the main repository ( upstream ).

Now that we have a local copy of the Linux kernel source code, we need to configure and build it. The Linux kernel can be
configured in different ways. The simplest way is to just copy the configuration file of the already installed kernel that is located
inthe /boot directory:

$ sudo cp /boot/config-$(uname -r) ~/dev/linux/.config

If your current Linux kernel was built with the support for access to the /proc/config.gz file, you can copy your actual kernel

configuration file with this command:

$ cat /proc/config.gz | gunzip > ~/dev/linux/.config

If you are not satisfied with the standard kernel configuration that is provided by the maintainers of your distro, you can configure
the Linux kernel manually. There are a couple of ways to do it. The Linux kernel root Makefile provides a set of targets that

allows you to configure it. For example menuconfig provides a menu-driven interface for the kernel configuration:
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The defconfig argument generates the default kernel configuration file for the current architecture, for example x86_64

defconfig. You can pass the ARcH command line argument to make to build defconfig for the given architecture:

$ make ARCH=armé64 defconfig

The allnoconfig , allyesconfig and allmodconfig arguments allow you to generate a new configuration file where all
options will be disabled, enabled, and enabled as modules respectively. The nconfig command line arguments that provides

ncurses based program with menu to configure Linux kernel:
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And even randconfig to generate random Linux kernel configuration file. I will not write about how to configure the Linux
kernel or which options to enable because it makes no sense to do so for two reasons: First of all I do not know your hardware and
second, if you know your hardware, the only remaining task is to find out how to use programs for kernel configuration, and all of

them are pretty simple to use.

OK, we now have the source code of the Linux kernel and configured it. The next step is the compilation of the Linux kernel. The

simplest way to compile Linux kernel is to just execute:

$ make
scripts/kconfig/conf --silentoldconfig Kconfig
#
# configuration written to .config
#
CHK include/config/kernel.release
UPD include/config/kernel.release
CHK include/generated/uapi/linux/version.h
CHK include/generated/utsrelease.h

O0BJCOPY arch/x86/boot/vmlinux.bin

AS arch/x86/boot/header.o

LD arch/x86/boot/setup.elf

OBJCOPY arch/x86/boot/setup.bin

BUILD arch/x86/boot/bzImage

Setup is 15740 bytes (padded to 15872 bytes).
System is 4342 kB
CRC 82703414
Kernel: arch/x86/boot/bzImage is ready (#73)

To increase the speed of kernel compilation you can pass -jN command line argument to make , where N specifies the

number of commands to run simultaneously:

$ make -3j8



If you want to build Linux kernel for an architecture that differs from your current, the simplest way to do it pass two arguments:

e ArcH command line argument and the name of the target architecture;

® CROSS_COMPILER command line argument and the cross-compiler tool prefix;

For example if we want to compile the Linux kernel for the arm64 with default kernel configuration file, we need to execute

following command:

$ make -j4 ARCH=arm64 CROSS_COMPILER=aarch64-linux-gnu- defconfig
$ make -j4 ARCH=arm64 CROSS_COMPILER=aarch64-linux-gnu-

As result of compilation we can see the compressed kernel - arch/x86/boot/bzImage . Now that we have compiled the kernel, we

can either install it on our computer or just run it in an emulator.

Installing Linux kernel

As I already wrote we will consider two ways how to launch new kernel: In the first case we can install and run the new version of
the Linux kernel on the real hardware and the second is launch the Linux kernel on a virtual machine. In the previous paragraph

we saw how to build the Linux kernel from source code and as a result we have got compressed image:

Kernel: arch/x86/boot/bzImage is ready (#73)

After we have got the bzImage we need to install headers , modules of the new Linux kernel with the:

$ sudo make headers_install
$ sudo make modules_install

and directly the kernel itself:

$ sudo make install

From this moment we have installed new version of the Linux kernel and now we must tell the bootloader about it. Of course
we can add it manually by the editing of the /boot/grub2/grub.cfg configuration file, but I prefer to use a script for this
purpose. I'm using two different Linux distros: Fedora and Ubuntu. There are two different ways to update the grub configuration

file. I'm using following script for this purpose:

#!/bin/bash
source "term-colors"

DISTRIBUTIVE=$(cat /etc/*-release | grep NAME | head -1 | sed -n -e 's/NAME\=//p')
echo -e "Distributive: ${Green}${DISTRIBUTIVE}${Color_Off}"

if [[ "$DISTRIBUTIVE" == "Fedora" 1] ;
then
su -c 'grub2-mkconfig -o /boot/grub2/grub.cfg’
else
sudo update-grub
fi

echo "${Green}Done.${Color_Off}"
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This is the last step of the new Linux kernel installation and after this you can reboot your computer and select new version of the

kernel during boot.

The second case is to launch new Linux kernel in the virtual machine. I prefer gemu. First of all we need to build initial ramdisk -
initrd for this. The initrd isa temporary root file system that is used by the Linux kernel during initialization process while
other filesystems are not mounted. We can build initrd with the following commands:

First of all we need to download busybox and run menuconfig for its configuration:

mkdir initrd

cd initrd

curl http://busybox.net/downloads/busybox-1.23.2.tar.bz2 | tar xjf -
cd busybox-1.23.2/

make menuconfig

B B B BH B B

make -j4

busybox is an executable file - /bin/busybox that contains a set of standard tools like coreutils. In the busysbox menu we

need to enable: Build BusyBox as a static binary (no shared libs) option:
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We can find this menu in the:

Busybox Settings
--> Build Options

After this we exit from the busysbox configuration menu and execute following commands for building and installation of it:

$ make -j4
$ sudo make install

Now that busybox is installed, we can begin building our initrd . To do this, we go to the previous initrd directory and:

$cd ..
$ mkdir -p initramfs
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$ cd initramfs
$ mkdir -pv {bin, sbin,etc,proc,sys,usr/{bin,sbin}}
$ cp -av ../busybox-1.23.2/_install/*

copy busybox fields tothe bin , sbin and other directories. Now we need to create executable init file that will be

executed as a first process in the system. My init file just mounts procfs and sysfs filesystems and executed shell:

#!/bin/sh

mount -t proc none /proc
mount -t sysfs none /sys

exec /bin/sh

Now we can create an archive that will be our initrd :

$ find . -print® | cpio --null -ov --format=newc | gzip -9 > ~/dev/initrd_x86_64.gz

We can now run our kernel in the virtual machine. As I already wrote I prefer gemu for this. We can run our kernel with the

following command:

$ gemu-system-x86_64 -snapshot -m 8GB -serial stdio -kernel ~/dev/linux/arch/x86_64/boot/bzImage -initrd ~/dev/
initrd_x86_64.gz -append "root=/dev/sdal ignore_loglevel"

QEMU X

Machine View

linuxrc

From now we can run the Linux kernel in the virtual machine and this means that we can begin to change and test the kernel.

Consider using ivandaviov/minimal or Buildroot to automate the process of generating initrd.

Getting started with the Linux Kernel Development
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The main point of this paragraph is to answer two questions: What to do and what not to do before sending your first patch to the
Linux kernel. Please, do not confuse this to do with todo .Ihave no answer what you can fix in the Linux kernel. I just want

to tell you my workflow during experimenting with the Linux kernel source code.

First of all I pull the latest updates from Linus's repo with the following commands:

$ git checkout master
$ git pull upstream master

After this my local repository with the Linux kernel source code is synced with the mainline repository. Now we can make some

changes in the source code. As I already wrote, I have no advice for you where you can start and what Topo in the Linux kernel.

But the best place for newbies is staging tree. In other words the set of drivers from the drivers/staging. The maintainer of the
staging tree is Greg Kroah-Hartman and the staging tree is that place where your trivial patch can be accepted. Let's look on

a simple example that describes how to generate patch, check it and send to the Linux kernel mail listing.

If we look in the driver for the Digi International EPCA PCI based devices, we will see the dgap_sindex function on line 295:

static char *dgap_sindex(char char
{
char *ptr;
if (! || !group)
return ;
for (; * 5 ++) {
for (ptr = group; *ptr; ptr++) {
if (*ptr == * )
return ;
3
}
return ;
}

This function looks for a match of any character in the group and returns that position. During research of source code of the
Linux kernel, I have noted that the lib/string.c source code file contains the implementation of the strpbrk function that does the
same thing as dgap_sinidex . It is not a good idea to use a custom implementation of a function that already exists, so we can

remove the dgap_sindex function from the drivers/staging/dgap/dgap.c source code file and use the strpbrk instead.

First of all let's create new git branch based on the current master that synced with the Linux kernel mainline repo:

$ git checkout -b "dgap-remove-dgap_sindex"

And now we can replace the dgap_sindex withthe strpbrk . After we did all changes we need to recompile the Linux kernel or

just dgap directory. Do not forget to enable this driver in the kernel configuration. You can find it in the:

Device Drivers
--> Staging drivers
----> Digi EPCA PCI products
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Now is time to make commit. I'm using following combination for this:

$ git add .
$ git commit -s -v

After the last command an editor will be opened that will be chosen from $6IT_EDITOR or $EDITOR environment variable. The
-s command line argument will add signed-off-by line by the committer at the end of the commit log message. You can find
this line in the end of each commit message, for example - 00cc1633. The main point of this line is the tracking of who did a
change. The -v option show unified diff between the HEAD commit and what would be committed at the bottom of the commit
message. It is not necessary, but very useful sometimes. A couple of words about commit message. Actually a commit message

consists from two parts:

The first part is on the first line and contains short description of changes. It starts from the [PATCH] prefix followed by a

subsystem, driver or architecture name and after : symbol short description. In our case it will be something like this:

[PATCH] staging/dgap: Use strpbrk() instead of dgap_sindex()

After short description usually we have an empty line and full description of the commit. In our case it will be:

The <linux/string.h> provides strpbrk() function that does the same that the
dgap_sindex(). Let's use already defined function instead of writing custom.

And the sign-off-by line in the end of the commit message. Note that each line of a commit message must no be longer than
80 symbols and commit message must describe your changes in details. Do not just write a commit message like: Custom

function removed , you need to describe what you did and why. The patch reviewers must know what they review. Besides this

commit messages in this view are very helpful. Each time when we can't understand something, we can use git blame to read

description of changes.

After we have committed changes time to generate patch. We can do it with the format-patch command:
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$ git format-patch master
0001-staging-dgap-Use-strpbrk-instead-of-dgap_sindex.patch

We've passed name of the branch ( master in this case) to the format-patch command that will generate a patch with the last
changes that are in the dgap-remove-dgap_sindex branch and not are in the master branch. As you can note, the format-
patch command generates file that contains last changes and has name that is based on the commit short description. If you want
to generate a patch with the custom name, you can use --stdout option:

$ git format-patch master --stdout > dgap-patch-1.patch

The last step after we have generated our patch is to send it to the Linux kernel mailing list. Of course, you can use any email
client, git provides a special command for this: git send-email . Before you send your patch, you need to know where to
send it. Yes, you can just send it to the Linux kernel mailing list address which is 1linux-kernel@vger.kernel.org , but it is very
likely that the patch will be ignored, because of the large flow of messages. The better choice would be to send the patch to the
maintainers of the subsystem where you have made changes. To find the names of these maintainers use the get_maintainer.pl

script. All you need to do is pass the file or directory where you wrote code.

$ ./scripts/get_maintainer.pl -f drivers/staging/dgap/dgap.c

Lidza Louina <lidza.louina@gmail.com> (maintainer:DIGI EPCA PCI PRODUCTS)
Mark Hounschell <markh@compro.net> (maintainer:DIGI EPCA PCI PRODUCTS)
Daeseok Youn <daeseok.youn@gmail.com> (maintainer:DIGI EPCA PCI PRODUCTS)
Greg Kroah-Hartman <gregkh@linuxfoundation.org> (supporter:STAGING SUBSYSTEM)
driverdev-devel@linuxdriverproject.org (open 1list:DIGI EPCA PCI PRODUCTS)
devel@driverdev.osuosl.org (open list:STAGING SUBSYSTEM)
linux-kernel@vger.kernel.org (open list)

You will see the set of the names and related emails. Now we can send our patch with:

$ git send-email --to "Lidza Louina <lidza.louina@gmail.com>" \
--cc "Mark Hounschell <markh@compro.net>"
--cc "Daeseok Youn <daeseok.youn@gmail.com>"
--cc "Greg Kroah-Hartman <gregkh@linuxfoundation.org>"
--cc "driverdev-devel@linuxdriverproject.org"

s s s s s

--cc "devel@driverdev.osuosl.org"
--cc "linux-kernel@vger.kernel.org"

That's all. The patch is sent and now you only have to wait for feedback from the Linux kernel developers. After you send a patch
and a maintainer accepts it, you will find it in the maintainer's repository (for example patch that you saw in this part) and after

some time the maintainer will send a pull request to Linus and you will see your patch in the mainline repository.

That's all.

Some advice

In the end of this part I want to give you some advice that will describe what to do and what not to do during development of the

Linux kernel:
e Think, Think, Think. And think again before you decide to send a patch.

e FEach time when you have changed something in the Linux kernel source code - compile it. After any changes. Again and

again. Nobody likes changes that don't even compile.

e The Linux kernel has a coding style guide and you need to comply with it. There is great script which can help to check your

changes. This script is - scripts/checkpatch.pl. Just pass source code file with changes to it and you will see:
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$ ./scripts/checkpatch.pl -f drivers/staging/dgap/dgap.c
WARNING: Block comments use * on subsequent lines
#94: FILE: drivers/staging/dgap/dgap.c:94:

+/*

+ SUPPORTED PRODUCTS

CHECK: spaces preferred around that '|' (ctx:VxV)

#143: FILE: drivers/staging/dgap/dgap.c:143:

+ { PPCM, PCI_DEV_XEM_NAME, 64, (T_PCXM|T_PCLITE|T_PCIBUS) },

Also you can see problematic places with the help of the git diff :

~fdev/linux (dgap-remove-dgap sindex) $ git diff
diff --git a/init/main.c b/init/main.c

index 9e64d70..af379a5 100644

--- a/init/main.c
+++ b/init/main.c

@ -153,6 +15: EXPORT SYMBOL(reset devices);
static int  init set reset devices(char *str)

reset devices = 1;

return 1:

e Linus doesn't accept github pull requests

e If your change consists from some different and unrelated changes, you need to split the changes via separate commits. The
git format-patch command will generate patches for each commit and the subject of each patch will containa vn prefix
where the N is the number of the patch. If you are planning to send a series of patches it will be helpful to pass the --
cover-letter optiontothe git format-patch command. This will generate an additional file that will contain the cover
letter that you can use to describe what your patchset changes. It is also a good idea to use the --in-reply-to option in the
git send-email command. This option allows you to send your patch series in reply to your cover message. The structure

of the your patch will look like this for a maintainer:

|--> cover letter
|----> patch_1
|----> patch_2

You need to pass message-id as an argument of the --in-reply-to option that you can find in the output of the git send-

email :

It's important that your email be in the plain text format. Generally, send-email and format-patch are very useful during
development, so look at the documentation for the commands and you'll find some useful options such as: git send-email and git

format-patch.
e Do not be surprised if you do not get an immediate answer after you send your patch. Maintainers can be very busy.

e The scripts directory contains many different useful scripts that are related to Linux kernel development. We already saw two
scripts from this directory: the checkpatch.pl andthe get_maintainer.pl scripts. Outside of those scripts, you can find
the stackusage script that will print usage of the stack, extract-vmlinux for extracting an uncompressed kernel image, and
many others. Outside of the scripts directory you can find some very useful scripts by Lorenzo Stoakes for kernel

development.
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e Subscribe to the Linux kernel mailing list. There are a large number of letters every day on 1kml , but it is very useful to
read them and understand things such as the current state of the Linux kernel. Other than 1kml there are set mailing listings

which are related to the different Linux kernel subsystems.

e If your patch is not accepted the first time and you receive feedback from Linux kernel developers, make your changes and

resend the patch with the [paTcH vN] prefix (where N is the number of patch version). For example:

[PATCH v2] staging/dgap: Use strpbrk() instead of dgap_sindex()

Also it must contain a changelog that describes all changes from previous patch versions. Of course, this is not an exhaustive list

of requirements for Linux kernel development, but some of the most important items were addressed.

Happy Hacking!

Conclusion

I hope this will help others join the Linux kernel community! If you have any questions or suggestions, write me at email or ping

me on twitter.

Please note that English is not my first language, and I am really sorry for any inconvenience. If you find any mistakes please let

me know via email or send a PR.
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e blog posts about assembly programming for x86_64
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e grub

e kernel.org

e version control system

e arm64

e bzlmage

e gemu

e initrd

e busybox

e coreutils

e procfs

e sysfs

e Linux kernel mail listing archive

e Linux kernel coding style guide

e How to Get Your Change Into the Linux Kernel
e Linux Kernel Newbies

e plain text
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Process of the Linux kernel building

Introduction

I won't tell you how to build and install a custom Linux kernel on your machine. If you need help with this, you can find many
resources that will help you do it. Instead, we will learn what occurs when you execute make in the root directory of the Linux

kernel source code.

When I started to study the source code of the Linux kernel, the makefile was the first file that I opened. And it was scary :). The

makefile contained 1591 lines of code when I wrote this part and the kernel was the 4.2.0-rc3 release.

This makefile is the top makefile in the Linux kernel source code and the kernel building starts here. Yes, it is big, but moreover,
if you've read the source code of the Linux kernel you may have noted that all directories containing source code has its own
makefile. Of course it is not possible to describe how each source file is compiled and linked, so we will only study the standard
compilation case. You will not find here building of the kernel's documentation, cleaning of the kernel source code, tags
generation, cross-compilation related stuff, etc... We will start from the make execution with the standard kernel configuration

file and will finish with the building of the bzImage.
It would be better if you're already familiar with the make util, but I will try to describe every piece of code in this part anyway.

So let's start.

Preparation before the kernel compilation

There are many things to prepare before the kernel compilation can be started. The main point here is to find and configure the
type of compilation, to parse command line arguments that are passed to make , etc... So let's dive into the top Makefile of

Linux kernel.

The top Makefile of Linux kernel is responsible for building two major products: vmlinux (the resident kernel image) and the

modules (any module files). The Makefile of the Linux kernel starts with the definition of following variables:

VERSION = 4

PATCHLEVEL = 2

SUBLEVEL = 0

EXTRAVERSION = -rc3

NAME = Hurr durr I'ma sheep

These variables determine the current version of Linux kernel and are used in different places, for example in the forming of the

KERNELVERSION variable in the same Makefile :

KERNELVERSION = $(VERSION)$(if $(PATCHLEVEL), .$(PATCHLEVEL)$(if $(SUBLEVEL), .$(SUBLEVEL)))$(EXTRAVERSION)

After this we can see a couple of ifeq conditions that check some of the parameters passed to make . The Linux kernel
makefiles provides a special make help target that prints all available targets and some of the command line arguments that

can be passed to make . For example : make v=1 => verbose build. The first ifeq checks whether the v=n option is passed to

make :
ifeq ("$(origin V)", "command line")
KBUILD_VERBOSE = $(V)
endif

ifndef KBUILD_VERBOSE
KBUILD_VERBOSE = 0
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endif

ifeq ($(KBUILD_VERBOSE),1)
quiet =
Q =
else
quiet=quiet_
Q=0

endif

export quiet Q KBUILD_VERBOSE

If this option is passed to make , we set the KBUILD_VERBOSE variable to the value of v option. Otherwise we set the
KBUILD_VERBOSE variable to zero. After this we check the value of KBUILD_VERBOSE variable and set values of the quiet and
Q variables depending on the value of kBUILD_VERBOSE variable. The @ symbols suppress the output of command. And if it is
present before a command the output will be something like this: cc scripts/mod/empty.o instead of compiling ....
scripts/mod/empty.o . In the end we just export all of these variables. The next ifeq statement checks that o0=/dir option was

passed to the make . This option allows to locate all output files in the given dir :

ifeq ($(KBUILD_SRC),)

ifeq ("$(origin 0)", "command line")
KBUILD_OUTPUT := $(0)
endif

ifneq ($(KBUILD_OUTPUT),)
saved-output := $(KBUILD_OUTPUT)
KBUILD_OUTPUT := $(shell mkdir -p $(KBUILD_OUTPUT) && cd $(KBUILD_OUTPUT) \
&& /bin/pwd)
$(if $(KBUILD_OUTPUT),, \
$(error failed to create output directory "$(saved-output)"))

sub-make: FORCE
$(Q)$(MAKE) -C $(KBUILD_OUTPUT) KBUILD_SRC=$(CURDIR) \
-f $(CURDIR)/Makefile $(filter-out _all sub-make, $(MAKECMDGOALS))

skip-makefile := 1
endif # ifneq ($(KBUILD_OUTPUT), )
endif # ifeq ($(KBUILD_SRC),)

We check the kBuILp_src that represents the top directory of the kernel source code and whether it is empty (it is empty when
the makefile is executed for the first time). We then set the kBUILD_ouTPUT variable to the value passed with the o option (if

this option was passed). In the next step we check this kBuILD_ouTPuT wvariable and if it is set, we do following things:

e Store the value of KBUILD_OUTPUT in the temporary saved-output variable;
e Try to create the given output directory;
e Check that directory created, in other way print error message;

o If the custom output directory was created successfully, execute make again with the new directory (see the -c option).

The next ifeq statements check thatthe ¢ or ™ options passed to make :

ifeq ("$(origin C)", "command line")
KBUILD_CHECKSRC = $(C)
endif

ifndef KBUILD_CHECKSRC
KBUILD_CHECKSRC = 0
endif

ifeq ("$(origin M)", "command line")
KBUILD_EXTMOD := $(M)
endif



The c option tells the makefile that we need to check all ¢ source code with a tool provided by the $cHECK environment
variable, by default it is sparse. The second M option provides build for the external modules (will not see this case in this part).

We also check whether the kBUILD_SRC variable is set, and if it isn't, we set the srctree variable to

ifeq ($(KBUILD_SRC),)

srctree := .
endif
objtree 88 4
src := $(srctree)
obj = $(objtree)

export srctree objtree VPATH

That tells makefile that the kernel source tree will be in the current directory where make was executed. We then set objtree
and other variables to this directory and export them. The next step is to get value for the suBArcH variable that represents what

the underlying architecture is:

SUBARCH := $(shell uname -m | sed -e s/1.86/x86/ -e s/x86_64/x86/ \
-e s/sundu/sparc64/ \
-e s/arm.*/arm/ -e s/sall®/arm/ \
-e s/s390x/s390/ -e s/parisc64/parisc/ \
-e s/ppc.*/powerpc/ -e s/mips.*/mips/ \
-e s/sh[234].*/sh/ -e s/aarch64.*/armé64/ )

As you can see, it executes the uname util that prints information about machine, operating system and architecture. As it gets the
output of uname , it parses the output and assigns the result to the suBarcH variable. Now that we have SUBARCH , we set the
SRCARCH variable that provides the directory of the certain architecture and hfr-arch that provides the directory for the header

files:

ifeq ($(ARCH),1386)
SRCARCH := x86

endif

ifeq ($(ARCH),x86_64)
SRCARCH := x86

endif

hdr-arch := $(SRCARCH)

Note ARcH is an alias for suBaARcH . In the next step we set the KCONFIG_CONFIG variable that represents path to the kernel

configuration file and if it was not set before, it is set to .config by default:

KCONFIG_CONFIG ?= .config
export KCONFIG_CONFIG

and the shell that will be used during kernel compilation:

CONFIG_SHELL := $(shell if [ -x "$$BASH" ]; then echo $$BASH; \
else if [ -x /bin/bash ]; then echo /bin/bash; \
else echo sh; fi ; fi)

The next set of variables are related to the compilers used during Linux kernel compilation. We set the host compilers for the ¢

and c++ and the flags to be used with them:

HOSTCC = gce
HOSTCXX = g++
HOSTCFLAGS = -Wall -wWmissing-prototypes -Wstrict-prototypes -02 -fomit-frame-pointer -std=gnu89
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HOSTCXXFLAGS = -02

Next we get to the cc variable that represents compiler too, so why do we need the HosT* variables? cc is the target
compiler that will be used during kernel compilation, but HosTcc will be used during compilation of the set of the host
programs (we will see it soon). After this we can see the definition of kBuILD_MODULES and KBUILD_BUILTIN variables that are

used to determine what to compile (modules, kernel, or both):

KBUILD_MODULES :=
KBUILD_BUILTIN :

1
[y

ifeq ($(MAKECMDGOALS),modules)
KBUILD_BUILTIN := $(if $(CONFIG_MODVERSIONS),1)
endif

Here we can see definition of these variables and the value of kBuILD_BUILTIN variable will depend on the
CONFIG_MODVERSIONS kernel configuration parameter if we pass only modules to make . The next step is to include the
kbuild file.

include scripts/Kbuild.include

The Kbuild or kernel Build System is a special infrastructure to manage building the kernel and its modules. kbuild files
have the same syntax as makefiles. The scripts/Kbuild.include file provides some generic definitions for the kbuild system.
After including this kbuild file (back in makefile) we can see the definitions of the variables that are related to the different

tools used during kernel and module compilation (like linker, compilers, utils from the binutils, etc...):

AS = $(CROSS_COMPILE)as

LD = $(CROSS_COMPILE)1ld

cc = $(CROSS_COMPILE)gcc

cPP = $(cc) -E

AR = $(CROSS_COMPILE)ar

NM = $(CROSS_COMPILE)nm

STRIP = $(CROSS_COMPILE)strip
0BJCOPY = $(CROSS_COMPILE)objcopy
0BJDUMP = $(CROSS_COMPILE)objdump
AWK = awk

We then define two other variables: USeRINCLUDE and LINUXINCLUDE , which specify paths to header file directories (public for

users in the first case and for kernel in the second case):

USERINCLUDE =\
-I$(srctree)/arch/$(hdr-arch)/include/uapi \
-Iarch/$(hdr-arch)/include/generated/uapi \
-I$(srctree)/include/uapi \
-Iinclude/generated/uapi \

-include $(srctree)/include/linux/kconfig.h

LINUXINCLUDE =\
-I$(srctree)/arch/$(hdr-arch)/include \

And the standard flags for the C compiler:

KBUILD_CFLAGS := -Wall -Wundef -Wstrict-prototypes -Wno-trigraphs \
-fno-strict-aliasing -fno-common \
-Werror-implicit-function-declaration \
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-Wno-format-security \
-std=gnu89

These are not the final compilation flags, as they can be updated in other makefiles (for example kbuilds from arch/ ). After all
of these, all variables will be exported to be available in the other makefiles. The Rcs_FIND_IGNORE and the RCS_TAR_IGNORE

variables contain files that will be ignored in the version control system:

export RCS_FIND_IGNORE := \( -name SCCS -0 -name BitKeeper -o -name .svn -0 \
-name CVS -0 -name .pc -0 -name .hg -o -name .git \) \
-prune -o
export RCS_TAR_IGNORE := --exclude SCCS --exclude BitKeeper --exclude .svn \
--exclude CVS --exclude .pc --exclude .hg --exclude .git

With that, we have finished all preparations. The next step is building the vmlinux target.

Directly to the kernel build

We have now finished all the preparations, and next step in the main makefile is related to the kernel build. Before this moment,
nothing has been printed to the terminal by make . But now the first steps of the compilation are started. We need to go to line
598 of the Linux kernel top makefile and we will find the vmlinux target there:

all: vmlinux
include arch/$(SRCARCH)/Makefile

Don't worry that we have missed many lines in Makefile that are between export RCS_FIND_IGNORE..... and all:
vmlinux. . ... . This part of the makefile is responsible for the make *.config targets and as I wrote in the beginning of this part

we will see only building of the kernel in a general way.

The all: target is the default when no target is given on the command line. You can see here that we include architecture
specific makefile there (in our case it will be arch/x86/Makefile). From this moment we will continue from this makefile. As we

can see all target depends on the vmlinux target that defined a little lower in the top makefile:

vmlinux: scripts/link-vmlinux.sh $(vmlinux-deps) FORCE

The vmlinux is the Linux kernel in a statically linked executable file format. The scripts/link-vmlinux.sh script links and

combines different compiled subsystems into vmlinux. The second target is the vmlinux-deps that defined as:

vmlinux-deps := $(KBUILD_LDS) $(KBUILD_VMLINUX_INIT) $(KBUILD_VMLINUX_MAIN)

and consists from the set of the built-in.o from each top directory of the Linux kernel. Later, when we will go through all
directories in the Linux kernel, the kbuild will compile all the $(obj-y) files. It then calls $(LD) -r to merge these files into
one built-in.o file. For this moment we have no vmlinux-deps , sothe vmlinux target will not be executed now. For me

vmlinux-deps contains following files:

arch/x86/kernel/vmlinux.1lds arch/x86/kernel/head_64.0
arch/x86/kernel/head64.0 arch/x86/kernel/head.o

init/built-in.o usr/built-in.o
arch/x86/built-in.o kernel/built-in.o
mm/built-in.o fs/built-in.o
ipc/built-in.o security/built-in.o
crypto/built-in.o block/built-in.o
lib/1ib.a arch/x86/1ib/1ib.a
lib/built-in.o arch/x86/1ib/built-in.o
drivers/built-in.o sound/built-in.o

firmware/built-in.o arch/x86/pci/built-in.o
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arch/x86/power/built-in.o  arch/x86/video/built-in.o
net/built-in.o

The next target that can be executed is following:

$(sort $(vmlinux-deps)): $(vmlinux-dirs) ;
$(vmlinux-dirs): prepare scripts
$(Q)$(MAKE) $(build)=$@

As we can see vmlinux-dirs depends on two targets: prepare and scripts . prepare is defined in the top Makefile of the

Linux kernel and executes three stages of preparations:

prepare: prepare@
prepare@: archprepare FORCE
$(Q)$(MAKE) $(build)=.
archprepare: archheaders archscripts preparel scripts_basic

preparel: prepare2 $(version_h) include/generated/utsrelease.h \
include/config/auto.conf
$(cmd_crmodverdir)
prepare2: prepare3 outputmakefile asm-generic

The first preparee expands to the archprepare that expands to the archheaders and archscripts that defined in the

x86_64 specific Makefile. Let's look on it. The x86_64 specific makefile starts from the definition of the variables that are
related to the architecture-specific configs (defconfig, etc...). After this it defines flags for the compiling of the 16-bit code,
calculating of the BITS variable that canbe 32 for i3seé or 64 forthe x86_64 flags for the assembly source code, flags for
the linker and many many more (all definitions you can find in the arch/x86/Makefile). The first target is archheaders in the

makefile generates syscall table:

archheaders:
$(Q)$(MAKE) $(build)=arch/x86/entry/syscalls all

And the second target is archscripts in this makefile is:

archscripts: scripts_basic
$(Q)$(MAKE) $(build)=arch/x86/tools relocs

We can see that it depends on the scripts_basic target from the top Makefile. At the first we can see the scripts_basic

target that executes make for the scripts/basic makefile:

scripts_basic:
$(Q)$(MAKE) $(build)=scripts/basic

The scripts/basic/Makefile contains targets for compilation of the two host programs: fixdep and bin2 :

hostprogs-y 1= fixdep
hostprogs-$(CONFIG_BUILD_BIN2C) += bin2c
always 1= $(hostprogs-y)

$(addprefix $(obj)/,$(filter-out fixdep,$(always))): $(obj)/fixdep

First program is fixdep - optimizes list of dependencies generated by gcc that tells make when to remake a source code file. The
second program is bin2c , which depends on the value of the conF1c_BuIiLD_BIN2C kernel configuration option and is a very
little C program that allows to convert a binary on stdin to a C include on stdout. You can note here a strange notation:

hostprogs-y , etc... This notation is used in the all kbuild files and you can read more about it in the documentation. In our
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case hostprogs-y tells kbuild that there is one host program named fixdep that will be built from fixdep.c that is located
in the same directory where the Makefile is. The first output after we execute make in our terminal will be result of this

kbuild file:

$ make
HOSTCC scripts/basic/fixdep

As script_basic target was executed, the archscripts target will execute make for the arch/x86/tools makefile with the

relocs target:

$(Q)$(MAKE) $(build)=arch/x86/tools relocs

The relocs_32.c andthe relocs_64.c will be compiled that will contain relocation information and we will see it in the

make output:

HOSTCC arch/x86/tools/relocs_32.0
HOSTCC arch/x86/tools/relocs_64.0
HOSTCC arch/x86/tools/relocs_common.o
HOSTLD arch/x86/tools/relocs

There is checking of the version.h after compiling of the relocs.c :

$(version_h): $(srctree)/Makefile FORCE
$(call filechk,version.h)
$(Q)rm -f $(old_version_h)

We can see it in the output:

CHK include/config/kernel.release

and the building of the generic assembly headers with the asm-generic target from the arch/x86/include/generated/asm
that generated in the top Makefile of the Linux kernel. After the asm-generic targetthe archprepare will be done, so the

prepare® target will be executed. As I wrote above:

prepare@: archprepare FORCE
$(Q)$(MAKE) $(build)=.

Note on the build . It defined in the scripts/Kbuild.include and looks like this:

build := -f $(srctree)/scripts/Makefile.build obj

Or in our case it is current source directory -

$(Q)$(MAKE) -f $(srctree)/scripts/Makefile.build obj=.

The scripts/Makefile.build tries to find the kbuild file by the given directory via the obj parameter, include this Kbuild

files:

include $(kbuild-file)
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and build targets from it. In our case . contains the Kbuild file that generates the kernel/bounds.s and the
arch/x86/kernel/asm-offsets.s . After this the prepare target finished to work. The vmlinux-dirs also depends on the

second target - scripts that compiles following programs: file2alias , mk_elfconfig , modpost , etc..... After scripts/host-

programs compilation our vmlinux-dirs target can be executed. First of all let's try to understand what does vmlinux-dirs

contain. For my case it contains paths of the following kernel directories:

init usr arch/x86 kernel mm fs ipc security crypto block
drivers sound firmware arch/x86/pci arch/x86/power
arch/x86/video net 1lib arch/x86/1ib

We can find definition of the vmlinux-dirs in the top Makefile of the Linux kernel:

vmlinux-dirs 1= $(patsubst %/,%,$(filter %/, $(init-y) $(init-m) \
$(core-y) $(core-m) $(drivers-y) $(drivers-m) \
$(net-y) $(net-m) $(libs-y) $(libs-m)))

init-y 1= init/

drivers-y 1= drivers/ sound/ firmware/
net-y := net/

libs-y 1= 1lib/

Here we remove the / symbol from the each directory with the help of the patsubst and filter functions and put it to the

vmlinux-dirs . So we have list of directories in the vmlinux-dirs and the following code:

$(vmlinux-dirs): prepare scripts
$(Q)$(MAKE) $(build)=$@

The $@ represents vmlinux-dirs here that means that it will go recursively over all directories from the vmlinux-dirs and its

internal directories (depens on configuration) and will execute make in there. We can see it in the output:

cc init/main.o

CHK include/generated/compile.h

cc init/version.o

cc init/do_mounts.o

cc arch/x86/crypto/glue_helper.o

AS arch/x86/crypto/aes-x86_64-asm_64.0
cc arch/x86/crypto/aes_glue.o

AS arch/x86/entry/entry_64.0

AS arch/x86/entry/thunk_64.0

cc arch/x86/entry/syscall_64.0

Source code in each directory will be compiled and linked to the built-in.o :

$ find . -name built-in.o
./arch/x86/crypto/built-in.o
./arch/x86/crypto/sha-mb/built-in.o
./arch/x86/net/built-in.o
./init/built-in.o

./usr/built-in.o
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Ok, all buint-in.o(s) built, now we can back to the vmlinux target. As you remember, the vmlinux target is in the top Makefile
of the Linux kernel. Before the linking of the vmlinux it builds samples, Documentation, etc... but I will not describe it here as I

wrote in the beginning of this part.

vmlinux: scripts/link-vmlinux.sh $(vmlinux-deps) FORCE
+$(call if_changed, 1link-vmlinux)

As you can see main purpose of it is a call of the scripts/link-vmlinux.sh script is linking of the all built-in.o (s) to the one

statically linked executable and creation of the System.map. In the end we will see following output:

LINK vmlinux

LD vmlinux.o

MODPOST vmlinux.o

GEN .version

CHK include/generated/compile.h
UPD include/generated/compile.h
cc init/version.o

LD init/built-in.o

KSYM .tmp_kallsymsl.o0

KSYM .tmp_kallsyms2.0

LD vmlinux

SORTEX vmlinux
SYSMAP  System.map

and vmlinux and System.map in the root of the Linux kernel source tree:

$ 1s vmlinux System.map
System.map vmlinux

That's all, vmlinux is ready. The next step is creation of the bzImage.

Building bzImage

The bzImage file is the compressed Linux kernel image. We can get it by executing make bzImage after vmlinux is built.

That, or we can just execute make without any argument and we will get bzImage anyway because it is default image:

all: bzImage

in the arch/x86/kernel/Makefile. Let's look on this target, it will help us to understand how this image builds. As I already said the
bzImage target defined in the arch/x86/kernel/Makefile and looks like this:

bzImage: vmlinux
$(Q)$(MAKE) $(build)=$(boot) $(KBUILD_IMAGE)
$(Q)mkdir -p $(objtree)/arch/$(UTS_MACHINE)/boot
$(Q)1n -fsn ../../x86/boot/bzImage $(objtree)/arch/$(UTS_MACHINE)/boot/$@

We can see here, that first of all called make for the boot directory, in our case it is:

boot := arch/x86/boot
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The main goal now is to build the source code in the arch/x86/boot and arch/x86/boot/compressed directories, build
setup.bin and vmlinux.bin , and build the bzImage from them in the end. First target in the arch/x86/boot/Makefile is the
$(obj)/setup.elf

$(obj)/setup.elf: $(src)/setup.ld $(SETUP_OBJIS) FORCE
$(call if_changed, 1d)

We already have the setup.1d linker scriptinthe arch/x86/boot directory and the SeETuP_0BJS variable that expands to the

all source files from the boot directory. We can see first output:

AS arch/x86/boot/bioscall.o
cc arch/x86/boot/cmdline.o
AS arch/x86/boot/copy.o

HOSTCC arch/x86/boot/mkcpustr
CPUSTR arch/x86/boot/cpustr.h

CE arch/x86/boot/cpu.o

CE arch/x86/boot/cpuflags.o

CE arch/x86/boot/cpucheck.o

CE arch/x86/boot/early_serial_console.o
CE arch/x86/boot/edd.o

The next source file is arch/x86/boot/header.S, but we can't build it now because this target depends on the following two header

files:

$(obj)/header.o: $(obj)/voffset.h $(obj)/zoffset.h

The first is voffset.h generated by the sed script that gets two addresses from the vmlinux with the nm util:

#define VO__end oxffffffff82abo0oo
#define VO__text Oxffffffff81000000

They are the start and the end of the kernel. The second is zoffset.h depens onthe vmlinux target from the

arch/x86/boot/compressed/Makefile:

$(obj)/zoffset.h: $(obj)/compressed/vmlinux FORCE
$(call if_changed, zoffset)

The $(obj)/compressed/vmlinux target depends on the vmlinux-objs-y that compiles source code files from the
arch/x86/boot/compressed directory and generates vmlinux.bin , vmlinux.bin.bz2 , and compiles program - mkpiggy . We can

see this in the output:

LDS arch/x86/boot/compressed/vmlinux.lds
AS arch/x86/boot/compressed/head_64.0
cc arch/x86/boot/compressed/misc.o

cc arch/x86/boot/compressed/string.o

cc arch/x86/boot/compressed/cmdline.o

OBJCOPY arch/x86/boot/compressed/vmlinux.bin
BZIP2 arch/x86/boot/compressed/vmlinux.bin.bz2
HOSTCC arch/x86/boot/compressed/mkpiggy

Where vmlinux.bin isthe vmlinux file with debugging information and comments stripped and the vmlinux.bin.bz2
compressed vmlinux.bin.all + u32 size of vmlinux.bin.all . The vmlinux.bin.all is vmlinux.bin + vmlinux.relocs ,
where vmlinux.relocs isthe vmlinux that was handled by the relocs program (see above). As we got these files, the

piggy.s assembly files will be generated with the mkpiggy program and compiled:
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MKPIGGY arch/x86/boot/compressed/piggy.S
AS arch/x86/boot/compressed/piggy.o

This assembly files will contain the computed offset from the compressed kernel. After this we can see that zoffset generated:

ZOFFSET arch/x86/boot/zoffset.h

Asthe zoffset.h andthe voffset.h are generated, compilation of the source code files from the arch/x86/boot can be

continued:
AS arch/x86/boot/header.o
cc arch/x86/boot/main.o
cc arch/x86/boot/mca.o
CE arch/x86/boot/memory.o
CE arch/x86/boot/pm.o
AS arch/x86/boot/pmjump.o
CE arch/x86/boot/printf.o
CE arch/x86/boot/regs.o
cc arch/x86/boot/string.o
CE arch/x86/boot/tty.o
cc arch/x86/boot/video.o
cc arch/x86/boot/video-mode.o
cc arch/x86/boot/video-vga.o
cc arch/x86/boot/video-vesa.o
cc arch/x86/boot/video-bios.o

As all source code files will be compiled, they will be linked to the setup.elf :

LD arch/x86/boot/setup.elf

or:

1d -m elf_x86_64 -T arch/x86/boot/setup.1ld arch/x86/boot/a20.0 arch/x86/boot/bioscall.o arch/x86/boot/cmdline
.0 arch/x86/boot/copy.o arch/x86/boot/cpu.o arch/x86/boot/cpuflags.o arch/x86/boot/cpucheck.o arch/x86/boot/ear
ly_serial_console.o arch/x86/boot/edd.o arch/x86/boot/header.o arch/x86/boot/main.o arch/x86/boot/mca.o arch/x8
6/boot/memory.o arch/x86/boot/pm.o arch/x86/boot/pmjump.o arch/x86/boot/printf.o arch/x86/boot/regs.o arch/x86/
boot/string.o arch/x86/boot/tty.o arch/x86/boot/video.o arch/x86/boot/video-mode.o arch/x86/boot/version.o arch
/x86/boot/video-vga.o arch/x86/boot/video-vesa.o arch/x86/boot/video-bios.o -o arch/x86/boot/setup.elf

The last two things is the creation of the setup.bin that will contain compiled code from the arch/x86/boot/* directory:

objcopy -0 binary arch/x86/boot/setup.elf arch/x86/boot/setup.bin

and the creation of the vmlinux.bin from the vmlinux :

objcopy -0 binary -R .note -R .comment -S arch/x86/boot/compressed/vmlinux arch/x86/boot/vmlinux.bin

In the end we compile host program: arch/x86/boot/tools/build.c that will create our bzImage from the setup.bin and the

vmlinux.bin

arch/x86/boot/tools/build arch/x86/boot/setup.bin arch/x86/boot/vmlinux.bin arch/x86/boot/zoffset.h arch/x86/bo
ot/bzImage

Actually the bzImage is the concatenated setup.bin andthe vmlinux.bin . In the end we will see the output which is familiar

to all who once built the Linux kernel from source:
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Setup is 16268 bytes (padded to 16384 bytes).
System is 4704 kB

CRC 94a88f9a

Kernel: arch/x86/boot/bzImage is ready (#5)

That's all.

Conclusion

It is the end of this part and here we saw all steps from the execution of the make command to the generation of the bzImage .I
know, the Linux kernel makefiles and process of the Linux kernel building may seem confusing at first glance, but it is not so

hard. Hope this part will help you understand the process of building the Linux kernel.
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Introduction

During the writing of the linux-insides book I have received many emails with questions related to the linker script and linker-

related subjects. So I've decided to write this to cover some aspects of the linker and the linking of object files.
If we open the Linker page on Wikipedia, we will see following definition:

In computer science, a linker or link editor is a computer program that takes one or more object files generated by a

compiler and combines them into a single executable file, library file, or another object file.

If you've written at least one program on C in your life, you will have seen files with the *.o extension. These files are object
files. Object files are blocks of machine code and data with placeholder addresses that reference data and functions in other object
files or libraries, as well as a list of its own functions and data. The main purpose of the linker is collect/handle the code and data
of each object file, turning it into the final executable file or library. In this post we will try to go through all aspects of this

process. Let's start.

Linking process

Let's create a simple project with the following structure:

*-linkers
*--main.c
*--lib.c
*--1lib.h

Our main.c source code file contains:

#include <stdio.h>
#include "lib.h"
int main(int char {

("factorial of 5 is: %d\n", factorial(5));
return 0;

The 1ib.c file contains:

int factorial(int {

int res,i = 1;

if (base == 0) {
return 1;

}

while (i <= base) {
res *=1i;
i++;

’

return res;

And the 1ib.h file contains:

#ifndef LIB_H
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#define LIB_H
int int ;
#endif
Now let's compile only the main.c source code file with:

$ gcc -c main.c

If we look inside the outputted object file with the nm util, we will see the following output:

$ nm -A main.o

main.o: U factorial
main.o:0000000000000000 T main
main.o: U printf

The nm util allows us to see the list of symbols from the given object file. It consists of three columns: the first is the name of the
given object file and the address of any resolved symbols. The second column contains a character that represents the status of the
given symbol. In this case the u means undefined andthe T denotes that the symbols are placed in the .text section of the

object. The nm utility shows us here that we have three symbols in the main.c source code file:

e factorial - the factorial function defined in the 1ib.c source code file. It is marked as undefined here because we
compiled only the main.c source code file, and it does not know anything about code from the 1ib.c file for now;
e main - the main function;

e printf - the function from the glibc library. main.c does not know anything about it for now either.

What can we understand from the output of nm so far? The main.o object file contains the local symbol main at address
0000000000000000 (it will be filled with correct address after is is linked), and two unresolved symbols. We can see all of this
information in the disassembly output of the main.o object file:

$ objdump -S main.o

main.o: file format elf64-x86-64
Disassembly of section .text:

0000000000000000 <main>:

0: 55 push %rbp
alg 48 89 e5 mov %rsp,%rbp
4: 48 83 ec 10 sub $0x10, %rsp
8: 89 7d fc mov %edi, -Ox4(%rbp)
[®8 48 89 75 f0O mov %rsi, -0x10(%rbp)
f: bf 05 00 00 00 mov $0x5, %edi
14: e8 00 00 00 00 callg 19 <main+0x19>
19: 89 c6 mov %eax, %esi
1b: bf 00 00 00 00 mov $0x0, %edi
20: b8 00 00 00 00 mov $0x0, %eax
25: e8 00 00 00 00 callg 2a <main+@x2a>
2a: b8 00 00 00 00 mov $0x0, %eax
2f: c9 leaveq
30: c3 retq

Here we are interested only in the two callq operations. The two callq operations contain linker stubs , or the function
name and offset from it to the next instruction. These stubs will be updated to the real addresses of the functions. We can see these

functions' names with in the following objdump output:

$ objdump -S -r main.o
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14: e8 00 00 00 00 callg 19 <main+0x19>

15: R_X86_64_PC32 factorial-0x4
19: 89 c6 mov %eax, %esi
25: e8 00 00 00 00 callg 2a <main+0x2a>
26: R_X86_64_PC32 printf-ox4
2a: b8 00 0O 00 00 mov $0x0, %eax

The -r or --reloc flagsof the objdump util print the relocation entries of the file. Now let's look in more detail at the

relocation process.

Relocation

Relocation is the process of connecting symbolic references with symbolic definitions. Let's look at the previous snippet from the

objdump output:

14: e8 00 00 00 00 callg 19 <main+0x19>
15: R_X86_64_PC32 factorial-0x4
19: 89 c6 mov %eax, %esi

Note the es 00 00 00 00 on the first line. The e8 is the opcode of the call , and the remainder of the line is a relative offset.
Sothe es ee 00 60 00 contains a one-byte operation code followed by a four-byte address. Note that the ee e oo o is 4-
bytes. Why only 4-bytes if an address can be 8-bytes ina x86_64 (64-bit) machine? Actually we compiled the main.c source

code file with the -mcmodel=small ! From the gcc man page:
-mcmodel=small
Generate code for the small code model: the program and its symbols must be linked in the lower 2 GB of the add

ress space. Pointers are 64 bits. Programs can be statically or dynamically linked. This is the default code mo
del.

Of course we didn't pass this option to the gcc when we compiled the main.c , but it is the default. We know that our program
will be linked in the lower 2 GB of the address space from the gcc manual extract above. Four bytes is therefore enough for this.
So we have opcode of the call instruction and an unknown address. When we compile main.c with all its dependencies to an
executable file, and then look at the factorial call we see:

$ gcc main.c lib.c -o factorial | objdump -S factorial | grep factorial

factorial: file format elf64-x86-64

0000000000400506 <main>:
40051a: e8 18 00 00 00 callg 400537 <factorial>

0000000000400537 <factorial>:

400550 75 07 jne 400559 <factorial+Ox22>
400557 eb 1b jmp 400574 <factorial+Ox3d>
400559: eb Oe jmp 400569 <factorial+0x32>
400567 : 7e ea jle 40055b <factorial+0Ox24>

As we can see in the previous output, the address of the main function is exeeee000000400506 . Why it does not start from
ox0 ? You may already know that standard C programs are linked with the glibc C standard library (assuming the -nostdlib

was not passed to the gcc ). The compiled code for a program includes constructor functions to initialize data in the program
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when the program is started. These functions need to be called before the program is started, or in another words before the main
function is called. To make the initialization and termination functions work, the compiler must output something in the assembler
code to cause those functions to be called at the appropriate time. Execution of this program will start from the code placed in the
special .init section. We can see this in the beginning of the objdump output:

objdump -S factorial | less

factorial: file format elf64-x86-64

Disassembly of section .init:

00000000004003a8 <_init>:

4003a8: 48 83 ec 08 sub $0x8, %rsp
4003ac: 48 8b 05 a5 05 20 00 mov 0x2005a5(%rip), %rax # 600958 <_DYNAMIC+Ox1d0>

Not that it starts at the ox00000000004003a8 address relative to the glibc code. We can check it also in the ELF output by

running readelf :

$ readelf -d factorial | grep \(INIT\)
0x000000000000000c (INIT) 0x4003a8

So, the address of the main function is ©000000000400506 and is offset from the .init section. As we can see from the
output, the address of the factorial functionis 0x0000000000400537 and binary code for the call of the factorial function
now is e8 18 00 00 00 . We already know that es is opcode for the call instruction, the next 18 ee ee ee (note that

address represented as little endian for x86_64 , soitis ee ee ee 18 ) is the offset from the callq tothe factorial function:

>>> hex( + + ) == hex( )
True

Sowe add exi8 and ex5 to the address of the call instruction. The offset is measured from the address of the following
instruction. Our call instruction is 5-bytes long ( es 18 0 60 0o ) and the ex18 is the offset of the call after the factorial
function. A compiler generally creates each object file with the program addresses starting at zero. But if a program is created

from multiple object files, these will overlap.

What we have seen in this section is the relocation process. This process assigns load addresses to the various parts of the

program, adjusting the code and data in the program to reflect the assigned addresses.

Ok, now that we know a little about linkers and relocation it is time to learn more about linkers by linking our object files.

GNU linker

As you can understand from the title, I will use GNU linker or just 1d in this post. Of course we can use gcc to link our

factorial project:

$ gcc main.c lib.o -o factorial

and after it we will get executable file - factorial as aresult:

./factorial
factorial of 5 is: 120

But gcc does not link object files. Instead it uses collect2 which is just wrapper for the enu 1d linker:

~$ /usr/lib/gcc/x86_64-1linux-gnu/4.9/collect2 --version
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collect2 version 4.9.3
/usr/bin/1d --version
GNU 1d (GNU Binutils for Debian) 2.25

Ok, we can use gcc and it will produce executable file of our program for us. But let's look how to use enu 1d linker for the

same purpose. First of all let's try to link these object files with the following example:

1d main.o lib.o -o factorial

Try to do it and you will get following error:

$ 1d main.o lib.o -o factorial

1d: warning: cannot find entry symbol _start; defaulting to 00000000004000b0O
main.o: In function “main':

main.c:(.text+0x26): undefined reference to “printf'

Here we can see two problems:

e Linker can't find _start symbol;

e Linker does not know anything about printf function.

First of all let's try to understand what is this _start entry symbol that appears to be required for our program to run? When I
started to learn programming I learned that the main function is the entry point of the program. I think you learned this too :) But
it actually isn't the entry point, it's _start instead. The _start symbol is defined in the crti.0 object file. We can find it

with the following command:

$ objdump -S /usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crti.o

/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtl.o: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <_start>:
0: 31 ed xor %ebp, %ebp
2: 49 89 di mov %rdx, %ro9

We pass this object file to the 1d command as its first argument (see above). Now let's try to link it and will look on result:

1d /usr/1ib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtl.o \
main.o lib.o -o factorial

/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1inux-gnu/crtl.o0: In function "_start':
/tmp/buildd/glibc-2.19/csu/../sysdeps/x86_64/start.S:115: undefined reference to "__libc_csu_fini'
/tmp/buildd/glibc-2.19/csu/../sysdeps/x86_64/start.S:116: undefined reference to *__libc_csu_init'
/tmp/buildd/glibc-2.19/csu/../sysdeps/x86_64/start.S:122: undefined reference to °__libc_start_main'
main.o: In function ‘main':

main.c:(.text+0x26): undefined reference to “printf'

Unfortunately we will see even more errors. We can see here old error about undefined printf and yet another three undefined

references:

® _ libc_csu_fini



® _ libc_csu_init

® _ libc_start_main

The _start symbol is defined in the sysdeps/x86_64/start.S assembly file in the glibc source code. We can find following
assembly code lines there:

mov $_ libc_csu_fini, %R8_LP
mov $_ libc_csu_init, %RCX_LP

call _ libc_start_main

Here we pass address of the entry point to the .init and .fini section that contain code that starts to execute when the
program is ran and the code that executes when program terminates. And in the end we see the call of the main function from

our program. These three symbols are defined in the csu/elf-init.c source code file. The following two object files:

® crtn.o ;

® crti.o.
define the function prologs/epilogs for the .init and .fini sections (with the _init and _fini symbols respectively).

The crtn.o object file contains these .init and .fini sections:

$ objdump -S /usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtn.o

0000000000000000 <.init>:
0: 48 83 c4 08 add $0x8, %rsp
4: c3 retq

Disassembly of section .fini:

0000000000000000 <.fini>:
0: 48 83 c4 08 add $0x8, %rsp
4: c3 retq

And the crti.o object file contains the _init and _fini symbols. Let's try to link again with these two object files:

$ 1d \
/usr/lib/gcc/x86_64-1inux-gnu/4.9/..
/usr/lib/gcc/x86_64-1inux-gnu/4.9/..
/usr/lib/gcc/x86_64-1inux-gnu/4.9/..
-o factorial

./Xx86_64-1linux-gnu/crti.o \
./Xx86_64-1inux-gnu/crti.o \
./X86_64-1inux-gnu/crtn.o main.o lib.o \

NN N
NN N

And anyway we will get the same errors. Now we need to pass -1c option to the 1d . This option will search for the standard

library in the paths present in the $LD_LIBRARY_PATH environment variable. Let's try to link again wit the -1c option:

$ 1d \

/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtli.o \
/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crti.o \
/usr/lib/gcc/x86_64-1inux-gnu/4.9/../../../x86_64-1linux-gnu/crtn.o main.o lib.o -1lc \
-o factorial

Finally we get an executable file, but if we try to run it, we will get strange results:

$ ./factorial
bash: ./factorial: No such file or directory

What's the problem here? Let's look on the executable file with the readelf util:
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$ readelf -1 factorial

EL1f file type is EXEC (Executable file)

Entry point 0x4003c0O

There are 7 program headers, starting at offset 64

Program Headers:

Type Ooffset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

PHDR 0x0000000000000040 OxO000000000400040 OXOOOOOO0000400040
0x0000000000000188 Ox0000000000000188 R E 8

INTERP 0x00000000000001c8 Ox00000000004001c8 OxO00O0000004001c8
0x000000000000001c OXx000000000000001Cc R 1

[Requesting program interpreter: /1ib64/1d-1inux-x86-64.s0.2]

LOAD 0x0000000000000000 OXx0000000000400000 OXOOEOCO0000400000
0x0000000000000610 OXx0000000000000610 R E 200000

LOAD 0x0000000000000610 OXxO0000000000600610 OXxOOEOEO0000600610
0x00000000000001cc Ox00000000000001cc RW 200000

DYNAMIC 0x0000000000000610 OxO0000000000600610 OXxOOOOEOOOC0600610
0x0000000000000190 Ox0000000000000190 RW 8

NOTE 0x00000000000001e4 OXx00000000004001e4 0xO00000000004001e4
0x0000000000000020 OX0000000000000020 R 4

GNU_STACK 0x0000000000000000 OX0000000000000000 OXxOOEOEOEOEOE0O0
0x0000000000000000 OXx0000000000000000 RW 10

Section to Segment mapping:

Segment Sections...

00

01 .interp

02 .interp .note.ABI-tag .hash .dynsym .dynstr .gnu.version .gnu.version_r .rela.dyn .rela.plt .init .pl

t .text .fini .rodata .eh_frame

03 .dynamic .got .got.plt .data

04 .dynamic

05 .note.ABI-tag

06

Note on the strange line:

INTERP 0x00000000000001c8 OXx00000000004001c8 OXxO0000000004001c8

0x000000000000001c OX000000000000001Cc R 1

[Requesting program interpreter: /1ib64/1d-1inux-x86-64.50.2]

The .interp sectioninthe elf file holds the path name of a program interpreter or in another words the .interp section
simply contains an ascii string that is the name of the dynamic linker. The dynamic linker is the part of Linux that loads and
links shared libraries needed by an executable when it is executed, by copying the content of libraries from disk to RAM. As we
can see in the output of the readelf command it is placed in the /1ib64/1d-1linux-x86-64.s0.2 file forthe x86_64
architecture. Now let's add the -dynamic-linker option with the path of 1d-linux-x86-64.s0.2 tothe 1d call and will see the

following results:

$ gcc -c main.c lib.c

$ 1d \

/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtl.o \
/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crti.o \
/usr/lib/gcc/x86_64-1linux-gnu/4.9/../../../x86_64-1linux-gnu/crtn.o main.o lib.o \
-dynamic-linker /1ib64/1d-1inux-x86-64.s0.2 \

-1lc -o factorial

Now we can run it as normal executable file:

$ ./factorial



factorial of 5 is: 120

It works! With the first line we compile the main.c andthe 1lib.c source code files to object files. We will get the main.o

and the 1ib.o after execution of the gcc :

$ file 1lib.o main.o
1lib.o: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
main.o: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

and after this we link object files of our program with the needed system object files and libraries. We just saw a simple example
of how to compile and link a C program with the gcc compiler and enu 1d linker. In this example we have used a couple
command line options of the 6NU linker , but it supports much more command line options than -o , -dynamic-linker , etc...

Moreover GNU 1d has its own language that allows to control the linking process. In the next two paragraphs we will look into it.

Useful command line options of the GNU linker

As I already wrote and as you can see in the manual of the GNU linker , it has big set of the command line options. We've seen a
couple of options in this post: -o <output> - thattells 1d to produce an output file called output as the result of linking, -
1<name> that adds the archive or object file specified by the name, -dynamic-linker that specifies the name of the dynamic

linker. Of course 1d supports much more command line options, let's look at some of them.

The first useful command line option is @file . In this case the file specifies filename where command line options will be
read. For example we can create file with the name 1linker.1d , put there our command line arguments from the previous

example and execute it with:

$ 1d @linker.ld

The next command line optionis -b or --format . This command line option specifies format of the input object files ELF ,

pJGPP/COFF and etc. There is a command line option for the same purpose but for the output file: --oformat=output-format .

The next command line option is --defsym . Full format of this command line option is the --defsym=symbol=expression . It
allows to create global symbol in the output file containing the absolute address given by expression. We can find following case
where this command line option can be useful: in the Linux kernel source code and more precisely in the Makefile that is related

to the kernel decompression for the ARM architecture - arch/arm/boot/compressed/Makefile, we can find following definition:

LDFLAGS_vmlinux = --defsym _kernel_bss_size=$(KBSS_SZ)

As we already know, it defines the _kernel_bss_size symbol with the size of the .bss section in the output file. This symbol

will be used in the first assembly file that will be executed during kernel decompressing:

1dr r5, =_kernel_bss_size

The next command line options is the -shared that allows us to create shared library. The -m or -map <filename> command

line option prints the linking map with the information about symbols. In our case:

$ 1d -M @linker.ld

.text 0x00000000004003c0 0x112
*(.text.unlikely .text.*_unlikely .text.unlikely.*)
*(.text.exit .text.exit.?*)

*(.text.startup .text.startup.*)


https://github.com/torvalds/linux/blob/16f73eb02d7e1765ccab3d2018e0bd98eb93d973/arch/arm/boot/compressed/Makefile
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*(.text.hot .text.hot.*)
*(.text .stub .text.* .gnu.linkonce.t.*)

.text 0x00000000004003c0O Ox2a /usr/lib/gcc/x86_64-1inux-gnu/4.9/../../../x86_64-1inux-gnu/crti.
o
.text 0x00000000004003ea 0x31 main.o
0x00000000004003ea main
.text 0x000000000040041b 0x3f lib.o
0x000000000040041b factorial

Of course the GNU linker support standard command line options: --help and --version that print common help of the
usage of the 1d and its version. That's all about command line options of the enu linker . Of course it is not the full set of

command line options supported by the 1d util. You can find the complete documentation of the 1d util in the manual.

Control Language linker

As I wrote previously, 1d has support for its own language. It accepts Linker Command Language files written in a superset of
AT&T's Link Editor Command Language syntax, to provide explicit and total control over the linking process. Let's look on its

details.
With the linker language we can control:

e input files;
e output files;
o file formats
e addresses of sections;

® etC...

Commands written in the linker control language are usually placed in a file called linker script. We can passitto 1d with the -
T command line option. The main command in a linker script is the secTtions command. Each linker script must contain this
command and it determines the map of the output file. The special variable . contains current position of the output. Let's
write a simple assembly program and we will look at how we can use a linker script to control linking of this program. We will

take a hello world program for this example:

.data
msg: .ascii "hello, world!\n"

.text

.global _start

_start:

mov $1, %rax
mov $1,%rdi
mov $msg, %rsi
mov $14,%rdx
syscall

mov $60, %rax
mov $0, %rdi
syscall

We can compile and link it with the following commands:

$ as -0 hello.o hello.asm
$ 1d -o hello hello.o



Our program consists from two sections: .text contains code of the program and .data contains initialized variables. Let's

write simple linker script and try to link our hello.asm assembly file with it. Our script is:

/*
* Linker script for the factorial
*/
OUTPUT (hello)
OUTPUT_FORMAT ("elf64-x86-64")
INPUT(hello.o)

SECTIONS
{
. = 0x200000;
.text @ {
*(.text)
}
. = 0x400000;
.data : {
*(.data)
}
}

On the first three lines you can see a comment written in ¢ style. After it the ouTpuT and the ouTPUT_FORMAT commands
specify the name of our executable file and its format. The next command, INPUT , specifies the input file to the 1d linker.
Then, we can see the main sectIons command, which, as I already wrote, must be present in every linker script. The SsecTIONS

command represents the set and order of the sections which will be in the output file. At the beginning of the secTIons

command we can see following line . = ox200e00 .I already wrote above that . command points to the current position of the
output. This line says that the code should be loaded at address ox200000 and the line . = ex400000 says that data section
should be loaded at address ox400000 . The second line after the . = ox2e0000 defines .text as an output section. We can

see *(.text) expression inside it. The * symbol is wildcard that matches any file name. In other words, the *(.text)
expression says all .text input sections in all input files. We can rewrite it as hello.o(.text) for our example. After the

following location counter . = ox400000 , we can see definition of the data section.

We can compile and link it with the following command:

$ as -o hello.o hello.S && 1ld -T linker.script && ./hello
hello, world!

If we look inside it with the objdump util, we can see that .text section starts from the address ox200000 and the .data
sections starts from the address ox400000 :
$ objdump -D hello
Disassembly of section .text:
0000000000200000 <_start>:
200000 : 48 c7 cO 01 00 00 00 mov $Ox1, %rax
Disassembly of section .data:

0000000000400000 <msg>:
400000: 68 65 6¢c 6C 6T pushq $0x6f6c6c65

Apart from the commands we have already seen, there are a few others. The first is the ASSERT(exp, message) that ensures that
given expression is not zero. If it is zero, then exit the linker with an error code and print the given error message. If you've read

about Linux kernel booting process in the linux-insides book, you may know that the setup header of the Linux kernel has offset


https://proninyaroslav.gitbooks.io/linux-insides-ru/content/

ox1f1 . In the linker script of the Linux kernel we can find a check for this:

. = ASSERT(hdr == 0x1f1, "The setup header has the wrong offset!");

The 1INCLUDE filename command allows to include external linker script symbols in the current one. In a linker script we can

assign a value to a symbol. 1d supports a couple of assignment operators:

e symbol = expression ;

e symbol += expression ;
e symbol -= expression ;

e symbol *= expression ;
e symbol /= expression ;

e symbol <<= expression ;
e symbol >>= expression ;
e symbol &= expression ;

e symbol |= expression ;

As you can note all operators are C assignment operators. For example we can use it in our linker script as:

START_ADDRESS = 0x200000;
DATA_OFFSET = 0x200000;

SECTIONS

{
. = START_ADDRESS;

.text @ {
*(.text)

. = START_ADDRESS + DATA_OFFSET;
.data : {
*(.data)

As you already may noted the syntax for expressions in the linker script language is identical to that of C expressions. Besides this

the control language of the linking supports following builtin functions:

® ABSOLUTE - returns absolute value of the given expression;

® ADDR - takes the section and returns its address;

e ALIGN - returns the value of the location counter ( . operator) that aligned by the boundary of the next expression after the
given expression;

e DEFINED -returns 1 if the given symbol placed in the global symbol table and e in other way;

e max and MIN - return maximum and minimum of the two given expressions;

e NexT -returns the next unallocated address that is a multiple of the give expression;

® SIZEOF - returns the size in bytes of the given named section.

That's all.

Conclusion

This is the end of the post about linkers. We learned many things about linkers in this post, such as what is a linker and why it is

needed, how to use it, etc..

If you have any questions or suggestions, write me an email or ping me on twitter.


https://twitter.com/0xAX

Please note that English is not my first language, and I am really sorry for any inconvenience. If you find any mistakes please let

me know via email or send a PR.
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Program startup process in userspace

Introduction

Despite the linux-insides described mostly Linux kernel related stuff, I have decided to write this one part which mostly related to

userspace.

There is already fourth part of System calls chapter which describes what does the Linux kernel do when we want to start a

program. In this part I want to explore what happens when we run a program on a Linux machine from userspace perspective.

I don't know how about you, but in my university I learn thata ¢ program starts executing from the function which is called
main . And that's partly true. Whenever we are starting to write new program, we start our program from the following lines of

code:

int int char {

But if you are interested in low-level programming, you may already know that the main function isn't the actual entry point of a

program. You will believe it's true after you look at this simple program in debugger:

int int char {
return 0;

Let's compile this and run in gdb:

$ gcc -ggdb program.c -o program

$ gdb ./program

The target architecture is assumed to be 1i386:x86-64:intel
Reading symbols from ./program...done.

Let's execute gdb info subcommand with files argument. The info files prints information about debugging targets and

memory spaces occupied by different sections.

(gdb) info files

Symbols from "/home/alex/program".

Local exec file:
“/home/alex/program', file type elf64-x86-64.
Entry point: 0x400430
0x0000000000400238 - OxOOEE000000400254 is .interp
0x0000000000400254 - OxO0000000000400274 is .note.ABI-tag
0x0000000000400274 - OxXOOEO000000400298 is .note.gnu.build-id
0x0000000000400298 - OxOOEEEO00004002b4 is .gnu.hash
0x00000000004002b8 - OxOOEEO00000400318 is .dynsym
0x0000000000400318 - OxOOEEEO00O0400357 is .dynstr
0x0000000000400358 - OxOOEOOO0OOO400360 is .gnu.version
0x0000000000400360 - OxOOEOOO0OOO400380 is .gnu.version_r
0x0000000000400380 - OxOOEEOO00OO400398 is .rela.dyn
0x0000000000400398 - OxOOEEOO00OO4003c8 is .rela.plt
0x00000000004003c8 - OxOOEOOOOOOO4003e2 is .init
0x00000000004003f0 - OxO0000000000400420 is .plt
0x0000000000400420 - OxO000000000400428 is .plt.got
0x0000000000400430 - OxOOEEOO0OO4005e2 is .text
0x00000000004005e4 - OxO0EEO000004005ed is .fini
0x00000000004005f0 - OxOOEEO00OOE400610 is .rodata
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Note on Entry point: 0x400430 line. Now we know the actual address of entry point of our program. Let's put a breakpoint by

0x0000000000400610 - Ox0000000000400644 is .eh_frame_hdr
0x0000000000400648 - Ox000000000040073c is .eh_frame
0x0000000000600e10 - OxO000000000600e18 is .init_array
0x0000000000600e18 - Ox0000000000600€20 is .fini_array
0x0000000000600e20 - OxO0000OOO00600e28 is .jcr
0x0000000000600e28 - OxO000000000600ff8 is .dynamic
0x0000000000600ff8 - OxO000000000601000 is .got
0x0000000000601000 - OxO0000000000601028 is .got.plt
0x0000000000601028 - OxO000000000601034 is .data
0x0000000000601034 - OxO000000000601038 is .bss

this address, run our program and see what happens:

(gdb) break *0x400430

Breakpoint 1 at 0x400430

(gdb) run
Starting program: /home/alex/program

Breakpoint 1, 0x0000000000400430 in _start ()

Interesting. We don't see execution of the main function here, but we have seen that another function is called. This function is
_start and as our debugger shows us, it is the actual entry point of our program. Where is this function from? Who does call

main and when is it called? I will try to answer all these questions in the following post.

How the kernel starts a new program

First of all, let's take a look at the following simple ¢ program:

#include <stdlib.h>
#include <stdio.h>

static int x = 1;

int y = 2;

int int char {
int z = 3;

("x +y + 2z =%\n", x +y + 2);

return EXIT_SUCCESS;

We can be sure that this program works as we expect. Let's compile it:

$ gcc -Wall program.c -o sum

and run:

$ ./sum
X+y+2z=86

Ok, everything looks pretty good up to now. You may already know that there is a special family of functions - exec*. As we read

in the man page:


http://man7.org/linux/man-pages/man3/execl.3.html

The exec() family of functions replaces the current process image with a new process image.

All the exec* functions are simple frontends to the execve system call. If you have read the fourth part of the chapter which

describes system calls, you may know that the execve system call is defined in the files/exec.c source code file and looks like:

SYSCALL_DEFINE3(execve,
const char __user *, filename,
const char __user *const __user *, argv,
const char __user *const __user *, envp)

return do_execve(getname(filename), argv, envp);

It takes an executable file name, set of command line arguments, and set of enviroment variables. As you may guess, everything is
done by the do_execve function. I will not describe the implementation of the do_execve function in detail because you can
read about this in here. But in short words, the do_execve function does many checks like filename is valid, limit of launched
processes is not exceed in our system and etc. After all of these checks, this function parses our executable file which is
represented in ELF format, creates memory descriptor for newly executed executable file and fills it with the appropriate values
like area for the stack, heap and etc. When the setup of new binary image is done, the start_thread function will set up one new
process. This function is architecture-specific and for the x86_64 architecture, its definition will be located in the

arch/x86/kernel/process_64.c source code file.

The start_thread function sets new value to segment registers and program execution address. From this point, our new
process is ready to start. Once the context switch will be done, control will be returned to userspace with new values of registers

and the new executable will be started to execute.

That's all from the kernel side. The Linux kernel prepares the binary image for execution and its execution starts right after the
context switch and returns controll to userspace when it is finished. But it does not answer our questions like where does _start

come from and others. Let's try to answer these questions in the next paragraph.

How does a program start in userspace

In the previous paragraph we saw how an executable file is prepared to run by the Linux kernel. Let's look at the same, but from
userspace side. We already know that the entry point of each program is its _start function. But where is this function from? It
may came from a library. But if you remember correctly we didn't link our program with any libraries during compilation of our

program:

$ gcc -Wall program.c -o sum

You may guess that _start comes from the stanard libray and that's true. If you try to compile our program again and pass the
-v option to gcc which will enable verbose mode , you will see a long output. The full output is not interesting for us, let's look

at the following steps:

First of all, our program should be compiled with gcc :

$ gcc -v -ggdb program.c -o sum

/usr/libexec/gcc/x86_64-redhat-linux/6.1.1/ccl -quiet -v program.c -quiet -dumpbase program.c -mtune=generic -m
arch=x86-64 -auxbase test -ggdb -version -o /tmp/ccvUWZKF.s
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The cc1 compiler will compile our ¢ source code and an produce assembly named /tmp/ccvuwzkr.s file. After this we can

see that our assembly file will be compiled into object file with the enu as assembler:

$ gcc -v -ggdb program.c -o sum

as -v --64 -o /tmp/cc79wzZSU.o /tmp/ccvUWZKF.s

In the end our object file will be linked by collect2 :

$ gcc -v -ggdb program.c -o sum

/usr/libexec/gcc/x86_64-redhat-1linux/6.1.1/collect2 -plugin /usr/libexec/gcc/x86_64-redhat-1linux/6.1.1/1iblto_p
lugin.so -plugin-opt=/usr/libexec/gcc/x86_64-redhat-linux/6.1.1/1to-wrapper -plugin-opt=-fresolution=/tmp/ccLEG
Yra.res -plugin-opt=-pass-through=-1lgcc -plugin-opt=-pass-through=-1lgcc_s -plugin-opt=-pass-through=-1lc -plugin
-opt=-pass-through=-1gcc -plugin-opt=-pass-through=-1lgcc_s --build-id --no-add-needed --eh-frame-hdr --hash-sty
le=gnu -m elf_x86_64 -dynamic-linker /1ib64/1d-1linux-x86-64.s0.2 -0 test /usr/lib/gcc/x86_64-redhat-linux/6.1.1
/../../../../1ib64/crtl.0 /usr/lib/gcc/x86_64-redhat-linux/6.1.1/../../../../1ib64/crti.o /usr/lib/gcc/x86_64-r
edhat-1linux/6.1.1/crtbegin.o -L/usr/lib/gcc/x86_64-redhat-1linux/6.1.1 -L/usr/1lib/gcc/x86_64-redhat-1linux/6.1.1/
/. ./../../1ib64 -L/1ib/../1ib64 -L/usr/lib/../1ib64 -L. -L/usr/lib/gcc/x86_64-redhat-linux/6.1.1/../../.. /tm
p/cc79wZSU.o0 -lgcc --as-needed -lgcc_s --no-as-needed -lc -lgcc --as-needed -lgcc_s --no-as-needed /usr/lib/gcc
/x86_64-redhat-1linux/6.1.1/crtend.o /usr/lib/gcc/x86_64-redhat-1linux/6.1.1/../../../../1ib64/crtn.o

Yes, we can see a long set of command line options which are passed to the linker. Let's go from another way. We know that our

program depends on stdlib :

$ 1ldd program
linux-vdso.so.1l (0x00007ffc9afd2000)
libc.so.6 => /1ib64/1ibc.so0.6 (0x00007f56b389b00O0O)
/1ib64/1d-1inux-x86-64.50.2 (0x0000556198231000)

as we use some stuff from there like printf and etc. But not only. That's why we will get an error when we pass -nostdlib

option to the compiler:

$ gcc -nostdlib program.c -o program

/usr/bin/1d: warning: cannot find entry symbol _start; defaulting to 000000000040017c
/tmp/ccO2msGW.o: In function “main':

/home/alex/program.c:11: undefined reference to “printf'

collect2: error: 1d returned 1 exit status

Besides other errors, we also see that _start symbol is undefined. So now we are sure that the _start function comes from

standard library. But even if we link it with the standard library, it will not be compiled successfully anyway:

$ gcc -nostdlib -lc -ggdb program.c -o program
/usr/bin/1d: warning: cannot find entry symbol _start; defaulting to 0000000000400350

Ok, the compiler does not complain about undefined reference of standard library functions anymore as we linked our program
with /usr/1ib64/1ibc.so.6 , butthe _start symbol isn't resolved yet. Let's return to the verbose output of gcc and look at

the parameters of collect2 . The most important thing that we may see is that our program is linked not only with the standard



library, but also with some object files. The first object file is: /1ib64/crti.o0 . And if we look inside this object file with

objdump , we will see the _start symbol:
$ objdump -d /1ib64/crtil.o

/1ib64/crtil.o: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <_start>:

0: 31 ed xor %ebp, %ebp

28 49 89 di mov %rdx, %r9

5: 5e pop %rsi

6: 48 89 e2 mov %rsp, %rdx

9: 48 83 e4 f0O and $OxFEFFfffffffffffo,%rsp
d: 50 push  %rax

@8 54 push %rsp

f: 49 c7 cO 00 00 6O 00 mov $0x0, %r8

16: 48 c7 cl1 00 00 6O 00 mov $0x0, %rex

1d: 48 c7 c7 00 00 00 00 mov $0x0, %rdi

24: e8 00 00 00 00 callg 29 <_start+0x29>
29: 4 hlt

As crti.0 is ashared object file, we see only stubs here instead of real calls. Let's look at the source code of the _start
function. As this function is architecture specific, implementation for _start will be located in the sysdeps/x86_64/start.S
assembly file.

The _start starts from the clearing of ebp register as ABI suggests.

xorl %ebp, %ebp

And after this we put the address of termination function to the r9 register:

mov %RDX_LP, %R9_LP

As described in the ELF specification:

After the dynamic linker has built the process image and performed the relocations, each shared object gets the opportunity
to execute some initialization code. ... Similarly, shared objects may have termination functions, which are executed with

the atexit (BA_OS) mechanism after the base process begins its termination sequence.

So we need to put the address of the termination function to the r9 register as it will be passed to __1ibc_start_main in future
as sixth argument. Note that the address of the termination function initially is located in the rdx register. Other registers besides
rdx and rsp contain unspecified values. Actually the main point of the _start functionisto call __libc_start_main . So

the next action is to prepare for this function.

The signature of the __libc_start_main function is located in the csu/libc-start.c source code file. Let's look on it:

STATIC int LIBC_START_MAIN (int (*main) (int, char **, char **),
int argc,
char **argv,
__typeof (main) init,
void (*fini) (void),
void (*rtld_fini) (void),
void *stack_end)
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https://sourceware.org/git/?p=glibc.git;a=blob;f=csu/libc-start.c;h=9a56dcbbaeb7ef85c495b4df9ab1d0b13454c043;hb=HEAD#l107

It takes the address of the main function of a program, argc and argv . init and fini functions are constructor and
destructor of the program. The rtld_fini is the termination function which will be called after the program will be exited to
terminate and free its dynamic section. The last parameter of the __1libc_start_main is a pointer to the stack of the program.
Before we can call the __libc_start_main function, all of these parameters must be prepared and passed to it. Let's return to the
sysdeps/x86_64/start.S assembly file and continue to see what happens before the _ 1libc_start_main function will be called

from there.

We can get all the arguments we need for _ libc_start_main function from the stack. At the very beginning, when _start is

called, our stack looks like:

Fomm e - +
| NULL |
Fomm e - +
[ [
| envp |
[ [
B R +
| NULL |
e
[ [
| argv |
[ [
e e
| argc | <- rsp
B +

After we cleared ebp register and saved the address of the termination function in the ro register, we pop an element from the
stack to the rsi register, so after this rsp will point to the argv array and rsi will contain count of command line

arguemnts passed to the program:

Fommm e e e +
| NULL |
Fommm e e m +
| |
| envp |
| |
Fommmm e e m +
| NULL |
e e e
| |
| argv |
| ce | <- rsp
droccoocoocooooooooo +

After this we move the address of the argv array to the rdx register

popq %rsi
mov %RSP_LP, %RDX_LP

From this moment we have argc cand argv . We still need to put pointers to the construtor, destructor in appropriate registers
and pass pointer to the stack. At the first following three lines we align stack to 16 bytes boundary as suggested in ABI and push

rax which contains garbage:

and $~15, %RSP_LP
pushq %rax

pushq %rsp

mov $_ libc_csu_fini, %R8_LP
mov $_ libc_csu_init, %RCX_LP
mov $main, %RDI_LP


https://sourceware.org/git/?p=glibc.git;a=blob;f=sysdeps/x86_64/start.S;h=f1b961f5ba2d6a1ebffee0005f43123c4352fbf4;hb=HEAD
https://software.intel.com/sites/default/files/article/402129/mpx-linux64-abi.pdf

After stack aligning we push the address of the stack, move the addresses of contstructor and destructor to the r8 and rcx
registers and address of the main symbol to the rdi . From this moment we can call the _ libc_start_main function from the

csw/libe-start.c.
Before we look at the __1libc_start_main function, let's add the /libé4/crti.o and try to compile our program again:

$ gcc -nostdlib /1ibé4/crtil.o -1lc -ggdb program.c -o program
/1ib64/crtl.o0: In function "_start':

(.text+0x12): undefined reference to “__libc_csu_fini'
/1ib64/crti.o0: In function "_start':
(.text+0x19): undefined reference to “__libc_csu_init'

collect2: error: 1d returned 1 exit status

Now we see another error that both __libc_csu_fini and _ libc_csu_init functions are not found. We know that the
addresses of these two functions are passed to the __1ibc_start_main as parameters and also these functions are constructor and
destructor of our programs. But what do constructor and destructor interms of ¢ program means? We already saw the
quote from the ELF specification:

After the dynamic linker has built the process image and performed the relocations, each shared object gets the opportunity
to execute some initialization code. ... Similarly, shared objects may have termination functions, which are executed with

the atexit (BA_OS) mechanism after the base process begins its termination sequence.
So the linker creates two special sections besides usual sections like .text , .data and others:

° .init

° .fini

We can find them with the readelf util:

$ readelf -e test | grep init
[11] .init PROGBITS 00000000004003c8 000003c8

$ readelf -e test | grep fini

[15] .fini PROGBITS 0000000000400504 00000504

Both of these sections will be placed at the start and end of the binary image and contain routines which are called constructor and
destructor respectively. The main point of these routines is to do some initialization/finalization like initialization of global
variables, such as errno, allocation and deallocation of memory for system routines and etc., before the actual code of a program is

executed.

You may infer from the names of these functions, they will be called before the main function and after the main function.

Definitions of .init and .fini sections are located in the /1ib64/crti.o and if we add this object file:

$ gcc -nostdlib /1ib64/crtl.o /1ib64/crti.o -1lc -ggdb program.c -o program

we will not get any errors. But let's try to run our program and see what happens:

$ ./program
Segmentation fault (core dumped)

Yeah, we got segmentation fault. Let's look inside of the 1ib64/crti.o with objdump :

$ objdump -D /1ib64/crti.o

/1ib64/crti.o: file format elf64-x86-64


https://sourceware.org/git/?p=glibc.git;a=blob;f=csu/libc-start.c;h=0fb98f1606bab475ab5ba2d0fe08c64f83cce9df;hb=HEAD
http://flint.cs.yale.edu/cs422/doc/ELF_Format.pdf
http://man7.org/linux/man-pages/man3/errno.3.html

Disassembly of section .init:

0000000000000000 <_init>:

0: 48

4: 48

b: 48

@8 74
10: e8
Disassembly

0000000000000000 <_fini>:

0:

83
8b
85
05
00

of

ec 08 sub
05 00 00 00 00 mov
co test
je
00 00 00 callq
section .fini:
sub

48 83 ec 08

$0x8, %rsp
Ox0(%rip), %rax
%rax, %rax

15 <_init+0x15>
15 <_init+0x15>

# b <_init+0xb>

$0x8,%rsp

As I wrote above, the /1ibé4/crti.o object file contains definition of the .init and .fini section, but also we can see here

the stub for function. Let's look at the source code which is placed in the sysdeps/x86_64/crti.S source code file:

.section .init,"ax",@progbits

.p2align 2

.globl _init

.type _init, @function

_init:

subq $8, %rsp
movg PREINIT_FUNCTION@GOTPCREL(%rip), %rax
testq %rax, %rax

je .Lno_weak_fn

call

*%rax

.Lno_weak_fn:

call PREINIT_FUNCTION

It contains the definition of the .init section and assembly code does 16-byte stack alignment and next we move address of the

PREINIT_FUNCTION and if it is zero we don't call it:

00000000004003c8 <_init>:
4003c8:
4003cc:
4003d3:
4003d6:
4003d8:
4003dd:
4003el:

48
48
48
74
es8
48
c3

83
8b
85
05
43
83

ec
05
co

00
c4

08
25 Oc 20 00

00 00
08

sub $0x8, %rsp

mov 0x200c25(%rip), %rax
test %rax, %rax

je 4003dd <_init+0x15>
callg 400420 <__libc_start_main@plt+0x10>
add $0x8, %rsp

retq

# 600ff8 <_DYNAMIC+0x1d0>

where the PREINIT_FUNCTION isthe _ gmon_start__ which does setup for profiling. You may note that we have no return

instruction in the sysdeps/x86_64/crti.S. Actually that's why we got a segmentation fault. Prolog of _init and _fini is placed

in the sysdeps/x86_64/crtn.S assembly file:

.section .init, "ax",@progbits
addq $8, %rsp

ret

.section .fini, "ax",@progbits
addgq $8, %rsp

ret

and if we will add it to the compilation, our program will be successfully compiled and run!

$ gcc -nostdlib /1ib64/crtl.o /1ib64/crti.o /lib64/crtn.o -1lc -ggdb program.c -o program

$ ./program
X+y+2z=26
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Conclusion

Now let's return to the _start function and try to go through a full chain of calls before the main of our program will be
called.

The _start isalways placed at the beginning of the .text section in our programs by the linked which is used default 1d

script:

$ 1d --verbose | grep ENTRY
ENTRY(_start)

The _start function is defined in the sysdeps/x86_64/start.S assembly file and does preparation like getting argc/argv from
the stack, stack preparation and etc., before the __1ibc_start_main function will be called. The __ libc_start_main function
from the csu/libc-start.c source code file does a registration of the constructor and destructor of application which are will be
called before main and after it, starts up threading, does some security related actions like setting stack canary if need, calls

initialization related routines and in the end it calls main function of our application and exits with its result:

result = main (argc, argv, __environ MAIN_AUXVEC_PARAM);
(result);

That's all.

Links

e system call

e gdb

e execve

e ELF

e x86_64

e segment registers
e context switch

e System V ABI
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Internal system structures of the Linux kernel

This is not usual chapter of 1inux-insides . As you may understand from the title, it mostly describes internal system

structures of the Linux kernel. Like Interrupt Descriptor Table , Global Descriptor Table and many many more.

Most of information is taken from official Intel and AMD manuals.


http://www.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html
http://developer.amd.com/resources/developer-guides-manuals/

interrupt-descriptor table (IDT)

Three general interrupt & exceptions sources:

e Exceptions - sync;
e Software interrupts - sync;

e External interrupts - async.
Types of Exceptions:

e TFaults - are precise exceptions reported on the boundary before the instruction causing the exception. The saved %rip
points to the faulting instruction;
e Traps - are precise exceptions reported on the boundary following the instruction causing the exception. The same with
%rip ;

e Aborts - are imprecise exceptions. Because they are imprecise, aborts typically do not allow reliable program restart.

Maskable interrupts trigger the interrupt-handling mechanism only when RFLAGS.IF=1. Otherwise they are held pending for as
long as the RFLAGS.IF bit is cleared to 0.

Nonmaskable interrupts (NMI) are unaffected by the value of the rFLAGS.IF bit. However, the occurrence of an NMI masks

further NMIs until an IRET instruction is executed.

Specific exception and interrupt sources are assigned a fixed vector-identification number (also called an “interrupt vector” or
simply “vector”). The interrupt vector is used by the interrupt-handling mechanism to locate the system-software service routine
assigned to the exception or interrupt. Up to 256 unique interrupt vectors are available. The first 32 vectors are reserved for

predefined exception and interrupt conditions. They are defined in the arch/x86/include/asm/traps.h header file:

/* Interrupts/Exceptions */

enum {
X86_TRAP_DE = O, /* 0, Divide-by-zero */
X86_TRAP_DB, /* 1, Debug */
X86_TRAP_NMI, /* 2, Non-maskable Interrupt */
X86_TRAP_BP, /* 3, Breakpoint */
X86_TRAP_OF, /* 4, Overflow */
X86_TRAP_BR, /* 5, Bound Range Exceeded */
X86_TRAP_UD, /* 6, Invalid Opcode */
X86_TRAP_NM, /* 7, Device Not Available */
X86_TRAP_DF, /* 8, Double Fault */
X86_TRAP_OLD_MF, /* 9, Coprocessor Segment Overrun */
X86_TRAP_TS, /* 10, Invalid TSS */
X86_TRAP_NP, /* 11, Segment Not Present */
X86_TRAP_SS, /* 12, Stack Segment Fault */
X86_TRAP_GP, /* 13, General Protection Fault */
X86_TRAP_PF, /* 14, Page Fault */
X86_TRAP_SPURIOUS, /* 15, Spurious Interrupt */
X86_TRAP_MF, /* 16, x87 Floating-Point Exception */
X86_TRAP_AC, /* 17, Alignment Check */
X86_TRAP_MC, /* 18, Machine Check */
X86_TRAP_XF, /* 19, SIMD Floating-Point Exception */
X86_TRAP_IRET = 32, /* 32, IRET Exception */

}

Error Codes

The processor exception-handling mechanism reports error and status information for some exceptions using an error code. The
error code is pushed onto the stack by the exception-mechanism during the control transfer into the exception handler. The error

code has two formats:


http://lxr.free-electrons.com/source/arch/x86/include/asm/traps.h#L121

e most error-reporting exceptions format;

e page fault format.

Here is format of selector error code:

31 16 15 3 2 1 0

P P s +

| | | TII]E]|

| Reserved | Selector Index | - | D] X|

| | [T 1T T]|

L L e - L T e L L e G +
Where:

e exT - If this bit is set to 1, the exception source is external to the processor. If cleared to 0, the exception source is internal
to the processor;

e 1pT - If this bit is set to 1, the error-code selector-index field references a gate descriptor located in the interrupt-
descriptor table . If cleared to 0, the selector-index field references a descriptor in either the global-descriptor table
or local-descriptor table LbT , as indicated by the T1 bit;

e TI - If this bit is set to 1, the error-code selector-index field references a descriptor in the LpT . If cleared to 0, the selector-
index field references a descriptor in the epT .

® selector Index - The selector-index field specifies the index into either the epT , LDT ,or 1IDT , as specified by the

ipT and TI bits.

Page-Fault Error Code format is:

31 4 3 2 1 0
BT T T +
| | [ RITUIRI] -
| Reserved | I/D | S| - | - | P |
| | [vis|w]-]|
T e +
Where:

e 1/D - Ifthis bitis set to 1, it indicates that the access that caused the page fault was an instruction fetch;

e Rrsv - If this bit is set to 1, the page fault is a result of the processor reading a 1 from a reserved field within a page-
translation-table entry;

e u/s -If this bit is cleared to 0, an access in supervisor mode ( cPL=0, 1, or 2 ) caused the page fault. If this bit is set to 1,
an access in user mode (CPL=3) caused the page fault;

e Rr/w - If this bit is cleared to 0, the access that caused the page fault is a memory read. If this bit is set to 1, the memory
access that caused the page fault was a write;

e p - If this bit is cleared to 0, the page fault was caused by a not-present page. If this bit is set to 1, the page fault was caused

by a page-protection violation.

Interrupt Control Transfers

The IDT may contain any of three kinds of gate descriptors:

® Task Gate - contains the segment selector for a TSS for an exception and/or interrupt handler task;

® Interrupt Gate - containssegment selector and offset that the processor uses to transfer program execution to a handler
procedure in an interrupt handler code segment;

e Trap Gate - contains segment selector and offset that the processor uses to transfer program execution to a handler

procedure in an exception handler code segment.



General format of gates is:

127 96
B T T e T T T +

I I

| Reserved

| I

PococnonnoananoE0t0n0E000000E0000000000E00056050060050080505600600005050005000050050005

95 64
B T e +

B T +
63 48 47 46 44 42 39 34 32
B T +
| | | | | | | [ |
| offset 31..16 | P | P | ©|Type |00 O | 6 | © | IST |
| | | | | | | [ |
_______________________________________________________________________________ +
31 16 15 (¢}
B L L L b T T R +
| | |
| Segment Selector | Ooffset 15..0 |
| | |
B L R L L L b T T R, +

Where

e selector - Segment Selector for destination code segment;

e offset - Offset to handler procedure entry point;

e DPL - Descriptor Privilege Level;

e P - Segment Present flag;

e 1sT - Interrupt Stack Table;

e TYPE -one of: Local descriptor-table (LDT) segment descriptor, Task-state segment (TSS) descriptor, Call-gate descriptor,

Interrupt-gate descriptor, Trap-gate descriptor or Task-gate descriptor.

An 1DT descriptor is represented by the following structure in the Linux kernel (only for x86_64 ):

struct gate_structé4 {
ul6 offset_low;
ulé segment;
unsigned ist : 3, zero® : 5, type : 5, dpl : 2, p : 1;
ul6 offset_middle;
u32 offset_high;
u32 zerol;
} __attribute__((packed));

which is defined in the arch/x86/include/asm/desc_defs.h header file.

A task gate descriptor does not contain 1sT field and its format differs from interrupt/trap gates:

struct ldttss_desc64 {
ulé limitoe;
ul6é baseO;
unsigned basel : 8, type : 5, dpl : 2, p : 1;
unsigned limitl : 4, zero® : 3, g : 1, base2 : 8;
u32 base3;
u32 zerol;

} __attribute__((packed));


http://lxr.free-electrons.com/source/arch/x86/include/asm/desc_defs.h#L51

Exceptions During a Task Switch

An exception can occur during a task switch while loading a segment selector. Page faults can also occur when accessing a TSS.
In these cases, the hardware task-switch mechanism completes loading the new task state from the TSS, and then triggers the

appropriate exception mechanism.

In long mode, an exception cannot occur during a task switch, because the hardware task-switch mechanism is disabled.

Nonmaskable interrupt

TODO

API

TODO

Interrupt Stack Table

TODO
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